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Abstract

As cyber threats evolve, unconventional attack vectors such as side-channel techniques are
becoming increasingly relevant in modern security research. This bachelor thesis investigates
whether electromagnetic and thermal emissions from modern Ethernet cables can be used to
detect the volume of network traffic from a distance. To address this research question,
controlled experiments were conducted using instruments like RTL-SDR, Keysight spectrum
analyzer, and FLIR thermal cameras. Measurements of electromagnetic and thermal emissions
were collected before, during, and after network traffic transmission in a controlled
environment. Multiple tests were conducted with different network traffic load. For the
environment, we used different techniques to minimise the impact on the Ethernet cables being
tested by minimising airflow and outer external factors. The results demonstrate a measurable
correlation between increases in electromagnetic emissions and thermal emissions from the
Ethernet cable. As this bachelor thesis is, to the best of our knowledge, the first study on this
problem, more rigorous tests are needed to draw an exact conclusion to the problem
formulation. To conclude, state of the practice equipment was used to investigate the possibility
and to what extent the volume of Ethernet traffic can be picked up from a distance. But further
work is required to determine whether a quantifiable relationship exist. These findings highlight
a potential side-channel vulnerability in Ethernet based communication systems.
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1. Introduction

In an increasingly complex and uncertain world, security has become a highly relevant issue,
and information is no longer just data but a valuable form of currency. We live in a world today
where cybersecurity and information security are becoming extremely important. Both
countries, companies and other private actors are looking for ways to gather and analyse
information. Thus, it’s very important from a security perspective to look at new ways to extract
information, so organisations can secure their networks, data and information.

New ways of gathering information are something countries are looking for all the time. When
it comes to gathering this information wirelessly, it’s commonly called Signals intelligence
(SIGINT). Often when it comes to SIGINT, it’s not the information sent in specific packets that
are interesting, rather the metadata around it and the conclusions that can be drawn from it. In
July 2016, NATO added cyber as one of the domains warfare is conducted in [1]. Since then,
the cyber domain has become even more relevant and today we can find applications
everywhere that are connected to the internet and cyberspace. Traditionally, cyber has not been
a domain in which warfare is fought, but with the rapid increase in cyberattacks nowadays,
cyber is one of the five types of warfare recognized [2].

In this bachelor thesis, the area of interest is electromagnetic and thermal emission from
Ethernet cables. The research aims to determine if it’s possible to get a measurement of the
volume of network traffic going through an Ethernet cable. To analyze this, various tools and
techniques will be used. This study focuses specifically on electromagnetic and thermal
emissions from modern Ethernet cables and investigates whether these emissions provide
measurable indicators of traffic volume. By combining both electromagnetic and thermal
measurements, this research aims to contribute new insights into an area where previous studies
have typically relied on only one type of side-channel vector.
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2. Background

This chapter introduces essential concepts, technologies, and tools relevant to the research
conducted in this thesis. The chapter is divided into subsections. Each describes different
information that is necessary to understand the report in full. Information on the specific
equipment used in the experiments and observations can be found in the Data acquisition
chapter of the report. In that section, the equipment used is explained in more detail and in
relation to the methods used. For some with existing computer networking experience and/or
practice some subsections may be found superfluous. But for people with this existing
knowledge and/or skills, it’s still recommended to read the sections about RTL-SDR, Spectrum
analyzer, Side-channel attacks and Thermal camera.

2.1. Ethernet cables

An Ethernet cable is a term used to describe a networking cable used for data transmission in
computer networks. Ethernet cables are made up of multiple standards, including both IEEE
802.3 [3], International ISO/IEC 11801 and TIA/EIA-568B standards [4]. These standards are
the basis for the modern Ethernet cable used in a normal network today.

The most common types of Ethernet cables are twisted pair cables [4]. These cables are made
from copper. These copper cables are made from pairs of wires twisted together. This method
where the copper wires are twisted together decreases crosstalk; the crosstalk is the
electromagnetic noise generated by other pairs in the cable.

There are also different types of shielding in different Ethernet cables [4]. Some twisted pair
cables just have some plastic around the copper wires, and some have foil or other metal that
surrounds the wires. This additional shielding further decreases the crosstalk from other pairs
in the cable. Different shielding is what separates the different cables into different categories.
The main categories that will be used in this research are described in detail below.

2.1.1. Ethernet Cable - Category Se

Ethernet cable category Se is an enhanced version of the original version, Category 5 [5]. The
original Ethernet 5 had speeds up to 100 Mbps, also known as Fast Ethernet. Nowadays the
Category 5 has largely been phased out and has long since been replaced by Ethernet Se.

Ethernet 5e can reach speeds up to 1000 Mbps, also known as Gigabit Ethernet [5]. The newer
version of Ethernet Se has also improved by decreasing crosstalk, compared to Ethernet 5. The
maximum frequency supported in cat5e is 100 MHz [5, 6].
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2.1.2. Ethernet Cable — Category 6

Cat 6 cables are an upgraded version of Cat5e and support speeds up to 10 Gbps [5]. The Cat6
cables are an upgrade version but also a more expensive version compared to the CatSe cable.
Cat6 cables can reach a guaranteed level of 250 MHz [5, 6].

2.1.3. Ethernet Cable — Category 7

Cat7 cables are an upgraded version of cables compared with Cat6 [5]. Cat7 supports better
bandwidth and transfer speeds compared to Cat6. Cat7 cables can reach speeds up to 10 Gbps
and 100 Gbps at ranges of up to 15 meters. The Cat7 cable can reach a maximum frequency of
600 MHz [5, 6].

2.2. Realtek - Software Defined Radio (RTL-SDR)

RTL-SDR is a low-cost USB-based dongle that can be used in combination with a computer to
pick up radio signals [7]. There are different models and therefore some modules can be used
to pick up signals between 500 kHz to 1.72 GHz. One downside to a normal RTL-SDR is that
it cannot transmit signals, only receive or pick up signals. A lot of the tools used with RTL-
SDR are also community-built and open source.

RTL-SDR originally comes from the mass production of the DVB-T TV tuner dongles based
on the RTL2832U chipset [7]. It was later discovered that raw data could be extracted from the
RTL2832U chipset, which allowed the original DVB-T TV tuner to be converted to a wideband
software-defined radio. This was possible via the use of custom software.

Today, the use cases for the RTL-SDR are numerous; it’s used to listen to air traffic control,
police, ambulance, fire rescue, VHF radio, receive GPS coordinates and much more [7].

2.3. Spectrum analyzer

A spectrum analyzer is an instrument used to measure radio signals over a wide span of
frequencies [8]. A spectrum analyzer uses a filter in which the range of signals passes through;
the filter will only allow a specific range of frequencies. After the filter, the range of signals
passes through an amplifier and then displayed on a screen, on which the results can be seen.



Albin Sedlacek Side-Channel Attacks on Ethernet Cables

A spectrum analyzer can be used to see the power level of a specific frequency [8]. With this,
a spectrum analyzer can be used to detect which frequencies and signals are strong and weak.
It can also be used to detect noise and in general when you want to monitor and inspect a range
of frequencies and signals.

2.4. Side-Channel Attacks

A side-channel attack is an attack in which an adversary exploits the leakage of information
from a physical crypto system [9]. In a side-channel attack, the main attack vectors exploited
are timing, power consumption, and electromagnetic and acoustic emissions. By analyzing
these types of emissions, an adversary could gain valuable insights into how a system works or
collect valuable data. Often side-channel attacks are used to gather encryption keys from secure
crypto systems.

2.5. Thermal camera

A thermal camera is a tool used to detect infrared energy also known as heat and turn it into a
visible image [10]. A thermal camera captures images of infrared or thermal energy and shows
the variations in heat.

2.6. iPerf

iPerf is a tool designed for testing the maximum achievable bandwidth [11, 12]. iPerf supports
protocols like TCP and UDP and can operate using both IPv4 and IPv6. When using iPerf, it
will report different parameters such as packet loss, transfer speed, and packet size. iPerf3 is
the latest version of the tool and is not backward compatible.
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3. Related works

This chapter presents relevant research within the area of electromagnetic and thermal side-
channel attacks on wired communication systems, and showcases previous research conducted
within this research domain. The related works will give a broader view and explain which
findings already have been made within this area of interest. The works presented will also
explain what general conclusions and assumptions we can make within this research domain.
Later in this report, we will also compare the related and previous research papers with the
findings presented here.

Mordechai Guri showed that it is possible to pick up Ethernet transmissions using side-channel
attacks [13]. The tools used in the research were a HackRF and an RTL-SDR used to transmit
and receive electromagnetic signals.

The frequencies studied in this paper included several frequencies, but the tests were mainly on
the 250 MHz frequency. Other frequencies were also 125 MHz, 375 MHz, and 625 MHz [13].
In the study, they conclude that around 250 MHz they are able to retrieve the largest amount of
data. The results were that it’s possible to exfiltrate data from secure air-gapped networks short
distances from an Ethernet cable using electromagnetic emissions.

S. Sachintha, N. Le-Khac, M. Scanlon, A. Sayakkara show in this paper that it’s possible to
exfiltrate sensitive data using electromagnetic emissions from industrial networks [14]. They
are able to exfiltrate this information using a HackRF One SDR.

J. Danial, D. Das, S. Ghosh, A. Raychowdhury, S. Sen, were able to use an electromagnetic
side-channel attack to attack a crypto system [15].

All these papers differ in one major way from what is researched in this bachelor thesis; this is
that only one type of side-channel attack vector is used. In this bachelor thesis, we use both
electromagnetic and thermal emissions to validate our results and make stronger conclusions.
It is also the first time an academic report or paper to the best of our knowledge that the subject
of thermal emissions from Ethernet cables, as a way of gathering information from them, has
been conducted.
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4. Problem formulation

In this study, we analyze how radiation and electromagnetic fields can be used to exfiltrate
information from Ethernet networks. Being able to exfiltrate information using this method
would imply that data in networks are vulnerable to attacks from the outside. This type of attack
is generally referred to as a side-channel attack. If possible, this type of attack could be used by
a potential adversary to gain access to information that is critical to an organization and could
compromise operational security in a major way.

This study specifically focuses on whether radiation and electromagnetic fields can be used in
a way that makes it possible without being in contact with the Ethernet cable, to extract the
volume of network traffic. The implications this could have are major, as this would allow a
potential adversary to gain critical information on when the network is being used and when it
is inactive. A high volume of network traffic can indicate that large files are being transferred,
or that a big update is happening. This type of attack could also be used to analyze potential
patterns of when a network is utilized and determine when clients are using the network.

The existing research has in many ways explored the possibilities of these types of attacks. But
research has not shown if it’s possible to use both radiation and electromagnetic fields together
to analyze the volume of data going through a network. Previous research has been limited in
two different ways. The first way previous research has been limited is in regard to the use of
other cable types, not using modern Ethernet cables but serial, VGA and other types of electrical
cables. The second way earlier research has been limited is by not combining both radiation
and electromagnetic fields to get a conclusion for their results.

With the overall goal of detecting the volume of network traffic, this study will focus on
detecting signals and emissions from Ethernet cables. In order to investigate the possibility of
detecting and analyzing the volume of network traffic. In this bachelor thesis, the following
research questions will be considered.

These are the main research questions for this study:

1. Which existing measurement and sensing techniques can be used to detect and gather
the volume of network traffic from a distance?

2. To what extent can electromagnetic emissions and thermal emissions from Ethernet
cables be used to gather and analyze the volume of traffic from a distance?

For research question 1, we define techniques as tools that can be used to gather, analyze, and
assess the data from an Ethernet cable. We will look at sensing techniques like RTL-SDR,
spectrum analyzer, and thermal camera. These techniques will be evaluated in order to conclude
if it's possible to use them for gathering the volume of network traffic.

10
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In research question 2, the specified parameters we assess are electromagnetic emissions and
thermal emissions. With those parameters, we aim to determine if it's possible to use them to
gather the volume of Ethernet network traffic from a distance.

11



Albin Sedlacek Side-Channel Attacks on Ethernet Cables

5. Method

In this bachelor thesis, the main method of research is practical tests in the form of experiments
combined with a literature study. The primary method has been experimenting in a controlled
environment with industry-leading tools. The literature study has largely been reviewing the
current knowledge of the area of interest. But the literature study has also been used to gather
valuable information on how to use different tools and a basic understanding of the area. In this
section, the primary methods used will be explained. This section will also cover the different
tools used during the research part of the project.

5.1. Measurement techniques

For this bachelor thesis, the following measurement techniques have been used to gather and
analyze the results. The first technique used to measure the electromagnetic field emitted from
the Ethernet cable is using a spectrum analyzer. The spectrum analyzer is used to gather the
volume of data from the Ethernet cable. The spectrum analyzer can gather this data by looking
at different frequencies and how much signal activity is present at specific frequencies. The
second way of gathering data from the Ethernet cables involves the use of thermal cameras.
The thermal cameras are used to gather the heat emitted by the cable. The underlying
assumption behind the use of a thermal camera is that higher data throughput may result in
increased electrical activity within the cable, which in turn could lead to measurable increases
in cable temperature.

5.2. Literature study

To gather and collect information on the area of interest, this bachelor thesis has conducted a
literature study. For the literature study, several key words have been utilized to filter and select
articles, reports, and sources. One of the text strings used when searching for articles was
“ethernet cable electromagnetic attack”. The key words utilized here were “ethernet”,
“electromagnetic” and “attack”. The word “ethernet” was selected as the thesis focuses on
modern Ethernet cables. The key words “electromagnetic” and “attack™ were selected as the
study focuses on side-channel attacks and ethical hacking. The databases used in the search for
related works and articles were IEEE and Mélardalen University’s library database.

A more general literature study has also been conducted regarding gathering information on
specific equipment, tools and general knowledge on the area of interest. The websites of
equipment providers were used to obtain information on how the equipment and tools work and
can be used. Websites and web searches have also been an ongoing method of gathering
information on more specific questions regarding the bachelor thesis.

12
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6. Ethical and Societal Considerations

This section will cover how different ethical and societal considerations have been regarded in
relation to this bachelor thesis. The section will explain ethical considerations in the way that
this research has been conducted in an ethically and academically correct way. This section will
also cover from a societal standpoint how these considerations have been made.

6.1. Ethical considerations

The research was conducted in such a way that bad actors would not be able to utilize this
bachelor thesis for bad intentions, such as espionage, hacking, or foreign state intelligence
gathering. This is prevented as this bachelor thesis, and research is not a demonstration or step-
by-step guide on how to gather information from Ethernet cables using electromagnetic or
thermal parameters for information or intelligence gathering. Furthermore, this research was
conducted within academic boundaries and according to international and Swedish law. The
results found in this report are not meant to be used by bad actors, and the intention has always
been to strengthen the academic research within the research area.

Some of the tests were conducted at a protection object “skyddsobjekt”. A protection object is
a building, area, or object that has special protection under Swedish law against sabotage,
terrorism, espionage, and aggravated robbery [16]. The tests conducted at Flir were conducted
in a protection object. Therefore, photos on the instrumental setup and photos on the thermal
cameras used cannot be shared in this bachelor thesis, as it’s not allowed under Swedish law.

6.2. Societal considerations

From the perspective of societal consideration, this bachelor thesis can have a positive impact
in different ways. One way this research can benefit the civil sector is by informing
organizations and private citizens of a potential information leakage in regard to Ethernet
cables. By informing of a potential way information can leak from an Ethernet cable,
organizations such as private companies, government agencies and institutions can better
protect themselves and be more aware of the potential side-channel attack.

13
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7. Data acquisition

In this chapter, the process of data acquisition and execution of the experiments will be
presented. The point of this section is to explain how the data acquisition was made in greater
detail. In relation to the results, this section will explain the experiments used to gather the data
and information presented in the result chapter.

7.1. Initial findings

Before the actual experiments were started, some initial tests were made to gather data critical
for the actual experiments. The data gathered in these experiments were, for example, about
which frequencies we were best able to pick up signals from Ethernet cables. This was done
partially in the literature study and by the feasibility study prior to the bachelor thesis. But the
findings from those studies were also tested with the RTL-SDR.

7.1.1. Instrumental setup

During the tests the equipment used was an RTL-SDR, a V-dipole antenna, a Cat6 cable, and a
computer. The software used to capture the data was SDR#, with a sample rate of 3,2 MSPS.
The antenna was in the V-dipole configuration with a length of 24 cm and with 21 cm between
the tops of the antennas.

7.1.2. Collecting data

The tests were conducted by observing the increase of noise and signals on and around different
frequencies. After observing the noise levels, sites like speedtest.net and bredbandskollen.se
were used to generate a load on the Cat6 Ethernet cable. After data had been sent through the
cable, a comparison was made before when no data was sent through the cable and during the
test when there was a high traffic load on the cable.

14
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7.2. Main research at Flir

The main tests used to answer the problem formulation were done in Stockholm at the Flir
research facility. For these tests, we combined electromagnetic emission tests with thermal
emission tests, as we tested both electromagnetic emission and thermal emission at the same
time.

7.2.1. Instrumental setup

During the tests, both a spectrum analyzer and a thermal camera were used to capture both
electromagnetic and thermal emission from the Ethernet cables. Prior to the test, the spectrum
analyzer was procured and borrowed by Keysight Technologies. The following equipment was
used: spectrum analyzer FieldFox N9917B, thermal camera G635, CatSe cable, Cat6 cable,
Cat7 cable, Ethernet to USB adapter, ASUS Vivobook laptop and Lenovo G50 laptop.

A cardboard box was also used to better control the environment. The theory behind the box
was that the air flow in the room might impact the heat on the cable. We wanted to control the
environment as much as possible; this is as we expected a minimal change in the heat from the
Ethernet cable. The cardboard box had a hole at each end of the box to let the cable through the
box. We also made a hole on the side of the box to be able to make the measurements of the
cable.

On the ASUS Vivobook, Windows 11 was used as the operating system running a virtual
machine running Ubuntu 22.04.3-desktop-amd64 version in VirtualBox. The Lenovo G50
laptop was running Ubuntu 22 as its main OS. The ASUS Vivobook was also equipped with an
Ethernet adapter as the laptop did not have an onboard Ethernet port. Both laptops were running
the software Iperf3. Iperf3 was the traffic generator used for the tests, to generate network
traffic.

The Keysight spectrum analyzer FieldFox N9917B is the instrument used in the main tests at
Flir, when collecting electromagnetic emissions. The instrument has a frequency range of 30
kHz to 18 GHz [17]. The instrument has an accuracy of +0.9 ppm over the temperature range
of -10 to 55 and a power level accuracy of +0.7 dB from 30 kHz to 10 MHz and 0.5 dB from
>10 MHz to 26.5 GHz. Real-Time Spectrum Analyzer (RTSA) is built into the instrument and
allows for more accurate and faster readings of the electromagnetic emissions. RTSA has a
frequency range of 9 kHz to 18 GHz.

The Flir camera used for the experiments was the G635 camera. The G635 camera has a noise
equivalent temperature difference value of 15 mK or 0.015 degrees Celsius [18]. The camera
has a measurement temperature range of —20°C to +120°C. The instrument also has an IR

15
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resolution of 640 x 480 pixels with a 14.5° x 10.8° field of view. The camera also has a F-
number of 1.59.

KEYSIGHT  FieldFox Microwave Analyzer N99178 18GHz
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7.2.2. Collecting data

The tests were conducted in a standardized way using different amounts of speed and Ethernet
cables. The tests were done when sending 10, 50, 100, 250, 500, and 1000 Mbit/s of data over
a 60-second period. The tests were done using CatSe, Cat6, and Cat7 cables. The load on the
Ethernet cable was done using Iperf3.

The spectrum analyzer was set to gather data around 250 MHz. We collected data on
electromagnetic emission using the spectrum analyzer before we started a test, during the test,
and after the test. For the thermal camera, we collected data before and after each test.

7.3. Second tests at Flir

Four weeks after the main tests were done, some more tests were done to verify the results done
prior to this and to do more tests in an even more controlled environment. The general setup
was conducted in the same way as described in subsection 7.2. Main research at Flir. The only
major difference was the way we controlled the environment and the influence the environment
had on the test. The test also used a more fine-tuned camera with specific filters to better and
more clearly see the differences in the temperature emitted by the Ethernet cable.

For the second test at Flir we changed the cable setup to have a smaller impact on the cables in
terms of heat. The first thing we did was to change the cable length from 1.5 meters to 15
meters. This was to reduce the heat traveling in the cables from the computers. For the second
test we also changed to have two cables side by side inside the box, where one cable had data
going through and one cable with no data, so as to have a reference point. We also put the cables
vertically through the cardboard box instead of horizontally. By placing the cables vertically
and letting gravity pull the cables down, we had no components touching the cables. The theory
behind this was that if something touches the cables, the cable can emit heat from the cable to
the object touching the cable. One day prior to the experiment we also painted the cables with
Nextel paint to make the cables more clearly to see in the camera. Also, one day prior to the
experiment we put all the equipment in the testing room so that all the equipment would be
acclimatized to the temperature and environment, so as to minimize outside factors and
intervention.

For the tests, we did not record electromagnetic emissions but instead focused only on thermal
emissions.
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8. Results

In this chapter the results from the initial findings and the results from the main tests will be
presented.

8.1. Initial findings test 1

In this part the results from the first tests and initial findings will be presented.

On the frequency 229.9 MHz there is constant noise and signals. But as soon as data is
sent through the cable it disappears.

230.000.000% o +~

- 550

|
s ,M.L,,_w«./1~.<wmhmww-va\‘awa»:‘-q-w--‘,wn-‘w-'w-".-»'.VMw,'«.w-l‘vwh‘,wA\.n"ro"*é\wﬂ"""‘-‘-w"h%ﬂ‘/~'-«‘*‘~W-4-'vV«'m-Jﬂ.».m*wﬁwnw.ul%mu.m\w oty Mgt b

DAB Broadcast

230,400 MHz

Figure 2: Screenshot from SDR# on the 229.9 MHz

In the middle of the test the noise appears again. This happens when the speed test switches
from download to upload. During this switch no data is sent.
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Figure 3: Shows in the middle of the test

After the speed test the noise goes back to normal, and signals can be found on the 229.9 MHz
frequency.
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Figure 4: At the end of the test
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Figure 5 is a picture taken after the tests are done and it shows that when data is not sent through
the Cat6 cable some type of noise or signals are sent over the frequency 229.9 MHz
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Figure 5: Picture taken after the test, when no data is going through the cable

8.2. [Initial findings test 2

Instead of a speed test being run this time it is youtube.com that is opened. When the website
is opened the noise or signals observed on the frequency are for a moment gone. On the left and
right of the 229.9 MHz frequency the same thing happens where the noise or signals previously
observed are for a moment gone.
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Figure 6: Test where youtube.com is opened

Figure 7 is the same as the figure 6 with the exception of the red markings. The red markings
show when youtube.com is opened and when the signals temporarily stop.
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Figure 7: Same picture as figure 6 but with markings indicating when youtube.com is opened
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8.3. Initial findings test 3

This time the frequency 250 MHz is analysed using the RTL-SDR. The tests were conducted
using bredbandskollen.se to generate download and upload traffic. The purpose of the test was
to study if it was possible to detect when traffic was going through the cable on the 250 MHz
frequency.

250.000.000% o ~
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Figure 8: Shows response when testing uploading speed using bredbandskollen.se

I do the same test again and when I do it shows some type of signal at the frequencies 250 MHz.
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Figure 9: Second test and gets the same response when testing uploading speed at
bredbandskollen.se

I do the same test again but with the change to speedtest.net instead of bredbandskollen.se to
make sure it’s not a temporary thing or something with the packets from bredbandskollen.se.
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Figure 10: Shows the beginning of the test at speedtest.net
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Figure 11: Shows the end of the test at speedtest.net

I test to zoom in on the frequency sending out the signals when sending packets or uploading
something using bredbandskollen.se and speedtest.net. I found that it is on the frequency
250.01385 MHz that actually sends out the response I pick up. This is showcased in Figure 12
below.

250.013.850% o ~
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Figure 12: Shows the 250.01385 MHz frequency when testing upload speed using
bredbandskollen.se
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8.4. Main tests at Flir

In this part, the results collected from the tests conducted at Flir in Stockholm will be presented.
During these tests both electromagnetic and thermal emission data was collected at the same
time.

The software FLIR Research Studio was used to analyse the radiological data captured using
the infrared camera. Using FLIR Research Studio, the mean temperature, lowest temperature
and highest temperature on the cable were analysed from the collected data.

For the tests we measured the electromagnetic emission before, during, and after data
transmission. We also measured the temperature of the cable before and after transiting data.

8.4.1. Test1

The test consisted of 100 Mbit/s of data over a 60 second period with a Cat5e cable. The result
of this was a higher volume of electromagnetic emission picked up from the cable shown in
Figure 13, 14 and 15. Also a higher minimum and maximum temperature value on the cable,
while the mean temperature value was the same before and after the test. The change in thermal
heat can be seen in Table 1, Figure 16 and 17.

Mean value on the | Minimum value on the | Maximum value on
cable cable the cable

Before the test 24,74 24,66 24,83

After the test 24,74 24,68 24,86

Table 1: Shows the thermal emissions form the Ethernet cable
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Figure 14: Shows the electromagnetic emission during data transmission

27



Albin Sedlacek Side-Channel Attacks on Ethernet Cables

2ef 0.00 dBm

10.0
de/

Figure 15: Shows the electromagnetic emission immediately after the transmission

Figure 16: Image of thermal emission of the cable before the test
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Figure 17: Image of thermal emission of the cable after the test

8.4.2. Test?2

The test consisted of 500 Mbit/s of data over a 60 second period with a Cat6a cable. The result
of this was a higher volume of electromagnetic emission picked up from the cable. The heat on
the cable was also higher as we registered a higher minimum, maximum and mean temperature

on the cable.

Mean value on the
cable

Minimum value on the
cable

Maximum value on
the cable

29

Before the test 24,73 24,62 24,82
After the test 24,79 24,68 25,04
Table 2: Shows the thermal emissions form the Ethernet cable
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Figure 18: Electromagnetic emission during the test

Figure 19: An image before transmitting data
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8.4.3. Test3

Figure 20: An image after transmitting data

The test consisted of 1000 Mbit/s of data over a 60 second period with a Cat6a cable. The result
of this was a higher volume of electromagnetic emission picked up from the cable. The heat on
the cable was also higher in general as we registered a higher maximum and mean temperature

on the cable, but the minimum value on the cable was a bit lower by 0.02 degrees compared to

before the test.

Mean value on the
cable

Minimum value on the
cable

Maximum value on
the cable

31

Before the test 24,87 24,76 24,96
After the test 24,90 24,74 25,08
Table 3: Shows the thermal emissions form the Ethernet cable
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Figure 22: An image after transmitting data
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Figure 23: An image before transmitting data

Figure 24: An image after transmitting data

8.4.4. Test4

The test consisted of 500 Mbit/s of data over a 60 second period with a Cat7 cable. The result
of this was a higher volume of electromagnetic emission picked up from the cable. For this test
case we only recorded an increase in the maximum temperature value on the cable compared
to before the test. The mean value on the cable and the minimum value stayed the same.
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Mean value on the | Minimum value on the | Maximum value on
cable cable the cable

Before the test 24,92 24,82 25,07

After the test 24,92 24,82 25,26

Table 4: Shows the thermal emissions form the Ethernet cable
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Figure 25: An image before transmitting data
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Figure 27: An image after transmitting data
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Figure 28: An image before transmitting data

Figure 29: An image after transmitting data

8.4.5. Test5s

The test consisted of 1000 Mbit/s of data over a 60 second period with a Cat7 cable. The result
of this was a higher volume of electromagnetic emission picked up from the cable. For this test
case we recorded an increase in the mean, minimum, and maximum values of temperature on
the cable, when compared with before the test.

Mean value on the | Minimum value on the | Maximum value on
cable cable the cable

Before the test 24,89 24,81 25,08

After the test 24,99 2495 25,12

Table 5: Shows the thermal emissions form the Ethernet cable
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Figure 31: During transmission
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Figure 32: An image after transmitting data

Figure 33: An image before transmitting data

Figure 34: An image after transmitting data
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8.5. Second test at Flir

Four weeks after the first tests at Flir, we did more tests to verify the tests that were already
done. The tests were also done to further exclude outside intervention and to have a better and
more controlled environment. From the analysed data from the first test, we detected a small
increase in both heat and electromagnetic emissions from the Ethernet cable. It was critical to
further test the hypothesis and verify the results.

8.5.1. Test1

The test consisted of 100 Mbit/s over a 60 second period with a Cat5e Ethernet cable. The result
was a small increase in thermal heat from the cable after transmitting data.

Mean temperature of left side | Mean temperature of right
cable with IDLE traffic side cable with transmitting
data
Before the test 23,62 23,62
After the test 23,64 23,64

Table 6: Shows the thermal emissions form the Ethernet cable

8.5.2. Test2

The test consisted of 1000 Mbit/s over a 240 second period with a Cat5e Ethernet cable. The
result was an increase in thermal heat from the cable after transmitting data.

Mean temperature of left side | Mean temperature of right
cable with IDLE traffic side cable with transmitting
data
Before the test 23,47 23,47
After the test 23,52 23,53

Table 7: Shows the thermal emissions form the Ethernet cable
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Figure 35: An image before transmitting data

Figure 36: An image after transmitting data

By comparing the two images, we can see that the cables are darker in Figure 35 compared to
Figure 36. This indicates a difference in heat where the cables are hotter in the after image,
Figure 36.
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9. Discussion

In this chapter of the thesis report the results will be discussed with the research questions.
There are two research questions that have been formulated from this thesis. The following RQs
will be discussed below.

RQ 1: Which existing measurement and sensing techniques can be used to detect and gather
the volume of network traffic from a distance?

For RQ 1 we have used both electromagnetic and thermal emission to detect and gather the
volume of network traffic in an Ethernet cable, from a distance. The meaning of network
volume is defined and limited to the parameters of signal emission dBm or temperature C. No
exact model of converting this to bit rate, throughput and/or packet density is demonstrated.
Also, for distance we in this study we mean close to the source, but still we are not connected
to the communication system. For electromagnetic emissions we used the instruments RTL-
SDR and a spectrum analyzer to detect network traffic, but also to capture and record the
volume of network traffic. For thermal emissions we used a thermal camera to gather the heat
on the Ethernet cable. We recorded the heat on the Ethernet cable before sending any data and
after we had sent data. By using these measurement techniques, we found that there are
indications of correlation between activity and emissions in network traffic going through an
Ethernet cable.

By looking at test 1 from the results, we can see an increase in electromagnetic emission when
we transfer data through the Ethernet cable. By looking at Figure 13, 14, and 15 there is a clear
difference in 8 dBm when we transfer data through the Ethernet cable and not transferring any
data. With this we have been able to detect a difference in electromagnetic emission when
transferring data and not transferring any data.

For thermal emissions we detected an increase in the mean temperature on the Ethernet cable
in the following tests 2,3, and 5. By looking at Tables 2,3, and 5 those results can be found. In
test 5 we detected the highest increase in thermal emission when comparing when we
transferred no data and after we had transferred data, the increase for the mean temperature was
0.1 degree Celsius.

RQ 2: To what extent can electromagnetic emission and thermal emission from Ethernet cables
be used to gather and analyze the volume of traffic from a distance?

In this bachelor thesis we have used instruments like RTL-SDR, spectrum analyzer and thermal
infrared cameras to gather the emissions from Ethernet cables. Using the data collected we have
been able to see correlations between an increase in electromagnetic emissions and thermal

41



Albin Sedlacek Side-Channel Attacks on Ethernet Cables

emission when compared to the data transmitted. For example, we had an increase in the mean
temperature in test 5 of 0.1 degrees Celsius when sending 1000 Mbit/s of data but only an
increase of the mean temperature 0.06 degrees Celsius when sending 500 Mbit/s of data in test
2.

In the form of electromagnetic transmitted from the cable, we measured around —95 dBm of
electromagnetic emission before sending any data according to Figure 13 and —86 dBm when
transferring data through the cable according to Figure 14, this was when transmitting 100
Mbit/s of data. At the end of the test the electromagnetic emission from the cables can clearly
be seen decrease when comparing Figure 15 and Figure 14. For test 3 we could clearly see a
decrease in electromagnetic emission from the Ethernet cable from —85 dBm in figure 21 when
transmitting data to -94 dBm in figure 22 when not transmitting any data.

The signals captured from the Ethernet cables using the spectrum analyzer and RTL-SDR are
most likely common-mode emissions rather than differential-mode signals. Consequently, the
measured signals are not necessarily related to the actual transmitted Ethernet data, payload, or
packets, but may instead originate from unintended electromagnetic emissions generated by the
network interface circuitry.

However, this thesis did not include experiments specifically designed to distinguish between
common-mode and differential-mode emissions. Therefore, it cannot be conclusively
determined whether the observed signals originated from common-mode currents, differential-
mode currents, or a combination of both. Future work should include dedicated measurements
and test setups capable of separating and characterizing these emission mechanisms in order to
better understand the origin of the detected signals.

More rigorous tests have also been done to exclude the influence of the heat from the computers
used in the tests. When we did the second test at Flir we used longer Ethernet cables, to exclude
the heat generated from the laptops. The heat we were worried about was the general heat
generated from the computer and was transmitted with the Ethernet cable. With the second test
we used 15 meters long Ethernet cables instead of 1.5 meters, with the theory that the heat
would dissipate until the point where we did the measurements. In those cases, we were also
able to see an increase in the mean temperature of the Ethernet cable.

Repeatability has been tested as we did many different tests both times at Flir with a favourable
result. With repeatability we mean that the tests were done multiple times and at two different
dates with a similar result. With this we can also more strongly prove that our theory behind
RQ 2 is valid. The experimental results suggest that there may be a correlation between
increased network activitly and measurable emissions, both electromagnetic and thermal. For
example, higher data rates like 1000 Mbit/s were associated with slightly increased signal levels
and temperature values compared to lower data rates.
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For the second tests at Flir we measured a heat increase of 0.02 degrees in the cable with 100
Mbit/s of network traffic and IDLE traffic according to Tabell 6, compared to the baseline
measurement when no traffic was transmitted through the cable for test 1. For test 2 we,
measured a heat increase of 0.06 degrees in the cable transmitting network traffic and an
increase of 0.05 degrees in the cable with IDLE traffic according to Tabell 7. The reason for
the simultaneous increase of temperature in both the cable transmitting a large amount of data
and the cable with just IDLE network traffic, is believed to be that the cable to the right is
reflecting heat from the adjacent cable to the left cable with IDLE traffic. It is also why for test
2 we did not observe the same level of heat increase from the cable with IDLE traffic.

For RQ 2 we have found that there is a possibility to detect the increase and decrease of network
traffic in Ethernet cables by using electromagnetic emissions and thermal emissions and
analysing the data. It should though be said that the technique is very difficult to use and that
further studies should be done to conclude those findings. But as far as we can tell right now,
we were able to see a correlation between the increase and decrease of Ethernet network traffic
and the parameters we looked at for this bachelor study. Further work is required to determine
whether a quantifiable relationship exist.

Sources of error and limitations to this bachelor thesis have for example been external forces
impacting both the electromagnetic and thermal conditions. For the electromagnetic reading,
noise from mobile phones and other equipment can have impacted the results. Also, when the
initial findings where conducted an RTL-SDR was used and not a calibrated state of the practice
equipment like a spectrum analyzer. The use of an RTL-SDR can therefore have impacted the
results in a negative way, but this is one of the limitation the bachelor study had. For the thermal
readings one way the results can have been impacted is by the air flow in the room, where the
tests were conducted. We tried to minimise the impact the airflow had on the equipment by
using carboard boxes to surround the equipment and Ethernet cables being tested.
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10. Conclusions

In this bachelor thesis we have looked at the possibility of using electromagnetic and thermal
emissions to detect the volume of network traffic transmitted through an Ethernet cable. The
meaning of network volume is defined and limited to the parameters of signal emission dBm
or temperature C. No exact model of converting this to bit rate, throughput and/or packet density
is demonstrated. The signals captured from the Ethernet cables are most likely common-mode
emissions rather than differential-mode signals. Therefore, the emissions picked up by the
spectrum analyzer is likely not the packets them self but rather noise generated when pushing
high volumes network of traffic. However, this was not tested in this study, and we can therefore
not deny or confirm that the emissions picket up was the actual data. This bachelor thesis has
been unique in the way that we used both electromagnetic emissions and thermal heat emissions
to detect the volume of network traffic transmitted. From the literature study that was conducted
we found no similar case where electromagnetic and thermal emissions have been used in this
way to detect the volume of network traffic in an Ethernet cable.

For the data collected we used an RTL-SDR to gather initial data on which frequencies to look
further at. For the main tests to gather the results we used a spectrum analyzer, FieldFox
N9917B to gather the electromagnetic emissions and a thermal camera Flir G635 to gather the
radiological data. With those instruments we in a controlled environment conducted the tests
and gathered the results.

In conclusion, this bachelor thesis indicates that it is possible to detect presence and relative
changes of network traffic transmitted through an Ethernet cable. By using state of the practice
instruments combined with a controlled environment, we were able to detect a difference in
both electromagnetic and thermal emissions, when transmitting data and not transmitting data.
RQ 1 for measurement techniques, was answered by using electromagnetic sensing using RTL-
SDR and spectrum analyzers, these methods can be used to detect the presence of network
activity. Thermal sensing, however, provides limited practical usefulness due to its low
sensitivity and susceptibility to environmental influences, and these tests need to be performed
in a more controlled environment like a vacuum chamber and from there build upon the
findings. RQ 2 on analysis of traffic volume, the results indicate a possible correlation between
increased network activity and measurable emissions of electromagnetic and thermal, but the
study does not demonstrate a reliable or quantitative method for estimating traffic volume. The
observed relationships are qualitative and do not support accurate measurement or prediction
of network throughput. The study should therefore be regarded as exploratory, and its
conclusions are limited to identifying correlations rather than establishing a definitive
measurement method.
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11. Future work

To build upon this bachelor study, one possible way is to try to derive a mathematical model to
be able to accurately calculate the volume of network traffic with the data of electromagnetic
emission and thermal emission from the Ethernet cable. For this the measurements presented
in the results chapter could be used as a starting point and where additional tests could be needed
to get all data needed.

Another way this could be built upon is by conducting more tests to further verify the possibility
of these findings. Also, to test how low it’s possible to see the change as this bachelor thesis
mainly focuses on the possibility of this technique and not to finetune the findings.
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