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Abstract

The advancement of technology has led to an increase in the demand for ultra-
low end-to-end network latency in real-time applications with a target of be-
low 10 ms. The IEEE 802.1 Time-Sensitive Networking (TSN) is a set of
standards that supports the required low-latency wired communication with
ultra-low jitter for real-time applications. TSN is designed for fixed networks
thus it misses the flexibility of wireless networks. To overcome this limitation
and to increase its applicability in different applications, an integration of TSN
with other wireless technologies is needed. The fifth generation of cellular
networks (5G) supports real-time applications with its Ultra-Reliable Low La-
tency Communication (URLLC) service. 5G URLLC is designed to meet the
stringent timing requirements of these applications, such as providing reliable
communication with latencies as low as 1 ms. Seamless integration of TSN
and 5G is needed to fully utilize the potential of these technologies in contem-
porary and future industrial applications. However, to achieve the end-to-end
Quality of Service (QoS) requirements of a TSN-5G network, a significant
effort is required due to the large dissimilarity between these technologies.

This thesis presents a comprehensive and well-structured snapshot of the
existing research on TSN-5G integration that identifies gaps in the current
research and highlights the opportunities for further research in the area of
TSN-5G integration. In particular, the thesis identifies that the state of the
art lacks an end-to-end mapping of QoS requirements and traffic forward-
ing mechanisms for a converged TSN-5G network. This lack of knowledge
and tool support hampers the utilisation of ground-breaking technologies like
TSN and 5G. Hence, the thesis develops novel techniques to support the end-
to-end QoS mapping and traffic forwarding of a converged TSN-5G network
for predictable communication. Furthermore, the thesis presents a translation
technique between TSN and 5G with a proof-of-concept implementation in a
well-known TSN network simulator. Moreover, a novel QoS mapping algo-
rithm is proposed to support the systematic mapping of QoS characteristics
and integration of traffic flows in a converged TSN-5G network.
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Sammanfattning

Teknikens framsteg har lett till en 6kning av efterfragan pa ultraldg end-to-
end nitverkslatens i realtidsapplikationer med ett mal pa under 10 ms. IEEE
802.1 Time-Sensitive Networking (TSN) &dr en uppsittning standarder som
stoder den tradbundna kommunikationen med lag latens och ultralagt jitter
for realtidsapplikationer. TSN é&r designad for fasta nédtverk och missar dér-
for flexibiliteten hos tradlosa nitverk. For att 6vervinna denna begrinsning
och for att oka dess tillimpbarhet i olika applikationer behdvs en integration
av TSN med andra tradlosa teknologier. Den femte generationen av celluldra
nitverk (5G) stoder realtidsapplikationer med sin Ultra-Reliable Low Latency
Communication (URLLC)-tjanst. 5G URLLC é&r designad for att mota de
stringa tidskraven for dessa applikationer, som att tillhandahalla palitlig kom-
munikation med latenser sa laga som 1 ms. S6mlds integrering av TSN och
5G behovs for att fullt ut utnyttja potentialen hos dessa teknologier i samtida
och framtida industriella tillimpningar. Men for att uppna end-to-end QoS-
kraven for ett TSN-5G-nitverk krédvs en betydande anstrangning pa grund av
den stora olikheten mellan dessa teknologier. Denna avhandling presenterar
en omfattande och vilstrukturerad 6gonblicksbild av den befintliga forsknin-
gen om TSN-5G-integration som identifierar luckor i den aktuella forsknin-
gen och belyser mojligheterna for ytterligare forskning inom omradet TSN-
5G-integration. Speciellt identifierar avhandlingen att den senaste tekniken
saknar en end-to-end-mappning av QoS-krav och mekanismer for vidarebe-
fordran av trafik for ett konvergerat TSN-5G-nitverk. Denna brist pa kunskap
och verktygsstdd hindrar anvindningen av banbrytande teknologier som TSN
och 5G. Dirfor utvecklar avhandlingen nya tekniker for att stédja end-to-end
QoS-kartlaggning och trafikbefordran av ett konvergerat TSN-5G-nétverk for
forutsdgbar kommunikation. Vidare presenterar avhandlingen en 6versittning-
steknik mellan TSN och 5G med en proof-of-concept-implementering i en
vilkdnd TSN-nitsimulator. Dessutom féreslas en ny QoS-mappningsalgoritm
for att stodja systematisk kartliggning av QoS-egenskaper och integration av
trafikfloden i ett konvergerat TSN-5G-nétverk.
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Glossary

bridges Also referred as switches, are network devices responsible for for-
warding data packets between network segments based on their physical
addresses. 8-11

end station Also referred as node, is a device or application that generates or
consumes data packets in a wired or wireless network. 7, 10

end-to-end Refers to a data transmission process that involves a series of net-
work components and protocols to deliver the data from the source to
the destination. 1, 3, 13, 21, 23, 27

flow Refers to data packets or messages that are transmitted between two end
stations over a network. 8-11, 13-16, 18

interoperability Is the ability of different networks or systems to communi-
cate easily without the need for additional tools or interfaces. 11

real-time Refers to applications that have strict time constraints or deadlines
which has to be met in order for the system to function correctly. 1-3,
7,9,14, 21,27, 28

reliability Is a key performance attribute in real-time systems often expressed
in terms of the probability that a system delivers its expected results
without a failure, for a given period of time. 1-3, 7, 8, 13

User Equipment refers to end-user devices or end stations that are used to
access a wireless network, such as 5G. 13, 18
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Chapter 1

Introduction

There is an urgent need for future industrial networks for ultra-reliable and
deterministic communication in order to involve their fast and precise pro-
cesses [1]. The physical infrastructure in smart factories will require com-
munication technologies that could deliver critical control, while providing
automation services. Furthermore, Industrial IoT (IloT) applications like au-
tonomous driving, robotics, as well as augmented and virtual reality, may re-
quire high data rates and ultra-low latency (ULL) [2,3]. These applications
often require end-to-end latency in the range of microseconds [4]. Therefore,
a dedicated mechanism is needed to address low-latency requirement of ULL
applications.

Time-Sensitive Networking (TSN) is a set of standards for Ethernet-based
communication! that fulfills the requirements of real-time applications with
ultra low jitter [5,6]. Since it is a wired network, it uses onboard connection to
achieve the determinism and reliability of the network. The onboard connec-
tion is actually a constraint for future industrial applications. Wired connection
limits the movement of the vehicles and it also limits the connection only in the
areas where wired connection is feasible. The flexibility of a mobile connec-
tion is a missing feature of TSN. To overcome this limitation, the integration
of TSN with wireless technologies is compulsory for contemporary and future
industrial applications.

The early generations of mobile networks have not been designed
to achieve low-latency and reliability. They address the consumer
communications with asymmetric data, and thus the communication is
missing the built-in flexibility required by industrial applications. The
fifth generation of mobile networks (5G) [7, 8] can provide the flexibility

"https://1.ieee802.0rg/tsn/



and scalability required of the mentioned applications. 5G supports
real-time applications by using a service called Ultra-Reliable Low Latency
Communication (URLLC), which is part of the 3rd Generation Partnership
Project (3GPP) Releases [9, 10]. URLLC is a promising candidate for
real-time wireless communication to support latency of 1 ms and reliability of
99.999% [11]. Enhanced mobile broadband (eMBB) and massive machine
type communication [12] are two other services of 5G provided by 3GPP that
can be useful for industrial Internet of Things (IloT) use cases [13].

A converged wired and wireless network integrating TSN and 5G is needed
to achieve real-time requirements, determinism as well as mobility and scal-
ability of communication in contemporary and future industrial applications.
In order to achieve such a converged network, a significant effort is required
due to very different techniques and protocols used on a wired and wire-
less network. An application of the converged TSN-5G network (i.e., TSN
within vehicles and 5G among the vehicles and their control centre) is shown
in Figure. 1.1. In this automotive use-case there is an urgent need for high-
bandwidth and low-latency predictable communication both within each vehi-
cle and among the vehicles and their remote control centre.

Remote
P control
5G centre
Control signals
e @’( TSN
Legacy (e.g.,CAN) > i
Communication o Switched
&= P é $ Ethernet
. \ WiFi Remote Car2Car Cloud AL
TSN \i' 4
Q) o) S

CAM Lidar Audio

Figure 1.1: Envisioned conceptual view of collaborating vehicles utilizing converged
TSN-5G networks (PROVIDENT 2).

Our vision is that a converged TSN-5G network is a viable solution
to provide a seamless and flexible communication infrastructure which
meets the real-time requirements of holistic network communication in
collaborating connected vehicles and other domains; such as industrial
automation, industry 4.0 and industrial IoT.

ZPROVIDENT is the name of our research project meaning "Predictable Software Develop-
ment in Connected Vehicles Utilising Blended TSN-5G Networks" Link to PROVIDENT.
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1.1 Motivation and Research Challenges

Besides all the benefits of integrating TSN and 5G technologies, several core
challenges need to be addressed. Some notable challenges include (i) under-
standing the different architectural trade-offs in a joint TSN-5G architecture,
(ii) time synchronization, (iii) handling end-to-end QoS requirements between
TSN and 5G, and (iv) simulation and implementation of a TSN-5G network in
a real-world environment, among others. Although the interaction of both sys-
tems is part of 3GPP specifications, there are still gaps for future investigation
on this interaction since there are different approaches and aspects, which are
still unclear to the research community and industries.

To achieve the end-to-end QoS requirements and traffic forwarding be-
tween TSN and 5G, a significant effort is required due to the large dissimilar-
ity of the considered systems. Both TSN and 5G use different techniques and
protocols to forward traffic from one user to another, to classify and prioritize
the traffic, as well as to allocate resources such as bandwidth, to each class of
traffic by ensuring that the QoS requirements are met. In this thesis, we aim at
addressing the handling of QoS requirements between TSN and 5G which is
essential for ensuring that real-time and critical data are transmitted with the
necessary level of reliability, determinism, and predictable low-latencies.

1.1.1 Research Goal

In this section, we specify the research goal of this thesis which targets
resource management and traffic forwarding in converged TSN-5G networks.
The purpose of this thesis is to provide solutions and techniques to achieve
the research goal (RG) defined as follows:

Research Goal (RG): Developing new techniques to provide an end-
to-end QoS mapping and traffic forwarding of a converged TSN-5G net-
work for predictable communication.

The main RG can be refined into three sub-goals (SG;) as follows:

¢ SG1: To identify challenges and opportunities in the current state-of-
the-art on the integration of TSN and 5G networks.

* SGo: To efficiently translate the traffic and map QoS requirements be-
tween TSN and 5G network domains.

e SG3: To design a centralized architecture to configure the TSN-5G net-
work, and forward traffic from TSN to 5G and vice-versa.



4 1.2. Research Process

1.2 Research Process

To address the research goal presented earlier in Section 1.1.1, this work uses
the hypothetico-deductive [14] research method for computer science. It also
considers investigating the research area and designing a well-structured de-
sign model for TSN and 5G integration. Additionally, it considers implement-
ing the idea in real use cases provided by some industrial partners. The re-
search process is presented in Figure 1.2.

Research Settings

A 4

~
Conduct a systematic
literature review

v

s N

Identify a list of problems

. J

J

Research Product

e N s N
Problem Formulation > Solution Proposal
(- x J (. v
{ ¢ B
Solution Implementation
. J
v
{ N\
Reformulate ) )
Solution Evaluation
(. v
Validation|Technique
¥

Revision iscussion

and
validation

Accepted

Figure 1.2: Research process.

The research process consists of the following steps:

1. Systematic Literature Review: A systematic literature review
(SLR) [15] was conducted in order to achieve a comprehensive
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and well-structured snapshot of the existing research on TSN-5G
integration. The existing literature was explored to understand different
aspects of such integration, and thus technical characteristics and
potential gaps in the state-of-the-art were identified.

2. Identify a list of problems: We identify gaps in the state of the art and
highlight future research directions, resulting in a list of problems that
need to be solved.

3. Problem Formulation: From the list of problems, we choose a specific
problem and formulate it based on well-structured research sub-goals.

4. Solution Proposal: Innovative and novel solutions were discussed and
proposed to address the identified problem. The implementation chal-
lenges of the solutions were identified. From the discussions, the solu-
tion that tackled the problem and overcame the drawbacks of the other
solutions was selected for the next step.

5. Solution Implementation: The solutions from the previous stage were
implemented. Practical challenges were identified, and reusability of the
implemented solution was taken in consideration.

6. Solution Evaluation: The solution was evaluated through sets of exper-
iments, use cases, simulation approaches, or theoretical analysis meth-
ods. The use cases were taken from the vehicular domain, and some of
them were also proposed by our industrial partners: HIAB>, and Arcti-
cus Systems®.

7. Discussion and Validation: This research was conducted as a joint
collaboration with industrial partners mentioned before. Therefore, we
received the industrial partners’ feedback based on continuous discus-
sions. The results from the evaluation were discussed thoroughly and
their validity were examined. If the results were judged as inconvenient,
we revised our solution or proposed a new one by reiterating the process.
Finally, if the results were accepted, the research process was ended by
publishing the proposed solution in a peer-reviewed article.

3https://hiab.com/en
“https://www.arcticus-systems.com/






Chapter 2

Background and Related Work

This chapter describes the background for the work presented in this thesis
together with a list of related works that will help the reader understand the
basic concepts used throughout this thesis.

2.1 Ethernet-based Communication

Ethernet is a communication standard for Local Area Networks (LAN),
Metropolitan Area Networks (MAN) and Wide Area Networks (WAN). It
includes specifications for both the physical and data link layer of the OSI
model. The data link layer is divided into two sub-layers: Logical Link
Control (LLC) and Medium Access Control (MAC). The LLC acts as a
bridge between the physical layer, MAC layer and the Network layer. It
controls the logical link between end stations and makes sure that multiple
network protocols can be supported on the same multipoint network. MAC
layer handles the hardware side with each Network Interface Card (NIC)
having a unique 48-bit address often represented in hexadecimal. It is
responsible for interactions with the physical medium. Ethernet technology
assigns dedicated priorities to each frame based on IEEE 802.1Q standard.
To introduce real-time capabilities, additional features have been added, such
as Time Division Multiple Access (TDMA), polling based communication,
and summation frame communication [16]. This set of extensions fulfil the
stringent real-time requirements, but they require modifications to the IEEE
Ethernet MAC [17]. Therefore, the Audio-Video Bridging (AVB) working
group broadened in scope [18] following rising demand from industries for
high reliability and high bandwidth traffic over Ethernet. In 2012, the AVB
working group was renamed to Time-Sensitive Networking (TSN) task group
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to reflect the expanded scope and the technology’s ability to provide reliable
and deterministic networking for a wider range of time-sensitive applications
beyond just audio and video.

2.2 Time-Sensitive Networking

TSN is a set of standards that enable the reliable and deterministic delivery of
time-sensitive data over Ethernet. It supports high-bandwidth and low-latency
communication, gaining attention in time-critical industrial applications such
as in the industrial automation [6] and automotive domains [19, 20]. To im-
prove the Quality of Service (QoS) of Ethernet, the TSN task group proposed
several features; e.g, time-aware traffic shaper (IEEE 802.1 Qbv), clock syn-
chronization (IEEE 802.1AS), frame preemption (IEEE 802.1Qbu), and path
control and reservation (IEEE 802.1Qca), among others.

2.2.1 Traffic Forwarding and Traffic Classes in TSN

TSN switches (or bridges) support 8 different priorities for different types of
traffic. The priority is defined by Priority Code Point (PCP) field. The PCP
is a 3-bit value added in the 802.1Q-2018 VLAN tag. TSN switches use the
PCP value to classify incoming frames into different priority levels and apply
the necessary (QoS) mechanisms, such as traffic shaping, prioritization, and
reservation, to ensure that time-sensitive data is delivered with the required
accuracy and reliability. There are two scheduling mechanisms available in
TSN: (i) Credit-based shaper (CBS) for AVB, and (ii) Time-Aware Shaper
(TAS), which allow arbitration of traffic at the egress port.

TSN traffic classes: TSN supports three different traffic classes: (1)
Scheduled Traffic (ST), (2) Audio Video Bridging with Class A and Class B,
and (3) BE traffic, presented in Figure 2.1. Each queue is controlled by a
Gate Control List (GCL), where all the offline schedule is timestamped. For
example, the GCL could specify that flows with a certain priority should be
passed through the switch without delay, while flows with a lower priority
should be buffered or discarded.

* The ST class is scheduled offline, with strict temporal isolation achieved
with the TAS mechanism controlled by the GCL [21]. The GCL is pre-
defined with the specific time slots. When a gate has an open state, the
corresponding queue is allowed to send messages over the link. This
makes ST class fully deterministic, with no jitter on delivering the mes-
sages.
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* AVB defines two priority classes, class A and B, with A as the high-
est priority queue. The AVB traffic queues are controlled by the CBS
mechanism [22]. The CBS works on credit basis, and thus the queue
consumes credit when it sends a message, and it replenishes the credit
when it has a pending message. The traffic from an AVB queue can be
transmitted only if the queue has a non-negative credit and if the gate
has an open state.

» The BE traffic class consists of non-critical data with no real-time guar-
antees. It is the lowest-priority class, and traffic from this queue can be
sent only if the gate is opened.

-1 GCL
ST queue .
“
AVB Class A queue .
9 "4
m —>
S - Port
AVB Class B queue . £ >
9 4
m
(8}
BE queue .
“
N

Figure 2.1: Traffic forwarding in a TSN egress port.

2.2.2 TSN configuration models

The IEEE 802.1Qcc [23] provides a framework for building TSN networks.
According to the 802.1Qcc standard there exist different configuration models
to manage the behavior of TSN bridges as presented below. The choice of
configuration model depends on the requirements of the application and the
network architecture.

Fully distributed model: In the fully distributed model, each network
component (end devices, or TSN bridges) shares its properties required to es-
tablish a TSN flow with all other components that are part of the flow in order
to establish a TSN QoS. The end devices send their requirements to the TSN
bridges, which then propagates the requirements along the TSN stream. Each
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end station in the fully centralized model handles its own resource manage-
ment. A visual representation of the TSN fully distributed configuration model

is presented in Figure 2.2.
End Device " . ’ End Device

Figure 2.2: Fully Distributed TSN Configuration Model.

Centralized network/distributed user model: In the centralized
network/distributed user model, a Centralized Network Configuration
(CNC) entity is added as shown in Figure 2.3. TSN bridges send their
capabilities and requirements to the CNC, while the end devices still send
their properties among each other. The CNC facilitates more complex TSN
features, such as TAS and preemption of flows. It defines the traffic classes,
scheduling mechanisms, and GCLs for each TSN bridge, and provides these
configurations to the bridges over the network.

hRREE 4 CNC [€----
A

End Device } . } End Device
(Talker) TSN Bridge TSN Bridge TSN Bridge

Figure 2.3: Centralized / Distributed TSN Configuration Model.

Fully centralized model: The fully centralized model includes two cen-
tralized entities. First, the end devices send their requirements to an entity
named Centralized User Configuration (CUC). Second, the CNC gets the com-
plete picture of the network by receiving the bridge capabilities and topology,
and end stations’ requirements from the CUC. A visual representation of the
fully centralized configuration model is shown in Figure 2.4.

For a better understanding of this model we present the flow of information
as follows:

1. The end devices send to the CUC their QoS requirements, such as data
rate, traffic class, priorities and worst-case latency.

2. The CUC relays the end devices’ requirements to the CNC.
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3. The TSN bridges send their capabilities to the CNC. These capabilities
include bridge delays per port and class, propagation delays per port,
and priorities.

4. Since CNC has an overview of the whole network, it calculates a sched-
ule for the network with regards to starting times of flows and the open-
ing and closing timings of the gate control within each of the TSN
bridges.

E Requirements &
i Configuration Data i

Capabilities &
Configuration Data
.................... ) CNC ( ....................

Figure 2.4: Fully Centralized TSN Configuration Model. The clocks in each of the
end devices and TSN bridges indicate that the components are time synchronized as
per IEEE 802.1AS.

2.2.3 Limitations of TSN

Although TSN is a promising technology for building low-latency,
high-bandwidth, and highly-reliable networks for time-sensitive data, there
are several missing features that must be overcome in order to fully realize
the potential of TSN. TSN is still a relatively new technology, and there
is a lack of widespread adoption, particularly in consumer markets. This
can limit the availability of TSN devices and make it difficult for users
to find compatible products. interoperability is an important challenge
for TSN. Although the TSN standardization is evolving, currently there
is a lack of interoperability between different TSN implementations,
which can lead to compatibility issues and increased complexity when
building large-scale TSN networks that include devices from multiple vendors.
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Furthermore, TSN as a wired technology, is limited in the areas where
a cable connection is feasible, though missing the flexibility of mobile
connection. This can limit the applicability of TSN in scenarios where
mobility is required such as autonomous vehicles or industrial drones.

2.3 Evolution of mobile networks

The evolution of mobile networks starts with the First generation (1G) tech-
nology, which was launched in 1980’s, introducing wireless voice data. Then
the evolution of mobile networks continues with 2G, 3G, 4G, and 5G in or-
der to improve user experience with communication systems [24] as shown in
Figure 2.5.

5G

Enhanced | |
Mobile
Broadband

4G Critical
* | | Communication
3G \

2G ‘ ‘ LTE-M T’a‘nd NB-loT
o ‘ [Always connected - cloud computing - streaming 1
IG [ Data - . ]
‘ [ Messaging {j:\r:1d global roamin:g: B 1
‘ \:Voice ‘ _ ‘ ‘ \
Human to Human | Telemetry = Machine to Machine == Internet of Things
1980s 1990s 2000 2010 2025

Figure 2.5: Evolution of mobile technology from 1G to 5G!.

The deployment of fifth generation of mobile communications (5G) is stan-
dardized into two phases [25]. 5G Phase 1 was introduced by 3GPP Release
15 [26], as a Non-Standalone network with the ability to utilize existing LTE
and EPC (from 4G) infrastructure, thus making new 5G-based radio technol-
ogy available without network replacement. 5G Phase 2 was explored by
3GPP Release 16 [9], introducing a new core network named Next Gener-
ation Core Network (NGCN) to support advance functions such as network
slicing [27].

Ihttps://iot.telenor.com/technologies/evolution-mobile-technology/
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2.4 5G Network

5G network [28,29] provides significant improvements to the Long Term Evo-
lution (LTE) technology. It is designed to achieve low latency and high re-
liability, providing the built-in flexibility required by Industry 4.0. 5G in-
cludes three generic services: enhanced mobile broadband (eMBB), massive
machine-type communications (mMTC), and ultra-reliable low-latency com-
munication (URLLC), [30-32]. The eMBB supports high data rates, higher
user mobility, high density, and fixed-mobile convergence. The mMTC pro-
vides efficient connectivity for a massive number of heterogeneous IoT devices
with a variety of characteristics and demands.

URLLC is a set of features for 5G to support critical applications with low-
latency and reliability requirements. The standardization for URLLC started
with 3GPP Release 15 and evolved until Release 17. With URLLC features,
the new 5G Radio Access Network (RAN) [33] can achieve ultra-low latency
down to 1 ms and reliability up to 99.9999%. Within the core network, la-
tency is typically below 1 ms [34]. The desired QoS requirements for URLLC
depend on the applications as shown in Table 2.1.

Table 2.1: Expected QoS requirements for URLLC [32,35].

Industry ‘ Error Rate/Reliability ‘ Latency (ms) ‘
Augmented/Virtual Reality 10=5-10-3 5-10
Autonomous/guided vehicles >10-3 5-10

Automated Industry 1079-107° 1

Internet of things/Tactile Internet | 10—5 1

2.4.1 PDU Session and QoS Flows

5G network provides connectivity to User Equipment (UE) towards a Data
Network (DN) such as Internet, IP Multimedia Subsystem (IMS), or any pri-
vate corporate network. To provide this end-to-end connectivity, 5G estab-
lishes a PDU session through the User Plane Function (UPF), containing up
to 64 QoS flows. The 5G UPF is the function that connects the actual data
coming over the Radio Area Network (RAN) to the Internet.

A 5G QoS flow is assigned to every flow or packet coming to the uplink
(UL) or downlink (DL). There are two types of flows in 5G: (i) Guaranteed
Bit Rate (GBR) QoS flows and (ii) Non-guaranteed Bit Rate (Non-GBR) QoS
flows. GBR flows are traffic flows that are allocated a minimum amount of
network resources, ensuring a minimum level of quality of service (QoS) for
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the traffic. The GBR transmission is used for applications when providing
real-time services, as there are no problems associated with overload during
transmission of this data and packet loss [36]. Non-GBR flows are best-effort
flows that do not have a guaranteed level of network performance. They are
used for applications that are less critical or have more flexible requirements.

QoS flow is the finest granularity of QoS differentiation inside a PDU ses-
sion. It has a unique QoS flow Identifier (QFI). The traffic with the same QFI
within a PDU session will receive the same traffic forwarding treatment [37].
Flows coming from different applications are classified or mapped to suitable
QoS flows by the UPF in case of DL, and by the UE in case of UL.

2.4.2 5G Packet Filtering

Packet filtering is a technique used in 5G to manage and control network traffic
by filtering the UL (incoming) and DL (outgoing) packets based on predefined
rules. This helps to ensure that only authorized traffic is allowed through the
network, and can help to prevent security threats and other types of unwanted
traffic. Figure 2.6 describes the process of packet filtering inside 5G. The data
packets from the applications arrives on both sides: on the UE side in case of
UL and on UPF side in case of DL. 5G applies QoS Rules mapping the UL
packets to QoS flows on UE side, and Packet Detection Rules (PDRs) to map
DL packets to QoS flows on UPF side. Both QoS Rules and PDRs use some
Packet Filter Sets in order to identify one or more IP or Ethernet flows.

The 3GPP Release 16 defines two types of Packet Filter Sets: (i) IP Packet
Filter Set, and (ii) Ethernet Packet Filter Set. The IP Packet Filter Set is a
combination of fields such as Source/Destination IP address or IPv6 prefix;
Source/Destination port number or port ranges; Protocol ID of the protocol
above IP/Next header type; Type of Service (TOS) (IPv4) or Traffic class
(IPv6) and Mask; Flow Label (IPv6); Security parameter index; and Packet
Filter direction [9].

An Ethernet Packet Filter Set is a combination of Source/destination MAC
address (may be a range); Ethertype as defined in IEEE 802.3; Customer-
VLAN tag (C-TAG) and/or Service-VLAN tag (S-TAG) VID fields as defined
in IEEE Std 802.1Q; Customer-VLAN tag (C-TAG) and/or Service-VLAN tag
(S-TAG) PCP/DEI fields as defined in IEEE Std 802.1Q; IP Packet Filter Set,
in the case that Ethertype indicates IPv4/IPv6 payload; and Packet Filter di-
rection [9]. For an Ethernet PDU Session, the Packet Filter Set shall support
Ethernet Packet Filters based on the above combination of fields. When a TSN
flow reaches 5G system either on UL, or DL side, an Ethernet Packet Filter Set
should be supported. Once a Ethernet PDU session is established a 5G QFI
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Application / Service Layer
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Figure 2.6: Packet classification, user plane marking and mapping to radio re-
sources [37].

* QoS Rules* - mapping UL packets to QoS flows in UE and apply the QoS flow marking
* PDRs** - Packet Detection Rules classifying DL packets for QoS flow marking in UPF

o k% _ Mapping QoS flows to Access Network (AN) or radio resources

should be assigned to every application flow.

2.4.3 QoS Identifier Insertion

Considering the DL direction?, the insertion of QFI is performed on the UPF
by the Session Management Function (SMF). The SMF extracts the QoS flow
binding parameters (in the following section) and creates a new QoS flow if
the one requested does not exist. Each application gets its own Service Data
Flow (SDF) inside the UPF, and then they are associated/mapped to different
or same QFI based on their QoS needs as shown in Figure 2.7. The QoS real-
ization for downlink packets in 5G is achieved through the use of several pro-
tocols and procedures, including Service Data Flow (SDF) and Service Data
Adaptation Protocol (SDAP).

SDF is a mechanism used in 5G to ensure the appropriate priority level
and resources that should be allocated to different packets based on their QoS-
es. SDAP is a protocol used in 5G networks to adapt the packet headers of
downlink packets by including information about the SDF and QFI associated
with the packet. Another mapping is performed on the radio side, assigning

2For the sake of simplicity from now on, we only consider DL direction, as UL works in a
similar way.
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QoS flows to Data Radio Bearers (DRB). However, this type of mapping is
beyond the scope of this work.
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Figure 2.7: Example of QoS realization for downlink packets. Source: Rodini 2017,
slide 6 [38].

2.5 5G as a Logical/Transparent TSN Bridge

Integration of 5G into TSN is based on either having 5G with the capabilities
of TSN or integrating 5G as a logical TSN bridge. In the first approach, 5G is
seen as a cable link between the devices [39], while in the second approach,
5G is seen as a black-box TSN bridge. 5G as a logical TSN bridge approach
is the most focused in the existing works [40,41].

The core architecture for TSN-5G design where 5G appears as a logical
TSN bridge is presented in Figure 2.8. In this architecture 5G appears a black-
box to the TSN network. It introduces two TSN translators to provide seamless
communication between TSN and non-TSN devices (5G devices). The TSN
translators are established on the device-side (DS-TT) and the network-side
(NW-TT) of the logical TSN bridge as shown in Figure 2.8. From the user
plane’s (UP) perspective, the logical TSN Bridge is a virtual tunnel between
the UE and the TSN Network. The DS-TT translates the necessary parameters
of TSN to 5G QoS to establish the message’s priority on the device-side. This
is transmitted from the RAN to the network-side, which holds the TSN net-
work. The NW-TT handles the translation from the 5G QoS to TSN QoS so
that the frame maintains correct priority within the integrated network [9]. The
introduction of the TSN translators at the device-side and network-side makes
it possible to reuse many of the existing interfaces defined for the 5G systems.
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Figure 2.8: 5G as a logical TSN bridge [9].

The following concepts are a part of the core architecture for a TSN-5G de-
sign presented also in Figure 2.8; a brief overview is given to better understand
the function of the individual components.

Control Plane (CP): Definition of a plane that handles connection man-
agement, QoS policies, authentication, and other management functions,
separated from the UP.

Access and Mobility Management Function (AMF): Receives informa-
tion related to 5G sessions within the network and manages handovers
between gNB components [42].

Unified Data Management (UDM): Follows the design of the Home
Subscriber Service (HSS) in 4G networks. It stores user data infor-
mation regarding what components are connected to the Network, cus-
tomer data, and customer information. The 5G additions to the HSS
have added cloud functionality and 5G designs.

Session Management Function (SMF): Creates a communication chan-
nel between the CP and the UP. It handles the UPF concerning session
context by dealing with creating, updating, and deleting PDUs. It com-
municates with the AF via the PCF, giving the MAC addresses of the
TT per PDU session.

Network Exposure Function (NEF): Provides a secure connection be-
tween 5G and third-party applications. Communication with 5G ser-
vices is done via the NEF.

Policy Control Function (PCF): Receives the QoS information from the
AF, and maps the TSN QoS parameters to a SQI. The 5QI is a scalar
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reference to certain 5SG QoS characteristics, such as priority, Package
Delay Budget (PDB), Package Error Rate (PER) and Max data burst
volume (MDBYV).

Application Function (AF): Communicates with the CNC, with the pri-
mary purpose to decide TSN QoS parameters, such as priority and delay
based on received configuration information from the CNC.

User Plane (UP): Definition of the plane which deals with data-traffic
forwarding, separated from the CP.

TSN Translator (TT): Both the DS-TT and the NW-TT acts as interme-
diaries between the UP borders of the logical TSN bridge. The Device
Side refers to, e.g., actuators or sensors, while the Network refers to the
TSN network on the other side of the logical TSN bridge. In essence,
they translate the requirements established by the AF and PCF on the
flows traversing the logical TSN Bridge [43].

User Plane Function (UPF): The communication scheme established be-
tween the gNB and the NW-TT.

User Equipment (UE): Components capable of communicating with the
RAN.

RAN: A 5G capable device which acts as the access point for the wire-
less side of the logical TSN bridge, sometimes also known as new Gen-
eration Node B (gNB). It communicates with one or many UE.
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Thesis contributions

In this chapter, we present a summary of the contributions to realize the defined
goal of this thesis along with a mapping of each contributions towards the
subgoals of this thesis.

3.1 Technical Contributions

In this section, we present a summary of the research contributions of this
thesis.

3.1.1 Contribution 1: Providing a comprehensive and well-
structured snapshot of the existing research on TSN-5G
integration

The first research contribution (C7) in this thesis is to provide a detailed
investigation of state of the art on TSN-5G integration and provide a
fully-concentrated and well-organized classification scheme of the relevant
publications. This will help the researchers and practitioners in identifying
and understanding the existing solutions and their applicability in the
industrial environments. In addition, it will help in the identification of gaps
in the current research and highlighting the opportunities for further research
in the area of TSN-5G integration.

Contribution 1 corresponds to Paper A [44] addressing the first sub-
goal of the thesis SG1: "To identify challenges and opportunities in the
current state-of- the-art of integrated TSN and 5G network".

19
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3.1.2 Contribution 2: A technique to translate the traffic between
TSN and 5G communication technologies

In the second research contribution (C), we propose a technique to translate
the traffic between TSN and 5G communication technologies. This translation
acts as a gateway between the two technologies by taking the priority level of
TSN frames and mapping them to the 5G Quality of Service (QoS) according
to the 3GPP specifications and vice versa. We present a proof-of-concept
implementation of the proposed technique in a commonly used TSN network
simulator NeSTiNG that is based on OMNeT++. We show that the technique
can assist network designers to evaluate various holistic TSN-5G network
configurations.

Contribution 2 corresponds to Paper B [45] addressing the second sub-
goal of the thesis SGa: "To efficiently translate the traffic and map QoS
requirements between TSN and 5G network domains.".

3.1.3 Contribution 3: A novel and efficient mapping algorithm to
map different TSN traffic flows to SG QoS flows

The third research contribution (C3) in this thesis introduces a novel
algorithm, called the QoS-MAN, to systematically map QoS characteristics
between TSN and 5G. The purpose of this algorithm is to facilitate
integration of traffic flows in a heterogeneous TSN-5G network. Although
we specifically considered TSN as the Ethernet protocol in this mapping,
the proposed algorithm can be adapted to the flows between 5G and other
Ethernet protocols that provide strict QoS. The algorithm uses the application
requirements as its input. We define these requirements in the form of
constraints such as the deadline constraint, jitter constraint on delivery
of packets, bandwidth constraint, and packet loss rate. Based on such
requirements, the QoS-MAN algorithm maps the packet to a specific 5G QoS
flow identifier that fulfill its needs.

Contribution 3 corresponds to Paper C [46] addressing the second sub-
goal of the thesis SGa: "To efficiently translate the traffic and map QoS
requirements between TSN and 5G network domains.".
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3.1.4 Contribution 4: A centralized architectural model to config-
ure the TSN-5G network

The fourth contribution (C4) in this thesis consists of a centralized
architectural model to configure the TSN-5G network, and forward traffic
from TSN to 5G and vice-versa. The proposed architectural model uses
knowledge of the traffic characteristics to carry out a more accurate mapping
of quality of service attributes between TSN and 5G. We discussed the main
aspects of the architecture, i.e., which devices are involved and how they
inter-operate. Furthermore, we proposed a workflow, which defines the
different activities required to properly configure a TSN-5G network using
the proposed architecture.

Contribution 4 corresponds to Paper D [47] addressing the third sub-
goal of the thesis SGs: "To design a centralized architecture to con-
figure the TSN-5G network, and forward traffic from TSN to 5G and
vice-versa.".

3.2 Overview of Included Papers

The research contributions are encapsulated in four scientific publications in-
cluded in the thesis. In this section, we present a summary of the included
publications.

3.2.1 Paper A

Title: A Comprehensive Systematic Review of Integration of Time Sensitive
Networking and 5G Communication

Authors: Zenepe Satka, Mohammad Ashjaei, Hossein Fotouhi, Masoud
Daneshtalab, Mikael Sjodin, Saad Mubeen.

Status: Published in the Journal of Systems Architecture (JSA), February,
2023.

Abstract: Many industrial real-time applications in various domains, e.g.,
automotive, industrial automation, industrial IoT, and industry 4.0, require
ultra-low end-to-end network latency, often in the order of 10 milliseconds or
less. The IEEE 802.1 time-sensitive networking (TSN) is a set of standards
that supports the required low-latency wired communication with ultra-low
jitter. The flexibility of such a wired connection can be increased if it is
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integrated with a mobile wireless network. The fifth generation of cellular
networks (5QG) is capable of supporting the required levels of network latency
with the Ultra-Reliable Low Latency Communication (URLLC) service.
To fully utilize the potential of these two technologies (TSN and 5G) in
industrial applications, seamless integration of the TSN wired-based network
with the 5G wireless-based network is needed. In this article, we provide
a comprehensive and well-structured snapshot of the existing research on
TSN-5G integration. In this regard, we present the planning, execution, and
analysis results of the systematic review. We also identify the trends, technical
characteristics, and potential gaps in the state of the art, thus highlighting
future research directions in the integration of TSN and 5G communication
technologies. We notice that 73% of the primary studies address the time
synchronization in the integration of TSN and 5G technologies, introducing
approaches with an accuracy starting from the levels of hundred nanoseconds
to one microsecond.  Majority of primary studies aim at optimizing
communication latency in their approach, which is a key quality attribute in
automotive and industrial automation applications today.

Authors’ Contributions: I was the main driver of the work under the supervi-
sion of the co-authors. The plan for the paper was formed in joint discussions
with the co-authors. I performed the systematic literature review and wrote the
draft of the paper. The co-authors have reviewed the paper, after which I have
improved it.

3.2.2 Paper B

Title: Developing a Translation Technique for Converged TSN-5G
Communication

Authors: Zenepe Satka, David Pantzar, Alexander Magnusson, Mohammad
Ashjaei, Hossein Fotouhi, Masoud Daneshtalab, Mikael Sjodin, Saad Mubeen.

Status: Published in the 18th IEEE International Conference on Factory
Communication Systems (WFCS), 2022.

Abstract: Time Sensitive Networking (TSN) is a set of IEEE standards
based on switched Ethernet that aim at meeting high-bandwidth and
low-latency requirements in wired communication. TSN implementations
typically do not support integration of wireless networks, which limits their
applicability to many industrial applications that need both wired and wireless
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communication. The development of 5G and its promised Ultra-Reliable
and Low-Latency Communication (URLLC) integrated with TSN would
offer a promising solution to meet the bandwidth, latency and reliability
requirements in these industrial applications. In order to support such an
integration, we propose a technique to translate the traffic between TSN and
5G communication technologies. As a proof of concept, we implement the
translation technique in a well-known TSN simulator, namely NeSTiNg,
that is based on the OMNeT++ tool. Furthermore, we evaluate the proposed
technique using an automotive industrial use case.

Authors’ Contributions: I was the main driver of the work under the supervi-
sion of the co-authors. The plan for the paper was formed in joint discussions
with the co-authors. The co-authors have reviewed the paper, after which I
have improved it.

3.2.3 Paper C

Title: QoS-MAN: A Novel QoS Mapping Algorithm for TSN-5G Flows

Authors: Zenepe Satka, Mohammad Ashjaei, Hossein Fotouhi, Masoud
Daneshtalab, Mikael Sjodin, Saad Mubeen.

Status: Published in the 28th IEEE International Conference on Embedded
and Real-Time Computing Systems and Applications (RTCSA), 2022.

Abstract: Integrating wired Ethernet networks, such as Time-Sensitive
Networks (TSN), to 5G cellular network requires a flow management
technique to efficiently map TSN traffic to 5G Quality-of-Service (QoS)
flows. The 3GPP Release 16 provides a set of predefined QoS characteristics,
such as priority level, packet delay budget, and maximum data burst volume,
which can be used for the 5G QoS flows. Within this context, mapping
TSN traffic flows to 5G QoS flows in an integrated TSN-5G network is
of paramount importance as the mapping can significantly impact on the
end-to-end QoS in the integrated network. In this paper, we present a novel
and efficient mapping algorithm to map different TSN traffic flows to 5G
QoS flows. To the best of our knowledge, this is the first QoS-aware mapping
algorithm to exchange flows between TSN and 5G network domains. We
evaluate the proposed mapping algorithm on synthetic scenarios with random
sets of constraints on deadline, jitter, bandwidth, and packet loss rate. The
evaluation results show that the proposed mapping algorithm can fulfill over
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90% of the applications’ constraints.

Authors’ Contributions: I was the main driver of the work under the supervi-
sion of the co-authors. The plan for the paper was formed in joint discussions
with the co-authors. I developed the QoS-MAN algorithm and wrote the draft
of the paper. The co-authors have reviewed the paper, after which I have im-
proved it.

3.2.4 PaperD

Title: Work in progress - A centralized configuration model for TSN-5G
networks

Authors: Zenepe Satka, Inés Alvarez, Mohammad Ashjaei, Saad Mubeen.

Status: Published in the 27th IEEE International Conference on Emerging
Technologies and Factory Automation (ETFA), 2022.

Abstract: The integration of Time-Sensitive Networks (TSN) with 5G
cellular networks requires a defined architecture for network configuration
and management. Although 3GPP specifications provide necessary means for
the TSN-5G integration, the operation of such converged TSN-5G network
remains an open challenge for the research community. To address this
challenge, this paper presents the ongoing work in developing a centralized
architectural model to configure the TSN-5G network, and forward traffic
from TSN to 5G and vice-versa. Our model uses knowledge of the traffic
characteristics to carry out a more accurate mapping of QoS-es between TSN
and 5G. To support this mapping technique, we need to define an adequate
network architecture.

Authors’ Contributions: I was the main driver of the work under the supervi-
sion of the co-authors. The plan for the paper was formed in joint discussions
with the co-authors. I developed the centralized architectural model to config-
ure the TSN-5G network, and wrote the first draft of the paper. The co-authors
have reviewed the paper, after which I have improved it.
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3.2.5 Mapping of Research Goal to Contributions and Publica-
tions

This section provides the mapping of the research contributions and included
papers to the defined sub-goals and final goal of this thesis shown in Figure 3.1.
There is a one-to-one mapping between the research contributions and publi-
cations. The research contributions C; and C address sub-goals SG; and
SGs respectively. Whereas, both research contributions Co and C'5 address
sub-goal SGa.

— ~, )|
- W
) =) )
SG, SG, SG;
S C \
cli an’ \ch C4(F
.. \\
Paper A Paper B Paper C Paper D

Figure 3.1: Mapping among the research sub-goals, research contributions and pub-
lications.






Chapter 4

Summary and Future Works

With the contributions being discussed, we now turn our attention to conclu-
sions and possible directions for future works.

4.1 Summary

In this thesis, we develop new techniques and mechanisms to provide an end-
to-end QoSmapping and traffic forwarding of a converged TSN-5G network
for real-time applications.

One of the main contributions of this thesis was the comprehensive and
well-structured snapshot of the existing research on TSN-5G integration using
a fully-concentrated and well-organized classification scheme. This detailed
investigation addresses the first sub-goal of the thesis and it was presented
in a comprehensive systematic literature review which will help both the re-
searchers and the practitioners in identifying and understanding the existing
solutions and their applicability in the industrial environments. Moreover, it
will help in the identification of gaps in the current research and highlighting
the opportunities for further research in the area of TSN-5G integration.

In addition, to address the second sub-goal of this thesis we focus on
the traffic forwarding from a TSN to a 5G network providing a translation
technique between different communication protocols. We present a proof-of-
concept implementation of the proposed technique in a commonly used TSN
network simulator NeSTiNG that is based on OMNeT++. Moreover, to handle
the end-to-end QoSrequirements of real-time applications we introduce a novel
and efficient mapping algorithm which maps different TSN traffic flows to 5G
QoSflows. The algorithm uses the application requirements such as deadline,
jitter, bandwidth and packet loss rate to map the TSN traffic flow to a specific

27
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5G QoSflow identifier that fulfill the needs.

Furthermore, to address the third sub-goal of the thesis, we introduce a cen-
tralized architectural model to configure TSN-5G network using a centralized
network configuration entity which appears as a software-defined controller
for the whole TSN-5G system.

Overall, the integration of TSN and 5G can have significant implications
for various industries. It can lead to new possibilities for real-time control in
industrial systems, and can enable new applications and services. However,
it presents significant challenges such as standardization and interoperability
between different vendors, time synchronization between both technologies,
network security and privacy, as well as technical challenges in understanding
of the different architectural trade-offs in a joint TSN-5G architecture.

4.2 Future work

Both TSN and 5G are still in the early stages of development and deployment.
The full capabilities and potential of each are yet to be fully realized, and
there are ongoing efforts to further improve and enhance the technologies to
be compatible with existing networks and devices. However, the need for an
integrated TSN-5G network is rapidly growing and a number of companies
and organizations are working on its development and implementation.

There exist several core challenges in the state of the art that require the
immediate attention of the community to achieve seamless integration of TSN
and 5G for industrial applications.

However, our main focus is on handling QoSrequirements and traffic
prioritization and forwarding on a TSN-5G network.

As an extension of our previous work on a centralized architectural model
for TSN-5G network, we aim at developing a scheduling mechanism to ensure
the efficient and predictable delivery of time-sensitive data while allocating
efficient amount of radio resources on a 5G network.

In addition, we aim to experimentally analyse the integration of TSN
and 5G on a real-world environment implementing different industrial
use cases.
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