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Abstract 
This report focuses on finding best practices and a better methodology when performing computer 
network analysis and troubleshooting. When network analysis is performed, computer network data 
packets are captured using data capturing software. The data packets can then be analysed through a 
user interface to reveal potential faults in the network. Network troubleshooting is focusing more on 
methodology when finding a fault in a network. The thesis work was performed at Cygate where they 
have recently identified needs for an updated network analysis methodology and a documentation 
template when documenting the network analysis results. Thus, the goal of this thesis has been to 
develop an elaborated methodology and discover best practices for network analysis and to write a 
documentation template for documenting network analysis work. As a part of discovering best 
practices and a methodology for network analysis, two laboratory tests were performed to gather 
results and analyse them. To avoid getting too many results but to still keep the tests within the scope 
of this thesis, the laboratory tests were limited to four network analysis tools and two test cases that 
are explained below. 

In the first laboratory test during three different test sequences, voice traffic (used in IP-phones and 
Skype etc.) is sent in the network using a computer program. In two of the test sequences other traffic 
is also congesting the network to disturb the sensitive voice traffic. The program used to send the 
voice traffic then outputs values; packet delay, jitter (variation in delay) and packet loss. Looking at 
these values, one can decide if the network is fit for carrying the sensitive voice traffic. In two of the 
test cases, satisfying results were gathered, but in one of them the results were very bad due to high 
packet loss. The second laboratory test focused more on methodology than gathering and analysing 
results. The goal of the laboratory test was to find and prove what was wrong with a slow network, 
which is a common fault in today’s networks due to several reasons. In this case, the network was 
slow due to large amounts of malicious traffic congesting the network; this was proven using different 
commands in the network devices and using different network analysis tools to find out what type of 
traffic was flowing in the network.  

The documentation template that was written as part of this thesis contains appealing visuals and 
explains some integral parts for presenting results when network analysis has been performed. The 
goal of the documentation template was an easy-to-use template that could be filled in with the 
necessary text under each section to simplify the documentation writing. The template contains five 
sections (headlines) that contain an explanation under it with what information is useful to have under 
that section. Cygate’s network consultants will use the documentation template when they are 
performing network analysis.  
 
For future work, the laboratory test cases could be expanded to include Quality of Service (QoS) as 
well. QoS is a widely deployed technology used in networks to prioritise different types of traffic. It 
could be used in the test cases to prioritise the voice traffic, in which case the results would be 
completely different and more favourable. 
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1 Introduction 
Network analysis is a service many network consulting companies offer. When network analysis is 
performed, data packets are captured using data capturing software. The data packets can then be 
analysed through a user interface to reveal potential faults in the network, for example delay, jitter 
(variation in the delay) and throughput. [1, pp. 2] Reasons for customers wanting a network analysis 
done in their network includes: 

• The customer needs a pre-assessment before upgrading or introducing new technologies, such 
as VoIP (Voice over IP). 

• The customer is experiencing slow network speeds or slow connection to internal services 
(reactive analysis). 

• Proactive monitoring to avoid future problems before they become too severe. 
• Monitoring of the network bandwidth utilization. 
• Verifying Service Level Agreements (SLA). 

When performing network analysis, a clear and straightforward methodology is required. Firstly, the 
problem must be defined, and facts must be gathered to isolate the problem. Secondly, create a test 
plan to test the most likely problem and continue with remaining possible problems. Lastly, gather test 
results and investigate them to determine if the problem has been resolved. Repeat the last step on 
remaining possible problems until it has been resolved. [2, pp. 40-43] 

When performing any kind of network consulting work, documentation is of outmost importance as it 
acts as a blueprint for the network. Documentation provides information about the network topology, 
devices and their configuration. Documentation is also done to explain to the customer what has been 
done with the network, and it can include any propositions for future upgrades. [3] 

1.1 Research goals 
Cygate1 has recently identified needs to elaborate the methodology and documentation for their 
network analysis service. This need is based on an overall increase in computer networks, but also 
increased network complexity. If Cygate is to continue its support for a qualitative analysis service at 
a competitive price, the methodology for the service needs to be updated and documentation templates 
needs to be modernised and compiled. The purpose of this thesis is to: 

• Develop an elaborated methodology and discover best practices for network analysis 
• Develop a documentation template to be used when network analysis has been performed 

With best practices, methodology and the documentation template in hand, network consultants will 
have something to lean against when performing network analysis. Mainly new network consultants 
will benefit from the thesis work as more experienced consultants will most likely have developed 
their own methodology from experience. The thesis work will not only benefit network consultants at 
Cygate, but also the customer where the network analysis is being performed. The elaborated 
methodology offers a clear, and structured approach, which hopefully requires less time from the 
consultant, resulting in a pleased customer.  

                                                        
1 http://www.cygate.se  
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1.2 Limitations 
Network analysis can be performed in many different areas and there are also many different reasons 
why a customer would want a network analysis performed in their network. To avoid getting too 
many results, but still keep the laboratory tests within the scope of this thesis, two different laboratory 
tests are covered which are also typical customer case scenarios: 

1) Pre-assessment of a network before upgrading to a collaboration solution, such as VoIP and 
TelePresence (for example Skype for business). Is the network able to perform well while 
handling several VoIP calls with minimal jitter and delay? 

2) Health-analysis of a network where customers experience slow Internet connection speeds or 
slow connection speeds to services within the company network. This can be due to many 
reasons, for example devices broadcasting discovery messages, or less capable network 
devices dropping packets due to congestion and packet buffer overflows.  

There are many different network analysis tools, some of which are free and open source, and some 
that can only be obtained with a purchased license. Network analysis tools used during the thesis work 
are therefore ones that are available at Cygate, but also ones that are relevant to the objective (these 
may change slightly during the thesis work). The network analysis tools mainly used in this thesis are: 

• IxChariot2 
• Wireshark3 
• Internet Protocol Service Level Agreement (IPSLA)4 
• iPerf35 

These tools are explained in more detail in Section 2. Beyond these network analysis tools, some 
built-in and integrated Command Line Interface (CLI) commands are utilised for troubleshooting and 
analysis, some of these are ping, traceroute and various commands to see packet buffers and other 
relevant information.  

 

                                                        
2 http://www.ixiacom.com/products/ixchariot 
3 http://www.wireshark.org/ 

4 http://www.cisco.com/c/en/us/products/ios-nx-os-software/ios-ip-service-level-agreements-
slas/index.html  

5 http://iperf.fr/ 
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2 Background 
This section provides technical background and descriptions for the network analysis tools used for 
this thesis. Techniques and best practices regarding methodology and network analysis are also 
covered in this section. 

2.1 Network analysis tools 
When using network analysis tools the network engineer performing the analysis must have an 
understanding of networks and data packet behaviour, but also have knowledge about the network 
analysis software. [4] Therefore, a research on network analysis tools has been performed to pass on 
vital information and best practices when using network analysis software.  

2.1.1 IxChariot by Ixia 

IxChariot is software that can be used to simulate network traffic. To use IxChariot, a server running 
IxChariot server software is connected to the network. Endpoints running IxChariot client software, 
which is available for many different platforms, can then be connected to the network to simulate 
network traffic. Different protocols that can be simulated include Transmission Control Protocol 
(TCP), User Datagram Protocol (UDP) and Real-time Transport Protocol (RTP). IxChariot requires a 
license to use. [5] 

2.1.2 Wireshark 

Wireshark is a packet sniffer that can be used on a client computer to capture and analyse network 
data packets through its network interface. Many different network protocols are supported and 
packets can be analysed down to bit level through the user interface. An IP-packet can be analysed to 
view header values such as Quality of Service (QoS) priority, Time To Live (TTL), protocol type and 
source and destination address. Wireshark features an advanced display filter to easily filter out 
packets that are of interest. [6] 

2.1.3 SPAN – Switch Port Analyzer  

When using packet sniffers such as Wireshark, the client running the packet sniffer often needs to be 
connected to the medium that is transmitting the data. If a switch is configured with Port Mirroring, 
the switch can copy ingress or egress traffic on a source port and send it to a destination port. 
Basically, the switch acts as a hub on some of its interfaces. Cisco’s version of Port Mirroring is 
called Switch Port Analyzer (SPAN) and if configured on a switch, it lets a network engineer connect 
a computer to the interface on the switch that is sending out the mirrored traffic. [7] 

2.1.4 IPSLA 

IPSLA is a Cisco IOS (Cisco operating system) integrated tool that can be used to measure network 
performance and to measure service level agreements issued by service providers. IPSLA can be used 
generate traffic and to measure jitter, latency and packet loss. [8] 

 



 

 
4 

2.1.5 iPerf3 

iPerf3 is a simple tool can be used on different computer platforms to measure network performance. 
To use iPerf3, a server is set up using a CLI command. A client is then configured to send a stream of 
UDP or TCP data. Various attributes can then be measured and analysed, such as delay, packet loss 
and utilized bandwidth. [9] 

 

2.2 Open Systems Interconnection model (OSI) 
For any network analysis or troubleshooting, the network engineer must have an understanding of the 
OSI model. The OSI model describes the hierarchical functionality of computer networks and is 
broken down in to seven layers shown in Figure 1. 

7 Application 

6 Presentation 

5 Session 

4 Transport 

3 Network 

2 Data 

1 Physical 

Figure 1 – OSI model 

2.2.1 Layer 1: Physical 

The physical layer describes the physical aspects of a network: 

• The network topology, which shows how the devices are connected and acts as a map of the 
network. 

• The cables and electric transmissions traversing the cables. 
• Transmission mode (duplex, half-duplex). If the transmission mode is full duplex, the 

communication works both ways simultaneously but if it is half-duplex, the communication 
can only go one way at a time. 

• Maximum throughput on the medium measured in bits per second (data rate). [1, pp. 13] 
 

2.2.2 Layer 2: Data 

The data layer is the layer handling communication between endpoint devices and switches. Layer 2 
is responsible for encapsulating layer 3-packets with layer 2 frames which contains the source and 
destination MAC-addresses (physical address). Flow control is also handled in layer 2, which is done 
to prevent packets from colliding. [1, pp. 14-15] 
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2.2.3 Layer 3: Network 

In the network layer, data packets receive a source and destination logical address (IP-address when 
Internet Protocol is used). Layer 3 is also responsible for routing (forwarding) the packet to its correct 
destination based on the layer 3 destination address. Additional flow control is performed in layer 3. 
[1, pp. 16] 

2.2.4 Layer 4: Transport 

The transport layer establishes a connection between endpoints and utilises different transport 
protocols to reliably transport the data packets to the destination. Some of these protocols are User 
Datagram Protocol (UDP), Transmission Control Protocol (TCP) and Real Time Protocol (RTP), 
which operate on top of the Internet Protocol (IP), these protocols are further explained in Section 2.3. 
For IP, layer 4 manages port addressing for the transport protocols, for example TCP port 80 for 
HTTP traffic (web traffic). Layer 4 also provides error detection and correction. [1, pp. 16-17] 

2.2.5 Layer 5: Session 

The session layer maintains the session between two communicating endpoints. When two endpoints 
are done communicating, the session layer is responsible for terminating the connection. [1, pp. 19] 

2.2.6 Layer 6: Presentation 

The presentation layer’s main task is to translate data received from the application layer (layer 7). 
Data compression, encryption and decryption of the data packet is also performed here. [1, pp. 19-20] 

2.2.7 Layer 7: Application 

The application layer is not to be confused with the actual application; instead, the application layer 
protocols are used to communicate with the user software. Examples of application layer protocols are 
File Transfer Protocol (FTP), Simple Mail Transfer Protocol (SMTP) and Hypertext Transfer Protocol 
(HTTP). [1, pp. 20]  

 

2.3 Transport layer protocols 
As explained in Section 2.2.4, the transport layer is responsible for establishing a connection between 
endpoints. Depending on what type of traffic is sent between the endpoints, different transport 
protocols are used. TCP, UDP and RTP all operate on top of the Internet Protocol and provide 
different functionality. 

2.3.1 Transmission control protocol 

TCP is used to create a session between two endpoints and serves as a reliable way to transport traffic 
with minimal packet loss. For each packet that is sent, the receiver sends back what is known as an 
ACK (acknowledgement). If a packet is lost during the transfer, or if the sender does not receive an 
ACK, the packet is retransmitted. TCP can control the rate at which the packets are sent to avoid 
packet loss and congestion, this method is known as flow control. Flow control is applied if sender is 
able to send packets at a higher rate than the receiver can receiver them or if the medium is congested. 
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One example of this is if the sender is connected to a 1000Mbit/s interface, but the receiver is 
connected to a 100Mbit/s interface and the traffic rate exceeds that of the receiving interface. [10] 

TCP utilises ports numbers ranging from 0-65535 to establish connections between endpoints. When 
a connection is established, the client dynamically chooses a port and connects to the static port of the 
receiver. The first 1024 ports are “well-known ports”, which are reserved for specific protocols; 
HTTP uses port 80 for example.  

2.3.2 User datagram protocol 

As opposed to the flow control and packet loss prevention of TCP, UDP uses a best effort mechanism 
to send traffic between endpoints; any traffic that is dropped on the way to the receiver is not 
retransmitted. UDP is an extremely lightweight protocol, and should be used when packet loss 
prevention is not as important as when a TCP connection is used. Like TCP, UDP utilises port 
numbers as well to establish connections. [11] 

2.3.3 Real-time transport protocol 

RTP is a protocol that is mainly used for sending Voice and Video traffic. The main functionality of 
RTP is to provide packet sequence numbering, time stamping and delivery monitoring. It is usually 
operating on top of UDP, so it does not utilise the same flow control and packet loss prevention of 
TCP. RTP is superseded by RTCP (RTP Control Protocol) as of 2003, which introduced 
improvements to the scalable timer algorithm. [12] 

 

2.4 Network analysis and troubleshooting methodology 
As stated in Section 1, a clear and straightforward methodology is required when performing network 
analysis and troubleshooting. 

2.4.1 Cisco Internetwork Troubleshooting 

Cisco 6  has a methodology model for performing network troubleshooting known as Cisco 
Internetwork Troubleshooting; properties from this model can also be applied when performing 
network analysis. [13] This section is relevant to the second part of the laboratory test, where users are 
experiencing slow connection speeds. Below is a run-through of the method used when performing 
CIT.  

Define the problem 
Often when receiving a problem report from a customer, the problem is very vague. Sometimes, the 
customer draw their own uneducated assumption of the problem, therefore, additional information is 
usually required to better define the problem. Ask the customer where the problem is based, what 
symptoms it has on the network and under which circumstances it appears, the additional information 
usually gives more insight in to the actual problem in the network. The problem also needs to be 
verified by the network engineer in order to be clearly defined. [14, pp. 17] 

                                                        
6 http://www.cisco.com/ 
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Eliminating potential causes and proposing a likely cause 
Review the information gathered about the network and eliminate any potential causes. When 
attacking the remaining problem, the network engineer must define where to start troubleshooting; a 
good reference is the Open Systems Interconnection model (OSI model), which is shown in Figure 1. 
Cisco describes several methods for troubleshooting with the OSI model as reference, top-down, 
bottom-up and divide and conquer. [2, pp. 34] When approaching the OSI model, one can conclude 
that if one of the layers is functional, all the layers below are also functional. Something as simple as a 
ping can rule out layers 1, 2 and 3 as possible causes for the problem if the ping between two 
endpoints is successful (divide and conquer method).  

Solving the problem and documenting 
Develop a plan to solve the problem, backups of configuration must be saved and a rollback plan 
should be in place if the problem solving fails. If needed, the problem-solving plan must be repeated if 
the problem wasn’t resolved the first time. However, if the results have proven to correct the issue, 
document the results. [2] 

2.4.2 PPDIOO 

Prepare, Plan, Design, Implement, Operate and Optimize is a network lifecycle approach developed 
by Cisco. PPDIOO explains the optimal way of operating a network through its lifecycle and working 
proactively to maintain a good network health. [15] While PPDIOO focuses more on implementation 
and maintaining the network more than on analysis, some parts holds true for network analysis as 
well, especially Prepare, Plan and Implement. Preparing and planning the network analysis work is 
important, reviewing the problem report from the customer and reading previous network 
documentation to get a general understanding about the network. Having a good plan when 
implementing a technology in the network or when performing analysis makes the whole process 
significantly easier.   

 

2.5 Documentation  
Keeping a network well documented is vital for maintaining the network. When performing network 
analysis, the network engineer needs to be able to identify a device in the network easily. Therefore, a 
documented network is necessary for the work to be efficient. Documentation provides a map of 
where network devices are located, their physical connections to each other as well as their logical 
addressing (IP-addresses). It can also provide information about routing protocols, spanning-tree 
configuration and information about other protocols in the network. [16] The documentation should 
also be written with consistent terminology and be structured.  
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3 Research method 
Methods for reaching a result in this thesis work include laboratory testing and white paper (company 
data sheets providing technical information about tools and techniques) and literature research. 
Laboratory testing was performed on Cygate in a laboratory environment, also known as a proof of 
concept (PoC) staging laboratory. Setting up a laboratory test ensures finding a best approach and 
methodology for network analysis.  

Network consultants at Cygate are also a fundamental resource as they can provide further insight and 
information on methodology and documentation when performing network-consulting work.  

3.1 Laboratory equipment and network analysis software 
Devices used for the laboratory tests are:  

• GeNiJack 7  hardware endpoints with a 1000/100/10Mbit/s Ethernet interface for client 
simulation, Figure 2. 

• Cisco Catalyst 2960 switch with 24 100Mbit/s + 2 1000Mbit/s Ethernet interfaces, Figure 3. 
• Cisco Catalyst 3750 switch with 24 100Mbit/s Ethernet + 4 SFP interfaces (unused) and layer 

3 capability, Figure 4. 

As explained in Section 2.1, mainly four network analysis tools (IxChariot, iPerf3, Wireshark and 
IPSLA) are utilised during the laboratory tests to analyse the customer case scenario networks.  

 

Figure 2 – GeNiJack hardware endpoint 

 

 

 

 

 

                                                        
7 https://www.netcor.de/?wohin=49&action=show&pro_id=131 (German version) 
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Figure 3 – Cisco Catalyst 2960 switch 

 

Figure 4 – Cisco Catalyst 3750 layer 3 switch 

 

 

3.2 Laboratory test topologies and figures 
The laboratory tests focuses on two different customer case scenarios, which is described in the 
following section.  

In both the test cases, the client endpoints reside on different networks and VLANs (Virtual Local 
Area Network). Any traffic sent from one endpoint to another, therefore flows from SW2960 to the 
layer 3 switch (SW3750) over the trunk interface between them, before making its way to the 
destination endpoint. Since all the traffic in the network must go through the trunk line, which is rated 
at 100Mbps, the network “speed” is relying on the availability of that interface.  

To illustrate the topology, three different figures are used to depict the different network devices as 
shown in Figures 6, 7 and 8. In the first test case shown in Figure 5, four endpoints are connected to 
the network to generate traffic and in the second test case (Figure 6), two endpoints are used.  
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Figure 5 – Network topology used in test case 1 and 2 

Figure 6 – Cisco 3750 layer 3 switch (SW3750) 

 

Figure 7 – Cisco 2960 layer 2 switch (SW2960) 

 

Figure 8 – Client endpoints (A, B, C, D) 
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3.3 Customer case laboratory test 1 
One of the customer case scenarios to be tested is a pre-assessment of a network for deploying VoIP 
and TelePresence (real-time video conference) technology, also known as a collaboration solution. 
VoIP and TelePresence is widely deployed on different corporate and company networks. Having 
replaced hard phone lines during the 21st century due to lower costs and scalability, more company 
networks are following closely to migrate to a VoIP solution. [17] VoIP and TelePresence traffic 
carries sensitive data, not only is it sensitive to security threats, but also to delay, jitter and packet 
loss. A pre-assessment is therefore necessary before deploying a collaboration solution in a network.  

Both VoIP and video traffic requires the delay of the packets to be less than 150 milliseconds and 
packet loss to be less than 1% as well as low jitter. When video traffic is sent through the network, a 
high bandwidth is required, especially if several video calls are connected simultaneously. Packet loss 
during a VoIP call will result in the user experiencing stutter, and if the user in a video call, packet 
loss will cause the image to not refresh properly. Bandwidth, jitter, delay and packet loss are therefore 
important aspects to look at if the network is to be able to carry sensitive data such as VoIP and video 
while maximising user experience. [18] With these guidelines at hand, one can determine if the 
network is fit for VoIP and video traffic. 

While the procedure of testing is similar with video traffic, this test case will focus on VoIP traffic. 
The goal is to measure values (jitter, delay and packet loss) of VoIP traffic in a congested network and 
determine if the network is able to handle VoIP within acceptable levels of jitter, delay and packet 
loss. 

3.3.1 Test setup 

IxChariot allows the user to select different scripts that can simulate traffic over several protocols. 
Clients A and B in Figure 5 are configured to send large amounts traffic between them using both 
UDP traffic and TCP traffic. The traffic sent during the tests is not meant to simulate real-world 
traffic; instead, it is used to congest the trunk interface between the switches, which is carrying the 
rest of the network traffic as well. 

Clients C and D in Figure 5, sends voice in a simulated bidirectional call using VoIP with the G.711a 
codec (64Kbps) using IxChariot. Depending on how much the medium is congested, different results 
will be obtained when running the tests. IxChariot measures the VoIP values and provides a Mean 
Opinion Score (MOS), which reflects the user’s experience of the call on a scale between 1-5, where 5 
signifies excellent quality and 1 signifies a very poor VoIP call quality. MOS takes codec, delay, jitter 
and packet loss into account when generating a value between 1 and 5. The MOS maximum for the 
G.711a codec used in the test is 4.4. In Table 1, the relationship between MOS and how the user is 
experiencing the call is shown. 
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Table 1 – MOS and user experience 

MOS User experience 

5.0 Excellent 

4.0 Good 

3.0 Fair 

2.0 Poor 

1.0 Bad 

3.3.2 Test sequences 

To provide different results and to make them comparable, 3 different setups are used before running 
the test sequences. The same VoIP traffic will be used during the three test sequences, but during test 
2 and 3, more traffic will be introduced to congest the network. Each test sequence is 60 seconds in 
duration, which gives enough time to collect relevant data. Test sequences: 

1. G.711a VoIP traffic between endpoints C and D using IxChariot. 
2. UDP traffic at 50Mbps (half the capacity of the trunk interface) between A and B using a 

IxChariot script (UDP_Throughput.scr) + G.711a VoIP traffic between C and D using 
IxChariot. 

3. TCP traffic between A and B using iPerf3 + TCP traffic between A and B using IxChariot + 
G.711a VoIP traffic between C and D using IxChariot. 

In test sequence 2, endpoint A, which is sending the UDP traffic, is connected to a 1000Mbps 
interface. The trunk port, which is the interface between the switches, is rated at 100Mbps. Therefore, 
endpoint A has the capability of sending larger amounts of traffic than the trunk port between the 
switches is able to carry. 

3.4 Customer case laboratory test 2 
The second customer case to be tested is a scenario where the customer is experiencing slow 
connection speeds. The potential underlying causes for this typical problem could be one of many, 
some examples are: 

• Endpoint devices are broadcasting messages periodically, taking up bandwidth.  
• Poor network design or out-dated network devices, i.e. routers or switches, are dropping 

packets due to buffer overflows in a congested network.  
• Insufficient bandwidth causing poor performance.  
• The network is experiencing a Denial of Service (DoS) attack. 

Actions to solve problems like these is to check packet buffers on switches and routers using CLI 
commands, verify SLA with the Internet Service Provider (ISP), use a packet sniffer to see what type 
of traffic is congesting the network and to measure available bandwidth using network performance 
tools. 
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3.4.1 Test setup 

In this case scenario a slow network speed is investigated. The trunk interface between the switches 
should provide speeds of 100Mbps, but due to large amounts of UDP traffic that is meant to simulate 
malicious traffic, all other traffic is slow. The goal is to find the cause and prove that malicious traffic 
may be flooding the network.  

The setup includes two endpoints A and B, shown in Figure 5, to simulate large amounts of UDP 
traffic using IxChariot. Two additional endpoints C and D simulate FTP traffic over TCP port 20 
using iPerf3. The FTP traffic is meant to simulate real-world TCP traffic in the network, and is 
therefore the more important of the two traffic types. SPAN is configured on SW2960 to copy traffic 
traversing the trunk interface between the switches. One additional computer will be used to collect 
the copied SPAN packets using Wireshark; this computer is not shown in the topology picture.  

3.4.2 Test sequences 

Test sequences while sending UDP traffic from A to B using IxChariot and FTP traffic using iPerf3: 

1. Verify connectivity and use CLI commands to check interface buffers and stats. 
2. Use Wireshark to determine what type of traffic is flooding the network. 
3. Push traffic using iPerf3 to verify available bandwidth. 
4. Verify Service Level Agreement using IPSLA.  

In Figure 9, a flow chart of the methodology used to troubleshoot the problem in this test case is 
shown. The first step is using the “divide and conquer” method explained in Section 2.4.1 to verify 
connectivity. Secondly, investigate if the devices in the network are dropping packets and if the 
network is congested, if this is the case, then locate the source of the problem. 
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Figure 9 – Troubleshooting flow chart 
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4 Results 
This section presents the obtained results from the two laboratory tests; the results are further 
discussed in Section 5. In Section 4.3, the documentation template that was written for Cygate is also 
covered. 

4.1 Customer case laboratory test 1 
Pair 1 is endpoint C to D in Figure 5 and Pair 2 is endpoint D to C. Pair 3 is endpoint A to B 
(IxChariot traffic) and Pair 4 is endpoint A to B (iPerf3 traffic). 

4.1.1 G.711a VoIP traffic using IxChariot 

In this test, just VoIP traffic is sent bidirectionally between endpoints C and D to gather values. The 
test is performed while the network does not have any other traffic flowing in it. The IxChariot prints 
the values in the console, which is then interpreted and inserted in the tables below.  

 

Table 2 – Throughput VoIP 

Pairs Throughput average 

(Mbps) 

Throughput minimum 

(Mbps) 

Throughput maximum 

(Mbps) 

Pair 1 0.064 0.064 0.064 

Pair 2 0.064 0.064 0.064 

The average throughput of both pairs is 0.064Mbps according to the IxChariot output. The G.711a 
codec uses 64Kbps, which is 0.064Mbps.  

  

Table 3 – Mean opinion score VoIP 

Pairs MOS Average MOS Minimum MOS Maximum 

Pair 1 4.37 4.37 4.37 

Pair 2 4.37 4.37 4.37 

The mean opinion score is 4.37 for both pairs, while 4.4 is the theoretical maximum for the G.711a 
codec (and 5 being the absolute maximum), this value is expected. 
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Table 4 – Packet loss VoIP 

Pairs Bytes sent by 
E1 

Bytes received by 
E2 

Bytes lost from 
E1 to E2 

Percent bytes lost 
from E1 to E2 (%) 

Pair 1 480 000 480 000 0 0 

Pair 2 480 000 480 000 0 0 

Since the network is not congested by any other traffic other than overhead traffic (unavoidable 
background traffic), no packet loss is expected.  

 

Table 5 – Jitter and end-to-end delay VoIP 

Pairs RFC1889 
Jitter 
Average 
(ms) 

RFC1889 
Jitter 
Minimum (ms) 

RFC1889 
Jitter 
Maximum 
(ms) 

Jitter (delay 
variation) 
Maximum (ms) 

End-to-end 
delay average 
(ms) 

Pair 1 0 0 0 4 61.000 

Pair 2 0 0 0 10 61.000 

RFC1889 Jitter is a smoothed absolute value of the delay deviation according to the RFC1889 
document. [19] The theoretical minimum end-to-end delay between two Cisco network devices is 
60ms, so 61ms is expected. [20] 

4.1.2 G.711a VoIP traffic + UDP traffic using IxChariot 

In this test, the same VoIP traffic as in the first sequence (Section 4.1.1) is sent bidirectionally 
between endpoints C and D using IxChariot. UDP traffic is introduced in the network from endpoint 
A, which is sent to endpoint B using IxChariot. Endpoint A is set to send the UDP traffic at a 
maximum rate of 50Mbps, but since endpoint A is connected to a 1000Mbps and the trunk interface is 
100Mbps, and due to the UDP traffic lacking the flow control of TCP, the VoIP traffic is bound to be 
affected by the UDP traffic congesting the network.  

 

Table 6 – Throughput VoIP + UDP 

Pairs Throughput average 

(Mbps) 

Throughput minimum 

(Mbps) 

Throughput maximum 

(Mbps) 

Pair 1 0.061 0.059 0.062 

Pair 2 0.061 0.057 0.063 

Pair 3 40.919 21.346 49.076 

In comparison to the first test sequence in section 4.1.1, the throughput of the VoIP traffic, which was 
0.064Mbps average in the previous test, has been affected by the network congestion and is here 
0.061Mbps average. The UDP traffic averages at 40.919Mbps. 
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Table 7 – Mean opinion score VoIP + UDP 

Pairs MOS Average MOS Minimum MOS Maximum 

Pair 1 1.68 1.00 2.56 

Pair 2 1.74 1.00 2.83 

Pair 3  N/a N/a N/a 

The average MOS score for VoIP is 1.68 and 1.74 for pairs 1 and 2 respectively. MOS only applies to 
VoIP traffic, the result of the MOS for pair 3, which is UDP, is not applicable.  

 

Table 8 – Packet loss VoIP + UDP 

Pairs Bytes sent by 
E1 

Bytes received by 
E2 

Bytes lost from 
E1 to E2 

Percent bytes lost 
from E1 to E2 (%) 

Pair 1 480 000 454 400 25 600 5.333 

Pair 2 480 000 453 920 26 080 5.433 

Pair 3 367 920 000 306 677 380 61 242 620  16.646 

The packet loss for the VoIP traffic is 5.333% and 5.433% for pairs 1 and 2 respectively. Packet loss 
for the UDP traffic is 16.646%.  

 

Table 9 – Jitter and end-to-end delay VoIP + UDP 

Pairs RFC1889 
Jitter Average 
(ms) 

RFC1889 
Jitter 
Minimum (ms) 

RFC1889 
Jitter 
Maximum 
(ms) 

Jitter (delay 
variation) 
Maximum 
(ms) 

End-to-end 
delay average 
(ms) 

Pair 1 1.684 1 3 15 63.158 

Pair 2 1.842 1 3 15 63.000 

Pair 3 N/a N/a N/a N/a N/a 

RFC1889 Jitter is a smoothed absolute value of the delay deviation. The average end-to-end delay is 
slightly higher for the VoIP traffic in this test due to congestion. Since the jitter and delay is only 
applicable (and interesting for that matter) to the VoIP traffic, no results were gathered for the UDP 
traffic. 

4.1.3 G.711a VoIP traffic + TCP traffic using IxChariot and iPerf3 

In this test the same VoIP traffic as in section 4.1.1 and 4.1.2 is sent bidirectionally between endpoints 
C and D using IxChariot. TCP traffic is introduced in the network using IxChariot. Additional TCP 
traffic, more specifically TCP traffic over TCP port 20, is generated between endpoints A and B using 
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iPerf3. The same result is to be gathered using two data streams over TCP solely with IxChariot, but 
iPerf3 is used to create diversity. The two different TCP connections are set to send traffic 
unlimitedly. Due to TCP’s ability to regulate traffic flow, the traffic stream’s bandwidth usage is 
regulated to the available bandwidth in the network.  

 

Table 10 – Throughput VoIP + TCP IxChariot and iPerf3 

Pairs Throughput average 

(Mbps) 

Throughput minimum 

(Mbps) 

Throughput maximum 

(Mbps) 

Pair 1 0.064 0.063 0.064 

Pair 2 0.064 0.063 0.064 

Pair 3 17.294 16.051 40.506 

Pair 4 70.565 45.051 83.975 

The average throughput of the VoIP traffic is 0.064Mbps for both pairs 1 and 2. The average 
throughput of the two TCP connections is 17.294 and 70.565 for pairs 3 (IxChariot) and 4 (iPerf3) 
respectively.  

 

Table 11 – Mean opinion score VoIP + TCP IxChariot and iPerf3 

Pairs MOS Average MOS Minimum MOS Maximum 

Pair 1 4.07 2.83 4.37 

Pair 2 4.20 3.24 4.37 

Pair 3 N/a N/a N/a 

Pair 4 N/a N/a N/a 

The average MOS for the VoIP traffic is 4.07 and 4.20 for pairs 1 and 2 respectively. MOS only 
applies to VoIP traffic, so the result of the MOS for pairs 3 and 4, which is the TCP traffic, is 
therefore not applicable. 
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Table 12 – Packet loss VoIP + TCP IxChariot and iPerf3 

Pairs Bytes sent by 
E1 

Bytes received by 
E2 

Bytes lost from 
E1 to E2 

Percent bytes lost 
from E1 to E2 (%) 

Pair 1 480 000 478 560 1 760 0.367 

Pair 2 480 000 478 400 960 0.200 

Pair 3 130 000 000 N/a N/a N/a 

Pair 4 573 441 152 N/a N/a N/a 

The packet loss of the VoIP traffic is 0.367% and 0.200% for pairs 1 and 2 respectively. IxChariot and 
iPerf3 does not collect any information on packet loss during the test, so the result for packet loss for 
pairs 3 and 4 is not applicable.  

 

Table 13 – Jitter and end-to-end delay VoIP + TCP IxChariot and iPerf3 

Pairs RFC1889 
Jitter 
Average 
(ms) 

RFC1889 
Jitter 
Minimum 
(ms) 

RFC1889 Jitter 
Maximum (ms) 

Jitter (delay 
variation) 
Maximum 
(ms) 

End-to-end 
delay average 
(ms) 

Pair 1 0.150 0 1 11 68.850 

Pair 2 0.100 0 1 9 69.100 

Pair 3 N/a N/a N/a N/a N/a 

Pair 4 N/a N/a N/a N/a N/a 

RFC1889 Jitter is a smoothed absolute value of the delay deviation. The average end-to-end delay is 
higher for the VoIP traffic in this test due to more congestion. Since the jitter and delay is only 
applicable to the VoIP traffic, no jitter and delay results were gathered for the TCP traffic. 
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4.2 Customer case laboratory test 2 
Endpoint A in Figure 5 is set to send UDP traffic at a maximum rate of 95Mbps to client B. Due to 
UDP not being able to regulate traffic speed in the same way that TCP can, and the fact that endpoint 
A is connected to a 1000Mbps port while the trunk port is 100Mbps, the traffic is bound to be bursty 
and disturb any other traffic that is traversing the network.  

4.2.1 Verify connectivity and use CLI commands on network devices 

Sending a ping request between the client that is experiencing a slow connection to some other device 
in the network can verify Layer 4 connectivity. If the devices are able to reach each other, the 
command “show interface FastEthernet0/1 summary” can be used to view the send and receive stats 
of the trunk interface, which is shown in the output below.  

show interface FastEthernet0/1 summary 

 *: interface is up 
 IHQ: pkts in input hold queue     IQD: pkts dropped from input queue 
 OHQ: pkts in output hold queue    OQD: pkts dropped from output queue 
 RXBS: rx rate (bits/sec)          RXPS: rx rate (pkts/sec) 
 TXBS: tx rate (bits/sec)          TXPS: tx rate (pkts/sec) 
 TRTL: throttle count 
 
Interface     IHQ   IQD  OHQ   OQD    RXBS     RXPS  TXBS      TXPS   TRTL 
------------------------------------------------------------------------- 
* FastEth0/1  0     0    0     356391 6874000  601   18575000  1572    0 
 
The OQD (output queue drops) shows that the FastEthernet0/1 interface on the switch is dropping a 
high amount of traffic. One reason for the high OQD is that the interface is highly congested or that 
the interface is receiving high amounts of traffic during short bursts. To further verify the theory that 
the interface is congested, the command “show interface FastEthernet0/1” can be used, which is 
shown in the output below. 
 
 
show interface FastEthernet0/1 
 
FastEthernet0/1 is up, line protocol is up (connected)  
  Hardware is Fast Ethernet, address is 18ef.636e.7e81 (bia 
18ef.636e.7e81) 
  Description: ---To SW3750--- 
  MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec,  
     reliability 255/255, txload 242/255, rxload 1/255 

 

The output shows that the interface is under heavy load. The transmit load is 242 on a scale from 0 to 
255, “txload 242/255”. Investigating what type of traffic that is traversing the network is a good next 
step to figure out what causes the network to be slow.  
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4.2.2 Packet sniffing using Wireshark  

The endpoint A is set to forward UDP traffic using IxChariot at 95Mbps to endpoint B, which in 
theory, is 95% of the available bandwidth on the trunk interface between the switches. FTP traffic is 
generated between clients C and D using iPerf3 and is utilising as much bandwidth as it can, although 
the traffic is very slow due to congestion from the UDP traffic. The FTP traffic is meant to simulate 
real-world TCP traffic in the network, and is therefore the more important of the two traffic types.  

To differentiate the FTP traffic from any other traffic, Wireshark features filters and statistics. In the 
two Figures below, 9 and 10, packets have been captured over a time period of 60 seconds and show 
the large difference between the malicious traffic and the more important FTP traffic. Figure 10 
shows the UDP traffic sent from endpoint A to B and Figure 11 shows the FTP traffic from endpoint 
C to D. The UDP traffic makes up for 98.6% of the traffic being sent in the network (96.7Mbps 
average) and the TFP traffic makes up 1.2% (1.2Mbps average), the rest of the 0.2% is overhead 
traffic in the network. 

 

 

 

Figure 10 - Wireshark showing UDP traffic 
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Figure 11 - Wireshark showing FTP traffic 

 

4.2.3 Verify maximum bandwidth using iPerf3 

To verify the maximum amount of available bandwidth in the network, iPerf3 is used to generate an 
FTP data stream between endpoints C and D. The FTP traffic that is working on top of TCP port 20, 
is trying to utilise as much bandwidth that is available. However, the slow speed indicates that the 
network is congested. In Figure 10, the FTP traffic data rate is shown in a graph during a time period 
of 60 seconds. The FTP traffic should utilise the full 100Mbps if the rest of the network is not 
congested. However, as seen in Figure 12, the data rate is pending between ~600 and ~3300 Kbps 
(roughly 0.6Mbps and 3.3Mbps respectively). 
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Figure 12 – FTP data rate during congestion 

 

4.2.4 Verify SLA using IPSLA 

To further verify how much bandwidth is available in the network, IPSLA can be used to simulate 
traffic and gather data. In this case, FTP traffic is used from SW3750 to download a file on client A in 
Figure 5. As seen in the output below using the command “show ip sla statistics 1 details”, the total 
size of the file is 10.8MB (10811064 bytes), which is downloaded during a total round trip time 
(RTT) of 70.514 seconds. The average bandwidth is therefore calculated to 1197.797 Kbps, which is 
close to the previous test using iPerf3. 

show ip sla statistics 1 details 
 
Round Trip Time (RTT) for Index 1 
Type of operation: ftp 
 Latest RTT: 70514 ms 
Latest operation start time: 11:38:54.331 UTC Wed May 18 2016 
Latest operation return code: OK 
Over thresholds occurred: FALSE 
Bytes read: 10811064 
Number of successes: 1 
Number of failures: 0 
Operation time to live: 0 
Operational state of entry: Inactive 
Last time this entry was reset: Never 
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4.3 Documentation template  
The documentation template that has been written as part of this thesis is presented in Appendix A. 
The documentation template, which is written in Swedish, features appealing visuals and explains 
some integral parts for documenting network analysis. The goal when making the report was an easy-
to-use template that could be filled in with the necessary text under the section headlines to simplify 
writing the documentation. Another goal is to have all the documentation for network analysis look 
similar in design. The template contains five sections: 

1) Introduction containing goals and limitations subsections 
2) Background 
3) Method 
4) Results and analysis 
5) Conclusion with a recommendation subsection 

For each section, there is an explanation of how the section should be filled in with text and what 
information is useful to have for that section. In the template I also stress the importance of good 
figures in the results and analysis section, this is important for presenting results in a more easily 
readable way. In the conclusion section, there is a recommendation subsection that will be used to 
present a recommended solution and recommended upgrade to the network with a preliminary cost 
suggestion. Performing network analysis is not just about gathering results and analysing them, but 
also to propose upgrades that could benefit the customer in the long run. 
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5 Analysis 
This section presents the discussion and analysis on the results that were obtained in Section 4. 

5.1 Customer case laboratory test 1 
By investigating the values for packet loss, MOS, jitter and delay, a conclusion can be reached 
whether the network is fit for VoIP traffic during the given circumstances of the test sequences.   

5.1.1 G.711a VoIP traffic using IxChariot 

As the first test was run in an uncongested network with just VoIP traffic, the expected result was to 
get the best possible values for the VoIP traffic.  

The average mean opinion score of this test was 4.37, which is close to the maximum MOS of 4.4 for 
the G.711a codec. One reason for the MOS resulting in being 4.37 and not 4.4 is the delay (albeit 
minimal) in the network. As seen under Table 4, the end-to-end delay is 61ms, which is 1 millisecond 
above the theoretical minimum for Cisco network devices (60ms). Based on my analysis, packet loss 
and RFC1889 Jitter is 0, so the quality of a call with these values would be very good. 

5.1.2 G.711a VoIP traffic + UDP traffic using IxChariot 

During this test, UDP traffic was introduced with the help of IxChariot and the script 
UDP_Throughput.scr. The UDP traffic was configured to be sent at a rate of 50Mbps maximum, 
while this is only one half of the maximum capacity of the trunk interface between the switches 
(100Mbps), the effect it has on the VoIP traffic in this test case is severe. As stated in Section 3.4.1, 
client A, which is sending the UDP traffic, is connected to a 1000Mbps port while the trunk interface 
is 100Mbps. The result of this suboptimal setup is bursty UDP traffic that disturbs the VoIP traffic.  

The mean opinion score averages at a low 1.68 and 1.74 for pairs 1 and 2 respectively. Referring to 
Figure 9 in Section 3.3.1, which shows the user’s experience for different MOS values, a MOS around 
1.7 makes for a very poor call experience. One large factor for the low MOS is the relatively high 
packet loss of 5.333% and 5.433% for pairs 1 and 2 respectively. As explained in Section 3.3, a 
packet loss of less than 1% is required for a good quality VoIP call.  

The RFC1889 jitter average (albeit low) of 1.684 and 1.842 and the slightly higher end-to-end delay 
of 63.158 and 63.000 for pairs 1 and 2 respectively also contribute to a lower mean opinion score. 

The values presented in this test sequence would make the VoIP call very poor. While this may not be 
a real-world scenario, getting poor values like these while planning to upgrade to a VoIP solution 
should promote a network change or an implementation of Quality of Service. 

5.1.3 G.711a VoIP traffic + TCP traffic using IxChariot and iPerf3 

In this test, the same VoIP traffic as in test sequence 1 and 2 was used. Instead of additional UDP 
traffic, TCP traffic was generated by endpoint A using IxChariot and iPerf3 in the network to congest 
it. Due to TCP’s ability to regulate the data flow; the VoIP traffic is expected to get better results in 
this test than the previous test with UDP. 

The mean opinion score averages at 4.07 and 4.20 for pairs 1 and 2 respectively, which makes for a 
good quality call. At minimum, MOS is down to 2.83 at one point for pair 1, which would make the 
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call quality quite poor at that instance. Overall, the rest of the values are good despite the higher load 
in this test, the average throughput of both pairs 3 and 4 adds up to just below 90Mbps. The packet 
loss is quite minimal, 0.367 for pair 1 and 0.200 for pair 2, this amount should not be very noticeable.  

The RFC1889 jitter average was 0.150 and 0.100 for pairs 1 and 2 respectively, which is very low. 
The end-to-end delay however, is slightly higher in this test than the other tests, 68.850 for pair 1 and 
69.100 for pair 2. The higher delay is likely because of the queuing and buffering delay on the 
switches because of the higher throughput.  

Overall, the quality of the VoIP call in this test sequence is good, and the values gathered is definitely 
sufficient for deploying VoIP in this type of network.  

 

Customer case laboratory test 2 
As this test case was more of a troubleshooting scenario more than gathering values and interpreting 
and analysing them, mainly the methodology that was used to verify the problem are analysed further. 
Starting off, testing the connectivity is a good first step. As explained in Section 2.4.1, with the use of 
the “divide and conquer” method, sending a ping request from one device to the other indicates if they 
have connectivity.  

After seeing the output from the first command “show interface FastEthernet0/1 summary” on 
SW2960, which is the trunk interface between the switches, it is clear that the switch is dropping a lot 
of packets. As explained in Section 4.2.1, the reason for the high amount of drops is that the UDP 
traffic is originating from a 1000Mbps interface and is sent through the 100Mbps trunk interface. The 
UDP traffic is sent in bursts that has higher throughput (over a short period) than 100Mbps. The 
switch receiving the large amounts of traffic starts dropping the packets, including other traffic that is 
more important than the UDP traffic, in the queuing buffer once the buffer gets full. This might not be 
a common real world scenario, but a switch dropping packets due to buffer overflows certainly is.  

The command “show interface FastEthernet0/1” shows more statistics on the same interface, the 
txload (transmit load) shows that the interface is under heavy load. On a scale from 0 to 255, the load 
is 242, which indicates that the interface is heavily congested.  

The two graphs shown in 4.2.2 displays the large difference in the throughput each of the traffic types 
is using. The UDP traffic uses 96Mbps, which is a major part of the available bandwidth in the 
network. The FTP traffic, which is meant to simulate the more important company network traffic, 
uses only 1.2Mbps. In this test case, the FTP traffic is also used to verify how much available 
bandwidth there is in the network. Since any TCP traffic sent with iPerf3 uses up as much bandwidth 
as it can, it serves as a good benchmark test. The graph in section 4.2.3 might be a bit redundant with 
the FTP graph in Section 4.2.2, but it further verifies that the FTP traffic only consists of a small part 
of the total bandwidth. The IPSLA test is quite similar to the iPerf3 test, but the traffic originates from 
SW3750 instead of from endpoint C. The IPSLA test shows that the FTP traffic can only reach an 
average bandwidth of just under 1.2Mbps in the congested network. 
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Reading the values in each test sequence, it is clear that the network is under heavy load. In this test 
case, the traffic congesting the network was UDP traffic, but in a real world application this traffic 
load could be due to a DoS attack or a faulty device sending out large amounts of traffic.  
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6 Conclusion 
The goal of this thesis was to develop an elaborated methodology and write a documentation template 
for network analysis for Cygate. When network analysis is performed, data packets are captured using 
data capturing software (such as Wireshark). The data packets can then be analysed through a user 
interface to reveal potential faults in the network. Literature studies on network analysis and 
troubleshooting books has been a good source of information for network analysis and 
troubleshooting methodology. Some network analysis tools were explored and tested in a laboratory 
to further develop a methodology for network analysis to satisfy the first research goal of this thesis in 
Section 1.1, which was to develop an elaborated methodology and discover best practises for network 
analysis. 

The first laboratory test was a pre-assessment for deploying VoIP technology in an existing network. 
This laboratory test can be tied to the first research goal in Section 1.1 in the sense that it covers best 
practices for finding good results when performing a pre-assessment. When performing a pre-
assessment like this as much of the network as possible needs to get congested and tested. The test 
was designed to make sure that the endpoints were configured on different VLANS, and therefore 
more hops away from each other when sending traffic; this way the trunk line gets congested as well. 
The test also contained several test sequences, which is a best practice for finding results; do several 
tests during different circumstances and analyse the changes. Three different tests were run with 
varying levels of traffic load in the network to see if the network would be able to carry the VoIP 
traffic with an acceptable mean opinion score. The MOS takes packet loss, delay and jitter (variation 
in delay) into account when calculating a value between 1 and 5. In the first test, just the VoIP traffic 
was sent using IxChariot in an uncongested network, and as expected, the test showed satisfying 
results with an average MOS of 4.37. In the second test, the network was congested with UDP traffic. 
The bursty UDP traffic made the buffers on the switches in the network full, resulting in dropped 
UDP and VoIP packets. The high packet loss in the second test was the biggest reason for the low 
MOS of around 1.7. In the third test, TCP traffic was sent together with the VoIP traffic in the 
network. Although the third test used more bandwidth than the second, the flow control of TCP made 
it so that VoIP traffic could also be used in the network without much packet loss. The lower packet 
loss and lower jitter in the third test brought the MOS up to around 4.1, which makes for a good VoIP 
call experience.  

The second laboratory test focused more on troubleshooting. The goal was to find the cause of a slow 
network, a scenario that apparently is quite common for network consultants. UDP traffic that was 
simulating malicious traffic was flooding the network, disturbing the more important “real-world” 
TCP traffic. Using different CLI commands on the Cisco switches and using iPerf3, Wireshark and 
IPSLA, a conclusion could be made that the UDP traffic did indeed flood the network, causing 
congestion. A combination of Cisco’s PPDIOO, the “divide and conquer” method and Cisco 
Internetwork Troubleshooting was used to reach a best practice methodology for this test case as part 
of the first research goal for this thesis. The flowchart in Figure 13 shows the methodology used to 
reach a conclusion. 

The results I gathered during the laboratory tests gave some insight on how results are best presented 
when writing a report or documentation. This knowledge was used when writing the documentation 
template for Cygate, where I stress the importance of presenting results in a clear and easily readable 
way. Network consultants on Cygate will use the documentation template when network analysis has 
been performed.  
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The laboratory tests have given me further insight into network analysis and troubleshooting and the 
importance of pre-assessments when deploying VoIP. VoIP technology cannot just be introduced into 
a network and be expected to work flawlessly; VoIP traffic is very sensitive to packet loss, delay and 
jitter.  

 

6.1 Findings/Future work 
The laboratory test I did in test case 1 can be further expanded using Quality of Service (QoS) in the 
network. QoS is important when having sensitive data like VoIP in the network, since it can give the 
voice traffic precedence over other types of traffic. QoS uses a tagging mechanism to tag different 
types of traffic, so when the packet arrives at a network device, the network device can look at the tag 
and decide how to handle the packet, whether it be to put it in a queue or forward it immediately. QoS 
can also be used to shape and police traffic types to only give a certain protocol a maximum amount 
of bandwidth in the network. So if QoS had been used when performing this lab, the results would 
have been completely different. 
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RAPPORTMALL NÄTVERKSANALYS 
 

 

 

Författare: Namn Efternamn och eventuell kontaktinformation 

Kund: Företag och kontaktinformation 
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Sammanfattning 
Beskriv kortfattat vad som är gjort i arbetet, en kort bakgrund om problemet, vilka metoder 
som har använts och vilka resultat har uppnåtts. Sammanfattningen därför skrivas sist av allt i 
rapporten. Sammanfattningen skall vara läsbar för okunniga inom området och ge läsaren god 
insikt i vad rapporten handlar om utan att läsa hela rapporten. Det är fördelaktigt att även ha 
en sammanfattning skriven på engelska, för att ge engelsktalande personer en idé om vad 
rapporten handlar om. 
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1 Introduktion 
Introduktionen skall beskriva kunden och innehålla en bakgrundsbeskrivning till problemet 
utan att gå in för mycket på tekniska detaljer.  

1.1 Syfte 

Detta avsnitt skall innehålla en tydlig problemformulering och syfte. Hur grundar sig 
problemet? Vad har kunden för förväntningar och hur vill kunden att problemet skall bli löst? 

1.2 Avgränsningar 

Avgränsningar kan innebära till exempel eventuella etiska och ekonomiska hänsynstagande 
eller avgränsningar till vissa tekniker eller verktyg i arbetet.  

1.3 Versions- och revisionshistorik 

I vissa fall sker ändringar av kunden i uppdraget, en revisions- och versionshistorik är då 
viktig för att hålla reda på när ändringar har gjorts i dokumentet.  

 

Tabell 1 - Versionshistorik 

Datum  Version Information Ansvarig 

YYYY-MM-DD Nummer Dokumentet skapades Namn Efternamn 

YYYY-MM-DD Nummer Adderad information Namn Efternamn 

 

Tabell 2 – Revisionshistorik 

Datum  Revision Information Ansvarig 

YYYY-MM-DD Nummer Dokumentet skapades Namn Efternamn 

YYYY-MM-DD Nummer Adderad information Namn Efternamn 
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2 Bakgrund 
Bakgrunden skall ge läsaren goda förutsättningar till att förstå resten av rapporten. Tekniska 
termer och eventuella verktyg som används i arbetet förklaras grundligt och akronymer skall 
inledelsevis skrivas i dess fulla form. Strukturera bakgrunden med underrubriker och se till 
att sektionen följer en röd tråd. 

Till varje teknik som förklaras skall det finnas tillhörande referenser (böcker, webbsidor 
RFC’er, white papers och data sheets).  
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3 Lösningsmetod 
Vilket tillvägagångssätt har använts för att lösa problemet? Förklara hur eventuella verktyg 
har använts för att nå ett resultat. En bra motivering skall användas till varför just denna 
metod passar bäst för att lösa problemet, jämförelser med andra metoder kan även skrivas.  
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4 Resultat och analys 
Resultatet skall presenteras på ett sätt som är tydligt och lättläsligt. Försök att använda så 
mycket bilder som möjligt, t.ex. skärmdumpar från verktyg och grafer med tillhörande 
tabeller över insamlade värden. Figurbeskrivning för bilder med numrering anges under 
bilden och indexeras i innehållsförteckningen för figurer, samma procedur används för 
tabeller, exempel enligt nedan: 

 

Bildexempel 

Figur 1 - Bildexempel 

 

Analys och diskussion av resultaten skall förklara anledningar till avvikelse av värden och ge 
ytterligare insikt till hur värdena kan tolkas. 
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5 Slutsatser 
Ge en slutsats till rapporten, diskutera varför eventuella problem har uppstått och hur de går 
att undvika i framtiden. 

5.1 Rekommendationer 

Förklara hur nätverket kan förbättras för att undvika framtida problem. Ge förslag på 
uppgraderingar med preliminära kostnadsförslag. Jämför olika lösningar och skriv 
rekommendationer med goda motiveringar. 
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Referenser 
Referenser skall anges enligt IEEE:s standard, nedan följer några exempel för 
referenshantering. Mer information om IEEE:s referenshantering och fler exempel hittas på 
http://www.ieee.org/documents/ieeecitationref.pdf.  

Böcker 
[1] Förnamn Efternamn, Boktitel, upplaga. Stad där boken är utgiven: Utgivare, år, vilka sidor 
referensen behandlar. 

Notera att om tre eller fler författare anges skall endast ett namn och et al. används enligt 
exempel nedan.  

[2] B. Klaus et al., Robot Vision, 5th ed. Cambridge, MA: MIT Press, 1986, pp. 87-95. 

Online 
[1] Förnamn Efternamn (utgivelsedatum), Titel. [Online] Tillgänglig: https://länk. [Hämtad: 
datum] 

 


