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Abstract 
 

As embedded devices are getting smaller there isn’t much room left for large batteries which 

limits the devices capability to wirelessly communicate with other devices, while still maintain 

a long battery life. Small devices that has the capability of wireless communication combined 

with long battery life has several usages in medical, industrial, agricultural and home 

applications. There are several different wireless protocols that has been designed to minimize 

its power consumption, while still maintaining reliable wireless communication. Bluetooth low 

energy and IEEE 802.15.4 based protocols are two different technologies that aims to enable 

low power wireless communication while still offering similar functionality as a traditional 

wireless protocol. One of the biggest problems with low power wireless protocol is being able 

to reliable transmit and receive packets while using a low transmission power and coexisting 

with other wireless networks. To determine which of the aforementioned low power wireless 

protocols has the better performance, we analyze the two protocols unique features and 

benchmark the protocols in real-world scenarios where the protocols ability to reliably 

communicate at different transmission rates and different distances are analyzed. 
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1 Introduction 
Various low-power wireless radio networks and technologies have been designed and 

implemented. The purpose of low-power wireless networks is to enable wireless networking on 

devices with limited processing and battery power. These devices are used in various 

applications, such as health monitoring, industrial automation and agricultural monitoring, 

where each application has its own limitations and requirements. 

1.1 Motivation 
Low power networking has many different applications and use cases, such as in healthcare, 

industries, agricultural purposes, fitness and smart home sector. Wearable devices with radios 

in clinical health monitoring are used to measure vital signs of the body remotely. For instance, 

heart-rate monitors, smart watches and fitness trackers with sensing and radio capabilities are 

commercially available in the market. These devices are supposed to be lightweight and small 

in order to be convenient and comfortable for the user, which do not leave much room for large 

batteries. In an industrial application, using wireless sensors is very beneficial by eliminating 

cabling. Thus they enable monitoring various static and moving objects in factories without 

requiring many cabling. In the aforementioned application examples (healthcare and 

industries), reliability and timeliness plays as major issues. However, timing issue is more 

relaxed in health monitoring application compared with industrial monitoring. There are other 

examples, such as agricultural, structural health monitoring, and environmental monitoring, 

where network reliability is of paramount importance, since all the data is supposed to be 

collected at the destination, while packet delay is neglected. 

 

The wireless protocol that is better suited for a specific application purpose is difficult to 

determine when there are several significant differences between the protocols. Therefore, in 

this thesis, we are aiming at comparing the existing commercial-off-the-shelf (COTS) protocols 

in order to evaluate their ability to reliably communicate in according to application specific 

requirements.  
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1.2 Problem Statement 
To achieve a very low power usage, one important factor is the ability to reliably transmit and 

receive packets to reduce the number of retransmissions of lost packets, which wastes power 

and reduces the overall power efficiency. A big problem to overcome for low-power wireless 

protocols are interference due to its limited transmission power, the protocols are using different 

techniques to minimize the effect of interference on the communications. 

 

The protocols also have to be flexible to function in a number of different environments with 

different requirements. Where as in one application the distance is short and the transmission 

interval is long, in another application the distance is long and the intervals are short. 

In a different application battery life is more important than latency and in another application 

it’s the other way around. 

 

These requirements can be visualized in simple scenarios; 

 

(i) Long transmission interval could represent a non-critical application where battery 

life is of importance and instant sensor feedback is unimportant. Such as a wireless 

thermostat sending its temperature to a climate-control unit. 

 

(ii) Short transmission interval could be a representation of a sensor that are sensing line 

pressure in a manufacturing plant where it is critical to have up to date information.   

 

(iii) Long distance between devices can be seen as a humidity sensor that operates in an 

agricultural field where the devices has to cover a large area. 

 

(iv) A short distance between the devices could be a heart-rate sensor in a hospital where 

the distance to the receiver is limited to the room the patient resides in. 

 

 

What all the scenarios have in common is the need for reliable communications, some more 

than others and with all these requirements that the protocols have to satisfy, it’s difficult to 

determine which protocol that will work best in a certain application.  

 

Thus, the goal of this thesis is to evaluate the communication reliability of an IEEE 802.15.4 

[1] -based protocol with an 802.15.1 [2]-based protocol in different application scenarios. 

To do so, the following questions must be answered: 

 

 Which of the aforementioned protocols are able to achieve the most reliably 

communications in specific scenarios? 

 Which interference mitigation techniques works better in specific scenarios? 

 Which of the aforementioned protocols is better suited for a given application? 
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2 Background  
In this section, we provide brief description on some of the well-known protocols and standards 

for low-power wireless radios. We will also provide some intuition behind the existing 

applications by explaining their requirements. The open source Contiki-OS that uses 802.15.4 

technology are also briefly explained. 

 

Our main research focus in this Thesis are the 802.15.4 and BLE protocols that are 

commercially available in many sensor nodes in the market. We will provide some information 

on SensorTag as one of the cheap and available multi-radio sensor nodes that supports both 

ZigBee and BLE protocols.   

2.1 Wireless Protocols and Standards 
There are several different wireless protocols for low-power wireless radios that have been 

designed and implemented. Low power wireless protocols have been designed for devices that 

have very limited processing and battery capacity. Some of the examples are WirelessHART 

[5], ISA100.11a [3], 6LoWPAN [6], ZigBee [1], Bluetooth [4], and Bluetooth Low Energy 

(BLE) [2]. Since these protocols were implemented on top IEEE standard protocols, we will 

also briefly explain IEEE 802.15.4 [1] and IEEE 802.15.1 [2].  

2.1.1 Bluetooth (IEEE 802.15.1) 
Bluetooth is a standard protocol for exchanging data wirelessly over short distances between 

two devices. It was originally designed as an alternative to RS-232 data cables. Bluetooth uses 

a FHSS (Frequency-hopping spread spectrum) method to minimize interference. In this way, it 

changes channel frequency when it is prone to external interference. A group of connected 

Bluetooth devices are called a piconet and operate using a master/slave model. A piconet 

consists of a master device and serves up to seven slaves. All the devices in a Bluetooth network 

have synchronized clocks and hopping sequence that allow the piconet to be collision free. 

 

The Bluetooth protocol stack core can be expanded with protocols that expands Bluetooth 

functionality with audio and telephony services. The Bluetooth stack core consists of these 

layers – as seen in Figure 1:  

(i) Link Management Protocol (LMP) that is used for control and the set-up of the 
link between two devices. 

(ii) Logical Link Control and Adaptation Protocol (L2CAP) that multiplexes 
multiple logical connections between two devices.  

(iii) Service Discovery protocol (SDP) that allows a device to know what services 
other devices offer and its associated configuration. 
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Figure 1 - Diagram of simplified Bluetooth protocol stack [5] 

2.1.1.1 Bluetooth Low Energy 
Bluetooth Low Energy (BLE) was introduced in Bluetooth v4.0 [2] to add low power 

communication to the Bluetooth family. BLE minimizes interference with AFH (Adaptive 

Frequency-hopping) [6], where AFH tries only to use the channels with the least amount of 

interference.  BLE uses a new software stack that uses a very low duty cycle to decrease power 

consumption and has a data rate at 1 Mbps.  

 

The theoretical lifetime of a BLE device powered by a coin cell battery is 14 years. BLE 

introduces a couple of new technologies in the new stack, such as GAP (Generic Access Profile) 

that is an interface that the user application utilizes to enable different operation modes which 

are known as (i) scanning, (ii) advertisements, (iii) establishing and (iv) managing connections 

with other devices. 

 

 
Figure 2 - Diagram of BLE stack [7] 

 

GATT (Generic Attribute Profile) is a service framework that employs ATT (Attribute 

Protocol) for enabling basic low power communication. The GATT-table contains all the 

services and data that the device is managing, and ATT is used to read and write these values 
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using small packets optimized for BLE to reduce the time the device has to be in receiving 

mode. The SM part of the stack manages encryption and authentication mechanisms. 

 

 
Figure 3 - BLE channels with non-overlapping 802.11 channels 1,6 and 11 [8] 

 

Advertisement mode is a new way to share information with BLE without the requirement of 

an already established connection. Devices can enter advertisement mode when they want to 

send data and the central device then begin the connection or the device can share the 

information with continually advertisements with the data for anyone to listen.  

 

The BLE standard protocol is comprised of 40 channels, where three of them are allocated for 

advertisement purposes, and these channels are those that have the minimum interference with 

the IEEE 802.11 network as shown in Figure 3. 

2.1.2 IEEE 802.15.4 
IEEE 802.15.4 is a standard for low-rate wireless personal networks, and is the basis of multiple 

protocols. IEEE 802.15.4 specifies the medium access control (MAC) and physical (PHY) 

layers. Main features of this standard protocol include collision avoidance using CSMA-CA, 

reservation of time-slots for real-time suitability and secure communications using symmetric 

cryptology. 

 

An IEEE 802.15.4 network defines two types of devices, which are defined below: 

 

(i) Full function device (FFD) that can serve as a coordinator of a PAN or it may 
function as a normal node. The coordinator can relay messages to other nodes. 

(ii) Reduced function devices (RFD) that can only talk to other FFDs and cannot be 
a coordinator. 
 

A PAN coordinator is the main controller of the network, which is the device that creates the 

network. IEEE 802.15.4 networks can be built in a star-topology or a peer-to-peer topology, 

where peer-to-peer networks can be extended to a generic mesh network as shown in Figure 4. 
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Figure 4 - Examples of ZigBee devices

 
Figure 3 - Supported IEEE 802.15.4 topologies [9] 

2.1.2.1 ZigBee 
The ZigBee protocol [1] implements a network layer on top of IEEE 802.15.4 standard, which 

has been basically designed for personal area networks. IEEE 802.15.4 networks provide 

scalability with mesh networking, and interconnectivity with IP-based addressing. ZigBee 

devices was intended to be cheaper than other WPANs like Bluetooth and Wi-Fi, but the other 

low-power devices are dominating the market nowadays. ZigBee transfer data over long 

distances using mesh networking. ZigBee networks are secured using 128bit symmetric 

encryption and are typically used on low data rate applications. The maximum data rate of 

ZigBee radio is 250 kbps, which is beneficial for monitoring applications with long intervals. 

 

ZigBee defines three kinds of devices as shown in Figure 4; (i) ZigBee Coordinators, (ii) 

ZigBee Routers and (iii) ZigBee end devices. ZigBee Coordinators forms the core of the 

network and bridges to other networks. There is only one coordinator in each ZigBee network, 

and it is the first device of the network. ZigBee Routers relay messages between other nodes as 

well as functions as normal nodes. ZigBee end devices are able to communicate with their 

parents only, which are either a coordinator or a router node. 

 

 
Figure 4 - Examples of ZigBee devices [10] 

2.1.2.2 WirelessHART 
Wireless HART [11] is an open standard wireless protocol based on TDMA, designed for time 

critical industrial usage in process measurements and control applications. WirelessHART is 

based on the Highway Addressable Remote Transducer Protocol (HART) and uses a self-

healing, self-organizing, time synchronized mesh architecture, operating in the 2.4 GHz 
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spectrum. WirelessHART uses IEEE 802.15.4 as its physical layer, and on top of that a custom 

time-synchronized MAC layer to meet the strict timing and security demands of industrial 

monitoring. 

2.1.2.3 6LoWPAN 
6LoWPAN (IPv6 over Low power Wireless Personal Area Networks) [12] is designed to enable 

IPv6 packets to be carried over the IEEE 802.15.4 protocol. 6LoWPAN uses header 
compression and encapsulation mechanisms to allow IPv6 messages to be sent over IEEE 
802.15.4 networks. Thus 6LoWPAN is usually considered as an adaptation layer between 
the link and the network layers.  

 
Figure 5 - Comparison of TCP/IP - 6LoWPAN stack [13] 

 

2.1.2.4 ISA100.11a 
ISA100.11a was designed by the ISA (International Society of Automation) organization to 

meet the current demands of industrial wireless communications and was approved a standard 

in 2009. The transport and network layers are based on 6LoWPAN, while the data link layer is 

customized in ISA100.11a with frequency hopping and time-slotted mechanisms. ISA100.11a 

supports star, star-mesh and mesh topologies but it is limited in the number of hops between 

two devices. 

2.2 Contiki-OS 
Contiki [14] is an open source operating system designed for IoT devices and are available on 

many hardware platforms. Contiki was first created in 2002 by Adam Dunkels [15] and has 

since been further worked on by an international team of developers. Contiki is designed to 

have a small memory footprint and provides a TCP/IP stack and multitasking capabilities with 

only 10kB RAM and 30kB ROM as memory requirements. 

 

The uIP [16] TCP/IP stack, the uIPv6 [17]stack and the Rime stack [18] are included in Contiki 

and the RPL [19] (Routing Protocol for Low power and Lossy Networks) are included in the 

IPv6 stack as well as the 6LoWPAN adaptation layer and header compression techniques. 

The Rime stack is a network stack designed for minor traffic overhead for embedded devices 

and can be used instead of the IPv4 or IPv6 stacks.  

 

The included network simulator Cooja, can simulate Contiki devices either entirely in 

software or execute the Contiki code on the hardware devices and using a mixture of these 

modes in a simulation. 
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The devices that are in focus in this thesis are the Texas Instruments SimpleLink SensorTag 

[20] and the Crossbow TelosB mote [21]. 

 

2.3 TI SimpleLink SensorTag 
The SensorTag device has been designed to be a cheap way into IoT for developers - See Figure 

4. It can easily be used as a starting point for developing other IoT projects using its open source 

hardware and software. The SensorTag supports both ZigBee and BLE protocols. 

 
Figure 4 - SensorTag hardware  

2.3.1 SensorTag Hardware 
The SensorTag is using a low-power CC2650 wireless MCU [22] from TI and has the capability 

to easily change its 2.4 GHz wireless protocol with a firmware update. The SensorTag is 

populated with 10 different sensors (Temperature, IR-temperature, humidity, pressure, light, 

magnet, accelerometer, gyroscope and compass) and these can be further expanded on by using 

an attachable DevPack [23] module. 

2.3.2 SensorTag Software 
The SensorTag device is using the TI-RTOS [24] (Real Time Operating System) that provides 

the basic software functions and device drivers for easy developing using the C programming 

language. The SensorTag stock firmware uses TI-RTOS’s multitasking kernel to split the task 

of polling the sensors into multiple tasks for faster and easier programming. 

2.4 Crossbow TelosB mote 
Crossbow’s TelosB mote is an open source 802.15.4 hardware platform designed for 

experimentation by UC Berkely. - See  Figure 6. 

It has an onboard USB plug for easy programming and powering of the device and it can also 

be powered by a AA-battery pack. 

 

 

 
Figure 6 - Crossbow TelosB mote [25] 
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2.4.1 TelosB mote Hardware 
The TelosB platform utilizes a TI MSP430 microcontroller and a CC2420 802.15.4 radio.  

It has two expansion connectors that can be used to integrate external devices, such as LCD 

displays, additional sensors etc. There is a version of the TelosB mote which have integrated 

temperature, light and humidity sensors. [25] 

2.4.2 TelosB mote Software 
It is possible to run Contiki OS on TelosB motes in order to program sensor nodes with different 

communication and IoT protocols. We selected one of the examples for our evaluations, which 

is based on a standard routing protocol for low-power and lossy networks, known as RPL. We 

employed simple client-server communication, where client generates traffic, and sends the 

generated data toward the server node. 

3 Methodology 
To determine which of the aforementioned protocol families are better suited for certain 

application demands, a literature review of the protocols will be used in conjunction with 

performance tests. By evaluating how the protocols performs during different settings, the 

protocols can then be classified as for which applications its more suited. To represent different 

real-world scenarios, the protocols are being tested at different distances, different transmission 

intervals and with interference while the reliability of the packet delivery is measured. 

4  Experiments 
This chapter describes the methods and scenarios used in the experiments. 

4.1 Experiment setup 
In the experiments, we employed two stationary devices, where one of them generated traffic, 

and the other device was collecting the data --- See Figure 7 
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Figure 7 - Experiment topology 

We varied the distance between the sender and receiver devices, while we also examined 

different data generation intervals. The experiments were conducted in scenarios with 0.1 m 

0.5 m, 1 m, 2 m and 3.5 m distance between devices with unobstructed (line-of-sight) 

communication in an indoor environment. The packets were transmitted using the intervals of 

every 2 s, 1 s, 500 ms,100 ms and 50 ms. We also deployed a source of interference (WiFi 

router) close to the receiver (50 cm distance), while it was generating continuous traffic. The 

traffic was generated by downloading a huge file from the router. We fixed the router channel 

in a way to obtain channel overlap with the sensor network.   

 

To evaluate the BLE protocol, we used a TI SensorTag as a client, and a CC2540 USB Dongle 

to capture the advertisements on channel 38 (2426 MHz), by employing the included TI Packet 

Sniffer software. 

 

The BLE test consisted of collecting the BLE Advertisements and getting the RSSI values from 

them during 1 minute periods. The Packet reception rate was calculated by comparing the 

amount of received packets versus the number of packets it should have received during the 

time period. 

 

The IEEE 802.15.4 tests used a modified sample of a Contiki OS server-client application 

running on a pair of TelosB motes. The server application was modified to output the RSSI 

values of the received packets from the client. The values were then collected from the server 

using an included serial application that wrote the captured data to a file. 
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 Figure 8 - Channels in 802.15.4 and 802.11 [26] 

A short radio survey of the interference and usage of the different available channels with a 

smartphone with a Wi-Fi scanner app revealed that 802.15.4 channel 15 (2425 MHz) and BLE 

channel 38 (2426 MHz) was the best choice due to situating between the commonly used IEEE 

802.11 channels 1 and 6 as seen in Figure 8, and being unoccupied, shown as the empty gap 

between the markers for channel 3 and 4 in Figure 9. 802.11 Channel 3 was used for the 

interference to maximize the channel overlap with both BLE and 802.15.4, as shown as the red 

area in Figure 10. 

 

       
Figure 9 - Wi-Fi channel usage at testing location                 Figure 10 - Wi-Fi channels with interference enabled 

5 Results 
The data were collected during 1 minute periods and the RSSI values are an average of all the 

values over the time period while the PRR values are calculated using the difference between 

the amount of received packets versus the amount that should been received. With a 1 sec 

interval between the packets it is expected to receive 60 packets during a 1-minute period.  
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5.1 802.15.1  
In this subsection, we provide the results related to the IEEE 802.15.1 by employing BLE 

protocol stack on SensorTag hardware. The frames with FCS (Frame Check Sum) errors were 

removed from the calculation of the PRR to mimic the behavior of the 802.15.4 device. We 

provide two set of tests, without and with interference in order to evaluate performance of the 

network under various network condition.  

5.1.1 802.15.1 Without interference 

 
 

Figure 11 -  RSSI values without interference for BLE with different data generation rate and different 
distance 

Figure 11 shows the RSSI values from BLE advertisements captured at different distances and 

with varied transmission intervals. 

𝑅(𝑖) = 𝑃𝑡 − 𝑃𝐿(𝑑0) −  10𝑛 log10(𝑖 𝑑0⁄ ) − 𝑋𝜎 
 

The graph shows that the RSSI values are decreasing along with the distance but are consistent 

at different transmission intervals which is the expected outcome. According to the log-normal 

shadowing path-loss propagation model, there is a relation between RSSI and distance between 

transmitter and receiver, which is valid for both indoor and outdoor environments. According to 

the path model (see Equation 1), when the distance (i) increases RSSI (R) will decrease [27]. 

Where i corresponds to distance, Pt is the transmission power, PL(d0) is the measured path-loss 

at reference distance d0, n is the path-loss exponent, and X 𝜎 = N(0, 𝜎) is a Normal variable (in 

dB) 
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Figure 12 -  SNR values without interference  for BLE with different data generation rate and different 

distance 

The curve of SNR values follows the curve of the RSSI values as expected. We calculated SNR 

by subtracting the noise floor from the RSSI values. In this experiment without external 

interference, we observe same trend as RSSI for SNR values. This is obvious as the noise floor 

in this experiment is constant. 

 

Figure 13 -  PRR values without interference for BLE with different data generation rate and different distance 

The PPR values shows that the device has high reliability in environment without interference. 

However, in high data rate scenarios, where the transmission interval is lower than 500 ms, the 

PRR value decreases, and network reliability degrades.  

5.1.2 802.15.1 With interference 
In this section the tests were performed with a source of interference, where the interference 

was positioned on 802.11 channel 3 frequency 2411-2433 MHz with the devices 

communicating on frequency 2426 MHz. 

0

10

20

30

40

50

60

0,1m 0.5m 1m 2m 3,5m

SN
R

 (
d

B
)

Distance (m)

2s

1s

500m
s

0

20

40

60

80

100

120

0,1m 0.5m 1m 2m 3,5m

P
R

R
 (

%
)

Distance (m)

2s

1s

500ms

100ms

50ms



 17 

 
Figure 14 -  RSSI values with interference for BLE with different data generation rate and different distance 

The results indicate that in experiments with interference the RSSI values fluctuates in a same 

range, and we observe no significant change. This confirms the fact that the RSSI value has no 

knowledge of the environment interference, and thus it is improper parameter for protocol 

design in noisy environment. The noisy environment is reported in some applications such as 

industrial automation and health monitoring. However, in some other applications such as 

agricultural monitoring, the channel is less noisy, and RSSI is a recommended parameter for 

algorithm design. 

 

 
Figure 15 - SNR values with interference for BLE with different data generation rate and different distance 

The SNR values in Figure 15 illustrate that the external interference degrades SNR values by 

up to 60%, --- see Figure 16. The reason is that the SNR parameter has the noise floor 

information that is very beneficial for applications with high noisy channel. 
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Figure 16 - Difference between SNR values with interference and without interference  

Figure 16 illustrates how much higher the SNR values without interference are over the SNR 

values with interference. The negative values represent when the SNR values with interference 

are higher than the values without interference. When the average difference is calculated and 

all the negative values are excluded, the result is a 24% difference while including the negative 

values gives an average of 12%. 

 
Figure 17 - PRR values with interference for BLE with different data generation rate and different distance 

Figure 17 shows a significant decrease of received packets that is consistent across the different 

distances when a source of interference is introduced. It reveals that many packets are getting 

lost in scenarios with interference.   

5.2 802.15.4 
We repeated same set of experiments with the IEEE 802.15.4, using TelosB motes. We 

programed sensor motes with RPL routing protocol, where one node is considered as a client 

node that generates traffic, and the other node is programed as a server node that receives all 

the data. We will evaluate the protocol without and with interference. 
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5.2.1 802.15.4 Without interference 

 
Figure 18 - RSSI values without interference  for 802.15.4 with different data generation rate and different 

distance 

Figure 18 shows the RSSI values from captured 802.15.4 packets at different distances and with 

varied transmission intervals. The flat curve could be the result of a limitation of the calculation 

of the RSSI-values, but it’s still possible to observe the decreasing of the RSSI values as the 

distance are increasing  

 

 
Figure 19 - SNR values without interference  for 802.15.4 with different data generation rate and different 

distance 

The SNR values (Figure 19) are as expected and follows the curve of the RSSI values, 

with the SNR decreasing as the distance between the devices increases. The same trend as for 

the BLE values represents a free channel with a low noise floor. 
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Figure 20 - PPR values without interference  for 802.15.4 with different data generation rate and different 

distance 

 

The packet reception ratio is high when nodes are closer to each other, and the packets drop 

when the distance between nodes increases --- see Figure 20. There is a same trend with more 

packet losses when the data transmission rate increases, which shows that possibility of packet 

collision increases that leads to more packet drops. We observed a correlation between the SNR 

(Figure 19) and the amount of received packets which could mean that the RSSI values could 

function as an indicator of the link quality. 

5.2.2 802.15.4 With interference 
In this section the tests were performed with a source of interference, the interference was 

positioned on 802.11 channel 3 frequency 2411-2433MHz with the devices communicating 

on frequency 2425 MHz on channel 15.  

 
Figure 21 - RSSI values with interference  for 802.15.4 with different data generation rate and different 

distance 
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The RSSI values are similar to those values from no interference with only a few significant 

changes are observed, but are less degraded by the interference than the BLE protocols 

degraded. The same flat curve in Figure 18 is observed here as well.  

 
Figure 22 - SNR values with interference  for 802.15.4 with different data generation rate and different 

distance 

Figure 22 illustrates SNR values that has been degraded by the interference up to 30%, which 

means that the interference has increases noise floor in the environment. A good lesson that we 

learn with this experiment is that SNR parameter is a promising parameter for protocols that 

are supposed to work in noisy environment. 

 
Figure 23 - Difference between 802.15.4 SNR with and without interference 

The average difference between the SNR values with and without interference are 5% when the  

negative differences are included and 10% when excluding the negative values. The negative 

difference in percent --- See Figure 23, represents when the SNR values is higher with 

interference than those without interference. Compared with BLE’s 12% and 24% degradation, 

the 802.15.4 RSSI values appears to be less degraded with interference than BLE. 
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Figure 24 - PPR values with interference  for 802.15.4 with different data generation rate and different 

distance 

 

The packet reception ratio degrades in a noisy environment, while the same trend as non-

noisy environment is still valid when distance increases, and data transmission rate increases, 

which colcudes more packet losses --- see Figure 24. Compared to the PRR results with BLE 

radio, we observe that in low transmission rate scenarios, the IEEE 802.15.4 has a better 

performance, while with higher transmission rates it shows worse performance. 

 

  2s 1s 500ms 100ms 50ms 

Packets 18 12 30 12 13 
Table 1 - Number of received packets 3.5m 

A trend most visible at 3.5m shows similar amounts of packets are being received even 

though the different transmission rate which should have multiplied the amount of packets. 

This is problably the effect from that the sending device struggles to send the correct mount of 

packets and a pssible culprit is 802.15.4 CSMA-CD. 

6 Analysis/Discussions 
Initially were all tests supposed to be performed on the SensorTag device because of its support 

of both BLE and 802.15.4. Unfortunately did the level of difficulty to program the device, 

render that impossible in the time restraint of this project. Only minor modifications were then 

possible to be performed on the original software running on the SensorTag. It resulted in that 

BLE was going to be tested with the SensorTag and another device to be used to test the 

802.15.4 protocol. 

 

It’s an unideal solution to compare software that were performed on two different hardware 

platforms because of the introduced sources of errors, but were a necessity to complete the 

project. But considering that the CC2540 wireless MCU used in the Sniffer and the CC2420 

used by the TelosB mote are very similar in spec only with the CC2420 having a slightly better 

receiver sensitivity (–95dBm) versus the CC2540’s (-93dBm). Which also were true about the 

different protocols in the SensorTag, so the devices will be considered equal in this area. 
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The end result of being unable to run custom code on the SensorTag meant that the tests would 

have to be performed with the stock firmware and the scope of the tests had to be limited to 

what was doable with only minor changes to the stock firmware. This gives two advantages to 

BLE over 802.15.4 in this scenario, one on the transmitting device and one on the receiving 

device; 

 

The advertisements are managed by the GAP service that resides in the Host Layer of the BLE 

stack which results in the packets doesn’t get processed by the application layer and the same 

thing is occurring on the receiving end, the sniffer does need to do any major processing of the 

packets and therefore gets a bit of a processing advantage. 

 

6.1 Analysis of the results 
In general, we observed that BLE radio outperforms IEEE 802.15.4 in scenarios without 

interference, while in case of adding interference, the same conclusion is valid for high 

transmission scenarios. IEEE 802.15.4 performs better than BLE when the data transmission is 

very low.   

6.1.1 BLE analysis 
BLE performs better without external interference, while having only few packet losses. 

However, by adding interference, the number of successful packet reception drops to 30%. 

 

The big difference between BLE and 802.15.4 are that BLE are able to transmit and receive 

more packets than 802.15.4 at high speeds during interference. 

 

Even though BLE do not use AFH for its advertisements, the problem with interference is easily 

mitigated by the fact that BLE sends its advertisements its three different channels in sequence 

(2402, 2426 and 2480 MHz) and the receiving device can choose which of the channels it listens 

on and therefore improve the PRR. 

6.1.2 802.15.4 Analysis 
With the 802.15.4 protocol, the packets start dropping when the distance increases and when 

interference is introduced the PPR values get really low with almost no packets being received 

when the transmission rate increases but manages to outperform BLE with the results at low 

data rates with interference. 

 

One reason to why the protocol performs better at long transmission intervals during 

interference could be that 802.15.4’s CSMA-CA rarely can get a clear signal to send combined 

with the different transmission and packet lengths of 802.11 and 802.15.4 are causing corrupted 

packets. The short intervals will cause the packet buffers to fill up and starting to discarding 

packets if the device can’t send them fast enough. 

 

This could also be an answer to why there is a similar amount of received packets with different 

transmission intervals. As Table 1 shows, there is a similarity in the amount of packets received 

and it’s possible that CSMA-CA is causing that trend. 

 

One reason behind the good RSSI and SNR results combined with the poor PPR are probably 

a result of a measurement bias, whereas only the received packets contribute to the RSSI values 

and therefore skews the result. This is true for all the tests but are exacerbated when only a few 

packets are received. While the BLE sniffer captures all the received frames, the 802.15.4 stack 
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are discarding the packets that has bit errors and which results in the application missing those 

values and makes the end result even worse. 

 

While BLE has built in solutions for avoiding channels with interference, if the same 

functionality is needed in an 802.15.4 network, it has to be implemented with additional 

software [28] on top of the 802.15.4 stack which takes away additional resources from the 

already limited devices.  

6.1.3 Applications  
BLE’s method of transmitting the advertisements on multiple channels in sequence is a good 

way of avoiding inference and enabling reliable one-way communications, with the 

assumption that the other device is able to listen on all three channels. But the good result 

comes with a cost of increased power consumption from multiple transmissions of the same 

packet. Since 802.15.4’s CSMA-CA is listens before sending packets, only one packet is sent 

per packet. 

 

If BLE is limited to one channel, 802.15.4’s CSMA-CA is producing better results than BLE 

with long transmission intervals but can’t keep up with many packets when the interference is 

bad. 802.15.4 is therefore better suited if battery life is important and if the transmission 

intervals is long. BLE are better suited for applications that requires high transfer speeds or 

low sensor delay 

 

In this section the protocols will be assigned as the better suited protocols in a couple of 

scenarios and BLE will be considered using advertisements and limited to using only one 

channel.  

 

Example scenarios: 

 

(i) Pressure sensor in a manufacturing plant. BLE is better suited because of its better 

performance at high data rates. 

(ii) Wireless thermostat. 802.15.4 is offering the better solution with good low data-rate 

performance and good power efficiency that extends the battery life of the device. 

(iii) Humidity sensor in an agricultural field. BLE’s slightly better performance at long 

distances makes it the better suited protocol. 

7 Conclusions 
After studying the relevant research works on applications with low-power wireless radios, we 

found that reliability is one of the major elements for identifying the efficiency of the legacy 

protocols. Thus, in this paper, we elaborate the performance of IEEE 802.15.4 and IEEE 

802.15.1 radios in terms of packet reception ratio under different situations. 

 

The issue with 802.11 interference affecting 802.15.4 networks are known [29] and several 

software algorithms are available to minimize the effect of interference in 802.15.4 networks 

while BLE has built in mechanisms to cope with interference. 

 

When focusing on performance, BLE are an all-round better protocol than 802.15.4 considering 

the test results and BLE’s interference mitigation techniques. 
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It’s important to note that 802.15.4 protocols have certain functionality that BLE are lacking 

most notably mesh-networking. As the deciding metric in this project is performance in which 

BLE is better at, BLE is therefore considered the better choice of the two tested protocols. 

 

7.1 Future Work 
This thesis only tested a minor part of protocol performance and there are areas which was 

outside the scope covered in this thesis.  

 

(i) Another interesting metric that could be evaluated are the Round trip time or 
the delay of the packets. 

 

(ii) Another implementation of the 802.15.4 protocol, such as ZigBee, 
WirelessHART, ISA100.11a could be used as a base for further testing. 

  

(iii) Use a more robust way for measuring the RSSI and isolating the devices from 
unwanted interference. 
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