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Abstract
Today, wireless solutions for industrial networks are becoming more and 
more appealing since they increase flexibility and enable the use of additional
wireless sensors, but also bring such advantages as mobility and weight re-
duction. Wired networks, on the other hand, are reliable and, more important-
ly, already existing in most distributed control loops. Heterogeneous net-
works consisting of wireless as well as wired sub-networks are gaining atten-
tion as they combine the advantages of both approaches. However, wireless
communication links are more vulnerable to security breaches because of
their broadcast nature. For this reason, industrial heterogeneous networks re-
quire a new type of security solutions, since they have different system assets
and security objectives. This thesis aims to secure industrial heterogeneous
networks. Such networks have real-time requirements due to interaction with
some physical process, and thus have a schedule with one or more deadlines
for data delivery in order to comply with the timing requirements of the ap-
plication. The necessity to follow the schedule implies that all network partic-
ipants should share the same notion of time and be synchronized. This fact
makes clock synchronization a fundamental asset for industrial networks. The
first step towards developing a security framework for industrial heterogene-
ous networks with real-time requirements is therefore to investigate ways of
breaching clock synchronization. Once the vulnerabilities of this asset have 
been identified, the next step is to propose solutions to detect malicious at-
tacks and mitigate their influence. The thesis provides a vulnerability analysis 
of the asset synchronization based on the widely deployed IEEE 1588 stand-
ard, and identifies a possibility to break clock synchronization through a
combination of a man-in-the-middle attack and a delay attack. This attack is
appealing to an adversary as it can target any network requiring synchroniza-
tion. Next, several mitigation techniques, such as a relaxed synchronization 
condition mode, delay bounding and using knowledge of existing environ-
mental conditions, are identified, making the network more resilient against
these kinds of attacks. Finally, a network monitor aiming to detect anomalies
introduced by the adversary performing attacks targeting clock synchroniza-
tion is proposed as a mean to detect the delay attack. 
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Sammanfattning
Idag spelar trådlösa kommunikationsnätverk en allt viktigare roll inom indu-
strin, eftersom dessa ger större flexibilitet och möjliggör komplettering med 
trådlösa sensorer i existerande tillämpningar. Dessutom ger trådlös teknik ett
antal fördelar i form av ökad mobilitet och minskad vikt. De flesta existe-
rande industriella nätverk är dock trådbundna, de är tillförlitliga men inte sär-
skilt flexibla eller mobila. De mest lovande lösningarna, heterogena nätverk,
blandar trådbundna och trådlösa nätverk. Detta kan kombinera fördelarna
från de båda metoderna. Alla enheter i nätverket behöver kunna samarbeta
och utföra komplicerade operationer, de måste kontrolleras för att uppnå kor-
rekt prestanda, och de behöver förses med säkerhetsfunktioner, men eftersom
trådlösa förbindelser kan höras och störas, krävs andra tillvägagångssätt för
att tillhandahålla säkerhet.

I denna avhandling studeras säkerhet i industriella heterogena kommu-
nikationsnätverk med realtidskrav. Realtidskrav innebär att meddelanden i
systemet är känsliga för fördröjningar i tiden eftersom de interagerar med en
fysisk process, och de flesta meddelanden har därför någon form av deadline. 
Många sådana system är dessutom säkerhetskritiska, vilket innebär att kost-
naden för ett misslyckande är mycket hög. Därför behöver industriella real-
tidsnätverk schemalägga dataöverföringen med avseende på just deadlines. 
För att kunna följa schemat, måste alla nätverksdeltagarna vara överens om
tiden – de måste ha synkroniserade klockor. Således är klocksynkronisering 
en av de grundläggande tillgångarna i ett sådant nätverk. Nuvarande standar-
der för klocksynkronisering tillhandahåller inte tillräckligt hög säkerhetsnivå. 
Som en konsekvens av detta är klocksynkronisering en svag punkt för många
säkerhetskritiska realtidsnätverk. En säkerhetslösning som fokuserar på att
skydda klocksynkroniseringen är därför en första nödvändig byggsten i ett
ramverk för säkerhet i industriella heterogena nätverk.

Avhandlingen inleds därför med en undersökning av befintliga säker-
hetsramverk för industriella nätverk, tillsammans med en utvärdering av de-
ras användbarhet med avseende på realtidskrav och den heterogena karaktä-
ren av de tillhörande användningsfallen. För att förstå vilka mål som är rele-
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vanta att säkra för ett visst användningsområde, föreslås en särskild metod för 
att modellera hoten mot nätverket. Klocksynkronisering utmärks då inte bara 
som en tillgång som är viktig för korrekt funktionalitet i systemet, utan även 
en tillgång som är gemensam för alla industriella nätverk, vilket gör den sär-
skilt attraktiv för en säkerhetsattack. Därför undersöks olika metoder för att 
tillhandahålla och underhålla klocksynkronisering, med den vanligen före-
kommande IEEE 1588-standarden som exempel. Avhandlingen visar att 
klocksynkronisering som upprättats enligt denna standard lätt kan störas på 
grund av bristande säkerhetsstöd. Möjligheten att störa klocksynkronisering-
en genom att utföra en tvåstegs-attack, en kombination av en man-in-the-
middle-attack och en efterföljande selektiv fördröjningsattack, studeras i av-
handlingen. Slutligen föreslås ett antal metoder för att minska konsekvenser-
na av en sådan attack, jämte ett sätt att skydda klocksynkroniseringen genom 
övervakning och trafikanalys av nätverket. 
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Chapter	1 	

Introduction	
Today, communications play an important role in industry, as more and more 
functions are performed by geographically distributed special devices and 
equipment. These devices need to be connected, to cooperatively perform 
more complex operations, and controlled, in order to maintain appropriate 
performance levels while guaranteeing the required security and safety func-
tions. In order to satisfy the growing complexity of industrial networks, wire-
less solutions are gaining more and more attention. Wireless technologies 
provide a number of obvious advantages such as increased flexibility, less 
weight, higher mobility, etc. [1]. On the other hand, as wireless connections 
by nature are broadcast networks, they require special approaches for provid-
ing an appropriate level of security functionality [2]. Wired networks, on the 
other hand, are inherently more reliable and, in addition, already existing in 
most distributed control loops. Many promising emerging solutions are there-
fore a mixture wired and wireless networks, so-called heterogeneous net-
works, which can take advantages from both approaches [3].  

In this thesis, security in industrial heterogeneous networks with real-
time requirements is considered. Applications with real-time requirements 
imply that messages in the system are time-sensitive due to interaction with 
some physical process. Therefore, to comply with the timing requirements of 
the application, the networks have a schedule for data transmission with one 
or more deadlines for data delivery. In addition, many such systems are safe-
ty-critical, which means that the cost of failure is very high. To be able to fol-
low the schedule, and guarantee proper functionality of the system, the net-
work participants must agree on a common notion of time. Thus, clock syn-
chronization is a fundamental asset for the considered networks. There are 
different standards capable of providing clock synchronization in industrial 
networks, such as IEEE 1588 [4], but they do not provide the necessary level 
of security protection. As a consequence, clock synchronization can be con-
sidered a weak spot for most safety-critical industrial networks, since syn-
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chronization is an asset, which is common to many applications. Therefore, it 
is more likely that an adversary will invest recourses in its breaching, as one 
type of attack can be applied to several different types of applications. Con-
sequently, a security solution protecting this asset is an important piece of the 
puzzle designing a security framework for industrial heterogeneous networks. 

The overall scope of the thesis is to secure communications in indus-
trial heterogeneous networks. To this end, this thesis presents an overview of 
existing security frameworks for industrial networks along with their evalua-
tion and applicability considering both real-time requirements and the hetero-
geneous nature of the targeted use cases. In order to understand which securi-
ty objectives that are relevant for a certain application area, an approach of 
modeling the threats is proposed. One part of this approach consists of defin-
ing a set of system assets. Clock synchronization is then identified as a com-
mon asset for most industrial networks. Considering the identified asset, an 
analysis of different ways for a malicious adversary to break it, an investiga-
tion of how to protect it by means of network traffic monitoring, and a formal 
analysis of the possible interactions between these two parties; the adversary 
and the network monitor, are provided. Firstly, different ways of clock syn-
chronization provision and maintenance are investigated, using the widely 
adopted IEEE 1588 standard as an example. It is shown that due to the lack 
of security support, clock synchronization established according to this 
standard can be breached quite easily. Secondly, the thesis considers the pos-
sibility to break clock synchronization by performing an attack consisting of 
two phases: a combination of a man-in-the-middle (MIM) attack followed by 
a selective delay attack. Next, the thesis proposes to use network monitoring 
and traffic analysis as a way to protect clock synchronization. Finally, possi-
ble interactions between an adversary and the monitoring system is investi-
gated and formally analyzed by applying game theory.  

 

1.1. Problem	Formulation	
 
In order to meet emerging market demands industrial networks require a se-
curity solution that can cope with increasing network heterogeneity. From a 
security point of view, the heterogeneity implies that a reevaluation of the 
system assets and the required security objectives is needed. The goal of this 
research is to define the most critical assets of industrial heterogeneous net-
works, and to develop appropriate security mechanisms to protect them. In 
the development process, the requirements for real-time support and safety-
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critical applications are considered. The next step is to integrate the devel-
oped solutions into one complete security framework, covering all relevant 
assets. As there are several critical assets for industrial networks, and as some 
security solutions may impede the real-time requirements by introducing ad-
ditional overhead an iterative approach is adopted. 

One of the common characteristics of industrial networks is the joint 
requirements on reliability and timeliness Even for non-safety-critical appli-
cations, there are still deadlines for messages transactions and if a message 
misses its deadline, the functionality is lost or loses in quality. The necessity 
to meet deadlines implies that all network participants should share the same 
notion of time and be synchronized. Clock synchronization is thereby an es-
sential asset for industrial networks. In most standards used for industrial 
networks, the clock synchronization procedure does not have any security 
protection. Protecting clock synchronization can therefore be considered as 
an important step on the way to securing industrial heterogeneous networks.  

Given the goal and the problem described above, the following hy-
pothesis is used in the thesis: 

 
Hypothesis: it is possible to develop a security framework for heterogene-
ous industrial networks, where the adopted security solutions are selected and 
designed according to the specific requirements from safety-critical real-time 
applications. 
 
To reach the goal, the following research questions must be addressed: 

 
Research questions 
¥ RQ1: What are the main system assets and security objectives for hetero-

geneous industrial networks? 
¥ RQ2: How can the main system assets be protected and the needed securi-

ty objectives provided in the presence of real-time requirements? 
¥ RQ3: How should the possible interactions between an adversary and the 

network be analyzed while taking into account learning ability of both 
sides?  
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1.2. Research	Method	
 

When conducting research in a specific area, it is important to understand the 
related research methods and be able to apply them. A general framework for 
research methods in the computing area is presented in [5]. It consists of a 
repetitive circle with four main steps: specifying what to be achieved; speci-
fying where the data can be collected and how it can be used; choosing the 
way to process the data; and finally evaluating the results and analyzing 
whether the goals have been achieved or not. For the research work conduct-
ed in this thesis, this circle can be adjusted according to Fig. 1.1. The re-
search work starts with the problem formulation: defining the goal of what is 
to be achieved, specifying the questions that are needed to be answered on 
the way and relating the research problem to state-of-the-art in the area. The 
next step is solution development, where, based on existing techniques and 
appropriate analysis of these, a proposal is developed regarding how to solve 
the problem or a part of it. Usually, a solution can be presented as a combina-
tion of small parts that, assembled together, build the required framework. 
Once a solution is proposed, it should be evaluated in the step solution evalu-
ation, using related performance metrics. Finally, the last step in the circle is 
results evaluation. This step is needed to analyze if what has been derived is 
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1.3. Thesis	Outline	
 

This thesis is organized into two parts, a comprehensive summary and a set 
of appended research papers. The reminder of the first part has the following 
structure: Chapter 2 describes industrial heterogeneous networks, and their 
corresponding application requirements, while Chapter 3 outlines the adver-
sary goal and system assets. Next, Chapter 4 details the security objectives 
when securing industrial heterogeneous networks, including ethical aspects 
of security. Finally, Chapter 5 outlines the thesis contributions and highlights 
their importance. In addition, Chapter 5 also includes a brief description of 
the appended research papers together with an explanation of the authors con-
tributions in each of them. Finally, Chapter 6, containing a summary and di-
rections of future research work, concludes the first part. The second part is a 
collection of five papers, on which the thesis is based.  
 

 

9 

 

 

Chapter	2 	

Industrial	Networks	
In this chapter, the networks constituting the main focus of the thesis, namely 
industrial networks, are described. One of the most important issues for 
providing secure communications in industrial heterogeneous networks is to 
derive and formulate the related requirements that should be supported by the 
proposed security solutions. Four main requirements are considered: reliabil-
ity, timeliness, availability and heterogeneity. This implies that the proposed 
security solutions not only need to ensure secure communications, but also 
that security is not achieved at the expense of any of the other main applica-
tion requirements. 
 

2.1. Application	Requirements	
 

Industrial applications include such examples as airplanes, spaceships, ro-
bots, production lines at factories and so on. More and more such applica-
tions require safety and security as provided services. To be able to provide 
such services, the system should support a set of requirements. The following 
four are the most main ones [6], although of course, considering a concrete 
use case, other relevant requirements such as energy efficiency or low delay 
can be added. 

High reliability. If a system is reliable, it means it has a low probabil-
ity of errors and consequently a low probability of failure such that there are 
mechanisms embedded to handle the failures and mitigate the consequences 
if preventions and elimination techniques should fail. The question is how 
“low” the failure probability should be in order for the system to be consid-
ered reliable enough. For a production line, this will be connected with the 
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potential money loss implied by an unwanted stop in production. For exam-
ple, with a paper machine, there is a huge economic loss even for minutes of 
standstill. Hence, the cost of idling and the cost of developing mechanism for 
increased reliability to protect against idling will be compared. In examples 
involving possible harm to humans, fault-tolerant techniques are used to 
make failure probabilities as small as possible, even at the expense of func-
tionality. From a security point of view, any proposed security solution 
should not influence the reliability of the system or at least this influence 
should be estimated and checked for acceptance.  

Timeliness. By timeliness, the ability to cope with real-time require-
ments is understood. It means that deadlines associated with information, 
messages, or services provision shall be respected, not only in terms of not 
being too late, but also not being too early. Nowadays, the vast majority of 
industrial systems have some kind of real-time requirements. Using an air-
plane as an example, its landing gear should unfold within the allowed time 
range, i.e., not in mid-air, before the landing procedure has been initiated, and 
not several minutes after the plane has landed. From a security point of view, 
this requirement is very challenging as almost all security solutions introduce 
communication overhead in the system which implies increased delays and 
causing tighter timing requirements.  

Availability. By availability it is meant that the system should be able 
to provide the required services without a failure or, in some cases that it 
should be able to withstand a failure due to a malicious or harmful environ-
ment. It is a core requirement for safety-critical services, where the cost of 
such failures is high. In the case of an electric power steering (EPS) system in 
a car, the assistance should be provided even if there is failure of the battery, 
or, at least, techniques decreasing the severity of the consequences in case of 
failure should be implemented. Whenever a security solution is added on top 
of a system architecture, it is complicated to analyze all possible interconnec-
tions and evaluate its influence on availability. Therefore, it is important to 
consider the security requirements and their interconnections with system re-
quirements already at the stage of system development. 

Heterogeneity. This is not a traditional requirement, but it is added 
here to broaden the targeted application area, according to today’s market 
demands. There is a number of advantages with wireless solutions, and thus 
more and more technologies are looking towards wireless extensions, possi-
bly as a mixture of wired and wireless networks. However, to be applied in 
industrial networks, the wireless solutions should be able to provide services 
with at least the same quality as purely wired ones. From this perspective, 
security is a potential showstopper as it is difficult to provide security solu-
tions with heterogeneity support. Wired solutions are often already existing, 
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and thus when adding wireless solutions, complementing security solutions 
has to be added on top of an existing system architecture. In addition, wire-
less links has an open nature, and therefore they require specific security so-
lutions that can address issues such as broadcast and interference, while sim-
ultaneously comply with the rest of the requirements. It should also be noted 
that the term heterogeneity actually has a broader meaning than simply the 
mix of wired and wireless networks, as discussed below. 
 

2.2. Heterogeneous	Networks	
 

Today, several meanings of the term heterogeneity can be found in the litera-
ture [7, 8]. As mentioned above, a mixture of wired and wireless connection 
links implies two types of link layers, medium access control (MAC) meth-
ods and physical layers coexisting in one network. Besides this, the end 
nodes can be different, meaning that they can consist of different hardware 
and, thus, have different memory, power supply, computational capacity etc. 
Such systems need different approaches for different sub-networks, or alter-
natively, the whole network must satisfy the most rigorous requirements of 
any one specific node, e.g., adjusting to the node with the smallest memory 
footprint or the lowest computational capacity, or the lowest transfer rate.  

Heterogeneity can also be considered on another abstraction level, 
namely the data level where different types of data traffic exist in the net-
works. Referring to e.g., TTEthernet technology [9], the following data types 
can be considered: Best-Effort (BE), Rate-Constrained (RC) and Time-
Triggered (TT). BE traffic does not imply timing constraints, and therefore, 
there are usually no guarantees on the arrival time of the messages. TT traffic 
has the opposite nature. It is periodic and requires low jitter. Hence, this type 
of traffic is usually used in safety-critical applications, where the cost of fail-
ure is higher than the cost of inefficient use of the bandwidth. RC traffic is 
somewhere in between the two previously described traffic classes. It has an 
event-driven nature and allocated scheduled time-slots, but at the same time, 
it has constraints in terms of the maximum consumed bandwidth within a 
given time-period. In this research, the target is do design a security system 
that is as useful as possible. Therefore, all three considered types of traffic 
classes are possible and taken into account. 
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Chapter	3 	

Adversary	Goals	and	
System	Assets	
 
As security risks are becoming a showstopper for deployment of industrial 
heterogeneous networks, deployment of appropriate security solutions is con-
sidered an increasingly important requirement [10]. Security risks exist if 
there is a vulnerability, such as a design flaw or some weaknesses in terms of 
oversimplified passwords or keys [2] and a threat, i.e., some value or ad-
vantage that may be gained from breaching security. The term “security” co-
vers a wide range of provided services, so-called security objectives, ranging 
from error control codes to compromised node detection. A security objective 
describes what type of threat the system needs to be secured against. Differ-
ent applications have different security objectives. In some networks, data is 
not confidential and all that is needed is data origin checking, whereas in oth-
er networks it is crucially important to keep data confidential, due to e.g., the 
need to protect product recipes. 

In order to reach the security objectives and provide adequate levels of 
security service, potential adversary goals, i.e., desired targets for an attack, 
should be investigated, as this allows to predict the adversary actions and es-
timate the possible consequences of an attack. The system assets and the ad-
versary goals can be derived from the considered use case [11]. In this chap-
ter, some typical adversary goals regarding industrial networks are identified 
and discussed. Furthermore, a possible set of relevant assets for industrial 
networks, is highlighted, with special focus on clock synchronization, as this 
is a common denominator for many distributed control applications. Adver-
sary goals and systems assets are like two sides of the same coin, and even 
though they do not always coincide completely, they do reflect each other 



 

13 

 

Chapter	3 	

Adversary	Goals	and	
System	Assets	
 
As security risks are becoming a showstopper for deployment of industrial 
heterogeneous networks, deployment of appropriate security solutions is con-
sidered an increasingly important requirement [10]. Security risks exist if 
there is a vulnerability, such as a design flaw or some weaknesses in terms of 
oversimplified passwords or keys [2] and a threat, i.e., some value or ad-
vantage that may be gained from breaching security. The term “security” co-
vers a wide range of provided services, so-called security objectives, ranging 
from error control codes to compromised node detection. A security objective 
describes what type of threat the system needs to be secured against. Differ-
ent applications have different security objectives. In some networks, data is 
not confidential and all that is needed is data origin checking, whereas in oth-
er networks it is crucially important to keep data confidential, due to e.g., the 
need to protect product recipes. 

In order to reach the security objectives and provide adequate levels of 
security service, potential adversary goals, i.e., desired targets for an attack, 
should be investigated, as this allows to predict the adversary actions and es-
timate the possible consequences of an attack. The system assets and the ad-
versary goals can be derived from the considered use case [11]. In this chap-
ter, some typical adversary goals regarding industrial networks are identified 
and discussed. Furthermore, a possible set of relevant assets for industrial 
networks, is highlighted, with special focus on clock synchronization, as this 
is a common denominator for many distributed control applications. Adver-
sary goals and systems assets are like two sides of the same coin, and even 
though they do not always coincide completely, they do reflect each other 



            Chapter 3. Adversary Goals and System Assets + 14 

and they are interconnected, since an adversary is more likely to target the 
most valuable properties in the system. 

3.1. Adversary	goals	
There are many possible goals for an adversary targeting industrial heteroge-
neous networks, but according to [12] the following three can be considered 
as general adversary goals: system disruption, eavesdropping and system hi-
jacking. All three are possible within the considered use case industrial appli-
cations and may lead to that the adversary can control or interfere with some-
thing from a distance if security is breached. If we consider a power plant 
generating electric power to a city, the adversary can try to disrupt the sys-
tem. For factories producing products according to secret recipes, the adver-
sary is likely to target system eavesdropping. Finally, an adversary can target 
automated factory hijacking or vehicle control hijacking which can lead to 
significant damages or even loss of human lives.  

The three main adversary goals disruption, eavesdropping and hijack-
ing are briefly described below, along with examples from industrial applica-
tions for which they are relevant.  

Disruption. This is a quite broad term, as it includes any unplanned or 
unspecified behavior or malfunctioning of the network, ranging from a delay 
in service provision till complete shutdown of the system. The longer the dis-
ruption stays undetected, the bigger the consequences usually are. However, 
in this case the adversary does not control the network, but simply affects the 
network availability. A denial of Service (DoS) attack is a classic example of 
disruption, resulting in that the functions of the network are paralyzed even if 
though the adversary is unable to access information in the network or reset-
ting its settings. 

Eavesdropping. This target indicates that an adversary is interested in 
information transmitted or circulating in the network. It is a prime goal for 
networks containing confidential information, like production procedures or 
secret recipes. This adversary goal closely relates to two security objectives, 
namely, confidentiality and privacy. A common countermeasure is cryptog-
raphy, which can limit the access to confidential information. 

Hijacking. If an adversary manages to hijack the system, it means that 
the system behavior can be adapted and changed from the outside. Basically, 
it implies that an adversary takes control over the network or the related sys-
tem. If the system is the brakes in a car, it means that the driver no longer can 

3.2 Assets for Industrial Networks            +15

influence the brake. The specific characteristic here is that the intrusion may 
not be detected until the provided services differs, since the adversary pene-
trates the network and masks its actions as being benign until the gain of sys-
tem interference is maximized. 

The three adversary goals described above cover most of the threats in-
dustrial networks are subject to, but of course depending on the use case there
can be others. For instance, forging, when the adversary wants to replace the
information in the network with disinformation. In the example with a car in
an intelligent transport system the driver being the adversary can consciously 
change, i.e., forge, saved data about the position of the car, to avoid road 
tolls.

3.2. Assets for	Industrial Net-
works

System assets define what is needed to be protected in the system. These can
roughly be separated into two groups: assets general for the area of industrial
networks and assets that are application specific. Note also that there is a dis-
tinction between system requirements and security objectives, and the differ-
ence is that assets are real physical or intellectual properties of a system, 
whereas requirements relates to the expectations on the system performance.

Regarding application specific assets, there are several examples. In the
EPS system mentioned above, the precision of the sensor measuring to quan-
tify the characteristic of the driver actions can be an asset. It entails that sen-
sor degradation by natural or malicious conditions should be prevented. In a
paper machine with a sensor network measuring product humidity, data in-
tegrity can be considered as an asset, as the only requirement is the validity 
of the humidity values, since they are not confidential or secret, but need to 
be up to date and correct. In the system controlling pressure inside an air-
plane, bounded maximum latency in communication can be considered an 
asset, since it is critical to detect sudden reductions in cabin pressure as fast
as possible.

Communication channel robustness can be considered as an asset com-
mon for all industrial networks. In case of wired communication links, it
mainly means physical protection of wires and/or access to them. It is more 
complicated when it comes to wireless networks, as there, anyone with an
antenna can receive the signal and try to process it. In this case, prevention 
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techniques such as frequency hopping or masking the transmitted signal with 
noise, can be used. 

As described above, support for real-time requirements is one of the 
main characteristics of industrial networks. To be able to meet deadlines and 
provide services in time, nodes in the network should share the same notion 
of time, i.e. by being synchronized. This is an essential asset for industrial 
networks because if synchronization is breached, it is possible to cause com-
plete system disruption. There are many ways of influencing the synchroniza-
tion, but one of the most difficult to detect and counteract is the delaying at-
tack, as the adversary does not need to alter any data, but only to delay a few 
synchronization messages to put a node into unsynchronized mode [13]. 
Hence, clock synchronization is the main scope of this thesis and securing it 
is a primary goal to be achieved on the way to building a complete security 
framework for industrial networks. 

 

3.3. Clock	Synchronization	
 

To be able to perform coordinated actions, the participants in industrial net-
works must share the same notion of time. Usually, each node has its own 
internal clock. In ideal situations, when all nodes have perfect clocks, this is 
enough for ensuring network reliability. In reality, however, clock precision 
depends on the cost of the clock – the more expensive the clock is, the more 
accurate it is. This is due to the fact that each clock has its own drift, i.e. the 
difference between the global time and its own internal time. If two com-
municating nodes have a clock drift that, relative to each other, is more than 
what is allowed in the system for correct functionality, this can lead to system 
failure. 

In order to prevent possible hazards, clock synchronization algorithms 
are used to assist the nodes with frequent clock corrections. As the drift is a 
natural property of all clocks, clock drifts cannot be prevented, only mitigat-
ed by the periodic corrections. Clock synchronization algorithms aim at 
providing nodes with the values needed for periodic corrections. Only rela-
tive clock drift is important for considered types of applications. Note that it 
is often only the relative clock drift that is important for correct functionality 
in the considered applications. Therefore, clocks should be synchronized to 
each other rather than to the global time. 
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The IEEE 1588 standard [4] is often used in industrial networks and 
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slave approach, where there are one or more grandmasters with excellent 
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3.1, so that the relative offset does not exceed the acceptable boundaries. The 
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tGrMstr is shown in Fig. 3.1 with a dash-dotted line, whereas the potential real 
relation is shown by the green lines. Without corrections made every Δtper, it 
can easily breach the boundaries for correct functionality (shown as dashed 
lines in the figure). IEEE 1588 also includes an algorithm to assign a new 
grandmaster if the current one fails. This causes the network to self-organize 
and become more robust. Even though IEEE 1588 has some recommended 
security services, such as message integrity and group authentication [4], 
there are still possibilities to disrupt the protocol, e.g. by conducting a delay 
attack [15]. 
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Chapter	4 	

Security	Objectives	
A discussion about safety and security interconnections together with ethical 
issues concerning security are opening this chapter. Next, an overview of se-
curity approaches applicable to industrial networks is presented, and the main 
challenges and current state of the art in providing security services in the ar-
ea are specified. Existing security solutions for wired as well as wireless net-
works are reviewed while highlighting their main differences and limitations. 
 

4.1. Security	and	Safety	
 

Although the main scope of this research work is security, safety is also in-
volved as an additional requirement for the targeted application area. There-
fore, it is important to define both terms, as well as how they are to be inter-
preted in this thesis. Traditionally, the two areas have been studied separately 
[16] and consequently, there are now different taxonomies, approaches and 
techniques used in each area. However, with the system complexity level in-
creasing every day, safety and security are becoming more interconnected 
and vital for critical applications and, hence it is important to understand their 
similarities and differences. 

Within dependability theory, an attribute can be considered as a sys-
tem property through which system dependability can be reached. The work 
of Avizienis et al. [17] presents safety as one of the attributes of dependabil-
ity and security as a composition of three attributes, namely Confidentiality, 
Integrity and Availability (CIA). In addition, the authors identify a set of sec-
ondary attributes to security, such as accountability, authenticity and non-
reputability. From this perspective, security and safety can be regarded as 
completely different terms with no overlap. Kunze et al. [18] stress the dif-
ference between them by connecting safety to “protected systems” and secu-
rity to systems “free of danger”. By the first definition is meant to consider 
and to set valid prevention and mitigation techniques, while the second defi-
nition is more vague as no definition of what can be understood as a danger is 
given. Further, the authors reflect on the difference between safety-critical 
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and security-critical requirements. Safety-critical requirements target hazard 
illumination, which can be identified by conducting different types of safety 
analyses, e.g. Fault Three Analysis (FTA), Hazard and Operability Study 
(HAZOP), etc. For security, this process is more complicated as it is close to 
impossible to predict all possible actions and capabilities of a malicious ad-
versary. However, one of the main differences between safety and security is 
the presence of malicious intensions in the case of security. Another distinc-
tion is the character of occurrence of events. For the safety case, the system is 
usually protected against some pre-specified number of consecutive events, 
and since there is no malicious intension, errors caused by humans will cease 
when the problem is detected. However, in case of security, a malicious ad-
versary will not stop when detected, and instead the failure will continue until 
the adversary is isolated from the network, and even when this happens, the 
adversary may try to breach the system again. Working with safety require-
ments, hazards are identified, while working with security requirements, 
threats are usually considered. Within different application areas, there are 
related threat taxonomies, e.g., for internet infrastructures [19], embedded 
systems [20], wireless networks [21], service centric systems [22], etc. With-
in the different application areas, possible threats and attacks are grouped and 
classified differently, taking into account specific area requirements, e.g., the 
open nature of wireless communication links. 

The conclusion is that although safety and security may be different 
areas associated with different approaches and methods, one cannot be as-
sured without the other. A car can comply with all relevant safety standards, 
and thereby be considered safe enough, but if the system can be hijacked eas-
ily such that an adversary can take over the control, it is still not safe. Simi-
larly, a production line, where communication is considered to be secured, it 
is still not good enough if the system cannot cope with non-malicious power 
failures and cases where a loss of power switches the equipment into a ran-
dom mode. Similar examples raise the question about merged requirements 
for both safety and security [18]. There are attempts to integrate requirements 
from both areas, e.g., within embedded systems [23]. Further interconnec-
tions between safety and security and how one of them can be used or partly 
re-used to achieve the other one, already at the system design phase are in-
vestigated in [24]. The authors use the example of a system modeling lan-
guage, and how the outcome of a safety analysis, e.g., using IF-FMEA, can 
be reused for security, e.g., STRIDE, and vice versa. This approach shows 
that the first step in working with both terms jointly can be taken through us-
ing the same language to describe them. 

The approach adopted in this thesis for working with security while 
jointly considering safety is detailed in Paper A, but already here it worth-
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while mentioning that by safety is understood here what is broadly specified 
in [17] and by security a combination of the definition provided in [17] and 
the one provided in [25] are understood. In other words, by safety is under-
stood reducing the probability of hazardous events to an accepted level and 
by security is understood a combination of services providing the required 
security objectives in presence of malicious intentions. Although the main 
focus of this thesis is security, the overall long-term goal is to bring both se-
curity and safety to the level required in mission critical heterogeneous net-
work. As follows from the discussion above, both issues should be consid-
ered jointly and should complement each other in the developed security 
framework. 

 

4.2. Ethical	Aspects	in	Security	
 

Nowadays, technologies are developing with tremendous speed, but they are 
still only tools in the hands of humans. Thus, how these tools are used de-
pends on formal regulations, laws, and informal regulations, ethics. Ethics 
relates to well-founded and reasonable standards of what is right and what is 
wrong. It is less strict than a formal law, but still something bigger and more 
organized than the conscience. Ethics forms society and shapes the way it de-
velops. Ethics also refers to the term of having rights. This is particularly im-
portant from a security point of view. The classical scenario considers a con-
frontation between an adversary on the one hand, and a network/security en-
gineer/company owner on the other. However, it is not always clear who is 
the “bad guy”, as shown in e.g. [26] where the feasibility of information se-
curity is investigated. The authors therefore propose to extend the existing 
Information Systems Secure Interconnection (ISSI) model to consider five 
additional non-technical layers on top of the OSI model, with the highest one 
being ethics. In order to take security into consideration, the authors add 
group establishment rules and one more social contract layer. Such an ap-
proach allows to consider group interaction and human behavior as aspects of 
security. No direct interactions with humans are considered in this research 
work, apart from representing an adversary as an actual person. In addition, 
the thesis considers industrial information security rather than private person-
al data. Therefore, the ethical issues are not that pronounces in this thesis. 
However, it should still be considered to complete the picture, as capabilities 
to make ethical decisions may be needed in other safety-critical heterogonous 
networks, where the solutions developed in this thesis could be applied. 
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In this research work, an adversary is considered as an abstract party 
trying to influence the system. It does not matter whether the adversary is 
specifically related to a human or a specified device, and therefore the adver-
sary can be referred to as “it”. Obviously, it is important to stay neutral and 
that if, during a discussion, human presence is assumed behind the malicious 
actions, the gender is not specified by addressing the adversary as “he” or 
“she”. Further, a simplified model of authorization is used in this thesis, 
where it is assumed that the communication information between benign 
network participants is authorized, belongs to the network and is not harmful 
to anyone. Consequently, it is implied that it is not unethical for an author-
ized user to monitor the data traffic in the network for security reasons. It is 
further assumed that the network availability is ethically correct, and thus on-
ly the adversary can be considered unethical. Also, proactive techniques are 
currently not considered, and thus there is no action from the network against 
adversary that necessitates considering ethical aspects. 

In a more complicated ethical model, questions about who owns the 
data should be investigated. Consider the case with intelligent transport sys-
tems. It is increasingly difficult to predict the possible outcomes of an analy-
sis of all collected data in vehicular networks.  Knowing the daily route of a 
person, it is possible to predict many things, such as where the person works, 
buys grocery, sees friends, whether the person is sick, went to a hospital, etc. 
Thus, it is a complex task to predict the level of information significance and 
therefore assign appropriate protection techniques. In the future, the security 
framework developed here is planned to be extended, so that it can provide 
more diverse security services, and in this case ethics aspects regarding who 
has the rights to collected data needs to be reinvestigated.  

Another ethical aspect in security is the delegation of responsibility in 
case of a failure. Keeping in mind the malicious intensions of an adversary, it 
is easier to determine the cause of a security failure than when failing to pro-
vide the required safety services [27]. Even though the prime source of re-
sponsibility is evident, it is challenging to claim a required quality level of 
provided service, as this claim must be verified and, in case of a breach, part 
of the responsibility also falls on the security service provider. Furthermore, 
even if the cause of failure is identified and the responsibilities are properly 
delegated, the question is still how malicious actions can be separated from 
non-malicious accidental errors. These two types of possible causes, of 
course, imply different reactions. However, this challenge is left for future 
work, as by now no level of clock synchronization protection is claimed and 
the investigation regarding a secure enough solution that can comply with 
industrial requirements is still ongoing. Consequently, there is an awareness 
about the ethical issues connected with the security in this research work, but 
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the compete evaluation from an ethical point of view can only be done when 
the framework completed and the full set of solutions incorporated, and thus 
it is left for future work. 

 

4.3. Security	in	Industrial	Net-
works	

 
Security is a hot topic for industrial networks and there are many research 
papers providing general descriptions and classifications of attacks, security 
countermeasures and challenges, e.g. [2, 12, 28]. Requirements for security in 
industrial networks along with an overview of solutions such as standards, 
intrusion detection systems, and countermeasures using cryptography, are 
presented in [29]. Security solutions can also be optimized to target the re-
quirements of a specific application area. One of such areas is smart grids. A 
smart grid is a power network, using communication technology to intelli-
gently integrate its users (power producers and consumers) and manage both 
electrical and informational connections. An overview of security challenges 
in this specific area, such as scalability and regulation issues, is presented in 
[30]. A security framework for micro-grids targeting communications be-
tween control elements was proposed in [31]. Here, the authors consider a 
triad of security objectives and constraints namely real-time performance, 
broadcast and multicast support. Each separate type of attack needs to be in-
vestigated in order to understand its possible consequences and develop 
countermeasures. However, current trends show that it is close to impossible 
to protect a system by aiming to eliminate all possible attacks, as there will 
always new ones coming. The protection system should instead be able to 
react to unknown malicious actions and be able to provide countermeasures 
against them. However, this approach has not been implemented in practice 
yet, and so far, even highly adaptive systems have a set of known attacks and 
related countermeasures, so that it can “educate” itself and learn how to 
adapt. 

One type of threat for industrial networks is Advanced Persistent 
Threats that targets one particular goal and tries to reach it using several dif-
ferent approaches. One way to protect against such types of attacks is de-
scribed in [32], where the authors propose a security solution following the 
“defense in depth” approach and taking as a basis the principle of immune 
“self-educating” systems. Possible countermeasures against Sybil Attacks, 
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when an adversary masquerades as a legitimate network participant, such as 
trusted certification, recourse testing, or location verification, are investigated 
in [33, 34]. Often, industrial networks may contain sensitive and/or confiden-
tial information related to specific conditions, requirements of factory pro-
cesses, or control information of network participants. In all these cases, the 
networks need to have adequate security properties to protect against mali-
cious influence. Historically, the architectures of many wired industrial net-
works do not include any security solutions, as the networks are considered 
closed and static [35]. Especially, this is true for networks in environments 
that are physically hard to access, e.g. the embedded systems in cars. During 
the development phase of such systems, it is usually assumed that an adver-
sary cannot have any access to the network. However, the amount of effort 
and resources that the adversary is willing to invest into system breaching is 
proportional to the possible gain of achieving the adversary goals. The focus 
in wired industrial solutions is essentially on safety requirements, as many 
applications are safety-critical, e.g. aircraft engine control system [36]. In 
such networks, a failure can cause harm to humans, the environment or result 
in a significant financial loss. However, wireless solutions are becoming 
more common in industrial settings. In these cases, there is an understanding 
of the risk of carrying sensitive information from the very beginning. There-
fore, security services are usually considered already at the development 
phase of the systems. At the same time, safety requirements are usually han-
dled in a more lightweight way, as, traditionally, wireless solutions are con-
sidered unreliable to begin with and thus not suitable for safety-critical appli-
cations. In the future, it is likely that merged approaches combining wired 
and wireless networks will bring both safety and security to appropriate lev-
els. Emerging heterogeneous networks will need a security framework that is 
suitable for both wired and wireless connections. Such a framework should 
be flexible and provide different sets of security services for different parts of 
the network, based on its physical realization and the specific application ar-
ea. Therefore, a suitable security framework should entail a set of intercon-
nected solutions covering different security objectives. Such a structure al-
lows the framework to adapt to particular use cases. 

There are several challenges for industrial heterogeneous networks, 
such as support for different traffic classes, bringing together wireless and 
wired solutions, and providing relevant safety and security concepts and 
mechanisms [37]. When working with security, it is important to define the 
main characteristics of the required solutions, as security is a very broad term 
that has many interpretations. According to [17] security can be defined as a 
composition of its attributes or objectives, where the classical triad of objec-
tives is CIA. The basic set of objectives can be completed with objectives re-
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lated to specific use cases [2], such as authentication, authorization, auditabil-
ity, etc. Today, industrial networks have a high level of complexity, thus ap-
plying security concepts in this area imposes several challenges. One of the 
main challenges relates to the significant number of interdependencies in 
such networks [38]. This means that usually security cannot be implemented 
efficiently on the top of a complete, existing architecture. There are several 
reasons for this, for example, that security solutions imply delays and com-
munication overhead, factors which can be crucial for systems with high re-
quirements on throughput or communication latency. To be efficient, such 
solutions should be considered already at the development phase and incor-
porated into the original system design. 

Industrial networks have a number of specific differences compared to 
networks of desktops or office computers [10], such as longer expected life-
time, low tolerability to delays and outage, high reliability requirements, very 
rare network software upgrades, etc. Moreover, possible consequences of in-
dustrial system failures are quite severe. All these requirements together lead 
to the need for appropriate security solutions and unfortunately, existing 
standard solutions from information security usually fail to fulfill these spe-
cific requirements [11]. 

Among all types of industrial networks, the most challenging from a 
security point of view, given their functionality, is Industrial Control Net-
works (ICNs). These systems are responsible for decision making and 
switching between system states, and thus they are more sensible for mali-
cious attacks and, simultaneously, have higher requirements on their func-
tionality. ICNs have specific characteristics and requirements for security 
services. ICNs can be divided into the following categories [39]: Program-
mable Logic Controllers (PLCs), Supervisory Control and Data Acquisition 
(SCADA) and Distributed Control Systems (DCSs). PLCs are specialized 
devices consisting of a processor, interfaces, communication sub-modules, 
and a power supply. SCADA is responsible for data management and interac-
tion with users. DCSs are used to control industrial processes such as water 
treatment, electrical power generation, etc. The main difference compared to 
SCADA is the process driven structure. DCSs are typically heterogeneous 
systems with real-time requirements [40], and this class of systems interact 
with both software and hardware and can fully use the advantage of mixed 
networks.
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4.3.1. Protocols	 and	 Standards	 for	 Wired	 In-
dustrial	Networks	

 
Industrial applications traditionally use wired networks. Therefore, there are 
well-known and established protocols and technologies available for wired 
networks. Two widely used application layer protocols are Modbus and Dis-
tributed Network Protocol (DNP3). The Modbus protocol was developed in 
1979 by Modicon [41]. Later, it was extended to run over TCP networks, and 
this version of the protocol, called Modbus TCP, is a popular protocol as it is 
an open standard, and easy to deploy and maintain. Modbus uses a master-
slave approach, where only the master can initiate communication, and slaves 
respond or take prescribed actions. Modbus was developed without consider-
ing security aspects. DNP3 is mostly used for SCADA, it aims to establish 
reliable communication between a SCADA master and remote servers [42]. 
DNP3 can also run over TCP and the protocol reliability is based on addi-
tional CRC checks. This mechanism can help against channel errors but not 
against malicious adversaries, and thus DNP3 is not secure. 

Some examples from the automotive domain are the Controller Area 
Network (CAN) and Time-Triggered Ethernet (TTEthernet). The first one is 
broadly used for in-vehicle embedded systems. CAN is implemented on a 
bus, where all nodes can hear each other and there is no possibility to send a 
message to a specific node, as the nature of the protocol is broadcasting. 
From a security point of view, the only service provided with CAN is the 
possibility to detect whether a message was corrupted during its transmission. 
TTEthernet [43] is a platform that complements Ethernet so that it can be 
used for safety-critical applications with real-time requirements. The applica-
tion area of this protocol is quite large and includes not only automotive, but 
also aerospace, space, railway, energy etc. However, security aspects are not 
considered here either. 

Another protocol often used in industry is Highway Addressable Re-
mote Transducer (HART) [44]. It is a communication protocol for industrial 
automation. One of the strong aspects of this technology is its reliability, 
which is an obvious advantage considering the typical application require-
ments in industrial automation and the long life cycle of industrial networks. 
It allows setting parameters in the network nodes, as well as remotely con-
trolling devices and exchange data. In the HART protocol, as in the four oth-
ers mentioned above, security is not a part of the framework and thus the pro-
tocol can easily be disrupted by an adversary.  
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4.3.2. Protocols	 and	 Standards	 for	 Wireless	
Industrial	Networks	

 
Since most existing industrial networks are wired, security has not been con-
sidered from the very beginning, as wired networks conventionally are both 
static and closed. Mobility is seldom required, so the network configuration 
is usually static and since it is more difficult to join the network illegally, 
many wired networks are regarded as closed. In contrast, security, especially 
in terms of encryption, is basically always considered for wireless networks.  
An overview of open problems in security for industrial wireless networks is 
presented in [28], where the author mentions efficient key distribution 
schemes with low overhead and message authentication and integrity checks 
considering fieldbuses as main open challenges. A wider list of challenges 
along with the central design approaches for wireless network is presented in 
[45]. The main directions and emerging challenges for wireless sensor net-
works applied to the automation domain are highlighted and evaluated in [6]. 
The coexistence of wired and wireless system was investigated in [46] from a 
physical layer point of view, and as a case study, the authors consider 
PROFIBUS, the standard for fieldbus communications in industrial automa-
tion.  

There are several wireless communication standards used in industrial 
networks. IEEE 802.11 (WiFi) defines the link and physical layers of the 
network. One of the main characteristics of the technology is high through-
put. However, IEEE 802.11 cannot support real-time requirements since it 
uses a channel access method based on carrier sensing where random delays 
may occur, which makes it difficult to use for safety-critical applications. The 
security solution for the first version of the standard, Wired Equivalent Priva-
cy (WEP) was unsuccessful, and was soon changed to Wi-Fi Protected Ac-
cess (WPA), and later to WPA2. Each new version solved some issues en-
countered in the previous one [47]. WPA2 uses the Advanced Encryption 
Standard (AES) for encryption that can be considered secure with today’s 
standards. It provides such services as authentication, confidentiality and in-
tegrity. 

Another family of protocols for wireless networks with shorter range 
is IEEE 802.15.4. This standard also defines the link and physical layers, and 
was developed for short range communications with low-energy require-
ments. The protocol standards ZigBee, WirelessHART, and ISA 100.11a are 
all based on IEEE 802.15.4. ZigBee defines a whole protocol stack, intended 
for wireless sensor networks. WirelessHART is a wireless complement to the 



            Chapter 4. Security Objectives                                                            + 

 

26 

4.3.1. Protocols	 and	 Standards	 for	 Wired	 In-
dustrial	Networks	

 
Industrial applications traditionally use wired networks. Therefore, there are 
well-known and established protocols and technologies available for wired 
networks. Two widely used application layer protocols are Modbus and Dis-
tributed Network Protocol (DNP3). The Modbus protocol was developed in 
1979 by Modicon [41]. Later, it was extended to run over TCP networks, and 
this version of the protocol, called Modbus TCP, is a popular protocol as it is 
an open standard, and easy to deploy and maintain. Modbus uses a master-
slave approach, where only the master can initiate communication, and slaves 
respond or take prescribed actions. Modbus was developed without consider-
ing security aspects. DNP3 is mostly used for SCADA, it aims to establish 
reliable communication between a SCADA master and remote servers [42]. 
DNP3 can also run over TCP and the protocol reliability is based on addi-
tional CRC checks. This mechanism can help against channel errors but not 
against malicious adversaries, and thus DNP3 is not secure. 

Some examples from the automotive domain are the Controller Area 
Network (CAN) and Time-Triggered Ethernet (TTEthernet). The first one is 
broadly used for in-vehicle embedded systems. CAN is implemented on a 
bus, where all nodes can hear each other and there is no possibility to send a 
message to a specific node, as the nature of the protocol is broadcasting. 
From a security point of view, the only service provided with CAN is the 
possibility to detect whether a message was corrupted during its transmission. 
TTEthernet [43] is a platform that complements Ethernet so that it can be 
used for safety-critical applications with real-time requirements. The applica-
tion area of this protocol is quite large and includes not only automotive, but 
also aerospace, space, railway, energy etc. However, security aspects are not 
considered here either. 

Another protocol often used in industry is Highway Addressable Re-
mote Transducer (HART) [44]. It is a communication protocol for industrial 
automation. One of the strong aspects of this technology is its reliability, 
which is an obvious advantage considering the typical application require-
ments in industrial automation and the long life cycle of industrial networks. 
It allows setting parameters in the network nodes, as well as remotely con-
trolling devices and exchange data. In the HART protocol, as in the four oth-
ers mentioned above, security is not a part of the framework and thus the pro-
tocol can easily be disrupted by an adversary.  

 

+                                                  4.3 Security in Industrial Networks            + 

 

27 

4.3.2. Protocols	 and	 Standards	 for	 Wireless	
Industrial	Networks	

 
Since most existing industrial networks are wired, security has not been con-
sidered from the very beginning, as wired networks conventionally are both 
static and closed. Mobility is seldom required, so the network configuration 
is usually static and since it is more difficult to join the network illegally, 
many wired networks are regarded as closed. In contrast, security, especially 
in terms of encryption, is basically always considered for wireless networks.  
An overview of open problems in security for industrial wireless networks is 
presented in [28], where the author mentions efficient key distribution 
schemes with low overhead and message authentication and integrity checks 
considering fieldbuses as main open challenges. A wider list of challenges 
along with the central design approaches for wireless network is presented in 
[45]. The main directions and emerging challenges for wireless sensor net-
works applied to the automation domain are highlighted and evaluated in [6]. 
The coexistence of wired and wireless system was investigated in [46] from a 
physical layer point of view, and as a case study, the authors consider 
PROFIBUS, the standard for fieldbus communications in industrial automa-
tion.  

There are several wireless communication standards used in industrial 
networks. IEEE 802.11 (WiFi) defines the link and physical layers of the 
network. One of the main characteristics of the technology is high through-
put. However, IEEE 802.11 cannot support real-time requirements since it 
uses a channel access method based on carrier sensing where random delays 
may occur, which makes it difficult to use for safety-critical applications. The 
security solution for the first version of the standard, Wired Equivalent Priva-
cy (WEP) was unsuccessful, and was soon changed to Wi-Fi Protected Ac-
cess (WPA), and later to WPA2. Each new version solved some issues en-
countered in the previous one [47]. WPA2 uses the Advanced Encryption 
Standard (AES) for encryption that can be considered secure with today’s 
standards. It provides such services as authentication, confidentiality and in-
tegrity. 

Another family of protocols for wireless networks with shorter range 
is IEEE 802.15.4. This standard also defines the link and physical layers, and 
was developed for short range communications with low-energy require-
ments. The protocol standards ZigBee, WirelessHART, and ISA 100.11a are 
all based on IEEE 802.15.4. ZigBee defines a whole protocol stack, intended 
for wireless sensor networks. WirelessHART is a wireless complement to the 



            Chapter 4. Security Objectives                                                            + 

 

28 

HART protocol described above. However, in contrast to HART, Wire-
lessHART has built-in security solutions [48]. The classical triad of security 
objectives CIA is provided here for all communication links. Security is es-
tablished in three possible modes: end-to-end, peer-to-hop and peer-to-peer. 
End-to-end security is provided by encryption on the network layer. Peer-to-
hop security targets malicious outsiders, and is established by holding a net-
work key and calculating a Message Integrity Code (MIC) for the data link 
layer payload. Finally, the peer-to-peer mode refers to peer-to-peer sessions 
and can be established by means of keys management. WirelessHART does 
however not provide such security objectives as authorization and non-
repudiation. ISA 100.11a [49] is designed to support a wide range of wireless 
industrial plant needs, including process automation, factory automation and 
RFID. Regarding security, ISA 100.11a has similar solutions as Wire-
lessHART with some differences in keys handling, but in contrast to Wire-
lessHART security solutions in ISA100.11a are not mandatory, and are ena-
bled depending on the network configuration [50]. 
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Chapter	5 	

Thesis	Contributions	and	
Overview	of	Appended	
Papers	
In this chapter the thesis contributions are highlighted and discussed. This is 
followed by an overview of all appended research papers that constitute the 
second part of this thesis. For each paper, a summary, a description of the au-
thor’s contribution is given, and a record of the publication status is given. 
 

5.1. Thesis	Contributions	
 

The first contribution of this thesis is literature review coupled with a detailed 
problem formulation [Papers A and B], targeting the need to develop a new 
security framework for heterogeneous industrial networks based on a detailed 
review of existing security solutions for wired as well as wireless networks. 
A particular challenge that is addressed is the compliance with real-time re-
quirements.  

The second contribution is a way of developing a threat model by put-
ting together the adversary model and goals, as well as the system specifica-
tion, identifying the most important assets [Paper B]. Specific metrics for 
comparing and classifying difference security frameworks were introduced. 
By metrics is meant here the set of requirements to which the framework 
should provide support, such as support for wired or wireless connections, 
different types of data traffic or the OSI layer at which the solution operates. 
Next, the metrics were used to evaluate several existing solutions, providing 
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a well-grounded comparison which enables logical reasoning about different 
security frameworks and it defines the gaps in the existing solutions that need 
to be covered in order to secure industrial heterogeneous networks. One of 
the common characteristics of industrial networks is the joint requirements on 
reliability and timeliness. Even for non-safety-critical applications, there are 
still deadlines for messages transactions and if a message misses its deadline, 
the functionality is lost or loses in quality. This implies that the network 
should have some kind of schedule that is able to ensure that all messages 
meet their deadlines. In order to follow the schedule, the network participants 
should share the same notion of time. This means that they should be syn-
chronized. Clock synchronization is thereby an essential asset for industrial 
networks. Consequently, it is also an appealing and fruitful target for an ad-
versary, since if it is possible to tamper with clock synchronization, the same 
technique can be applied to several different networks with different use cas-
es. Therefore, it is more likely that the adversary will invest additional re-
sources into its breaching as the attack technique can be reused. 

The third thesis contribution [Paper C] is therefore a detailed investi-
gation of the IEEE 1588 standard for clock synchronization from a security 
point of view. In order to protect clock synchronization in the system, an in-
vestigation on how a possible intruder can breach it, is needed. Two well-
known approaches are proposed and combined in this thesis: the possibility 
to break synchronization with IEEE 1588 by conducting a delay attack, and 
the possibility to perform a man-in-the-middle attack such that delays can be 
introduced, using the so-called address resolution protocol (ARP) poisoning 
technique. This technique explodes the vulnerability in ARP, which is used to 
define correspondence between IP and MAC addresses The proposed attack 
is verified using AVISPA [51] and the attack consequences and applicability 
for industrial networks is investigated.  

The fourth contribution [Paper D] is an overview of possible mitiga-
tion techniques and countermeasures. All solutions were investigated for ap-
plicability in industrial networks. It is proposed to use environmental condi-
tions as a possible way to detect adversary influence in the network. Also, an 
additional Relaxed mode is introduced as a way of coping with the conse-
quences of slight synchronization breaching. In particular, an investigation of 
the possibility to use network monitoring and analysis for detecting an attack 
on clock synchronization provided according to the IEEE 1588 standard is 
evaluated. The monitor can collect the needed statistics derived from the data 
traffic patterns and detect an intruder and its influence on the network. Such 
monitoring is a variant of an Intrusion Detection System (IDS). Based on the 
detection logic, two types of IDS can be distinguished [52]. In the first case, 
the IDS has a predefined set of traffic patterns for some known attacks. Dur-
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ing its operation, the IDS defines the current network pattern and compares it 
to the set, and if there is a correlation, it raises an alarm. The clear disad-
vantage of this approach called signature based detection is the inability to 
detect unknown types of attack. An IDS of the second type has a known set 
of patterns about the system when in its normal state. In this case, the com-
parison is between the current network pattern and the predefined set, and an 
alarm is raised when there is no correlation between the two. This approach is 
called anomaly detection and it can detect unknown attacks, but it will fail if 
the adversary can learn the system pattern and mask its actions. Several ways 
of performing delay attacks and its corresponding influence on the network 
traffic statistics are demonstrated using the AVISPA tool and mathematical 
analysis. The distributed monitor, collecting and analysing specific statistics 
about the data traffic, is introduced. The collected data can be used for many 
purposes, but its applicability from a security point of view is evaluated.  

Finally, the fifth and the last contribution of the thesis [Paper E] is a 
formal analysis of the interactions between an adversary and the network 
monitor applying a game theoretical approach. The game is formulated by 
defining its players, together with their strategies and payoffs depending on 
the outcome. Game theory is a mathematical tool that allows to formally ana-
lyze possible interactions between game players and explore their connec-
tions to payoff functions and game outcomes. This approach is helpful when 
investigating a decision-making process of a problem, formulated as a game. 
Therefore, if correctly applied with valid assumptions allowing to properly 
formulate the game, game theory can be used to predict the outcome of the 
game based on the most probable behavior of its players [53]. This approach 
is widely applied in analyzing security interactions as it is possible to consid-
er parties with contradicting interests. Depending on the application require-
ments, the game can be zero-sum if the payoffs of players are balanced and 
sum up to zero, dynamic or static depending on the number of rounds, com-
plete or incomplete depending on the knowledge the players have about each 
other strategies and actions [54]. In [55] a game theoretic approach was ap-
plied to analyze the interactions between an adversary and a sensor network. 
The authors propose a framework for an IDS based on the derived Nash 
Equilibriums in the game. The applicability of game theory for IDS was in-
vestigated in [56], whereas security issues in vehicular communication were 
addressed by formulating a corresponding game in [57]. A comprehensive 
analysis of network security problems and related formulated games is pre-
sented in [58]. The authors consider six categories of security techniques and 
areas, and one of them is IDSs. The possibility to optimize IDSs in the sense 
of configuration and attack response are examined. The case of applying 
game theory to wireless ad-hoc networks is presented in [59]. The authors list 



         Chapter 5. Thesis Contributions and Overview of Appended Papers+ 

 

30 

a well-grounded comparison which enables logical reasoning about different 
security frameworks and it defines the gaps in the existing solutions that need 
to be covered in order to secure industrial heterogeneous networks. One of 
the common characteristics of industrial networks is the joint requirements on 
reliability and timeliness. Even for non-safety-critical applications, there are 
still deadlines for messages transactions and if a message misses its deadline, 
the functionality is lost or loses in quality. This implies that the network 
should have some kind of schedule that is able to ensure that all messages 
meet their deadlines. In order to follow the schedule, the network participants 
should share the same notion of time. This means that they should be syn-
chronized. Clock synchronization is thereby an essential asset for industrial 
networks. Consequently, it is also an appealing and fruitful target for an ad-
versary, since if it is possible to tamper with clock synchronization, the same 
technique can be applied to several different networks with different use cas-
es. Therefore, it is more likely that the adversary will invest additional re-
sources into its breaching as the attack technique can be reused. 

The third thesis contribution [Paper C] is therefore a detailed investi-
gation of the IEEE 1588 standard for clock synchronization from a security 
point of view. In order to protect clock synchronization in the system, an in-
vestigation on how a possible intruder can breach it, is needed. Two well-
known approaches are proposed and combined in this thesis: the possibility 
to break synchronization with IEEE 1588 by conducting a delay attack, and 
the possibility to perform a man-in-the-middle attack such that delays can be 
introduced, using the so-called address resolution protocol (ARP) poisoning 
technique. This technique explodes the vulnerability in ARP, which is used to 
define correspondence between IP and MAC addresses The proposed attack 
is verified using AVISPA [51] and the attack consequences and applicability 
for industrial networks is investigated.  

The fourth contribution [Paper D] is an overview of possible mitiga-
tion techniques and countermeasures. All solutions were investigated for ap-
plicability in industrial networks. It is proposed to use environmental condi-
tions as a possible way to detect adversary influence in the network. Also, an 
additional Relaxed mode is introduced as a way of coping with the conse-
quences of slight synchronization breaching. In particular, an investigation of 
the possibility to use network monitoring and analysis for detecting an attack 
on clock synchronization provided according to the IEEE 1588 standard is 
evaluated. The monitor can collect the needed statistics derived from the data 
traffic patterns and detect an intruder and its influence on the network. Such 
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the IDS has a predefined set of traffic patterns for some known attacks. Dur-
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ing its operation, the IDS defines the current network pattern and compares it 
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the outcome. Game theory is a mathematical tool that allows to formally ana-
lyze possible interactions between game players and explore their connec-
tions to payoff functions and game outcomes. This approach is helpful when 
investigating a decision-making process of a problem, formulated as a game. 
Therefore, if correctly applied with valid assumptions allowing to properly 
formulate the game, game theory can be used to predict the outcome of the 
game based on the most probable behavior of its players [53]. This approach 
is widely applied in analyzing security interactions as it is possible to consid-
er parties with contradicting interests. Depending on the application require-
ments, the game can be zero-sum if the payoffs of players are balanced and 
sum up to zero, dynamic or static depending on the number of rounds, com-
plete or incomplete depending on the knowledge the players have about each 
other strategies and actions [54]. In [55] a game theoretic approach was ap-
plied to analyze the interactions between an adversary and a sensor network. 
The authors propose a framework for an IDS based on the derived Nash 
Equilibriums in the game. The applicability of game theory for IDS was in-
vestigated in [56], whereas security issues in vehicular communication were 
addressed by formulating a corresponding game in [57]. A comprehensive 
analysis of network security problems and related formulated games is pre-
sented in [58]. The authors consider six categories of security techniques and 
areas, and one of them is IDSs. The possibility to optimize IDSs in the sense 
of configuration and attack response are examined. The case of applying 
game theory to wireless ad-hoc networks is presented in [59]. The authors list 
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possible benefits from using the approach, such as a possibility to analyze a 
distributed system and to get as a result a cross layer optimized solution. An-
other paper investigating game theory in the scope of mobile ad-hoc net-
works is [60]. The authors consider nodes that can be normal, selfish or mali-
cious, including an investigation of possible way for a node to cheat, i.e., to 
not share private information. As the criteria for decision making, not only 
the Nash Equilibrium was considered, but other options like Pareto optimali-
ty. The authors investigate to which degree a node needs to help an opponent, 
e.g., in a packet forwarding game. 

In order to analyse the interactions between the adversary and the 
network monitor in this work, different probability functions for action strat-
egies are introduced. Furthermore, adaptive rules for switching between strat-
egies in the network are considered. The analysis allows a comparison of ad-
versary strategies from a detection point of view.   

 

5.2. Overview	of	Appended	Pa-
pers	

 
Paper A (Chapter 7).  
Title: Towards Secure Wireless TTEthernet for Industrial Process Automa-
tion Applications 
Authors: E. Lisova, E. Uhlemann, J. Åkerberg, and M. Björkman. 
Abstract: TTEthernet is a communication platform that builds on Ethernet, 
but extends it to include fault-tolerance and real-time mechanisms. The exist-
ing TTEthernet technology is developed for wired networks. A natural step 
for improving and extending the current application field is the introduction 
of a mixed wired and wireless network. However, this step requires research 
both about possible adaptation of existing systems as well as implementation 
of new technologies. A central research question is the security aspects of re-
al-time sensor networks using wired and wireless technologies based on 
TTEthernet. In this paper, we identify and classify the most important aspects 
to consider in order to provide secure communications in such safety-critical 
industrial applications and propose a potential solution to address identified 
issues. 
Author’s contribution: The author proposed the method for threat modeling 
and wrote most of the text. 

+                                                    5.2 Overview of Appended Papers            + 

 

33 

Status: published in the proceedings of the 19th IEEE Conference Emerging 
Technologies and Factory Automation (ETFA), Barcelona, Spain, Sep., 2014. 

 
Paper B (Chapter 8).  
Title: A survey of Security Frameworks Suitable for Distributed Control 
Systems 
Authors: E. Lisova, E. Uhlemann, W. Steiner, J. Åkerberg, and M. Björkman. 
Abstract: Nowadays distributed control systems have become more and more 
common and important in everyday life. However, as many distributed con-
trol systems become mobile, wireless, autonomous, ubiquitous and connect-
ed, the need for secure communication is imminent. In particular, the need for 
a general security framework with sufficiently flexible structure, and applica-
ble for various use cases, emerges. Especially this applies to control system 
based on heterogeneous networks consisting of a wired and a wireless parts. 
Wired networks are nowadays often connected to Internet and thereby more 
exposed to potential attackers, and wireless networks are, by nature, more 
vulnerable to eavesdropping, jamming and hijacking. In this paper we define 
a scope of use cases based on distributed control, together with requirements 
for evaluating existing security solutions and frameworks. In addition, sever-
al frameworks, mainly from the area of industrial automation, are surveyed 
and evaluated based on the identified use cases and security requirements. 
Author’s contribution: The author was the main driver of the paper, wrote the 
major part of the text and proposed the evaluation technique for the frame-
works. 
Status: published in the proceedings of the International Conference on Com-
puting and Network communications, Trivandrum, India, Dec., 2015. 

 
Paper C (Chapter 9).  
Title: Risk Evaluation of an ARP Poisoning Attack on Clock Synchroniza-
tion for Industrial Applications 
Authors: E. Lisova, E. Uhlemann, W. Steiner, J. Åkerberg, and M. Björkman. 
Abstract: Nowadays, mixed wireless and wired networks are used every-
where in everyday life, including in industry where they often support time-
critical applications. Industrial applications with high precision requirements 
are subject to real-time constraints, and thus one of the main assets, regard-
less of application area, is clock synchronization. Considering such networks, 
synchronization is the first thing to secure against a possible malicious adver-
sary. In this paper, we consider ARP poisoning as a possible technique to dis-
rupt clock synchronization and evaluate the effects of such an attack on the 
IEEE 1588 standard. We describe possible ways of performing ARP poison-
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critical applications. Industrial applications with high precision requirements 
are subject to real-time constraints, and thus one of the main assets, regard-
less of application area, is clock synchronization. Considering such networks, 
synchronization is the first thing to secure against a possible malicious adver-
sary. In this paper, we consider ARP poisoning as a possible technique to dis-
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IEEE 1588 standard. We describe possible ways of performing ARP poison-
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ing to disrupt synchronization and survey several mitigation techniques and 
their applicability within the industrial application area. 
Author’s contribution: The author was the main driver of the paper and wrote 
the major part of the text. In addition, the author proposed the possible ways 
of breaking clock synchronization, i.e. combining ARP poisoning and delay 
attack, and performed the evaluation using the AVISPA tool. 
Status: published in proceedings of the International Conference on Industrial 
Technology (ICIT), Taipei, Taiwan, Mar., 2016. 

 
Paper D (Chapter 10).  
Title: Protecting Clock Synchronization, an Adversary Detection by Net-
work Monitoring 
Authors: E. Lisova, M. Gutierrez, W. Steiner, E. Uhlemann, J. Åkerberg, R. 
Dobrin, and M. Björkman. 
Abstract: Today, industrial networks are often used for safety-critical appli-
cations with real-time requirements. The architecture of such applications 
usually has a time-triggered nature that has message scheduling as a core 
property. Real-time scheduling can be applied only in networks where nodes 
share the same notion of time, i.e., they are synchronized. Therefore, clock 
synchronization is one of the fundamental assets of industrial networks with 
real-time requirements. However, standards for clock synchronization, i.e., 
IEEE 1588, do not provide the required level of security. This raises the 
question about clock synchronization protection. In this paper we identify a 
way to break synchronization based on the IEEE 1588 standard by conduct-
ing a man-in-the-middle (MIM) attack followed by a delay attack. MIM at-
tack can be accomplished through e.g., Address Resolution Protocol (ARP) 
poisoning. Using AVISPA tool we evaluate the potential to perform an ARP 
poisoning attack. Next, an analysis of the consequences of introducing delays 
is made, showing both that the attack can, indeed, break clock synchroniza-
tion and that some design choices, such as a relaxed synchronization condi-
tion mode, delay bounding and using knowledge of environmental condi-
tions, can be made to make the network more robust/resilient against these 
kinds of attacks. Lastly, network monitoring is proposed as a technique to 
detect anomalies introduced by an adversary performing attacks targeting 
clock synchronization. The monitoring capabilities are added to the network 
using a Configuration Agent, which, based on data obtained from the net-
work, is able to detect an attack. The main contribution of the paper is a de-
tailed problem description and evaluation of a security vulnerability in IEEE 
1588 against delay attacks together with an evaluation of several approaches 
as possible mitigation techniques for the attack. 
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Author’s contribution: The author wrote the part of text concerning the sys-
tem model, the attack description, the possible countermeasures and the at-
tack evaluations as well as one of the mitigation techniques, namely using 
environmental conditions. In addition, the author proposed the scenarios of 
the attacks, and did the evaluation of the attacks in AVISPA.  
Status: to appear in the Special Issue of the Journal of Electrical and Com-
puter Engineering, in the Special Issue "System and Network Security: 
Anomaly Detection and Monitoring", Vol. 2016. 

 
Paper E (Chapter 11).  
Title: Game Theory Applied to Secure Clock Synchronization with IEEE 
1588 
Authors: E. Lisova, E. Uhlemann, W. Steiner, J. Åkerberg, M. Björkman. 
Abstract: Industrial applications usually have real-time requirements or high 
precision time-based demands. For such applications, clock synchronization 
is one of the main assets that needs to be protected against malicious attacks. 
To provide sufficient accuracy for distributed time-based applications, ap-
propriate techniques for preventing or mitigating delay attacks that breach 
clock synchronization are needed. In this paper, we apply game theory to in-
vestigate possible strategies of an adversary and a network monitor, aiming to 
detect anomalies introduced by the adversary performing attacks targeting 
clock synchronization. We investigate the interconnection of payoffs for both 
sides and propose the quarantine mode as a mitigation technique. Delay at-
tacks with constant, linearly increasing, and randomly introduced delays are 
considered, and we show that random delays have the highest probability of 
being detected as they differ the most from delays due to environmental 
changes. 
Author’s contribution: The author was the main driver of the paper, wrote 
most of the text, proposed the idea of appling game theory to model interac-
tions between an adversary and the monitoring system and formulated the 
game settings. 
Status: the shorten version is submitted to 2016 International IEEE Symposi-
um on Precision Clock Synchronization for Measurement, Control and 
Communication (ISPCS). 
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Chapter	6 	

Conclusions	
This chapter presents main conclusions of the thesis and points direction for 
future continuation of the research. 
 

6.1. Summary	
 

As heterogeneous networks, consisting of wireless as well as wired sub-
networks, are gaining attention in industry due to increased flexibility and 
mobility, the need to secure them emerges. The problem of securing industri-
al networks with real-time requirements and a heterogeneous structure was 
therefore formalized and a procedure for threat modelling was proposed. The 
investigation of existing security solutions applied at different layers of the 
OSI model suggests that a cross-layered structure is appropriate for the de-
veloped framework. Given this, a security solution for heterogeneous indus-
trial networks can be developed, such that the adopted security solutions are 
selected and designed according to the specific requirements from industrial 
heterogeneous systems. Industrial systems have real-time requirements due to 
interaction with some physical process and consequently clock synchroniza-
tion is a fundamental asset that needs to be protected from an adversary. To 
this end, a vulnerability analysis of the asset synchronization based on the 
widely deployed IEEE 1588 standard was conducted, and it identified a pos-
sibility to break clock synchronization through a combination of a man-in-
the-middle attack and a delay attack. This attack is appealing to an adversary 
as it can target any network requiring synchronization. 

Next, a survey of different mitigation techniques and countermeasures 
was made, which clearly indicates that existing security solutions have prob-
lems complying with the requirements for industrial networks in general, 
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such as low communication over-head, and with requirements for safety-
critical applications in particular such as absence of single points of failure. It 
was further shown the problem of detecting if and when clock synchroniza-
tion is breached, is a challenging task. One of the reasons is the presence of 
many natural disturbances in the networks, e.g., environmental conditions, 
causing “natural” delays. However, using prior knowledge about the normal 
behaviors of nature, such as mean and deviation, several mitigation tech-
niques, such as a relaxed synchronization condition mode, delay bounding 
and using knowledge of existing environmental conditions, could still be 
identified, making the network more resilient against these kinds of attacks.  

Finally, a network monitor aiming to detect anomalies introduced by 
the adversary performing attacks targeting clock synchronization was pro-
posed as a mean to detect the delay attack. Distributed monitoring of the in-
ter-arrival times of the messages can detect some specific types of delay at-
tacks and using a set of indicators regarding possible adversary presence in 
the network, can help the network monitor. Finally, using game theory, a 
formal analysis of the interaction between an adversary, targeting the clock 
synchronization via a selective asymmetric delay attack, and the network 
monitor collecting statistics of measures was made. It was shown that, based 
on this techniques, it is possible to say which strategy is the most beneficial 
for the adversary depending on the game configuration. Using this 
knowledge, the network monitor can deploy appropriate protection tech-
niques.  

By securing clock synchronization, a significant step towards develop-
ing a complete security framework suitable for all types of industrial hetero-
geneous networks with real-time requirements has been taken. 

 

6.2. Future	Work	
 

There are several directions for future work aiming towards completing the 
targeted security framework, and these are briefly summarized below. 
 
Trend detection techniques. 
More comprehensive trend detection techniques can be considered in order to 
enhance the efficiency and convey a full evaluation of the applicability of the 
monitor to protect clock synchronization. Applying additional techniques can 
increase the amount of indicators which potentially can elevate the detection 
sensitivity and cover more types of attacks. First, a comprehensive literature 
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such as low communication over-head, and with requirements for safety-
critical applications in particular such as absence of single points of failure. It 
was further shown the problem of detecting if and when clock synchroniza-
tion is breached, is a challenging task. One of the reasons is the presence of 
many natural disturbances in the networks, e.g., environmental conditions, 
causing “natural” delays. However, using prior knowledge about the normal 
behaviors of nature, such as mean and deviation, several mitigation tech-
niques, such as a relaxed synchronization condition mode, delay bounding 
and using knowledge of existing environmental conditions, could still be 
identified, making the network more resilient against these kinds of attacks.  

Finally, a network monitor aiming to detect anomalies introduced by 
the adversary performing attacks targeting clock synchronization was pro-
posed as a mean to detect the delay attack. Distributed monitoring of the in-
ter-arrival times of the messages can detect some specific types of delay at-
tacks and using a set of indicators regarding possible adversary presence in 
the network, can help the network monitor. Finally, using game theory, a 
formal analysis of the interaction between an adversary, targeting the clock 
synchronization via a selective asymmetric delay attack, and the network 
monitor collecting statistics of measures was made. It was shown that, based 
on this techniques, it is possible to say which strategy is the most beneficial 
for the adversary depending on the game configuration. Using this 
knowledge, the network monitor can deploy appropriate protection tech-
niques.  

By securing clock synchronization, a significant step towards develop-
ing a complete security framework suitable for all types of industrial hetero-
geneous networks with real-time requirements has been taken. 

6.2. Future	Work	
There are several directions for future work aiming towards completing the 
targeted security framework, and these are briefly summarized below. 

Trend detection techniques. 
More comprehensive trend detection techniques can be considered in order to 
enhance the efficiency and convey a full evaluation of the applicability of the 
monitor to protect clock synchronization. Applying additional techniques can 
increase the amount of indicators which potentially can elevate the detection 
sensitivity and cover more types of attacks. First, a comprehensive literature 
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study should be done to identify the most efficient techniques, and thereafter 
a joint analysis of new and already considered techniques should be conduct-
ed. 
 
Mobility requirement. 
Adding mobility to the list of requirements will allow broaden the application 
area and gain even more benefits from using wireless solutions. The specific 
challenge is to protect clock synchronization while simultaneously supporting 
mobility, as moving nodes can change link distances in the network and 
make asynchronous delay detection even more complicated. Therefore, dif-
ferent techniques targeting this problem should be added to the network mon-
itoring approach. 
 
The next iteration on the way to build security framework. 
As was mentioned above, an iterative approach is used when developing the 
security framework, where each iteration may involve a new asset or a new 
security objective. Each system assets is first considered separately, and sec-
ondly jointly with the previous ones in an overall evaluation of its protection. 
The idea of using network monitoring for providing the required security ser-
vices looks promising. Therefore, adding additional functionality to the 
monitor is the first approach that will be considered. At the current stage of 
the research, clock synchronization is the scope as a prime asset for industrial 
heterogeneous networks. The next step implies further investigations of the 
assets in industrial heterogeneous network and development of appropriate 
security solutions complying with the identified requirements. The idea is to 
try to combine future solutions with the ones proposed by now to develop an 
extended version of the monitor that will have a broader functionality and 
could cover all required security objectives for the main identified system as-
sets. 
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study should be done to identify the most efficient techniques, and thereafter 
a joint analysis of new and already considered techniques should be conduct-
ed. 
 
Mobility requirement. 
Adding mobility to the list of requirements will allow broaden the application 
area and gain even more benefits from using wireless solutions. The specific 
challenge is to protect clock synchronization while simultaneously supporting 
mobility, as moving nodes can change link distances in the network and 
make asynchronous delay detection even more complicated. Therefore, dif-
ferent techniques targeting this problem should be added to the network mon-
itoring approach. 
 
The next iteration on the way to build security framework. 
As was mentioned above, an iterative approach is used when developing the 
security framework, where each iteration may involve a new asset or a new 
security objective. Each system assets is first considered separately, and sec-
ondly jointly with the previous ones in an overall evaluation of its protection. 
The idea of using network monitoring for providing the required security ser-
vices looks promising. Therefore, adding additional functionality to the 
monitor is the first approach that will be considered. At the current stage of 
the research, clock synchronization is the scope as a prime asset for industrial 
heterogeneous networks. The next step implies further investigations of the 
assets in industrial heterogeneous network and development of appropriate 
security solutions complying with the identified requirements. The idea is to 
try to combine future solutions with the ones proposed by now to develop an 
extended version of the monitor that will have a broader functionality and 
could cover all required security objectives for the main identified system as-
sets. 
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