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Abstract

The number and complexity of the systems realizing the functionality of the machines in
the automotive domain are growing. In this arises the need for a systematic way to manage
their development. As the technologies advance, the vehicles introduce an increasing range
of capabilities. However, they have similar functions, which have the potential to be
reused. One of the widely used approaches, that manages the commonality and variability
of the development artifacts in a systematic manner, is Product Line Engineering (PLE).
Consequently, PLE reduces the time to market and the development cost.

The machines, realized in the automotive domain, interact with their operators and the
surrounding environment. Possible malfunctions of the machines may introduce a risk of
accidents with fatal consequences. Therefore, the products should be analyzed, developed
and managed in a safe manner and certified according to different relevant safety standards
like ISO 15998, ISO 61508 and ISO 26262.

There is a diversity of functions in a Product Line (PL). Some of them are mandatory for all
machines and others are optional for some models. This gives the opportunity to combine
the functions in multiple configurations. However, not all combinations are possible due to
dependencies among the functions. Furthermore, the configurations should be valid from
a safety perspective, and the developed products should satisfy the requirements identified
during the safety analysis.

The above mentioned factors emphasize the need for explicit representation of the systems’
characteristics, such as commonality and variability, functional dependencies and quality
attributes. The purpose of the current work is to find an efficient way to satisfy this need.

The scope of our research is limited to the automotive domain. In order to gain familiarity
with the state of practice, we collaborated with Volvo Construction Equipment (Volvo CE)
as an industrial partner. In particular, we:

• conducted an informal interview study with the practitioners,

• analyzed the requirements management tool used in Volvo CE and studied products
typical for the domain in detail,

• examined the deliverables defined in the related domain specific safety standards.

We gained knowledge on how variability is managed in an industrial context today, which
safety aspects need to be considered and how functional safety artifacts are managed with
regards to variability. We synthesized the characteristics that are explicitly represented
during the development and safety certification of the products in a safety-critical product
line. We identified the challenges that the practitioners meet today and the areas that need
to be improved. As a result, we formulated evaluation criteria for search and assessment
of possible solutions.
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Subsequently we searched in the literature for different modeling techniques, that are able
to respond to the industrial needs, and found the following to be relevant in our context:

• Feature modeling techniques consider the different variability types and depen-
dencies among the features.

• Model-based development techniques can represent different views of the system
on each level of the development process.

• Orthogonal modeling techniques extract the variability and dependencies in a
different view.

Furthermore, we evaluated the methods found during the literature study, based on the
proposed criteria. We concluded that the examined techniques alone cannot represent
all characteristics needed to support the development of a safety-critical product line,
especially the impact of the variability on the safety and vice versa.

However, each of them focuses on the presentation of certain aspect of the product line,
which can help in building a more complete representation. Thus we focused on the
approaches that may be extended and integrated into a complete solution.

As a result, we propose a model and graphical notation for variability management in
safety-critical product lines, which takes the identified industrial needs into account. The
concept is depicted graphically by several model-based diagrams, which represent the dif-
ferent aspects of the product line, on each development level. Special attention is paid
to the representation of the safety and variability aspects of the systems. The method is
exemplified on an industrial example, in order to show how it achieves the defined goals.
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1 Introduction

1.1 Background

The machines in the automotive domain consist of mechanical, electrical and electronic
(E/E) hardware and software. Software is flexible and has the potential to be easily
changed and reused which can potentially bring down the development time and cost to
large extent. Hence, its role in the development of embedded systems is substantial and
makes it preferred by the industry instead of expensive hardware. However, the specific
hardware used in the machines can be easily measured, analyzed for compatibility and
thoroughly tested, since it is based on physical laws and many years experience. The
software analysis process is not as predictable as in the hardware case, nor is easy to
conduct. There are no limitations on software realization and no guarantee that all possible
errors are predicted and eliminated. Formal methods can be used in order to prove the
correctness of the software realization. However, these are difficult to learn and there are
few educated experts within this specific area, making formal methods costly and not yet
preferred by the industry.

In order to increase the reuse level in the development process, the common and variable
parts of the products shall be identified and carefully analyzed. Product Line Engineering
(PLE) has been established as an approach for managing the commonality and variability
through the development [4]. It enhances both reusability and system quality, and both
the time to market and development costs are reduced as a consequence.

The machines in the automotive domain have different usage alternatives and purposes as
well. However, they have many common functions and similar architecture. Therefore, the
PLE approach is appropriate to be adopted in the automotive domain for the development
of embedded systems.

The safety aspects of the products in the automotive domain must be carefully analyzed,
since even the smallest mistakes in the software or hardware may cause risk to human
lives or environmental damage. In order to ensure that the risks are mitigated, the safety
analysis should cover the whole system development process. Different technical solutions
are applied, in order to avoid possible hazards. They may be reused during the evolution
process of the product line.

1.2 Problem description

The complexity of the machines in the automotive domain continually increases as new
functions are added and technologies introduced. Most decisions rely on professionals’
skills and experience and the information is spread over different projects. This makes the
management of commonality and variability in the product lines a challenge for the industry
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today. Furthermore, the interfaces between software and hardware components need to
be considered in order to ensure both hardware and software compatibility. Analyzing
such systems becomes increasingly difficult and product experience is essential for such
analysis.

Functions in the machines are not stand-alone; they depend upon each other. This im-
plies that the separate analysis of each function is not sufficient to ensure the system to
be safe. However, it is a challenge for specialists to identify and trace these dependen-
cies because of the complexity of the machines and the distributed information in several
documents. Furthermore, the variability in the functions increases the number of possible
combinations.

In order to prove that different machine configurations are safe, each potential configuration
must be assessed according to specific safety standards for each domain. The standards
propose to develop each safety-critical function separately. Thus, the dependencies between
functions are rarely captured. Different variants of the functions are separately analyzed,
which is time consuming and expensive. One important industrial goal is to manage to
certify a whole set of functions considering all the variability aspects of the machines in a
product line. Then, minor effort will be required in order to derive a specific evidence for
a certain machine configuration.

The machines in the automotive domain are developed in different countries and regions,
and many practitioners are involved in the process. Hence, the communication becomes
difficult because of the distributed development environment. The difficulties in the com-
munication between the distributed teams require a higher effort in being aware of com-
monality and variability. Therefore, multiple solutions to similar functionality are created
and reuse potentials are missed. The process of identification and analysis of these solutions
requires a rigorous approach to support it.

1.3 Research questions

In order have a better understanding of the problem and try to find a proper solution, we
asked several research questions for guiding our work:

RQ 1: How is variability managed in industrial product lines today and what needs
to be improved?

We aim to better understand the problem and gather knowledge about how the
industry deals with the development of safety-critical product lines today. We further
aim to answer the following sub-questions:

Sub-RQ 1.1: What kind of information is managed throughout the development
process in order to provide evidences that the system is safe?
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We aim to understand the relevant characteristics of the system that need to be
considered for addressing functional safety.

Sub-RQ 1.2: What development process is followed in Volvo CE?

We aim to understand what the performed activities and used documents on
each process phase during the machine development are, in order to find a
modeling solution that can be directly applied.

Sub-RQ 1.3: What challenges do the practitioners find today in the context of
variability management in industrial product lines?

We aim to understand the problems that practitioners face today, in order to
identify what needs to be improved.

RQ 2: Which variability management techniques are proposed in the literature?

We aim to identify whether a variability management method that can be applied
directly in industry, is already proposed in existing literature. Furthermore, the
identified methods help in gathering good ideas for possible development solutions.

RQ 3: Which gaps between the industrial needs and the provided solutions in the
literature can be identified?

We aim to gather information that is necessary to understand whether the proposed
solutions in the literature methods are able to meet the industrial needs.

RQ 4: Which of the existing variability management techniques can fulfill the indus-
trial needs?

We aim to identify and compare the techniques that have the potential to be used
for achieving the goals of the thesis.

RQ 5: How can the existing modeling techniques be extended and combined in order
to meet the identified industrial challenges?

We aim to combine and extend the techniques in a modeling approach, proposed as
result of the current work, which represents both variability and safety aspects of the
system.

1.4 Contributions

We address the identified industrial needs by proposing a model-based approach, which can
help in managing the variability for safety-critical products developed using product line
approach. We combine, integrate and extend existing variability management techniques
found in the literature.
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The report describes how industry manages variability in safety-critical product lines.
We provide a better understanding of the state of practice in the development process
in the construction equipment domain by interviewing experts and analyzing how the
requirements management tool is applied. We study the development process that takes
place and the produced artifacts, as well. We mainly focus on the variability that needs to
be identified and traced throughout the process. Furthermore, we provide information on
how the industry performs safety analysis and interprets safety standards. In particular,
we study the process followed by the practitioners in order to:

• identify possible hazards that can cause accidents and negative consequences on the
environment,

• develop strategies to identify, prevent or mitigate the hazards,

• give evidences that the system is safe and the development process that is required
from the safety standards is followed.

Based on the conducted interviews, we derive challenges that practitioners are facing today
in managing variability in safety-critical product lines.

We define criteria for identification of relevant variability management methods in liter-
ature. This report presents the benefits and purposes of feature-based, model-based and
orthogonal-based techniques. We further describe the selected modeling methods and how
they manage common and variable aspects. We consider whether there is a possibility to
represent safety aspects of the systems. Based on the characteristics depicted in the search
criteria we discuss their applicability in the automotive domain.

We derive criteria for evaluating the variability management techniques that contain the
aspects that shall be covered by a technique for modeling safety-critical product lines, and
assess the proposed methods in the literature based on them. For each of the identified
characteristic, we discuss how it is managed by the identified modeling techniques.

We identify the methods that are most suitable to represent the important characteristics
of a given product line, and have the potential to provide the necessary information to
system development and safety engineers.

Based on the gathered information, we combine and extend the selected methods. As a
result, we propose a graphical model-based approach that is able to manage the variability
and safety aspects of the products during the development process and facilitates the reuse.
We focus on modeling the software part of the system and its interfaces with the electrical
and electronic (E/E) hardware. The proposed approach provides a method for identifying
and examining the dependencies among the machine functions, in order to enhance the
design and safety analysis. Furthermore, the technique allows the traceability of the safety
related elements and their impact on other development artifacts. This gives practitioners
the possibility to build evidence that the developed system is safe. The approach follows
the development process established in the industry. We use an industrial example in order
to illustrate the idea of the proposed modeling approach and assess its applicability.
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1.5 Overview

The thesis is structured as follows:

In Section 2, we explain the definitions and terms related to the main concepts in SPLE
and present the safety-related elements that are relevant for the thesis.

In Section 3, we define a search criteria that helps us find and select modeling techniques
proposed in the literature. These selected techniques are described in detail and their main
goals, notation and usage are presented. Each technique is summarized according to the
search criteria.

In Section 4, we describe the results from the conducted industrial research. This section
presents the current state of practice in managing variability in safety-critical product
lines. We describe the research methods that we have used to collect the necessary data:
interviews, tool and documents study. Moreover, the development process established in
Volvo CE is described. We explain the industrial example that is used for the illustration
of the proposed approach. In addition, the challenges that the industry is facing today,
are discussed.

In Section 5, we present the characteristics that shall be covered by a modeling technique for
variability management in safety-critical product lines, based on the conducted industrial
and literature research. We assess each method according to the identified characteris-
tics. Further, we compare the techniques and discuss their advantages, disadvantages and
alternatives for their combination.

In Section 6, we present the proposed model-based approach that aims to satisfy the
industrial needs. It follows the development process, established in Volvo CE and consists
of eight diagrams, representing different views of the systems. Each diagram is described
in detail, together with its concrete purposes, notation, elements and benefits. We explain
how the industrial challenges are met.

In Section 7, based on the evaluation criteria, we discuss the advantages of the proposed
approach and summarize how the industrial challenges are addressed, as well as the possible
areas of improvement.

In Section 8, the conducted work and the achieved results are summarized. Possible ways
for extensions and improvements are outlined for future work.
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2 Background

The machines in the construction equipment domain in general have many similarities in
the architectural structure that have the potential to be reused. However, some functions
might be realized in multiple different ways, which increases the number of possible product
configurations. These differences might be introduced on different level of development and
they might be either in the hardware or software parts of the machine. The automotive
industry, including the construction equipment domain, uses the PLE as a development
approach to model and manage the different product variants. In particular, Software
Product Line Engineering (SPLE) is used as a systematic method for the development of
software intensive embedded systems [5].

The machines from the construction equipment domain are interacting and impact on the
environment and people using them. This causes even a small failure in their functionality
to lead to possible hazards. Therefore, these machines should be carefully analyzed and
developed according to certain safety standards that propose rules, recommendations and
practices to ensure they do not pose risks which can lead to fatal consequences.

2.1 Product Lines

In [5], Pohl et al. software product line engineering is defined as “a paradigm to develop
software applications (software - intensive systems and software products) using platforms
and mass customization”.

Weiss et al. [5] propose a separation of the product line development process in two stages:
domain and application engineering.

• Domain engineering: “involves, amongst others, identifying commonalities and
differences between product family members and implementing a set of reusable soft-
ware artifacts (e.g. components or classes)” as it is defined in [6].

Software commonality defines the functions, that should be present in all members
of the product line. The functions are specified and realized in the same way in each
product. In [7] software variability is defined as “the ability of a software system
or artifact to be efficiently extended, changed, customized or configured for use in a
particular context”.

The differences are identified through variation points [6]. A variation point in a
software product line is a characteristic of the system, which may have diverse real-
ization, or may or may not be present in the different products. It can exist on all
layers of granularity of the development process – from an end user visible function-
ality, to a part of a component or an implementation of a certain algorithm. The
different realizations of a functionality are called variants [8].
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Different restrictions on the choices of variants might be possible. For example, mul-
tiplicity constrains the number of variants that can be chosen for a certain variation
point [2]. Furthermore, functional dependencies are defined between the different
variation points and their variants. The dependencies can exist between the artifacts
on the same or different development levels. For instance, there are dependencies be-
tween high level functions, as well as corresponding architectural elements on lower
level of abstraction.

The commonality and variability analysis should be done and traced on each level
of the development. The variability, which is defined on a higher level is visible for
all stakeholders, is called external variability [5]. The possibility of the customer
to choose optional functions to be included in the product configuration is an ex-
ample for external variability. On lower development levels, additional variability
is introduced, called internal variability and it is visible only from an engineering
perspective [5]. Different potential technical solutions are used for the realization of
certain machine functions are examples for internal variability.

A set of artifacts that realize the machines’ functions is developed during the domain
engineering process stage and different product configurations might be derived based
on the defined functions.

• Application engineering: In [5], Pohl et al. define the term as “the process of
software product line engineering in which the applications of the product line are
built by reusing domain artifacts and exploiting the product line variability”. The
functions that will be present in each individual product are defined. Certain variants
are chosen for each variation point. Furthermore, a subset of the developed software
artifacts is configured in accordance with the selected functions [6].

The management of commonality and variability should be supported during the evolution
of the product line. The product line evolution is related to the changes in the products
of the product line. For instance, adding or removing certain functions or changing the
concrete realization of the existing ones. The evolution influences both the external and
internal variability. The evolution of the external variability is represented by visual for
the customer changes, for instance, adding or removing machine functions, changing high
level requirements or adding new alternatives of the existing ones. The evolution in the
internal variability is represented by adding or changing the realization of the functions
on a lower level, which is not visible to the customers. For example, changing the logical
architecture or changing the implementation algorithms [5].

The evolution of the product line has time and space dimensions [5] [9]. In [9], Krueger
defines:

• “Variation in time refers to configuration management of the product line software
as it varies over time” [9]
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• “Variation in space refers to managing differences among the individual products in
the domain space of a product line at any fixed point in time” [9]

2.2 Functional Safety

Nowadays machines in the construction equipment domain are realized not only by me-
chanical hardware, but also embedded software. Because of the impact of the machines on
the environment and people, their safety of the systems must be ensured for each part of
the machine in order to prevent eventual risks. Safety is a property of the whole product
and related not only to a separate function, but also to the collaboration of the inter-
related functions and the compatibility of the included hardware and software. In [10],
system safety is defined as “a proven engineering discipline that is applied during system
development to identify and mitigate hazards and in so doing eliminate or reduce the risk
of potential mishaps and accidents”.

Mishaps and accidents are interchangeable terms defined as “unplanned event or series of
events resulting in death, injury, occupation of illness or damage to loss of equipment or
property, or damage to the environment” [10].

A hazard is an unsafe condition under which an accident can occur. It is defined in [11] as
“a state or set of conditions of a system (or an object) that, together with other conditions
in the environment of the system (or object), will lead inevitably in an accident (loss of
event)”.

A failure means that a certain component of a system does not fulfill the specified require-
ments [11] and may lead to a hazard. It is defined in [11] as “nonperformance or inability
of the system or component to perform its intended functions for a specified time under
specified environmental conditions”.

A failure is caused by errors. An error is defined as “a design flaw or deviation from a
desired or intended state” [12]. In turn, errors are caused by faults. A fault is specified as
an event or an erroneous transition that causes a state change of the system - from a valid
to an erroneous state [12].

In practice, not all possible risks can be identified and avoided, but they shall be reduced
as much as possible, in order to ensure the safety of the system. To achieve this purpose,
several safety standard are defined. They define a process life cycle and specify activities
on each process level, in order to develop a safe system. Different safety techniques are
proposed in the standards. They are used as guidelines in order to perform the defined
activities. Furthermore, constraints on the machine development are specified for each
process level. Several documents shall be provided on each development phase according
to the standards. They are used to verify that the system is safe.

There are several safety techniques defined in the literature for identification of system
hazards. One of them is the Preliminary Hazard Analysis (PHA). Its purpose is to identify
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high level system hazards, analyze their effect and possible solutions to mitigate or pre-
vent the hazards on earlier development stages. The PHA is built upon high-level design
information containing the identified functions and conceptual ideas for their realization.
Each hazard is specified by:

• the function which may introduce it;

• the causes and conditions under which the hazard can occur;

• the effects that the hazard can have on the system or its operational environment,
etc.

The hazards are further evaluated and classified according to the risks they impose on the
system. Further on, different strategies are recommended to mitigate them. [10]

The assessment of the risk that the hazards impose on the system is done based on the
following characteristics, according to the ISO 26262 standard [13]:

• probability of exposure - probability of the hazard to occur;

• controllability - the possibility of the hazard to be mitigated;

• severity - the worst effect of the hazard if it is not mitigated.

Based on the above characteristics, Automotive Safety Integrity Levels (ASIL) are defined.
The corresponding measure in the standard ISO 61508 [14] is Safety Integrity Level (SIL).
Safety related constraints for the performed activities during development are identified
from the standards, based on (A)SIL.

IEC 61508 [14] is a generic safety standard for electrical and/or electronic (E/E) safety-
related systems. In the current work we consider ISO 26262 [13], which is derived from IEC
61508 and it is specialized for the functional safety in the automotive domain. Functional
safety in the standard is defined as “absence of unreasonable risk due to hazards caused by
malfunction behavior” [13].

We use the following terms that are defined in the ISO 26262 standard [13], in order to
build a common understanding of the used safety related elements in our research:

• Hazardous event: It represents a hazard, which might occur during the machine
work [13].

• Safe state: It represents a functional state (active, passive, degraded operation,
etc.) of the system or its sub-systems, which is characterized with no unreasonable
level of risk [13].

• Safety goal: It represents a high level safety requirement, which is a result of the
conducted hazard analysis and risk assessment [13].
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• Safety mechanism: It represents “a technical solution implemented by E/E func-
tions or elements or by other technologies to detect faults or control failures, in order
to achieve or maintain a safe state” [13].

• Safety measure: It represents “activity or technical solution to avoid or control sys-
tematic failures and to detect random hardware failures or control random hardware
failures, or mitigate their harmful effects.” [13]

• Functional safety requirement: It represents “specification of implementation-
independent safety behavior, or implementation-independent safety measure, includ-
ing its safety-related attributes.” [13] It can be realized as different from electrical
and electronic technologies or external systems. They specify how to achieve a safe
state.

• Functional safety concept: It represents the “specification of the functional safety
requirements with associated information, their allocation to architectural elements,
and their interaction necessary to achieve the safety goals.” [13]

• Technical safety requirement: It represents a “requirement derived for implemen-
tation of associated functional safety requirements” [13].

• Technical safety concept: It represents the “specification of the technical safety
requirements and their allocation to system elements for implementation of the system
design”[13].
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3 State of the art on variability management techniques

This section describes the results from the study of the variability management techniques
proposed in the literature that we conducted. The purpose of the study was to identify
whether a certain approach is suitable for variability management in the context of safety-
critical product lines. The collected information was also used to identify techniques that
propose a solution, which is most appropriate and applicable in the automotive domain.

Section 3.1 describes the criteria that we created in order to help us in the identification and
classification of variability management techniques in the literature . Section 3.2 introduces
and describes in detail the proposed techniques. We discuss what are their purposes and
scope, whether and if so, how they fulfill the characteristics described in the criteria.

3.1 Literature Search Criteria

In order to guide our literature study and support the structuring of the process, we aimed
to identify what characteristics are feasible to be captured during the development of safety-
critical product lines. The selection was based on previous literature studies that outline
concepts and challenges in product line management [15] or classify different variability
management techniques [16]. This section describes the identified characteristics:

• Commonality and variability representation: We aim to understand how each
method depicts the following elements in the product line: common elements, vari-
ation points and their variants, the number of possible choices. Furthermore, we
pay attention on the representation structure the methods use, whether it is textual,
graphical or tabular description.

• Dependency representation: We consider the different types of functional rela-
tions and their meaning in the context of each method, since they specify the logical
structure of the machine. In addition, dependencies between the functions are im-
portant to be analyzed from safety perspective. We further consider, whether they
are traced through the process proposed in each technique.

• Coverage of different development layers: Variability in product lines might be
internal and external, and it is introduced on different development levels. Our goal
is to identify which process levels are covered by each modeling technique. Moreover,
we observe what kind of variability is considered and how it is depicted.

• Different views of the system: The machines in the automotive domain are char-
acterized with high level of complexity. It is accepted as a good practice to represent
the different aspects of the systems in separate views as functional, structural, behav-
ioral, etc. in order to better represent the system characteristics and analyze them.
We identify which of these aspects are covered in the examined modeling techniques.
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• Safety and quality aspects representation: Since functional safety is an impor-
tant aspect of the machines in the automotive domain, it should be carefully analyzed
during the development. Hence, we identify whether the modeling techniques are
able to visually express and trace safety elements, for example safety requirements,
hazards, safety mechanisms, safe states, etc. that are identified during the safety
analysis.

• Possibility for extension: Since the industrial environment changes rapidly, we
aim to identify the modeling techniques that are open for extensions and adaptable
to possible changes.

3.2 Product Line Modeling Techniques

Several systematic literature reviews and classifications, which present and compare ex-
isting variability management techniques [15] [16] [17] were reviewed. Variability model-
ing techniques were also searched in several electronic libraries with the key words ”vari-
ability modeling”, ”variability management”, ”variant management”, ”variant modeling”,
”model-based modeling”, ”automotive” and all their combinations. As a result possible
techniques were identified and we searched for literature sources, which describe them in
detail, with their concepts and examples. Further on, model-based techniques that are
applicable to model the systems in the automotive domain were investigated. Extensions,
which cover variability, were found for the ones not aligned with the principles of product
line modeling. The techniques were compared according to the search criteria, described
in Section 3.1 and the ones which have the potential to fully or partially cover the iden-
tified characteristics were selected. Based on their main idea, scope and methodology
for variability management, they were separated into the following groups: Feature-based,
Model-based and Orthogonal-based.

In the following sections we discuss each of the selected techniques applicable for variability
management in details and summarize their characteristics according to the criteria.

3.2.1 Feature-based Modeling

Feature-based modeling focuses on the commonality and variability of the different prod-
ucts in the SPL. It is introduced for the first time by Kang et al. in [18] and the technique
is called Feature-Oriented Domain Analysis (FODA). The domain analysis consists of three
phases: context analysis, domain modeling and architecture modeling. A feature model is
a result of the domain modeling phase and its purpose is to represent the requirements
of the products in a product line. Kang et al. [18] proposes a feature diagram, which is a
part of the feature model. It is represented through a hierarchical tree-structure where the
root node is a concept node and the leaf nodes are feature nodes. The commonality and
variability are explicitly captured in the context of mandatory, optional and alternative
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features and the relationships between them are shown by composition rules - requires and
excludes.

FODA is applicable on the requirements level of the process and the term feature is defined
as “user-visible aspects or characteristics of the domain“ [18]. The feature concept is used
and extended in the following modeling techniques where the meaning of “feature“ is also
changed according to the specific purposes.

3.2.1.1 Feature-Oriented Reuse Method

A Feature-Oriented Reuse Method (FORM) is a feature-oriented systematic approach,
proposed by Kang et al. in [1], which extends the FODA method, in order to cover the
software design phase, as well. It captures the commonality and variability in the product
line in a feature model, which is used to support the development of reusable artifacts
during domain engineering. The reusable artifacts are used to build applications during
application engineering.

The process starts with analysis of the domain, where system documents are taken as an
input. The services and techniques, which are applicable for the system realization and
used by the domain engineers, are called features. They help in communicating ideas,
problems and needs between the different stakeholders as the customers, systems analysts,
designers and developers, who are involved in this process. Depending on the stakeholders’
views about the system, the feature types may vary. Services and functions, operating
environments, domain technologies and implementation techniques should be discussed,
negotiated and further accepted by the participants, in order to create domain architecture
and components for reuse [1].

Following this idea, the features in FORM are classified in four categories separated in
four abstraction layers: capabilities, operating environment, domain technologies, and im-
plementation techniques [1]. All four categories should be covered in the domain engineer-
ing phase. A full range of features and their characteristics must be identified in order to
completely describe the system.

• Capabilities: This category represents a feature from the customer’s point of view
as a characteristic of the system. It can be either a service that the system provides,
or a specific function. It can also be a quality attribute of the system such as safety,
performance, availability, etc.

• Operating Environment: The purpose of this category is to capture the attributes
of the environment, where the system is used. For example, different hardware plat-
forms, operating systems and databases can be considered.
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• Domain Technologies: This category represents features on lower level, that are
specific for the concrete domain as automotive, aviation, web development. For
example, architectural solutions, specific technologies, etc.

• Implementation Techniques: It is on lower level as the domain technologies cat-
egory, but it is more general and not related to a concrete domain. Different pro-
gramming languages, specific algorithms, message handling and data transmission
techniques, etc. may be included as features in this category.

Features are not stand-alone as they are related to each other. These relationships should
be considered when potential product configurations are discussed. For instance, the choice
of a certain domain technology may require specific implementation technology or a cer-
tain capability feature might require concrete hardware solution. Dependencies add sup-
plementary limitations for correctness and consistency of the choices, which is crucial in
the engineering of safety-critical systems. To cover this important aspect of feature selec-
tion, FORM proposes a feature diagram that is graphical AND/OR representation with
hierarchical feature trees in each abstraction layer and logical relationships between the
layers [1]. In PLE several types of features are represented depending on how these features
are presented in the products. In FORM they are classified as it is shown on Figure 1:

• Mandatory: These features shall be added in all products of the product line. They
do not have a specific notation.

• Optional: They represent features, which can be included in some products and can
be missed in other products in the PL. They are denoted with a circle.

• Alternative: They represent a feature group in which one or more alternative fea-
tures may be chosen. They are denoted with an arc.

The logical relationships align the structure of the features. They are classified as composed-
of, generalization/specialization and implemented-by. Figure 1 illustrates the graphical
notation of FORM modeling technique. Mutual dependency and mutual exclusion form
composition rules in the diagram, which are used for consistency and completeness checking
of the selected features [1]. A textual description is also proposed in the method to give
more detailed description of the features, which cannot be graphically represented.
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Figure 1: FORM - feature types and relationships [1]

The feature model, which contains a feature diagram and textual notation, is used to derive
products and domain architecture. Architecture modeling and component development can
be represented in the sub-system, process and module models in FORM. However, they are
not in the scope of this work. More information can be found in [1].

Figure 2: Evaluation of FORM

Figure 2 displays which of the characteristics have been identified as important for the
modeling of safety-critical product lines, covered by FORM. Commonality and variability
are represented through the different types of features. The dependencies covered are hier-
archical dependencies and logical constraints or relations between the features. However,
dynamic dependencies are not in the scope of this technique. FORM captures the features
on different abstraction layers of the development process: capabilities, operational envi-
ronment, etc. Different views of the system are covered by the diverse models: feature,
sub-system, etc. Non-functional or quality aspects of the system are introduced with the
means of features. Yet, coverage of safety aspects is not proposed. Kang et al. [1] pro-
pose that the model can be extended, in order to be more suitable for the development of
applications for more specific problem contexts.

As a conclusion, we consider that the method is beneficial since it provides a complete
overview of the systems’ artifacts and their dependencies on different levels of abstraction.
It can serve as a model repository.
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3.2.1.2 Graph-based Approach

Features are related to each other and these relationships are not always hierarchical.
Therefore they cannot be modeled in a tree structure. Yuqin Lee et al. [19] propose a
feature-oriented approach for managing these dependencies in a graph structure. A feature
is defined as “a set of tight-related requirements from the stakeholders’ viewpoint” [19].
Feature dependencies are not independent, they also affect requirements’ dependencies.
Several rules for mapping of requirements to features and features to assets are presented
in [20].

The idea of the approach is to first analyze the domain requirements and create a feature
model and afterwards build a feature dependency model, represented in a graph structure.
The proposed method is used to classify and analyze domain requirement dependencies for
the effective release of member products in the PL [19].

The feature variability is represented by mandatory and variable features [20]. Mandatory
features show the common characteristics of the product line and should be present in all
products. Variable features are those features that may be present in only some of the
products and show the variability in the product line. Variable features are also classified
in different groups depending on their specific characteristics [20]:

• Alternative: If a feature set is defined and only one feature has to be chosen for a
certain member of the product line, then the features in this set are called alternatives.
The multiplicity of the set is 1.

• Mutually exclusive: It represents features in a feature set that cannot exist to-
gether in a certain product of the product line. The multiplicity is 0...1, which means
none of the features or only one can be included in the product.

• Multiple alternatives: It represents features in a feature set where at least one
feature has to be present in the product line. The multiplicity is 1...*, which means
that one or many features can be included.

• Optional: It represents a feature that can be chosen or not for a concrete member of
the product line. The multiplicity of the containing feature set is 0...*, which means
that zero or many features can be part of the product.

The feature dependencies can be classified in two main groups - static and dynamic. The
static dependencies are responsible for the hierarchical structure and static constraints
among the features on different levels [19]:

• Decomposition: It illustrates a parent-child static relationship when a parent fea-
ture is decomposed into a number of children features. The children features represent
parts of the parent feature.
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• Generalization: It is also a representation of a parent-child static relationship when
a parent feature is generalized from a number of children features. The children
features represent different alternatives of the parent feature.

• Static constraints: They represent dependencies between features on the same
level. The possible relations are required and excluded :

– Required is a unidirectional relation and it is used when one feature requires
another feature to be included in certain product.

– Excluded constraint is a bidirectional relation and it is used between two fea-
tures when they cannot exist together in a member of the product line.

The role of the dynamic dependencies is to show the operational relations and collabora-
tion between the features on a high level of abstraction. They include serial, collateral,
synergetic and change relations [19].

• Serial relation: It is a unidirectional relation between two features where one of
the features should be activated immediately after the other one.

• Collateral relation: This relation is bidirectional and represents two or more fea-
tures, which are active in parallel.

• Synergetic relation: It is used when two or more features are active at the same
time and work independently in parallel, but at a certain point during their active
period they shall be synchronized.

• Change relation: This relation represents the situations when one feature may
change another feature and this can be done in four different ways - change the current
state of the feature, change its behavior, change its data or change the code. They
are named: state change, behavior change, data change and code change, respectively,
in the Graph-based approach.

In order to support the evolution of the product line, the above dependencies should be
represented in an understandable and easy to modify way. Yuqin Lee et al. [19] propose
a directed graph for the structure of the feature dependency model. It is easy to see
the relations among the features. The concrete dependencies are shown as arrows with
eigenvalues (denoted as a byte) between the nodes [19].

As a first step a dependency table should be created which includes - source feature, type
of dependency and the destination feature. Further on, a tree structure is built for each
source feature by connecting it with its destination features, where the root of the tree is
the source feature. Isolated features are presented as root trees. A forest with feature trees
(dependency forest) is created with the specific dependency type identified on the arrow.
Mandatory features are presented as rectangles, variable features - with ellipses [19].

The created dependency forest represents only the direct dependencies between the features
in the product line member, but in most of the cases there are implied dependencies, which
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should also be modeled. The trees can be connected in a graph structure based on the
dependencies, described in the dependency table. The steps of the proposed algorithm are
shown in [19].

Figure 3: Evaluation of the Graph-based approach

Figure 3 shows which of the aspects, that are important for the management of the variabil-
ity in safety-critical product lines, are covered by the Graph-based approach. Commonality
and variability are represented through different types of features: mandatory, optional,
etc. Both static and dynamic dependencies are covered. Different development levels are
covered with the means of requirements mapped to features, which are further mapped
to assets. However, the complete concept is not explained in detail in the literature re-
sources that we found and only the rules for mapping are described. The authors of the
Graph-based approach propose a concept which consist of only one view of the system that
is strongly focused in representation of the product line using features and other possible
views are not in the scope of their research. Safety and quality elements, which are re-
sults from a safety analysis of the product lines are not explicitly captured since the main
focus of the technique is the representation of variability. The method has the potential
be extended with additional dependency types, which makes it easily adaptable to specific
industrial needs.

The Graph-based approach is useful in inconsistency checking of the features in the prod-
uct line as it represents direct and implied dependencies and possible errors become visible,
which helps to easily find them on earlier stages of the development. Furthermore, it rep-
resents the structural and behavioral aspects of the system on a higher level of abstraction.
This information can be used by practitioners as a base for building the system architecture
on a lower analysis and design level, as well.

3.2.1.3 Matrix-based Approach

Another feature-based technique, that focuses not only on the structure of the features,
but also on the dependencies, is the Matrix-based approach, which is explained in detail
in [2]. The main purpose of the method is to present the features of the product line using
two different views – a feature tree view and a feature dependency view. They represent
two different aspects of the feature modeling.

The feature tree view aims to show the hierarchical structure of the features as it repre-
sents relations as generalization and decomposition. Furthermore, UML stereotypes and
multiplicity have been added to the graphical representation of the modeling technique, in
order to represent different variability types [2].
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Features in the system usually interact with or use other features in order to perform their
tasks. The dependencies among them have an important role for the evolution of the
product line and when concrete products are derived.

Features in the product line are interconnected and interact with each other, in order to
perform their tasks. They share resources and usually specific types of dependencies are
required to be considered to achieve proper behavior of the systems. Also, the relations
have an important role for the evolution of the product line and when concrete product
configurations are derived. For example, in case of evolution new features might be added
or the existing ones changed or removed. These modifications have an impact on all
correlated features. Moreover, the feature dependencies are not only hierarchical. They
include logical relations that indicate constraints and guidelines for the configuration of
the features, when a new product is derived. The visual representation of the dependencies
helps specialists make informed decisions during the further stages of the development [2].

The feature dependency view is intended to depict the non-hierarchical feature relations.
It is organized in a matrix and a set of individual dependency diagrams. The matrix con-
tains the information about the features and all direct dependencies. Using this data an
individual dependency diagram is created for each feature. It is represented in a graph
structure where the nodes are the features and the edges are the dependencies. The indi-
vidual dependency diagram represents also the indirect dependencies between the features,
which helps in the verification of the consistency of the systems [2].

When the product line evolves, the number of features grows and the graph becomes
unmanageable, not intuitive and dependencies are difficult to manage and trace. The
individual dependency diagrams represent how one feature depends on the others, in order
to decrease the complexity and allow the specialists to focus on a concrete part of the
functionality. When a new product configuration is derived, it is easier to analyze the
relations of each feature separately and how they affect the whole system [2].

In order to represent the commonality and variability of the products, the Matrix-based
approach proposes different types of features. They can be classified in two main groups:
mandatory and variable features. A mandatory feature should be present in all members
of the product line. Variable features are depicted with <<Variant>> UML stereotype
in the feature tree diagram. The separate types of variable features can be differentiated
using multiplicity represented on the relations [2]:

• Optional feature: It may be present only in some of the members of the product
line. The multiplicity is 0..* (zero or many features).

• Alternative features: Represents a group of features where only one of the features
must be chosen for certain product. The multiplicity of the alternative features is 1
(exactly one feature).
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• Multiple alternative features: Represents a group of features, where at least one
feature must be chosen for certain member of the product line. The multiplicity is
1..* (at least one feature) [2].

The Matrix-based approach proposes the following hierarchical dependencies:

• Composition: This is a hierarchical dependency where one feature is composed
of several children features, which define different parts of the parent feature. The
direction is from the parent feature to the children.

• Generalization (Specialization): Generalization is a relationship from the parent
feature to the children features, when the parent feature generalizes the children.
The children features represent the possible alternatives for the parent feature. The
Specialization dependency has the same meaning, but its direction is from the chil-
dren features to the parent feature. In this case the children features specialize the
parent feature.

• Variation point: It represents “a decision point, together with its possible choices
(variants)” [2]. Variation points are illustrated through circle notation on the spec-
ified relation, as it is shown on Figure 4.

Figure 4: Feature types and dependencies notation [2]

Similarly to the Graph-based approach, dependencies between the features on the same
level are represented in this method:

• Requires: It represents a relationship in which one feature requires another feature
to be included in certain member of the product line.
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• Excludes: It represents the dependency between two features that cannot be present
together in certain member of the product line. None or only one of them can be
included in a certain product.

• Impacts: It represents dependency between two features, when one of the features
has an impact on the other in the process of configuration of a certain product.

UML stereotypes as <<Requires>>, <<Excludes>>, <<Impacts>> are used for the
representation of the relationships between the features.

Figure 5 shows which of the aspects, that are important to be considered by a technique for
management of the variability in safety-critical product lines, are covered by the Matrix-
based approach. Commonality and variability are represented through variation points,
variants and multiplicity of choices. The model proposes two different views: a feature tree
view and a feature dependency view. They show the logical structure and dependencies on
a higher level of abstraction, respectively. Hierarchical dependencies and static constraints
are covered, as well. However, the method is strongly focused on the static structure of the
product line and dynamic dependencies are not explicitly represented. The Matrix-based
approach is useful in inconsistency checking, since it also represents indirect dependencies
and makes the possible errors visible. Therefore, the technique is facilitate the development
on a conceptual development level. However, since the proposed views represent high level
features, they are not applicable on the lower development levels. The safety aspects of
the product line are not explicitly shown, but quality attributes might be represented
as features in the feature tree. The model can be extended with additional types of
dependencies, which might needed in the industry.

Figure 5: Evaluation of the Matrix-based approach

3.2.2 Model-based Techniques

The idea of the model-based techniques is to provide an abstract view of a system from
different perspectives throughout all engineering phases. Visual representation is used
to facilitate the creation, management and evolution of the development artifacts. A
model repository contains an abstract representation of the characteristics of the system -
requirements, analysis elements, design and verification artifacts, realization components
and their interconnections. Different diagrams with specific notations are used to visually
represent the structural, behavioral and quality aspects of the system. The model consists
of the elements in the repository and the diagrams. It is created and refined in an iterative
and incremental manner. The level of abstractions and more details are added at each
development stage [3].
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The visual representation of the information enhances communication between the stake-
holders involved in the different stages of development, evolution, maintenance and usage.
The relationships between the elements in the model repository provide the ability to
trace the system characteristics throughout all engineering activities – specification, analy-
sis, design and verification. Furthermore, this helps experts in providing evidence that the
developed system satisfies sets of requirements and conforms to certain safety standards.
Additionally, the impact of possible changes in the requirements, design or implementation
artifacts, can be easily predicted [3].

The model-based approach is suitable for the development of product lines since it enhances
the reuse through the clear visibility of information and the ability to trace specifications
to the design and implementation artifacts [3].

One of the standardized model-based approaches is Unified Modeling Language (UML) [21].
Its structure and principles have the possibility to be extended. Therefore, there are several
proposals that customize it, in order to achieve certain purposes. Each extension aim to
express the characteristics of different system types in a more specific and detailed way as
it provides additional elements to the diagrams.

Section 3.2.2.1 describes an UML extension, which is focused on modeling software product
lines on different development levels, and especially their commonality and variability [21].
Section 3.2.2.2 describes an extension to UML that focuses on “specification, design, anal-
ysis, and verification of systems that may include hardware, software, data, personnel,
procedures, and facilities” [3]. Section 3.2.2.3 describes EAST-ADL, which is “a com-
prehensive approach for describing automotive electronic systems through an information
model that captures engineering information in a standardized form” [22]. A variety of
tools is proposed, in order to support the model creation and consistency management,
which facilitate the work with the model-based approaches.

3.2.2.1 Product Line UML-Based Software Engineering

The Product Line UML-based Software (PLUS) engineering method proposed by Go-
maa [21] is an iterative object-oriented software process. It extends UML modeling ap-
proach to address the SPLE needs. The PLUS engineering method captures the common-
ality and variability during all phases in the software process within the UML modeling
elements. The method proposes multiple views of the product line which helps to avoid
inconsistencies and errors in the developed model and increases the reusability of the de-
velopment artifacts. It allows practitioners within their different areas of knowledge to
focus on the parts of the system for which they are responsible [21].

Since PLUS is characterized as a process, Gomaa [21] proposes separate phases for concrete
modeling activities. The sufficient phases for SPLE are software product line requirements
modeling, software product line analysis modeling, software product line design modeling,
incremental component implementation and product line testing. In our thesis, we focus on
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the variability management through the initiation and design of the safety-critical product
lines, therefore in this section we describe the first three process phases in more detail.

• Software product line requirements modeling

This phase is responsible for gathering information about the capabilities of the
products in the SPL. They are identified in terms of functional requirements, which
aim to satisfy the stakeholders’ needs. This phase consists of use case model and
feature model [21].

The use case modeling aims to identify and analyze in detail the functionalities of
the system, in terms of usage scenarios, as proposed in UML. In order to capture
the commonality and variability of the products, Gomaa [21] proposes stereotypes
kernel, optional and alternative for the use cases. Furthermore, a variation in one
use case is represented through variation points with extended or included use cases.

The feature model represents the functionality of the system in terms of features.
Gomaa [21] defines feature as “a requirement or characteristic that is provided by
one or more members of the product line”. The features are introduced, in order to
show the differences in the SPL products, by depicting their common and variable
parts. In order to represent the variability, Gomaa [21] proposes common, optional,
alternative and parameterized features. Feature groups combine alternative features
and define the possible number of the variants which can be presented in one prod-
uct. Dependencies between the features are expressed according to the relationships
between the use cases they correspond to [21].

• Software product line analysis modeling

The purpose of the analysis phase is to identify and analyze the elements that have to
be developed, in order to realize the system functionality, their structure and interac-
tions. This information further supports the design phase on which the architecture
of the system is built. The phase includes static and dynamic modeling.

The goal of the static modeling is to identify the SPL scope in terms of domain
entities, their structural relationships and the boundaries of the system with external
systems and hardware devices. The model is built using a class diagram proposed
in UML. Moreover, Gomaa [21] suggests specific stereotypes, in order to identify the
variability of the entities. The features, identified on the previous phase are mapped
to entities on analysis level.

The objective of the dynamic modeling is to analyze the interactions of the elements
realizing the system functionality. Diagrams for behavior modeling, defined in UML,
are used for visual representation: sequence, communication, state machine. They
are built based on the identified in the structural model entities and usage scenarios
from the use case model. In order to support SPL, Gomaa [21] proposes to either
incorporate all possible alternatives in one model with constraints and stereotypes
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expressing the variability, or build separate models for the kernel and variable parts
of the system.

• Software product line design modeling

During the SPL design modeling, a mapping is done from the entities identified
on analysis level, which describe the problem domain, to components with their
interfaces depicting the solution domain. The architecture of the system, i.e. how the
components are structured, is built with the help of software architectural patterns
and useful design practices. The behavioral and structural information identified
during analysis modeling is used as an input. Composite structure diagram, defined
in UML, is used for the representation of the software architecture. Furthermore, the
diagrams defined on the analysis modeling phase can be used to represent different
specifics of the system or its sub-system design. In order to be suitable for SPL, the
architecture of the system should be configurable. One way to realize the variability
in the products is through plug-compatible components and another way is using
interface inheritance [21].

In order to cover both the creation of SPL from scratch and that based on already exist-
ing products, Gomaa [21] proposes two processes of development: Forward Evolutionary
Engineering and Reverse Evolutionary Engineering respectively. In case of building a new
SPL, the common artifacts of the system on all process levels are identified first – kernel
first approach. Further on, the variable aspects of the products are identified and incor-
porated into the model – evolutionary product line development. The reverse evolutionary
engineering is more suitable when already existing products are merged into an SPL. In-
dividual models are defined for each product during the requirements and static modeling
phases. Furthermore, the individual models are compared and the commonalities and vari-
abilities are explicitly depicted using the kernel first approach. The evolutionary product
line development approach is used for dynamic modeling [21].

Gomaa et al. [23] further build a meta-model of the different views and the information
that they represent, together with the relations between the views. Consistency checking
rules are defined for identifying whether the information represented in the different models
is valid. In order to support the modeling of the SPL in multiple views, a modeling tool is
proposed.

In [?], PLUS has been used in order to support the modeling and development of product
lines of safety-critical systems. The approach has been found suitable, since it:

• covers all development phases,

• provides the needed for safety analysis information,

• is designed for modeling product lines,

• covers the characteristics important to be taken into consideration when an embedded
system is built.
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Figure 6: Evaluation of PLUS

Figure 6 shows which of the characteristics, defined in the literature search criteria, are
covered in PLUS. The commonality and variability of the product line artifacts, on all
development levels, are expressed through stereotypes, constraints, etc. The approach
provides the representation of static dependencies and constraints in its use case, feature
and static models. An explicit representation of the dynamic dependencies between the
features, on a higher level of the development process, is not proposed. However, the
dynamic dependencies can be found in the behavioral models, created during analysis and
design. PLUS covers all development levels, corresponding to the above mentioned process
phases. The approach proposes different views of the system. Safety and quality aspects of
the system are not explicitly represented using PLUS. The method is suitable for extension,
as it is shown in [23]. Therefore, we consider that the approach has the potential to be
extended in a way, which will make it suitable to model safety-critical product lines.

3.2.2.2 Systems Modelling Language

Systems Modeling Language (SysML), proposed by the Object Management Group (OMG)
is an extension of UML, which focuses on modeling of a system from different perspectives.
The systems are composed of interconnected hardware, software, operational environment
and people, which are working together to achieve a certain goal. Hence, a sound method
to describe all these elements and how they interact through all development phases is
needed. SysML is a graphical modeling language, which aims to support the development
of complex systems by providing means for their analysis, specification, design, verification
and validation [3].

As a model-based technique, SysML has the means to visually represent the system from
different points of view - its structural and behavioral characteristics, its building parts and
how they are related. The technique has the potential to represent the following aspects
of the system: requirements and their relationships to other development artifacts, system
structure, behavior, system constraints, mapping between the system structure, behavior
and constraints, in order to support all stages of the development process. It also provides
a diagram to summarize the structure of the system model [3].

• Model structure

In order to give an overview of the organization of the model that will be built, in
order to specify the system, a package diagram is proposed. It is used to make an
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allocation of the characteristics of the machine to the diagrams that represent them.
This helps build traceability between the different views of the system [3].

• Requirements specification

SysML considers both functional and quality requirements. They are represented
in the requirements diagram, which visually shows their description and relations to
other artifacts: requirements, design elements, and test cases. The relations ensure
traceability and help identify possible inconsistencies. The functional requirements
are analyzed in detail through examining usage scenarios that show how the operator
interacts with the system. Collaboration with external systems is also considered.
Standard UML use case diagram is used for visual representation [3].

• System structure

The idea of the system structural modeling is to depict the system architecture in
terms of external and internal elements. The external elements define its context
and operational environment. The internal elements define the conceptual and logi-
cal components that compose the system and their structural relationships. SysML
proposes block definition and internal block diagrams to represent the system struc-
ture. The block definition diagram represents more granular decomposition of the
system. The internal block diagram goes into detail and shows the exact parts of
each block and their interconnection in terms of interfaces [3].

• System behavior

The system behavior is modeled through the different abstraction levels, in order to
understand the functionality better and enhance the analysis and design activities. At
the earlier development stages, the cooperation between the conceptual sub-systems
is represented, in order to build a complete picture of the system behavior. At the
lower stages, the communication between the components realizing one sub-system
is modeled. SysML makes use of the proposed in UML sequence and state-machine
diagrams to represent the sequence of communication between the different system
parts and the possible states and transitions of the entities, respectively. The actions
performed during the execution of certain operations are depicted on an enhanced
activity diagram [3].

• Constraints on the system properties

A parametric model is proposed, in order to enforce constraints on the physical
characteristics and performance of the machine. Logical expressions are specified for
every property of the machine. They are represented by constraint blocks, that can
be shown either in the block definition diagram, or in a separate parametric diagram.
The parametric model is helpful in the analysis of potential design solutions [3].
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• Mapping between behavior, structure and constraints

As it is shown on Figure 7, SysML provides a mapping between different views of
the system. There are mechanisms to provide traceability of the artifacts of the
system: from specification, through requirements, analysis and design artifacts to
implementation components and their building blocks. There are also relationships
that provide traceability of one characteristic through the different views [3]. This
helps in building a fully descriptive and coherent model of the system.

Figure 7: Mapping between the different views in SysML [3]

The original version of SysML does not cover variability. However, different approaches
propose extensions of SysML. Others build paradigms for the design of systems by modeling
characteristics like requirements, functional and physical architecture.

An example is the approach proposed by Maga et al. [24], which is oriented towards the
industrial automation domain. It incorporates variability management mechanisms in a
SysML model. The approach focuses on the system structure and behavior on the anal-
ysis and design stages of the development. The mechanisms that are used to explicitly
depict the commonality and variability are stereotypes, inheritance and packaging. Pack-
aging is used to group separately the core and alternative elements. Stereotypes on the
structural relations are used to represent the valid configurations of variants and depen-
dencies between the choices. Inheritance is used to show different variants of one element.
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Stereotypes are proposed for expressing the type of variability on the hierarchical relations:
mandatory, optional, etc. Furthermore, in order to show dependencies between the choices,
stereotypes identifying cross relations are introduced: requires, forbids, recommends, etc.
The approach proposes variability expression in the different views of the system, in order
to provide clear and consistent models allowing traceability.

Figure 8: Evaluation of SysML

Figure 8 shows which of the characteristics are important for variability management in
the safety-critical product lines covered by SysML. As we have discussed the original ver-
sion of SysML does not cover variability representation, but there is an extension of the
approach [24] that proposes to incorporate elements depicting the variability in the SysML
models. Yet, the possibility for variability representation is not covered for all development
artifacts. There are means for the representation of static dependencies and constraints
in the diagrams representing the requirements, system structure and constraints on the
system properties. Further, additional dependencies are proposed in the extension ap-
proach [24]. SysML provides coverage of different development levels in terms of diagrams
with different levels of abstraction. Different views of the system are proposed, e.g. struc-
tural, behavioral, etc. The approach can express the quality aspects of the system in terms
of quality requirements and using the parametric model. However, the technique does not
consider the safety aspects of the systems. The approach is suitable for extension, as it is
shown in [24] and it might be extended in a way suitable to represent the specifics of the
safety-critical embedded systems, which are the focus of our work.

3.2.2.3 EAST-ADL

EAST-ADL is an Architecture Description Language used for modeling and developing
software systems. Originally, it is defined as a part of the ITEA project EAST-EEA and it
later evolves into several national and international projects. Nowadays, it is harmonized
with AUTOSAR automotive standard [22].

The combination of UML modeling techniques and precise natural language makes for
rigor and understanding. The language allows it to be fully or partially adapted in the
organizations, or it might be used as a reference for the modeling of the systems. EAST-
ADL proposes a meta-model, which defines the concepts of the approach in terms of meta-
classes and their relations.

EAST-ADL supports all development phases by defining different levels of abstraction:
Vehicle, Analysis, Design and Implementation levels. As well, the language proposes ex-
tensions as requirements, timing, variability and dependability aspects on each abstraction
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layer. Hence, the examined embedded system is complete on each level and there is a sepa-
ration of concerns. Furthermore, EAST-ADL proposes a representation of an environment
model and the development artifacts that are related to it [22].

The following paragraphs briefly describe the activities that are done on each abstraction
level.

• Vehicle Level: On this level the system is characterized by machine features and
dependencies between them. The feature view shows how the system is structured
and includes user defined functions without any realization details [22]. Different
realizations of the desired functionality are possible and these solutions are derived
and analyzed later in the development process. The features can be depicted in
a feature diagram that shows the hierarchical logical structure of the system on a
higher level of abstraction. Feature modeling is an appropriate approach for depicting
the common and variable aspects of the product line. They are expressed through
different types of features as optional and alternative. UML stereotypes are used
to illustrate the variability of the feature elements and their relations in the feature
diagram [22].

On this abstraction level, high-level requirements are specified and can be mapped
with the features using specify relation, which is defined in SysML [3]. The identified
requirements are mapped to the other development elements on the same or different
abstraction level. For instance, requirements are mapped to use cases using refine re-
lationship, or to analysis components through realize relationship [3]. The high-level
requirements are derived on the next phases where they become more technically
specific. Their connection is depicted by derive relationship [3]. These possibili-
ties facilitate the traceability of the requirements through the development process
and show more clearly the dependencies between the different views of the system.
Furthermore, the multiple views help to the variety of specialists, who deal with
different parts of the machines, to collaborate and synchronize their work. There-
fore, the benefit is that the system is completely analyzed in a consistent way from
different perspectives.

Further on, following the specified requirements, the vehicle features are mapped
to development artifacts, in order to realize the product line functions. This also
enhances the traceability of the requirements.

• Analysis Level: On this level, the abstract functional architecture of the complete
electronic system is defined from functional point of view and is called Functional
Analysis Architecture (FAA) [22]. The features identified on the vehicle level are
realized by one or more analysis functions, structured according to the functional
requirements. Features are mapped to the analysis functions following the many-to-
many mapping rule. The architecture captures the structural and behavioral aspects
of the electronic system. Moreover, functions interact with interfaces of functional
devices such as sensors, actuators and Human Machine Interface (HMI) devices on
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the analysis level. Analysis functions are further decomposed into sub-functions
according to the specified requirements [25].

Important architectural decisions which define the structure of the system and its sub-
systems are taken on the analysis phase. The proposed solutions are on a high level
of abstraction without any implementation details. The analysis functions interact
with each other and exchange data through their provided and required interfaces.
The analysis functions are considered as black boxes and the concrete realization
and technologies are not expressed. The analysis architecture can be graphically
represented though a component diagram. The analysis functions and sub-functions
are shown as components that communicate by signals [26].

The variability aspects of the product line are captured through compositional vari-
ability. The analysis functions that have different alternatives are represented as
composite components in the component diagram. They are decomposed into simple
components that represent the different variants. The composite ones are denoted by
<<Alternative>> UML stereotype. The components inside the complete electronic
function interact through parameterized signals that also vary in their number and
parameters for the different alternatives [26].

The logical structure built on this level is used for validation and verification on a
higher level of abstraction [22].

• Design Level: On this level, the analyses functions in the FAA are mapped to
the entities in the FunctionalDesignArchitecture (FDA) following the many-to-many
mapping rule. The software part of the system is captured in the LocalDeviceM-
anagers. The middle ware behavior that affects the functionality of the system is
depicted in BasicSoftwareFunctions. The design architecture considers the quality
requirements like allocation, reuse, efficiency etc. Furthermore, HardwareDesignAr-
chitecture is built and its role is to represent the hardware elements as electronic nodes
(ECUs), sensors, actuators, input/output devices and communication channels. The
hardware architecture affects the physical topology [25].

Similarly to the analysis architecture, design architecture is also represented as a
component diagram. The components represent the logical structure and behavioral
aspects that follow the specified requirements. Software and hardware components
are represented and their relations are shown by parameterized signals. On this
level, the parameters of the signals are concretely specified with their types and
scope. Variability aspects are captured again through composite components that
include the different alternatives and the communicating signals.

• Implementation level: The implementation of the embedded system is not defined
in EAST-ADL itself but it is represented using AUTOSAR elements. AUTOSAR
platform provides standardized solutions for software and hardware realization and
the final configuration. This enhances the traceability of the customer requirements
to lower level of abstraction, where they are realized [22].
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Safety aspects of the automotive systems are captured in the EAST-ADL’s dependability
extension. They are in compliance with the ISO 26262 safety standard. The safety elements
specified in the standard are also depicted in EAST-ADL. For instance, hazards are part of
the environment model. EAST-ADL gives the possibility for definition of high-level safety
requirements that can be traced through all abstraction levels. Safety requirements include
specific attributes as safety integrity level, operational state, safe state etc [27]. Functional
and technical safety concepts are built on the analysis and design levels respectively and
safety mechanisms can be proposed, in order to mitigate the identified hazards [25]. In
EAST-ADL, error model is defined as a separate architecture view, which is mapped to
FAA and FDA [22].

Figure 9: Evaluation of EAST-ADL

Figure 9 shows which of the characteristics identified in the literature search criteria are
covered by EAST-ADL. It allows the identification of commonality and variability of the
products in all development artifacts, through stereotypes, constraints, etc. The approach
provides the representation of static dependencies and constraints in its variability exten-
sion. The dynamic dependencies are not considered in the proposed feature view on vehicle
level. It represents a feature tree based on FODA [18] that captures only the hierarchi-
cal dependencies. EAST-ADL covers higher and lower abstraction levels of development,
corresponding to the above mentioned process phases. The approach proposes different
views of the system and it is suitable for extension, since it is based on UML. The quality
aspects of the product lines can be represented through the requirements extension of the
modeling approach. The safety aspects of the product lines are captured in a separate de-
pendability extension. EADT-ADL covers most of the characteristics, which we identified
as important to be modeled for a safety-critical product line and it also can be extended,
in order to achieve more specific industrial goal.

3.2.3 Other Modelling Techniques

There are other types of modeling techniques, which do not belong to the above specified
categories. The technique, proposed in the following subsection, use an orthogonal ap-
proach to represent the variability. The idea of this approach is that the places, in which
a decision should be made about the artifacts of a product, part of a product line, are
extracted into a separate model. These places are marked as variation points. The con-
crete choices are depicted as variants. The steps that have to be taken to realize certain
variability are defined using resolution rules. They serve as a link from the orthogonal
model to a domain specific model, which is representing the product line characteristics on
different abstraction levels. The orthogonal models represent both dependencies between
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the variation points and their variants. This helps in assessing the impact of a certain
choice on the other artifacts. Rules for depicting a potential product configuration are
expressed through dependencies. The visibility of the information helps in making design
decisions and considers the impact of variability during safety analysis and certification.
A benefit of the orthogonal modeling techniques is that the domain specific models should
not be changed, since a separate model specifying the variability is defined [6].

3.2.3.1 COVAMOF

Since COVAMOF is an orthogonal approach that explicitly visualizes variability in a sep-
arate view, it possesses all the characteristics mentioned above.

It introduces three hierarchical layers of abstraction: features, architectural and implemen-
tation [8]. The features layer represents variations in the requirements of the system that
are visible for the users. The architectural and implementation layers represent the choices
that are visible for the designers and developers, and realize the artifacts on the higher
levels [28].

The COVAMOF variability view has two logically separated sub-views: variation point
view, which is mainly focused on possible choices - introducing variation points, their
related variants and the relationships between them. The second view is named dependency
view, which shows the restrictions on the decisions that can be made [28].

COVAMOF [8] proposes the following types of variation points: optional, alternative,
optional variant, variant and value. Optional indicates that a concrete configuration might
have one or zero variants of the artifact, related to certain variation point. Alternative
shows that only one of the variants of an artifact related to the variation point should be
selected for a certain configuration. Optional variant defines that a certain configuration
will possess zero or more of the variants of the related artifact. Variant shows that a
certain product can have one or more of the predefined variants of the artifact. The value
type of a variation point is used to specify that the related artifact is parameterized and
certain values should be set for its parameters during product derivation [8] [28].

A realization relationship is depicted between the variation points introduced on different
development levels. It sets rules for mapping between choices on higher levels to the
different ways of realization of the variability on lower levels. It may span over the different
hierarchical layers or present a hierarchy in one layer. Its multiplicity is many-to-many, i.e.
one or more variation points on a higher level may be realized from one or more on a lower
one [28]. The realization relationship allows traceability of the possible decisions [8].

The concrete type of a variation point enforces rules for the existence of the variants related
to it. Also, the dependency modeling elements are used to express restrictions between
different variation points or the variants related to them. Quality and safety related require-
ments can be modeled as dependencies, as well [16]. There are three types of dependencies
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proposed in COVAMOF: logical, numerical and nominal. The logical dependencies define
boolean expressions and impose restrictions on the selection of variants related to varia-
tion points, like mutual exclusion of requirements. Numerical value is assigned for each
variant related to variation point, when we use numerical dependencies. The values are
accumulated when certain variants are chosen. The dependency defines valid boundaries of
the sum. A category is assigned to each variant related to the connected variation points,
when using nominal dependencies. The dependency defines which categories introduce
valid configurations [28].

The relationship between the variation points and the dependencies is introduced through
associations. They can be predictable, directional and unknown. The predictable associa-
tion type means that the influence of a chosen variant on the validity of the dependency
is known. The directional association type defines that the effect of the decision about
one variation point on the choice for another one is not fully known, but the effect on
the second after re-selection of the variant for the first can be predicted. The unknown
association defines that the effect of the choice for a variation point on the validity of the
dependency is not known [28].

When two dependencies have the same variation point related to them, a situation may
happen where the choice of a variant has a positive effect on one of them and a negative
on the other. In COVAMOF we can model interactions between dependencies. They
define rules for resolving the conflicts when choices for the variation points are made.
For instance, the order in which the decisions should be taken can be an example for
dependencies interaction [28].

Figure 10: Evaluation of COVAMOF

Figure 10 shows which of the characteristics that are identified to be important for a
technique for modeling safety-critical product lines are covered by COVAMOF. COVAMOF
represents variability through variation points and variants. However, since the technique
is strongly focused on variability, the common artifacts of the products are not depicted.
Different types of static dependencies are proposed, but there is no explicit definition
of dynamic dependencies. Variability is covered in the artifacts on different development
levels. Two views of the system are proposed - variability and dependency. Quality aspects
of the system can be introduced through dependencies. However, the explicit representation
of safety aspects is not in the scope of the method. COVAMOF has the possibility to be
extended with new types of dependencies or they can be customized based on the industrial
needs. COVAMOF can be used to extract the variability of the system. It also can be
mapped to an already existing model of the system, which represents features, architecture
and implementation components.
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4 Industrial Context

4.1 Industrial Research

During the study course, a number of informal interviews were conducted with specialists
in different areas of the development of safety-critical construction equipment machinery.
Further, documents produced during the development and a tool for management of the
information were investigated. Challenges that the industry is facing when managing
variability were identified. In addition, presentations and workshops were held in order to
get feedback about the obtained results. In the following paragraphs, we describe in more
details how the above mentioned research activities were performed.

4.1.1 Interview study

The purpose of the interviews was to get familiar with the development process at Volvo
CE and the main responsibilities of the practitioners with different qualifications and expe-
rience. The questions aimed to give us better understanding about what kind of variability
exists, how it is managed during the development phases in Volvo CE and how it affects the
safety aspects of the products in the product line. The main topics that we were interested
in are:

• How the variability is managed on the different levels of the development process?

• How much of the common functionality is reused from the previous generations and
what is the process when a new product is derived in the evolution of the product
line?

• How the impact of one machine function to the others is considered, especially in
cases of adding, changing or removing functions?

• The process of development of a new product line and how the possible capabilities
and technologies that can realize them are chosen and analyzed from safety perspec-
tive?

The conducted interviews were informal, however a list of questions was created for guid-
ance. It is presented in the Appendix.

In order to understand fully the information flow we talked to a process expert. We got
useful information about the structure of the process and how the practitioners in the
different technological areas collaborate, in order to synchronize their work. We were
also introduced to the required and produced documents for each development phase and
how they are used by the different specialists. Later, we interviewed practitioners with
experience in a variety of machine projects and knowledge in different areas, in order to
understand what specific activities are performed on each development level.
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The requirements specialists, whom we interviewed, are responsible for the management
of information regarding the functions, that are realized through electrical and electronic
solutions. They define requirements for the new functions. Furthermore, they check for
validity and consistency with the requirements of the reused ones. The variability in the
functions is introduced by parameters, which are referred in the requirements. There
are different types of requirements, depending on their purpose, for instance, functional,
quality and safety requirements. The above information is managed with the help of a
special tool, customized for the needs of Volvo CE. Further in the report we refer to that
tool as the requirements management tool. The practitioners explained us how to use it,
in order to obtain information about the products.

The architects, whom we interviewed, deal with the structure of the embedded systems
realizing part of the functionality of the products. They decompose the systems into sub-
systems and components. The components communicate with each other through signals,
that carry various information, such as values read from sensors, calculated results, the
predefined parameters, etc. During the process, the parameters are specified with more
technical details. Furthermore, there are dependencies between the parameters of the sub-
systems that collaborate with each other in order to realize a complete function. When
building the architecture, practitioners use different guidelines and patterns in order to
satisfy the quality requirements. They take into consideration the constraints imposed
from a safety perspective and relevant design solutions proposed in the safety standards.

The developers, whom we interviewed, aim to realize the software functions according to the
specified detailed requirements. The components are realized by lower level implementation
functions. The variability is controlled by variables in the source code corresponding to the
parameters defined in the requirements. They determine which part of the implementation
should be executed. There is a core platform with common functions that are reused. It
contains functions for communication with the different electrical and electronic elements,
and functions allowing them to work with the communication channels. The developers
reuse as much as possible of the functionality which has already been realized.

The configuration and change management specialists, whom we interviewed, deal with the
possible machine configurations. They work on a high conceptual level. The differences
in the characteristics of the machines are also represented through parameters. Each
machine has a default configuration that can be changed on after-market, according to
predefined rules. When a new optional function is introduced, a change request is made
and a new parameter is introduced. All changes in the functions, the related parameters
and the dependencies are held in a product road map. The change management team is
responsible for ensuring that the new functionality is compatible with the already existing
one.

Since the safety aspects of the product line are considered at each development phase,
we also talked with safety experts and discussed with them the impact of the variability
on the safety analysis. In particular, they explained to us which safety standards should
be followed, in order to certify the machines in the construction equipment domain. The
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standards impose rules and requirements on the functions and the development process.
There is variability in these constraints depending on the machines’ characteristics. The
specialists showed us the techniques for safety analysis used in Volvo CE and the artifacts
that shall be provided at each stage of the product development. Further, they informed
us that the safety related artifacts developed for previous generations of the machines are
reused.

We asked all the specialists questions regarding what difficulties they have today and how
they deal with them. These are further described in Section 4.4.

4.1.2 Requirements management tool

Nowadays, practitioners use a requirements management tool to manage the machine spec-
ification and documentation for all machines in the product lines. The tool, which is used
in Volvo CE, has the following characteristics:

• The tool supports the whole model-based development process: from high-level re-
quirements, through analysis to design level components in the architecture;

• The tool is customizable. It gives the possibility to structure the information about
the products according to the industrial needs. For instance, there are no rules and
restrictions whether all machine models and generations shall be in one project or in
separate ones;

• The tool has the possibility to represent both the E/E hardware and the software of
the systems.

Volvo CE uses the requirements management tool for representation of the embedded soft-
ware part of the machines with its related E/E hardware. It applies the EAST-ADL model
for representation of the system. The logical separation of the information represented in
the tool follows the development process proposed in EAST-ADL.

During the study of the requirements management tool, we focused on the following as-
pects:

• the scope of the information that is represented;

• the structure of the information for the different machine types, generations and
models;

• the information that is considered during the development of the embedded systems
in the machines from one generation of a product line;

• the characteristics which specify the machine functions on each level of the develop-
ment process;

• the representation of the commonality and variability of the machine functions;
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• the representation of the safety aspects of the machines in a product line;

• the ability to trace the information through the development artifacts.

In order to conduct the study, we focused on the representation of one product line: for
a Wheel Loader (WLO) machine project which is described as an industrial example in
Section 4.3.

The result of the study allowed us to build a more complete picture of the process fol-
lowed in Volvo CE. The information gathered in the different phases of the development
is represented in terms of interrelated elements, depicting the capabilities of the machines
in a product line as long as their conceptual and concrete implementation which is split
among various components. Each element is specified by a set of requirements that are de-
rived with more technical details through the process. The complete picture and concrete
elements are described in detail in Section 4.2.

During the study, the following types of variability in the machines from the automotive
domain were identified:

• variability in space, which is expressed in the different machine types;

• variability in time, which is represented in the different machine generations for one
machine type;

• variability in space for one machine type, represented by the different machine models
in one generation.

The variability in the machines is captured not only through different values of the parame-
ters for each machine model, but also by diversity in the requirements for each development
artifact. On a higher level of the development process, the variability among the machine
models is depicted through different functions. On a lower level, it is represented by distinct
communication signals between the implementation components.

In order to build a bridge with the process for ensuring the safety of the developed products,
the tool represents the criticality level (SIL, ASIL) of each safety-critical function which is
defined in the tool. The safe states and safety mechanisms are propagated through error
handling strategies, which are represented as requirements in the tool.

4.1.3 Documents

We investigated the machine specification, which presents the machine capabilities in terms
of high level requirements. It further contains the different machine models. The variability
of the functions is depicted through optional functions and/or different variants of one
function.

We investigated safety standards, relevant to the development of machines from the auto-
motive and construction equipment domain. Our aim was to understand what activities
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shall be executed on each phase of the development process and what are the related deliv-
erables. Furthermore, we studied how these activities are performed in Volvo CE, in order
to comply with the safety standards. The safety aspects of the product line are managed
through the requirements management tool and a set of documents for each function. The
documents and tool include information about the possible hazards, safety goals, func-
tional and technical safety concept. The safety goals correspond to the safety requirements
depicted in the tool. Further, there is a link to the corresponding document with the PHA
for each safety-critical function.

There are separate documents specifying the E/E hardware parts.

4.1.4 Workshop and presentations

Based on the collected information about the established development process and chal-
lenges that the practitioners meet today, we identified important characteristics that shall
be considered in order to enhance the development of the safety-critical product lines. We
refined the criteria, described in Section 3.1 and added newly identified characteristics from
the industrial research in several iterations.

We selected the modeling techniques, which can respond to the industrial needs. Further
on, we prepared presentations in Volvo CE, in order to present our results. Process special-
ist and safety experts, who work on different projects, participated in the presentations.
We presented the main idea and purposes of each modeling technique. In addition, we
discussed the advantages and disadvantages of each method, what can be achieved with it
and what aspects are not covered. We used industrial examples to illustrate each modeling
technique. The purpose of the presentations was to get feedback about the feasibility of the
techniques from the practitioners’ point of view. The experts commented on the presented
modeling approaches and gave us examples where these techniques can be applied. The
information was further used to create evaluation criteria that we used to compare the
variability modeling techniques, found in the literature. It is described in Section 5.1. Fur-
ther on, we evaluated the methods and developed several ideas how they can be combined
and extended, in order to develop an approach for modeling variability in safety-critical
product lines.

After we developed a preliminary version of our modeling approach, we pursued a work-
shop and a final presentation, in order to receive review comments from the practitioners
and validate our results. We presented the industrial challenges, that we address in the
approach, and how exactly we achieve this. To illustrate our ideas and purposes, we pre-
sented an industrial example that shows the variability and safety aspects of the models
of certain machine type.
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4.2 Development process in Volvo today

The development process in Volvo Construction Equipment is separated in sequential
phases. Certain development artifacts are used as an input for each phase. They are
further analyzed and processed. The produced results are used in the following process
levels where the information is further detailed and refined.

Vehicle functions and capabilities of the machines are defined on Machine level. Further,
the identified functions are distributed in different technological areas, called technology
platforms, depending on their specifics: Hydraulics, Transmissions, Engine, Electrical and
Electronics (E/E), etc. In the current work, we focus on the activities performed in the E/E
technology platform. The process phases in E/E technology platform correspond to the
abstraction levels, defined in EAST-ADL (Vehicle, Analysis, Design and Implementation),
which are described in Section 3.2.2.3. They are customized according to the industrial
needs. The information, which is defined on vehicle level in EAST-ADL includes high
level functions and related to them requirements, which are defined on Machine level
and E/E System Definition level in the development process followed in Volvo CE. The
analysis and design abstraction levels in EAST-ADL correspond to those defined in the
E/E technology platform. The following section describes the process phases established
in Volvo CE in more details, with focus on the variability and safety aspects that are taken
into consideration on each phase.

4.2.1 Machine Level

On Machine level the top-level functions (in this work functions and features are inter-
changeable) that characterize the vehicle are defined according to customers‘ needs and
machine purposes. They are related and interact with each other, in order to achieve the
system goals.

Specialists who work on that level create a document called machine specification that
describes all machine functions for the products in one product line. The document contains
a short description for each function from customer‘s point of view, together with a list of
prioritized functional and quality requirements.

Some functions might have different conceptual realizations, which is depicted through
separate entities in the machine specification. For instance, the steering of the machine
can be realized through a steering wheel or steer-by-wire system. Both variants are used
for the same purpose - machine steering, but they have completely different hardware and
software solutions. Some functions are mandatory for all products in the product line,
others are optional and can be included or excluded in the machine during configuration.
There are also alternative solutions for the same functionality, which exclude each other
and cannot be part of the same machine model. Respectively the high level requirements,
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which are specified for each function, are different. These high level constraints impose
rules on the possible machine configurations.

The realization of the high level machine capabilities is distributed between the technology
platforms, specializing in certain area of the development of machines in the construction
equipment domain. Concrete interfaces are identified between the technology platforms,
since they realize different parts of one functionality or separate functions, which interact
with each other.

A risk analysis is conducted when new functions are added to the machine. From a safety
perspective, this is needed in order to identify possible hazards that can occur. They
might be caused by a failure in the work of a single function or the collaboration of two
or more functions. On Machine level, the safety experts perform PHA for each function.
The criticality level of each function is identified based on the severity, frequency and
possibilities to avoid its related hazards. Based on the characteristics of the machines, the
safety-critical functions might vary in their criticality level.

Mitigation strategies might be proposed on Machine level in order to avoid or reduce
the criticality of the hazards. There might be solutions for hazard mitigation from the
different technology platforms. New hardware facilities, software solutions, or both can
be introduced, in order to reduce the criticality level of a certain hazard. To achieve this
purpose, the different technology platforms shall synchronize their work. Furthermore,
the solutions proposed by a certain technological area might not be able to reduce the
criticality level to the satisfactory level defined for the function, alone. Then additional
solutions are proposed from another technological area, in order to further decrease the
criticality level. This information is described in a document defined on Machine level,
which is called Safety Concept.

The mitigation strategies might differ depending on the machine characteristics and oper-
ational environment. For instance, if the vehicle is used on a public or a construction road,
the hazards that might occur and their impact can be different. On a public road, the
possibility of interaction between the machine and other vehicles or people is bigger than
if it used in a dedicated construction site, which is cleared by side obstacles and where
bystanders are informed.

4.2.2 E/E Technology Platform

In this technological area, each function is considered separately through the different de-
velopment levels. The machine functions, which are going to be realized with the means
of E/E technological solutions, are first translated to End to End (E2E) functions. The
E2E functions define a conceptual idea for the realization of the machine capabilities. In
particular, they describe the complete behavior of the machine in relation to a certain ca-
pability in terms of sequence of events from a user request to an effect through an actuator.
Thereafter, on the analysis level, the E2E functions are grouped logically into more detailed
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analysis functions without any implementation details. Their interactions are identified in
order to build the functional architecture of the system. For instance, one function needs
certain data as an input from another function. More technical characteristics and real-
ization details are added on design level. On this level, the analysis functions are mapped
to software components, which define control logic or interfaces with the E/E hardware
components.

4.2.2.1 E/E System Definition Level

The E2E functions represent user visible features, that are realized in order to realize the
functionality of the machines in a product line. They organize the machine capabilities
based on their purpose and interaction. One machine function may be realized through one
or more E2E functions. Each E2E function represents a sub-system of the vehicle, where
a sub-system is a logically separated part of a system, which realizes certain functionality.
Each sub-system is described through its goals, usage, behavior and its relations with other
sub-systems, which are realized by E/E or other technology platforms. These interactions
comprise the logical architecture of the machine, which describes the responsibilities of the
sub-systems and the information, which is exchanged.

Each E2E function is described by a set of requirements, which define the functionality
from the user point of view. They are a key factor for the next development phases
and for communication between all stakeholders. Further on, the requirements define
the possibilities for configuration of the machine functions. The requirements are further
specified by use cases, which describe the scenarios of interaction between the operator
and the machine.

The variability of the product line is captured in the E2E functions. They might be
optional for some machine models or represent different variants of the same function.
One function can be specified by different requirements for the different product versions.
Some of the requirements might be optional for certain E2E functions. Some variability
aspects are visible for the customers (external variability), while others are introduced by
the engineers in order to define constraints on the system and are not explicitly shown in
the product configuration (internal variability).

On E/E Functional level, the goal of the safety analysis is to identify critical functions and
to define a fault safe behavior for them. Safety goals and safe states are derived and lay the
foundations of the Functional safety concept. Moreover, safety requirements are specified.
According to them, new functions and design constraints on the realization are introduced
in order to mitigate or prevent certain hazards. For instance, possible safety solutions are
monitoring and hardware or software redundancy. They are in compliance with the results
from the conducted safety analysis and are based on practitioners’ experience and solutions
from previous generations of the product line.
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Additional requirements, based on functional safety standards, are taken into consideration
in the safety analysis and development on E/E Functional level. These requirements also
vary depending on the function, machine characteristics, machine type, machine usage and
operational environment.

4.2.2.2 E/E System Analysis Level

On Analysis level, analysis function model (or complete analysis function) is built for each
complete E2E function. On this development stage, the provided analysis functions are ab-
stract and not dependent on the implementation, which makes them highly reusable. Each
analysis function model is described by its containing analysis functions and functional
devices.

• Functional device:

Functional devices define an interface between the EnE system and its surroundings.
They represent abstract sensors or actuators that are used for interaction with the
physical environment, as well as communication with external tools. On this level,
only the need for a certain functional device is defined, without any concrete imple-
mentation information and details. The exact sensor or actuator, which shall realize
the functional device, is specified during the hardware allocation process, which takes
place on Design level.

HMI functional device is a special type of a functional device that aims to define
interface with the operator. HMI might be realized by inputs and outputs from the
instrument cluster as lamps, telltales and warnings, but also as inputs coming from
the display menu.

• Analysis functions

Analysis functions show the logical decomposition of each E2E function. They define
control logic which describes the behavior of the concrete part of the function in terms
of input and output data and corresponding strategy for processing the information.
The input and output data represents the communication with functional devices
and other analysis functions and it is expressed in terms of signals.

Furthermore, the interfaces of each analysis function to development elements from the
other technology platforms are described in more details. However, each complete analysis
function is designed as an independent sub-system and considered as stand-alone. The
dependencies and integration aspects of the different analysis function models are not
considered on this stage, which might lead to late discovery of conflicts and inconsistencies
in the collaboration of the functions.
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Requirements are defined for each analysis function and functional device and they specify
the functionality from input to output. They interpret and formalize the customers’ re-
quirements for the E/E systems and are derived from the ones defined on E/E Functional
level. Each requirement is described by its functionality, behavior based on the received in-
formation, properties that shall be fulfilled, related parameters and additional information,
if needed.

The functional variability is managed by means of different parameters. They indicate if
a certain function is included or not in the product, or they define other characteristics of
the machines. Parameters are different between the different machine models. They are
passed through the communication signals. There are external and internal parameters.

• External parameters are used to define the differences of the machines depending on
their type and size. Some of the parameters have predefined values, which are set
once in production and cannot be changed any more. Some of the parameters are
used for reconfiguration after production and market. Others are used to store data
with the purpose of monitoring of the machine performance.

• Internal parameters are used for fine tuning of the machine functions and persisting
states and values. They are defined by the engineers and used only internally for the
implementation purposes. After once being defined, they cannot be changed through
the configuration tool, used on after-market.

Furthermore, the variability of the functions may be introduced with differences in the
requirements or distinct communication signals between the components.

From a safety perspective, the goal on this level is to define safety measures, which represent
activities to avoid, control or mitigate the hazards related to a certain function. The
safety measures are formally described by functional safety requirements, included in the
functional safety concept document. They define how the safety goals which are identified
on the E/E Functional level will be achieved in compliance with the machine characteristics
and the architectural design.

4.2.2.3 E/E System Design Level

On Design level a functional design architecture is built. It comprises of E/E hardware
and software components, which interact with each other to realize concrete system func-
tionality. The goal on this level is to define in detail the realization of a certain function.
Concrete components are identified and specialized by detailed requirements, together with
their provided and required interfaces expressed in terms of signals. Furthermore, interac-
tions with other functions are taken into consideration and the physical allocation of the
elements is determined. The architecture is built in accordance with constraints defined
from a safety perspective. Furthermore, the concrete realization of the identified safety
mechanisms, failure detection and prevention strategies is defined. The functional design
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architecture may group more than one E2E and respectively complete analysis function.
This is done in order to assure cohesion, as these sub-functions have common interfaces,
communication with the same hardware elements and similar purposes. Still, separate
functional design architecture may be defined for part of a complete machine functionality
for separation of concerns, loose coupling or because of safety reasons, which are identified
and analyzed on the previous levels.

The elements that describe the functional design architecture are as follows:

• E/E Hardware components: They specify the concrete sensors, actuators, relays
with their characteristics and the signals that they receive or produce. For each E/E
hardware component a conversation table is built with conversation of the provided
analog digital input to engineering values, understandable for the Sensor Actuator
Software Components (SASC).

• SASC: These software components are developed in order to provide an interface
to the E/E hardware elements. They correspond to the functional devices that are
defined on Analysis level. These components define the boundaries in which the
communication signals are considered as correct and the conditions under which
they are considered as erroneous. This data is used for diagnostics. The software
components first check if the received information is correct and after that process
it.

• Software components: They are intended to realize the functionality of the anal-
ysis functions or HMI functional devices identified on Analysis level. Each software
component is characterized through its required and provided interfaces. Further-
more, requirements define how the input information is interpreted and processed
and what the corresponding outputs are. The software components which realize
HMI functional devices specify the conditions under which certain symbol or alarm
should be displayed to the operator.

• Interfaces between the different components: The communication between the
above specified components is realized in terms of signals as we have already men-
tioned. The information which is carried through the signals is concretely specified
on Design level.

• Requirements: They describe the responsibilities of the components defined on this
level with concrete technical details. In particular, the expected values of the signals
are defined, as well as calculations that should be executed in order to produce the
output signal for each component. On Design level the functional safety require-
ments are further specialized with technical aspects and form the technical safety
requirements. They define what safety mechanisms should be realized to assure the
correct work of each component. Concrete strategies are defined for detecting and
preventing possible failures in the components.
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• Allocation of components: It defines the mapping of the software, hardware
and SASC components to the ECUs. The allocation of the software and SASC
components is done through configuration parameters with concrete values that are
included in data sets. Scheduling of the tasks executed by each ECU is performed
taking into consideration the shared usage of the communication channels and the
constraints defined from safety perspective.

The variability on Design level is introduced by separate components implementing the
distinct variants of certain functionality. It might be represented also through difference
in the logic defined in the detailed requirements for each component, which is controlled
by parameters. The parameters on this level are mapped to the ones defined on Analysis
level, but they are technically specified with concrete values.

From safety perspective, a technical safety concept is created. Analysis of the possible
failures of the components is conducted and the hazards to which they can lead are iden-
tified. Concrete safety mechanisms are introduced, in order to prevent or mitigate the
risk of failures in the components. The realization of the safety mechanisms might be de-
composed into different software and hardware solutions, which is specified into technical
safety requirements. The technical safety requirements comply with the identified prelimi-
nary subsystem architecture, the developed functional safety concept and the results of the
conducted analyses. Techniques and constraints on the implementation of the technical
safety requirements are taken from the safety standards.

4.3 Industrial Example

To better illustrate the industrial problems, defined in Section 4.4 we use an assumed exam-
ple from the Wheel Loader (WLO) product line, taken from the construction equipment
domain. We focus on the WLO steering functionality and in particular a hypothetical
Comfort Drive Control (CDC) function, realized through steer-by-wire technology. The
example is based on the one presented in detail in [?]. Furthermore, we use the industrial
example to illustrate a proposed approach for variability management in safety-critical
product lines, which is the result of this work.

The purpose of the CDC Function is to increase the comfort and productivity of the
operator’s work. It is easy to use, requires less movement and allows the operator to focus
on the main work of bucket loading or pallet handling.

The WLO machine specification describes the targeted characteristics of the WLO product
line. Among others, the steering feature is described with its possible implementations,
where Steering by steering wheel is standard for all product line members. The customers
can choose the feature CDC in two different versions either with left-right steering lever,
or with joystick steering. These versions are alternatives and cannot be included together
in one product. The lever is used only for left and right steering of the machine. The
joystick can also control the forward and backward movement of the machine.
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A PHA is conducted to identify potential hazards for all features of the WLO product line.
As an outcome of the PHA, the CDC function has been identified to be safety-critical.
Accordingly, both the alternative versions are safety-critical as well, which requires clear
development strategies to achieve functional safety and compliance with the standards.

Further on, on E/E Functional level, the specialists analyze the possible ways of realizing
the CDC Function and build the development concept which is displayed in Figure 11. The
CDC Function is realized by the E2E function CDC Steering. Since the CDC Function is
safety-critical, CDC Supervision E2E function is introduced as a safety measure, in order
to monitor the work of the CDC function.

In order to activate the CDC Function, first the armrest with the mounted lever or joystick
must be put down and then the activation button must be pushed. The CDC Steering
detects the operator‘s request of the lever or the joystick position and calculates the steering
direction and speed after the request. Furthermore, it sends signal to the hydraulics system
that, in turn, controls the steering.

A multilayered safety concept is applied, which covers several critical aspects. The CDC
should only be activated in working phases and it is not aimed to drive the machine for
longer distances. The activation request from the operator is detected and it is checked if
the predefined conditions are fulfilled before the CDC activation. One constraint on the
usage of the function is that the speed should be within a certain range in order to be able
to activate the CDC. Therefore, the range of the machine speed is specifically defined in the
configuration of each machine model. The CDC Supervision monitors the CDC function
and checks if the operator’s request of the lever or the joystick position corresponds to the
output steering from CDC function. In case of an error the monitoring unit informs the
operator and activates the error handling mechanisms that comprise in interruption of the
CDC function. The status of the CDC function may be checked by a Service tool.

4.4 Industrial challenges and needs

The machines in the construction equipment domain are very complex and usually many
distributed teams are involved in the development process. Hence, the information is
distributed in documents created by different teams. This creates problems in information
management and communication.

In order to cope with these problems and increase the reuse, the practitioners envision
creating a configurable architecture for the whole product line, which contains all common
and variable functions of the machines. The possible variants should be considered early
enough in the development process, in order to prevent identification of incompatibilities
on later stages, where they are more expensive to handle. From safety perspective, the
safety case should consider all variants in the product line in order to ensure that the
possible configurations are in compliance with the safety goals. When a certain product is
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Figure 11: CDC Conceptual Diagram
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configured, only the related parts from the evidence would be taken to build a customized
safety case. Currently the practitioners find difficulties to achieve this goal.

As a result of the industrial study, we have synthesized the below described aspects that
are important in the development of safety-critical product lines, but still challenging for
the practitioners today.

• Explicit representation of the variability.

The growing complexity of the machines and the distributed development imposes
difficulties for practitioners to identify and manage the commonalities and variabili-
ties of the machines. The different machine types are analyzed separately both during
the development and in the process of ensuring their safety, even if they have many
commonalities. Therefore there are different solutions for similar functionality. Ad-
ditionally, functions with minor differences for the different models are represented
separately. This hides the variability aspects and makes difficult the identification of
elements that can be reused.

The existence of variability in the machines immensely introduces variability in the
analysis and solutions developed while ensuring their safety. Depending on the char-
acteristics of the machine - size, functions that are included or not, usage and op-
erational environment, the conditions that may lead to a hazardous state may be
different, the severity of the hazards may also be different and they may or may
not impose risk. For instance, we assume that a function is optional and it inter-
acts with other functions, which are safety-critical. If their relation is not analyzed,
different hazards may occur if the function is included or not in a certain product
configuration.

The criticality of the functions may also differ. For instance, certain function may be
introduced in machines with different sizes. The hazards related to it are of differing
severity based upon the size. Nowadays, practitioners do not take these aspects into
consideration. So, one function which is present in machine models with different
sizes has the same criticality level.

Mitigation strategies are identified based on the highest criticality level and the com-
mon technical characteristics of all models in a certain group of machines. However,
it may be beneficial to introduce different solutions for machines with variable char-
acteristics, in order to provide the most appropriate and cost effective solution for
each machine.

Furthermore, the safety analysts should consider the optionality of the mitigation
strategies in order to assure that the hazards are mitigated in all derived configura-
tions. For instance, we assume that a new function is introduced in order to prevent
certain hazard, but this function is optional for some machines. If the function is
not included in a certain machine configuration, the hazard is not mitigated. Thus
another solution should be introduced to ensure the safety of the machine.
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The explicit representation of the variability in the hazards and its relation to the
machine functions would help in establishing reusable safety patterns, which relate
certain risk with mitigation strategy. This may help in product line evolution, when
new functions which have similar hazards or contribute to already existing hazards
are added. The safety mitigation strategies, or even safe functions, may be reused or
changed accordingly to prevent risks.

• Explicit representation of dependencies between the functions.

Industry today finds difficulties in the management of the dependencies between
functions. When new functionalities are added, direct and indirect dependencies
may be introduced between them. The dependencies between the functions help in
allocating them to different components and building the logical architecture of the
system. If they are not identified on earlier stages of the development, there may be
problems in the provided design solutions. The identification and correction of the
problems on later development stages is more difficult and costly because the level of
detail and complexity grows. Therefore, the changes that need to be made in order
to fix the problems are more.

Early identification of dependencies helps to the validation and verification experts
to identify test cases or eliminate ones that are not possible due to the configuration.
For instance, if two functions exclude each other, i.e. only one of them may be present
in a certain machine configuration, a test case covering both of them is not required.

Nowadays, the safety experts analyze the machine functions separately and thus, they
find difficulties to determine the impact of the variability and functional dependencies
on the safety aspects of the system. In particular, possible hazards introduced due
to the collaborative work of features are hardly identifiable at early stages of the
development as well as possibilities for propagation of a systematic failure in one
function to its related functions.

It is important to represent also the dependencies with functions realized in other
technology platforms. This will support discussions about the distribution of hazards
mitigation among all technology platforms, which take place on Machine level. The
practitioners should decide in which technology platform a certain hazard is more
feasible to be mitigated. However, nowadays, they find difficulties in performing this
task, as the relevant information is not clearly defined in an unified way.

• Traceability of information on each level.

Variability in the development and safety elements can be introduced on different
levels of the development process and variable elements identified on higher level of
the development process affect those on a lower level. The lack of visual represen-
tation and traceability of the variabilities and dependencies between the functions
makes it complicated for practitioners to analyze the impact of adding new functions,
technologies or realizations of mitigation strategies.
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In particular, the variability in the functions defined on higher level shall be traced
to the parameters which represent it on lower levels of the process, in order to allow
the configuration of new products. Today, practitioners find difficulties in tracing
the dependencies between functions to dependencies between the parameters that
configure them. Thus, in order to be aware that all configurations are valid, they
should be tested. Traceability of the functions and their dependencies to the param-
eters will allow practitioners to make informed decisions during configuration and
test derivation.

Tracing the dependencies of the safety-critical functions is sufficient in defining ar-
chitectural constraints and developing safety strategies. For instance, let us assume
that two functions work in parallel, one of them is safety-critical and the other is
designed to monitor its performance. This behavioral dependency suggests that the
two functions should be deployed independently, in order to ensure that failure in the
component executing the first function will not prevent the second from signaling for
the failure.

• Collection and unified representation of all relevant information.

Practitioners find several difficulties related to the distribution of the information:

– The high level machine functionality is defined in a machine specification, as we
have described in Section 4.1. The development of the functions that are realized
in the E/E technology platform is traced in the requirements management tool.
For instance, the function steering with CDC, defined in Section 4.3 is first
defined in the machine specification. Its conceptual E/E realization is described
through the CDC Steering and CDC Supervision functions on E/E System
Definition level. There is no direct link between the function defined on Machine
level and its representation as E2E functions on E/E System Definition level.

– Since part of the functionality in the machines is realized through embedded
systems, consisting of collaborating software and hardware, practitioners need
an explicit representation of the relations between the functions and the hard-
ware and software elements that realize them. Currently, the information is
distributed into different documents and the requirements management tool,
therefore some information might be missed which could causes inconsistencies
and errors.

Therefore, the practitioners need the functionality of the machines in the product
line, the corresponding development elements with their variability aspects and de-
pendencies to be expressed in one place and to be explicitly traceable in order to
ensure that all relevant information is considered during the development.

Furthermore, in order to facilitate the work of the engineers, the decisions that they
make from a safety perspective, should be explicitly visualized. This will help to
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make and keep track of choices and to extract information needed to build evidence
for compliance with the safety standards.
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5 Analysis

This section describes the analysis that we have conducted based on the information gath-
ered during the literature study and the industrial research. First, the characteristics that
a comprehensive modeling technique should possess were identified. They are presented
in Section 5.1. Further, we discuss whether the examined variability modeling techniques
identified in the literature cover these characteristics. The idea of the analysis is to iden-
tify whether an appropriate method for variability management in safety-critical product
lines already exists. In Sections 5.2 and 5.3, a comparison and discussion of the solutions
proposed in the modeling techniques is presented.

5.1 Modeling approach requirements

The characteristics were synthesized based on three sources:

• The literature search criteria, described in Section 3.1, that is used to search and
classify the modeling techniques.

• The industrial needs, presented in Section 4.4, as the goal is to find an approach that
is able to meet them.

• The development process used in the industry as the approach should be able to
support the actions executed on each phase.

In this section, we are presenting the characteristics in more details, together with the
reasons why certain characteristic is important.

• Commonality and variability representation

There should be a possibility to visually represent and trace the commonality and
variability in the product line functionality throughout all related artifacts created
during the development, namely requirements specification, design decisions, archi-
tectural decisions, safety related artifacts and hardware and software components,
realizing the functionality. This will allow the practitioners to handle the complexity
in the development and make informed decisions, considering the impact of their
choices. Identification and development of reusable solutions and evidence for com-
pliance with the safety standards will be supported. Additionally, the process of
deriving valid product configurations and ensuring their safety will be enhanced.

• Static dependencies, constraints and dynamic dependencies representation

The potential modeling technique should give the possibility to define static and
dynamic dependencies between the functions, variants and variation points. The
static dependencies define the hierarchical structure and decomposition of the system.
The dynamic dependencies represent the behavioral relations between the functions.
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They can be used to specify constraints on the possible product configurations and
the artifacts on each development phase. Both types of dependencies help in building
the logical structure of the system on a higher level of abstraction, which is later used
when the architecture is built on lower level. In case of evolution, the effect of changes
in the development artifacts can be easily traced. The dependencies are important to
be explicitly represented, in order to allow the practitioners to verify the consistency
of the system and avoid possible risks. In particular, possible hazards introduced by
the combined work of several functions can be easily identified.

• Safety elements representation

The modeling technique should cover the safety elements, which are result from the
activities executed during the process for ensuring the machine safety. Since the
machines in the automotive domain contain safety-critical functions, the machines
should be certified according to certain functional safety standards. This introduces
the need for thorough analysis of the hazards, which might be caused by failures
of the systems’ functions. The visual representation of the safety related elements
- hazards, mitigation strategies, functional and technical safety requirements, etc.
and their relations, helps in building evidence that the system has been developed
according to safety standards. The explicit definition of the criticality level assigned
to the functions assists in taking design decisions regarding the architecture. The
relationships linking the different safety elements help in tracing the information
and considering its reuse in other machines which are part of the product line. The
optionality of the safety elements should also be visually represented in order to
provide feedback to the safety analysis. This helps to better analyze the product line
and take into consideration all potential product configurations from a safety point
of view.

• Explicit traceability of the development artifacts

The modeling technique should provide the possibility to trace the different devel-
opment artifacts through the different abstraction layers. For example, how the
requirements are refined and satisfied during the realization. This enables practi-
tioners to consider the impact of changes of the variants related to a variation point
on the other development elements. The traceability of the safety elements is also
important, in order to enhance the process of extracting evidence for compliance with
the functional safety standards.

• Graphical representation of the system

In the automotive domain the developed systems are very complex and difficult to
manage. Because of this complexity, systems need to be documented sufficiently to
identify problems in early stages. Tracing the information from decisions to imple-
mentation and test is necessary. A graphical representation of the system is more
intuitive and helps in the analysis. Therefore, it is important for the used modeling
technique to have a graphical notation. The graphical notation is more descriptive
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than the textual, tabular notation and thus enables it to be easier to trace the infor-
mation. Therefore, the design becomes clearer and more errors and inconsistencies
might be avoided. In the evolution of the product line an existing graphical repre-
sentation helps in the analysis of the new functions on each development level. There
is a possibility for the graphical notation to support different views of the system,
which can also help in the process of design and verification.

• Representation of the PL using multiple views

Embedded systems can be considered from different perspectives - static structural
view, behavioral aspects, hardware and deployment, relation with the environment,
etc. Each describes the system in a different way and gives sufficient information for
the analysis [23]. The multiple views of the system should be consistent with each
other. Furthermore, this representation enhances the safety analysis and verification
since the information is presented from different angles and the machine is completely
defined. This supports the process of identifying possible inconsistencies in earlier
development phases. From each view different artifacts are produced which are then
used in further activities.

• Hardware and environment representation

In embedded systems, such as the ones used in the development of machines from the
automotive domain, the hardware and software are inseparable parts. They interact
with each other in order to realize the product functionality. It is important to
model their interfaces and take into consideration the purpose and attributes of the
communication. The analysis of the variability in the hardware elements related to a
function helps in identifying which choices are compatible and can be used together
in a product. When the product line evolves, the existing hardware solutions might
be reused or changed. In both scenarios, the effect on the hardware entities and
software functions should be considered.

• Process split in abstraction levels

In the development processes of the embedded system many people with different
technical profiles are involved. They are interested in the product in different ways
and require specific information. The realization details are not clear in the begin-
ning and several steps should be performed, in order to clarify them. The machine
characteristics and functions are introduced on a high level and further developed and
refined. Separate abstraction levels in the process help to extract and analyze suffi-
cient information about the machine. They assist the engineers to focus on concrete
purposes on each step and create product artifacts that are used later on. Therefore,
the modeling technique should take into consideration the activities of each develop-
ment phase together with the required input information and the produced results.
The technique should follow the established process in the industry in order to be
easily adapted. In the context of the evolution of a product line, reuse is one of the
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major goals. The established process with traceable development artifacts helps the
specialists to extract information and depict the commonality and variability.

• Open for extensions and changes

The modeling technique should provide the possibility to be extended and changed in
order to be easily customized for the specific needs of the industry. Possible extensions
might be related to adding new elements or additional attributes and characteristics,
or changing the already existing in order to make them more appropriate and intuitive
for use. New views might need to be added and linked to the older ones in order to
provide possibility for formulation of a complete picture of the system. It should be
able to be adapted to the different processes used for development. It should also
provide the possibility to be applied with different implementation technologies.

• Quality attributes representation

The modeling technique should provide an opportunity for definition of the quality
attributes of the system. As they affect the whole behavior of the system, there
should be a possibility to analyze them. The practitioners should be able to trace
them through the development process and assure that they are satisfied. The non-
functional requirements are valid for the functionality of the system. It should be
designed in such a way that all its aspects are fulfilling them. Quality requirements
might impose constraints on the system architecture. Safety is a quality requirement
affecting the whole system and can be considered as a non-functional aspect. It
should be analyzed on all levels throughout the development and especially in the
interaction of its different functions and components.

Based on these characteristics we have evaluated and selected the variability management
methods, found in literature, which are most appropriate to respond to the industry needs.
None of the examined methods covers all the required aspects, therefore we have combined
and extended them in a modeling approach, proposed in Section 6.

5.2 Evaluation of the Modeling Techniques

In this section we propose the evaluation of the researched variability modeling techniques,
described in Section 3 according to the characteristics described in the previous chapter.

• Commonality and variability representation in PL

The main idea of the feature models is to capture the commonality and variability
aspects of the product line. They can be used by the industry to manage the sys-
tem on a higher level of development and also in the evolution of the product line
when new products are derived and the possible configurations are analyzed. All of
the examined feature-based techniques depict the variation points and the concrete
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variants in terms of features, but the representation and meaning of them might vary
from method to method.

In FODA and FORM variability is represented using a feature tree, where the varia-
tion points are explicitly shown. The optional and alternative features are illustrated
using specific notation defined in FODA, which makes the variable elements visi-
ble and shows the hierarchical structure of the machine in terms of features. In the
Matrix-based approach the commonality and variability are also clearly defined using
a feature tree, but using UML stereotypes instead of the above mentioned notation.
Further, the Matrix-based approach represents the multiplicity of the alternative and
multiple alternative features explicitly on the parent-child relations in the feature tree
view. Compared with the other examined feature-based techniques, the Graph-based
approach does not express the variation points explicitly, but it proposes specified
relations that show how each feature depends on the others, which helps in checking
if the relations are correct and consistent.

In FODA, Graph-based and Matrix-based techniques features are defined from a
stakeholder point of view and represent the system showing its functionality. In
FORM, features are considered as characteristics of the system, which can be used by
both customers and engineers, in order to discuss and clarify system requirements.
Through the layered structure in FORM the features can be represented from a
different perspective. During the evolution of the product it is possible to derive not
only functions from the previous product generations but also hardware solutions,
appropriate domain and implementation technologies.

The model-based techniques focus on the complete modeling of one system from dif-
ferent perspectives. Some extensions also consider product line engineering aspects.
For example, PLUS and EAST-ADL extend UML and define a development process
in which commonalities and variabilities are depicted. They use as a base the idea
for feature trees defined in FODA and adapt it according to the syntax used in the
model-based languages in order to fulfill system needs on a higher development level.
In PLUS the defined features are used further in the process when they are related
to the other elements and depict variability in the static and dynamic views of the
system. In EAST-ADL the defined feature tree is connected to the requirement di-
agram and each feature is broken down into a set of requirements that specify it
in more details. SysML has a proposed extension for variability modeling with the
means of inheritance, stereotypes on the relations and packages with common and
variable elements.

COVAMOF is also created to follow the product line principles of engineering. The
main difference with the previously described approaches is that this technique is
strongly focused on variability and does not represent the commonality of the product
line. The idea of the method is to extract the variability aspects of the system in
a separate view where it represents explicitly the possible choices for a concrete
product in terms of variation points and variants. The visual representation provides
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the possibility to focus only on the variable parts of the product line and enhances the
process of configuration of a new product. The lack of commonality dimensions can
be a disadvantage as not all aspects of the system are covered. Possible important
relations with the kernel development elements are not depicted.

• Static dependencies, constraints and dynamic dependencies

All of the examined methods depict static dependencies and constraints, in order to
describe the logical structure of the system. The model-based approaches consider
them in the diagrams expressing the static views on higher and lower levels. While in
the feature-based techniques these dependencies are represented in terms of feature
relationships. PLUS and EAST-ADL also illustrate them in their feature diagrams.

FORM method defines a layered structure of the features and the relations between
these layers are represented in order to show how the different characteristics of
the machine depend on each other. These dependencies assure the traceability of
different feature types and help engineers choose how to relate the different parts
of the machine. This is sufficient in the evolution of the product line when a new
product is derived and should be configured.

Most of the presented techniques do not show the dynamic dependencies explicitly.
Only the Graph-based approach provides the possibility for managing the behavioral
aspects of the product line on a higher level. The graph structure gives the oppor-
tunity for making inconsistency checking on an earlier process phase, which helps
to avoid errors. Consequently the development cost is decreased since at a later
stage, finding and fixing these errors is more difficult and expensive, because of the
increased amount of details and complexity. The matrix-based approach also intro-
duces an individual dependency view used for inconsistency checking of the relations
on a high level. In model-based techniques dynamic dependencies can be seen in the
communication of the different elements but they are not explicitly defined and they
are not explicitly shown on a higher level of abstraction.

In COVAMOF the dependencies are depicted as first class elements in a separate view.
They are not concretely defined with their names and meaning. Rather dependency
types with different purposes are identified. Concrete dependencies can be customized
depending on the needs of the engineers. The model-based approaches also provide
the opportunity to specialists to define custom dependencies using stereotypes defined
in the UML notation.

From a safety perspective the dependencies between the functions, variants and vari-
ation points are quite important but none of the feature models explicitly depict all
of the identified types. Model-based approaches take into consideration the specified
safety requirements in the analysis but without any visual representation. Usually
safety measures are considered in the architecture using specific patterns to achieve
certain quality goals but the relation with specific safety elements, identified dur-
ing the safety analysis as hazards, criticality levels etc. are not explicitly captured
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in most of the examined techniques. Only the EAST-ADL approach represents de-
pendencies defined between the features and safety elements, which are shown in a
different view.

• Safety aspects

The feature-oriented variability modeling techniques, we have examined, are not
focused on the safety aspects of the product line and respectively safety related ele-
ments are not explicitly captured. However, safety can be considered as a quality or
non-functional characteristic of the whole product. The feature-oriented techniques
that have the potential to express non-functional requirements are FODA, FORM
and Matrix-based approach. Therefore, the safety-critical functions identified during
the safety analysis can be represented in terms of features. Also, the traceability
within them and to the other modeling elements can be achieved through dependen-
cies. Additional information and attributes can either be expressed through textual
description or not at all. However, this is not an intuitive way of representation and
also for safety elements, such as hazards and mitigation strategies, the feature view
is not applicable.

From the model-based variability modeling techniques only EAST-ADL propose a
way for representing safety elements in its dependability extension. It allows the de-
scription of the safety aspects of the system and their relations to the other elements.
This ensures the needed traceability.

The other model-based techniques, we have examined currently do not focus on safety.
However, they can easily be extended. New elements and attributes corresponding
to the safety elements can be added with their relations to the other items in the
model.

The orthogonal modeling techniques, we have examined, more specifically COVA-
MOF, do not mention safety explicitly in their explanation. However, if it is con-
sidered as a quality attribute, it can be modeled explicitly as dependencies, further
refined by textual description of rules and attributes [16].

• Traceability of development artifacts

In complex systems with variety of functions traceability of the development artifacts
is an aspect with crucial importance. In the automotive domain in which product line
and safety aspects should also be considered traceability becomes even more difficult
task and an effective method is need to handle it.

Feature models are usually focused on a higher level of abstraction and this excludes
the possibility for tracing the development artifacts on a lower level. The excep-
tions are FORM and Graph-based approaches that propose mapping from features
to components or assets respectively.
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Model-based approaches propose different diagrams, which can be built on different
levels of abstraction during the development process. The diagrams built on lower
level are derived from those on a higher level. The disadvantage is that the relations
between the different levels are not explicitly defined. Special care should be taken
when building the models for ensuring their consistency. SysML and EAST-ADL
extend the traditional model-driven development approaches with means for trace-
ability of the artifacts. SysML proposes a Requirement diagram, which can relate to
the other diagrams using specified relationships between the requirements and other
development elements. The other views are using the traditional way of tracing the
information: packages, naming conventions, UML stereotypes. Further on, EAST-
ADL reuses the defined Requirement diagram on each abstraction layer. Therefore,
traceability is achieved through the relation of the requirements to the other views
of the system during the whole development process.

In COVAMOF the traceability of the choices can be achieved through dependencies
between variation points and variants. They help to consider the impact of certain
selections on other alternatives. To trace the elements through the abstraction layers
a relation of type realization is introduced.

• Multiple views of PL

FODA, Matrix-based and Graph-based approaches focus on the system from a cus-
tomer point of view and represent its structure by means of features. The Matrix-
based approach also proposes a separate view for consistency checking of the relations
between the functions. In addition the Graph-based approach shows the behavioral
aspects of the system in a single graph structure. FORM also considers the differ-
ent machine characteristics as features but its layered structure allows specialists to
focus and analyze different aspects of the system. It further supports the develop-
ment process and representation of the elements into sub-system, process and module
model.

Alternatively, the power of the model-based techniques is exactly the representation
of the system from different perspectives. All of the examined techniques in this
category propose distinct graphical representations that capture all aspects of the
examined system. SysML and EAST-ADL also consider the hardware and environ-
ment, which has an important role in the embedded systems domain. Furthermore,
EAST-ADL propose a separate view for the safety aspects of the system.

COVAMOF introduces two separate views, one focusing on the variation points and
the other on the dependencies between them.

• Process separation in abstraction levels

Most of the presented modeling techniques have level separation. In the feature
models it is not so obvious and all the abstraction levels are represented in terms
of features that are usually defined on a higher level. In FORM model there is
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a clear separation between the different types of features but it does not follow a
specific process model. If the product line is developed from scratch and there are
no predefined functions, hardware, domain or implementation techniques, the layers
are filled step by step. On each process level more features are added to the FORM
diagram. If the product line is in an evolution phase, some of the features already
exist in the diagram and engineers choose from the possible options or identify new
solutions. The development process can be further supported by sub-system, process
and module levels in FORM. They are similar to those defined in the model-based
approaches. As regards to the graph-based approach, the authors of [20] propose rules
for mapping from requirements to features and features to assets, which correspond to
components in the model-driven development. However, a graphical representation
of these aspects is not clearly defined as regards to the graph-based approach.

Model-based techniques propose diagrams with different purposes. They are defined
one by one during the analysis of the complete system. These models might be
adapted to different processes that describe the system from end to end. Also, PLUS
and EAST-ADL are defined as development processes with separate phases. In each
phase, several activities should be executed and they include several diagrams that
completely describe the system from different views.

COVAMOF abstracts the system elements in three different levels. This method is
not stand-alone and can be used to accompany other modeling techniques expressing
all the aspects of the system. This requires an already existing representation of the
system from which its variability should be extracted. Hence, COVAMOF cannot be
used as primary approach when a new product line is developed.

• Hardware and environment representation

From the considered feature approaches only the FORM technique represents the
hardware elements of the system in its Operating environment layer. It depicts the
possible hardware solutions in terms of features.

SysML is an UML extension, whose purpose is to support also the hardware part
of the embedded system. It takes into consideration the surrounding environment.
There is a possibility to model hardware elements in the SysML structural and be-
havioral diagrams [3].

In EAST-ADL, hardware components are used to build hardware architecture on a
design level. On implementation level hardware is represented as a part of AUTOSAR
platform.

In PLUS there is hardware and operational environment representation only in the
Context Class diagram. It depicts the relations with hardware devices and external
systems and represents the product line variability aspects in the elements.

COVAMOF models variability in the hardware and operational environment on the
architecture layer.
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• Quality attributes representation

FODA and Matrix-based approaches propose that the quality attributes can be rep-
resented as features [2]. In FORM they are expressed as features on the capabil-
ity layer. The non-functional requirements impose rules for choosing appropriate
techniques and patterns for designing the system. For each domain product con-
figuration, specific quality features are selected and satisfied during the component
development [1]. Feature-based techniques do not explicitly specify how the trace-
ability of higher level quality attributes to lower level development elements can be
achieved. However, it is possible to achieve traceability using dependencies defined
in the examined approaches.

Model-based techniques have the potential to represent the quality aspects of the
developed system in terms of requirements. However not all off them define them
explicitly. For example, UML and PLUS do not propose the opportunity for expres-
sion of non-functional requirements in a separate diagram. They model the system
capabilities in terms of use cases, which focus on the functional requirements. SysML
models the functional together with the non-functional aspects of the system using
the requirement diagram. The validation of quality is done through simulation. In
order to specify the non-functional requirements in a quantitative way additional ex-
tensions of SysML are used [29]. The quality aspects are traced through development
using the relations valid for requirements: derive requirement, satisfy relationship,
verify relationship, refine relationship, trace relationship, etc [30]. EAST-ADL pro-
vides separation between the definition of the capabilities (functional requirements)
of the machine and its non-functional properties (quality requirements). Based on
SysML the requirements are modeled using requirement elements. Traceability is
achieved using the same relationships defined in SysML. The non-functional require-
ments of timing, safety, behavior and dependability are expressed in different pack-
ages. Timing and safety constraints are modeled in a separate view and connected
to other elements defining the system [22].

In COVAMOF we can represent the quality aspects of the system in terms of de-
pendencies between the different variation points. Traceability is achieved through
relation to the choices that can affect the quality attributes. The impact of the
selection of a certain variant is also identified [6].

• Graphical representation of the system

All of the examined techniques propose a graphical representation. FODA technique
uses a tree structure to represent the logical view of the features. FORM extends
it to add layers for the different types of features. While Matrix-based approach
proposes two different views - tree feature view and individual feature dependency
view. The first is responsible for showing the structure and variability of the system.
The second focuses on the dependencies of only one feature to the others which
makes the approach scalable. The Graph-based approach follows several steps and

Analysis Page 62



Graphical approach for variability management in safety-critical product lines MDH IDT

concludes in a graph structure that shows all static and dynamic relations between
all features. A drawback of this method is that the graph can become too big and
complex to be analyzed, but the benefit is that it provides a possibility to see all
product capabilities in one view. Both Matrix-based and Graph-based techniques
can be used for inconsistency checking on a high level of abstraction.

Each model-based technique proposes several diagrams to describe the system from
different perspectives - static and dynamic views. They should be consistent with
each other, in order to achieve the complete design and avoid errors. The diagrams
abstract the important information and help in the analysis on all abstraction levels.
Depending on the purposes of the diagrams, they are presented in a way, which is
suitable for the different stakeholders.

COVAMOF introduces a graphical notation for visual representation of the system
variability in a layered structure. The proposed views of the system are depicted
through different modeling elements.

• Open for extensions and changes

Feature-based techniques can be considered as open for extensions. For instance,
FODA is the first feature modeling technique and all the others are based on it.
They add structure changes, dependencies and UML elements in order to improve
the method. The authors of Graph-based and FORM propose extensions on the
architectural level. The idea is to relate the features with development elements.
These ideas make the feature approaches closer to model-based approaches. The
matrix and graph-based approaches can easily be supplemented with more types of
dependencies as they support the idea for dependency management.

Model-based approaches are open for extensions in different directions. They can
be improved with different views of the system and adapt other approaches to the
defined development process. For instance, PLUS and EAST-ADL propose a feature
diagram whose idea is based on FODA, but the representation is closer to UML
syntax.

COVAMOF can also be easily extended by adding custom defined dependencies con-
forming to the already defined types.

5.3 Evaluation Discussion

The characteristics of the methods for variability management that we have found in the
literature are summarized in Figure 12.
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With the proposed modeling techniques we are aiming to meet the industrial needs. Hence,
the approach shall support all PLE principles that include the explicit representation of
commonality and variability. It is also important to support both scenarios - designing
a new product line and evolving already existing one. COVAMOF approach is not able
to manage that goal as a stand-alone solution. It does not consider commonality in the
products and this makes it useful only in cases of evolution. Taking into account these
limitations, we are focusing on feature-based and model-based techniques.

The conducted industrial research shows that managing the dependencies and tracing the
information in the system development is a challenge. When the product line is composed of
complex machines, practitioners need a systematic approach to support modeling activities.
As a result of our analysis we concluded that FORM and Graph-based feature techniques
have the advantage over the others to cope with that challenge. The graph-based approach
is useful for managing dependencies. On the other hand, FORM provides traceability
in terms of features. Both methods can also be used as a reference in the evolution
of the product line. Another benefit of the Graph-based approach is the possibility for
inconsistency checking on earlier development phase.

As it is mentioned in [20] and [1], the features represented in the graph-based and FORM
approaches are appropriate to be mapped to architectural elements.

• In the graph-based approach these elements are named product line assets and are
derived from the features according to certain rules. The representation of the assets
is not clearly defined. They can be expressed as architectural components. In [20]
mapping from high-level requirements to features is also proposed by using logic
rules.

• Capability layer defined in FORM can be mapped to functional blocks or sub-systems
[1]. There are no specific rules that can be followed to achieve this purpose, but
there is proposed a graphical representation. The elements are represented with
their provided and required interfaces.

In both methods architectural elements logically correspond to the sub-systems and com-
ponents on the architectural level in the model-based approaches. This association guides
us to the idea of combining feature-based and model-based techniques. In addition, the
matrix-based approach also uses UML stereotypes and multiplicity in the proposed fea-
ture tree view to depict the commonality and variability aspects of the product line. On
the other hand PLUS and EAST-ADL model-based techniques extend UML with feature
tree in order to follow SPL principles. The proposed extension of SysML for modeling
variability has different principles, that are not straight forwardly compatible with the
feature-based techniques.

As a result of the analysis depicted in Figure 12, we concluded that all of the compared
model-based techniques describe completely a certain system using multiple views on each
abstraction level of the process.

Analysis Page 64



Graphical approach for variability management in safety-critical product lines MDH IDT

Figure 12: Comparison table of the variability modeling techniques.
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Both PLUS and SysML based modeling provide traceability of the development elements.
In our approach we follow the principles proposed in SysML, as it gives the opportunity
for tracing the quality attributes as it is shown in the Figure 12. Also, the means used
to trace show more explicitly the relations between the views and through the abstraction
layers.

For the automotive domain the possibility of SysML to represent the hardware and op-
erational environment characteristics on different levels is an advantage. In PLUS these
aspects are considered only on analysis phase in the Context diagram which shows the re-
lations with hardware devices and external systems. The main focus of the PLUS method
is on software part of the product line.

A benefit of PLUS is that it depicts the SPL engineering principles in all process lev-
els defined in it. Also the approach covers both – kernel based and evolutionary based
scenarios.

EAST-ADL defines a process that follows the main flow of the development activities in the
automotive domain. It also proposes additional extensions on each abstraction level which
helps in analyzing the product line. The method uses development elements proposed in
SysML and UML and customizes them for use in the automotive domain. As we have
already discussed in the previous section, only EAST-ADL from the examined methods
provides concepts to represent the safety aspects of the machine and follows the safety
standard ISO 26262. However, this requires changes to the model if it is used for the
modeling of a system, that should follow another safety standard. The defined process is
very similar to the development process used in Volvo CE.

One of the aspects that is not considered is the representation of the dynamic dependencies,
which define the behavior of the systems on a higher level. Furthermore, EAST-ADL
proposes several extensions, but it does not propose a complete solution, that can model
variability and safety aspect. For instance, variability is depicted in the feature, FAA
and FDA views. However, safety aspects are covered through safety requirements and
the additional separate dependability view, which is mapped to the FAA and FDA. In
EAST-ADL the variability in the dependability view is not explicitly shown. Hence, the
variability in the safety elements is not considered.
In EAST-ADL there is proposed a behavioral extension, but it does not consider variability
as it is done in PLUS. Furthermore, the safety aspects are not taken into account in the
behavioral view.

Hence, in the current work we are using a combination of the above mentioned approaches
to meet the industrial needs and we also extend the existing views with safety measures.
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6 Approach

Based on the evaluation and comparison of the modeling techniques, presented in Sec-
tion 5.2, we have selected those that can be combined and extended in order to meet the
identified industrial challenges. As a result, we propose a modeling approach that enables
the representation of both the variability and safety aspects of an industrial product line.
The information about Volvo CE, gathered during the industrial research, described in
Section 4, has also been used as a resource. In the following sections the created modeling
approach is presented in detail.

6.1 Approach Overview

We follow the development process established in Volvo CE, which is described in Sec-
tion 4.2, thus the modeling approach is directly applicable in industry. We consider the
product line artifacts defined on Machine level, in order to be able to capture the com-
monality and variability of the machines on the highest level of the development process.
The dependencies between the functions and the interfaces between the different technol-
ogy platforms that will realize the functionality are identified. This facilitates the safety
analysis and taking conceptual and design decisions on this or at later stages of the de-
velopment. We further consider the development of the product line artifacts through the
E/E Functional, Analysis and Design levels. Thus, we support the development process of
the E/E part of the machines.

In the following paragraphs, we describe the process levels that we follow for the represen-
tation of our modeling approach: Machine, E/E Functional, Analysis and Design levels.
Several diagrams are proposed on each development stage. The diagrams are either feature-
based or model-based and have different purposes. Therefore, they provide multiple views
of the product line. The diagrams are defined on different levels of development and each
of them is refined during the process. The diagrams are related to each other such that
the information from one diagram is a prerequisite for the creation of another. Further-
more, certain documents created in the development process are used as an input. In the
following paragraphs, we provide an overview of the defined diagrams, their purpose, how
they are related to each other, and what their required and produced documents are.

• Machine level

Generally we foresee the following diagrams on Machine level: Use Case, State ma-
chine, Feature, Boundary, Safety Configuration and Evolution. The relations between
the diagrams are graphically represented on Figure 13.
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Figure 13: Overview of the diagrams on Machine development level.
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On Machine level, the practitioners have already defined the machine specification,
which contains all functionalities that shall be included in the product line with their
high-level requirements. We use it as an input document for some of the diagrams
defined on Machine level in our approach.

The machine specification is used for building the Use Case diagram. Based on high-
level user visible requirements, different usage scenarios are described in a textual
description. Further, a Use Case diagram is created representing the usage scenarios.
For each use case a State Machine diagram is built, in order to show the behavioral
aspects of the product line on Machine level. In our approach, the Use Case and
State Machine diagrams consider the safety aspects of the product line. Different
scenarios help to identify relations between the functions. Those relations are used
in the PHA. After the hazards are identified, a Safety Concept is created with different
safety strategies. It is further used to refine the Use Case and State Machine diagram
with the identified safety mechanisms. The identified functional dependencies and
safety criticality levels of the features are used when building the Feature diagram.

The machine specification is also used for building the Feature diagram on Machine
level. The Feature tree is the first part of the Feature diagram that is proposed in
this approach. The Feature tree is further used as a base for building the second part
of the Feature diagram also defined on Machine level, which is the Feature graph.
The Use Case and State machine diagrams help to identify the static constraints
and relations between the functions. This contributes to the creation of the Feature
graph. The Feature graph shows the structural and behavioral dependencies between
the functions on a higher level, which helps in the next analysis phases and also in
checking for inconsistencies in the collaboration of the features. It is the final version
of the Feature diagram on Machine level. From a safety perspective, the identified
criticality levels of the functions are taken from the PHA and considered in the
Feature diagram. The features with their relations from the Feature diagram are
used to fill the Capability layer of the Evolution diagram.

The machine functions identified in the machine specification, and respectively in the
Feature diagram, are used to define the Boundary diagram that shows the related
hardware for each function. On Machine level we can identify communication with
Engine, Transmission, Hydraulics, etc. which are analyzed by specialists in differ-
ent technology platforms. The hardware elements from the Boundary diagram are
used for the Environment and operation layer of the Evaluation diagram, where the
dependencies with the other functions and the hardware related to them are also
represented.

Specific machine characteristics for the different machine models in the product line
can also be extracted from the machine specification. The high level parameters that
specify the machine functions are also identified. This information together with the
hazards identified in PHA and safety mechanisms in the Safety concept are used as
an input to build the Safety Configuration diagram.
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Evolution diagram is defined on Machine development level and contains four levels
as it is described in FORM [1]. If a new product line is created, only the Capability
and Environment and operation layers are filled with features on Machine level. The
other layers are filled on the next phases of the development process. However, in
the evolution scenario of the product line, the diagram can be used as a reference for
machine capabilities, hardware elements, technological solutions and good practices
in architectural design and implementation.

• E/E Functional level

The diagrams defined on Machine level are refined on E/E Functional level. We fur-
ther define Requirement diagram. The relations between the diagrams are graphically
represented on Figure 14.

On E/E Functional level, the defined diagrams are refined with more detailed in-
formation. The Feature diagram is extended with the functions that are defined
on this level and with more dependencies between them. A set of functional and
non-functional requirements is defined for each feature on E/E Functional level. A
Requirement diagram is created based on the extended Feature diagram. Different
safety standards for the automotive domain are used for identifying safety require-
ments.

More usage scenario related to the E2E functions and the specified requirements are
identified and represented on the Use Case diagram. Hence, the State Machine is
also updated and more sub-states are included to the main states of the machine.

From a safety perspective, Functional safety concept is created, which contains safety
goals and safe states of the machine, which are represented respectively in the Use
Case diagram, State Machine and Safety Configuration diagrams.
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Figure 14: Overview of the diagrams on E/E Functional level.
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• Analysis level

On Analysis level, the Requirement and Evolution diagrams are refined. Further
on, we define the Component diagram. The relations between the diagrams are
graphically represented on Figure 15.

On Analysis level, Functional safety requirements are defined as a part of the Func-
tional safety concept. They correspond to the safety goals, defined on E/E Functional
level. The Functional Safety Concept is used as an input for the Requirement diagram
refined on Analysis level, as it defines functional safety requirements.

The requirements defined on E/E Functional level are refined and new ones are
defined and added to the Requirement diagram. Each E2E function is analyzed
separately in detail and has a separate Requirement diagram.

Furthermore, the requirements are used to define rules for mapping the features to
architectural components. Each feature on E/E Functional level is considered as a
sub-system and has a related component diagram. The components are analyzed as
black boxes. The communication signals with their parameters are identified, but
the concrete parameter values are not considered.

Specific domain and implementation technologies are defined and included in the
Evolution diagram on the third and fourth layer respectively.
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Figure 15: Overview of the diagrams on Analysis level.
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• Design level

On Design level, the Requirement, Component and Evolution diagrams are refined.
The relations between the diagrams are graphically represented on Figure 16.

During the safety analysis, more technical aspects are considered and the Techni-
cal safety concept is created based on the Functional safety concept. It consists of
Technical safety requirements with more implementation details for each Functional
safety requirement. The Requirement diagram is refined with derived requirements.

Since more technical and design aspects are clarified on this level the Component
diagram is also refined. The components defined on analysis level are mapped to
design level components, which define the concrete architecture of the system. The
parameters carried through the signals are concretely specified with their values.

Furthermore, the third and fourth layers of the Evolution diagram are refined and
more technologies are added. In the evolution scenario of the product line, solutions
that are already defined are reused in the creation of the system design.
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Figure 16: Overview of the diagrams on Design level
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6.2 Feature Diagram

The Feature diagram that is proposed in our approach provides an overview of all functions
of the machines from a product line and is used by all involved stakeholders. Features have
a high level of abstraction and represent user visible functions. Furthermore, they represent
the logical view of the product line on a higher level and help in building its architecture.
The diagram shows the structure of the features and their dependencies, helping specialists
to define rules and constraints for mapping features to architectural assets.

The Feature diagram is built in two steps following two different feature modeling ap-
proaches and represents two different views of the functions of the product line. The first
view is a feature tree diagram that shows the static hierarchical structure of the functions
and represents explicitly the variability aspects of the product line. The second view is
a feature graph diagram, which also shows the behavioral aspects of the features through
dynamic dependencies between them. Furthermore, both diagrams are used as a base for
building the other diagrams proposed in the approach because of their systematic and
structured representation of the defined functionality.

6.2.1 Feature tree

Purpose:

A Feature tree is used to show the hierarchical structure of the product line functionality
and decomposition of the functions into sub-functions using parent-child relationships.
Another purpose is to show the commonality and variability aspects of the product line in
terms of features which are visible to all stakeholders. The diagram represents the features
that are defined or refined on different abstraction levels.

Abstraction levels:

• High-level requirements that are specified in the machine specification document are
used to extract the features and build Feature tree on Machine level. For instance,
from the machine specification we identify two different functionalities for steering
the machine – with a Steering wheel which is a mandatory feature and there is also
an option for steering with a Comfort Drive Control (CDC) – CDC Function, which
has two variants – a joystick or a lever, as shown in Figure 17.

• The diagram is further refined and extended on E/E Functional level with the E2E
functions. One machine function is decomposed into one or more E2E functions,
which add more features to the hierarchical structure. For instance, the CDC Func-
tion feature is decomposed into CDC Steering and CDC Supervision features, as
shown in Figure 17.
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Figure 17: Feature tree view
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Notation:

We have chosen to combine the ideas of the Matrix-based approach and the Feature di-
agram defined in PLUS as a base for the Feature tree diagram in our approach. As we
discussed in the evaluation of the variability management techniques – Section 5.2 both
modeling techniques have the ability to explicitly represent both commonality and vari-
ability. Furthermore, both techniques use variation points and UML stereotypes for their
graphical notation. In our approach we represent the multiplicity of the features using the
idea of the Matrix-based approach that is described in Section 3.2.1.3, since it is clearer
and easy to understand. For representation of the variability type of each feature, we use
the notation proposed in PLUS, described in Section 3.2.2.1, in order to achieve unified
representation in all diagrams.

Elements:

• Features representation: Each feature has a stereotype as it is proposed in PLUS.
However, the concrete naming convention for the stereotypes is customized in order
to be consistent with the other proposed views. Feature stereotypes are defined as
follows:

– <<Mandatory>> features represent the common features for each machine in
the product line.

– <<Optional>> features represent the features in the product line that are
present in only some of the machines.

– <<Alternative>> features show the different variants of one feature related to
a certain variation point.

– <<Default>> features correspond to the default choice of alternative feature
for a certain variation point.

• Static dependencies: Represent the hierarchical relations between the features.
In particular, generalization and decomposition are specified using UML syntax pro-
posed in the Matrix-based approach 3.2.1.3

• Feature groups: Since the representation of the feature groups defined in the
Matrix-based approach is more intuitive, we use it in our approach instead of the
one defined in PLUS. Therefore, the number of alternative features that can be se-
lected for a certain variation point is represented by multiplicity represented on the
relations.

• Variation points: They are explicitly represented on each relation arrow using
circle notation as it is proposed in the Matrix-based approach.

• Safety elements: In order to emphasize the safety-critical functions in the product
line a stereotype for the safety-critical functions and an attribute for their criticality
levels are defined.
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– <<Safety Feature>> stereotype is added to each safety-critical function.

– Criticality level attribute is added to each safety-critical function according to
the results identified through safety analysis.

Benefits and faced industrial challenges: In accordance with the evaluation criteria,
presented in Section 5.2, in the following, we discuss the characteristics of the Feature tree
which contribute to fulfillment of the industrial needs:

• Commonality and variability aspects of the product line:

The Feature tree visually represents the common features in the product line through
UML stereotypes. The variability aspects are depicted in variation points, optional
and alternative features. UML stereotypes and hierarchical relations are used as it
is proposed in PLUS and the Matrix-based technique in order to show the variant
features. Moreover, the multiplicity of the alternative features is visually represented
through relations between the variation points and their alternative variants.

• Traceability

The Feature tree is defined on Machine level and it is further refined on E/E Func-
tional level. The proposed hierarchical structure with parent-child relations is con-
venient for tracing the derived features on different abstraction layers. Furthermore,
there is a relation with the Requirement diagram, where requirements are specified
for each feature. Thus the system functions are clarified and can be easily traced
through the development process.

• Safety aspects:

The Feature tree view allows the definition of safety elements as features through
UML stereotypes and attributes. One of the main benefits is that the safety-critical
functions are visually represented and their hierarchical relations are clearly defined
which enhances the safety analysis on a lower level of abstraction. As it is shown
in Figure 17, WLO Steering is a safety-critical function that might cause hazards.
Therefore, the derived machine features Steering Wheel and CDC Steering are also
safety-critical, as well as the different variants of the CDC Steering. All these features
shall be considered in the safety analysis and included in the PHA. After the PHA
is conducted, the Feature tree diagram should be updated with the criticality levels
of the functions (SIL, ASIL) according to the functional safety standards.

Relations:

The machine specification is used as an input document for the Feature diagram. The
Feature tree is the first step in building the Feature diagram in the presented approach.
Hence, it is used as a base for building the Feature graph.
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6.2.2 Feature graph

Purpose:

The Feature graph is the second step in building the Feature diagram. It shows the col-
laboration of the features through dependencies between them. The graph structure keeps
the hierarchical variability aspects on each level of the Feature tree and also represents the
relations between the features that are defined on one level of the tree. The main purpose
of the Feature graph diagram is to show both static constraints and dynamic dependencies
between the functions on an earlier development phase. The graph structure shows not
only the direct, but also the indirect dependencies. Moreover, the visual representation of
the dependencies helps for inconsistency checking and building the logical architecture on
a lower level.

Abstraction levels:

• The Feature graph diagram is built upon the Feature tree, therefore, on machine
level, it contains the high-level machine functions. The Use Case diagram helps to
identify functional relations that are based on the collaborative work between the
functions in different usage scenarios. The State Machine diagram defines behavioral
dependencies between the functions. Based on this information, we create a depen-
dencies table with the features and the identified dependencies between each two of
them. Further on, the graph structure is built through adding the dependencies from
the table to the diagram.

• The defined Feature graph on Machine level is further extended on E/E Functional
level with the E2E functions. For that purpose, we use the extended Feature tree,
Use Case and State machine diagrams on E/E Functional level and add to the depen-
dencies table the dependencies that are identified on that level. For instance, when
the CDC Steering feature is activated, the CDC Supervision feature monitors it dur-
ing the whole work. In a predefined period the two features are synchronized with
each other. In the Graph-based approach this behavior is described as a synergetic
dynamic dependency [19] as it is shown in Figure 18.

Figure 18: Synergetic dependency

Notation:

As discussed above, the second view of the Feature diagram is based on the Graph-based
approach described in Section 3.2.1.2. We change the suggested notation for mandatory
and optional features in order to make the graph view consistent with the Feature tree and
the other diagrams in the proposed approach. Therefore, instead of rectangles and ellipses
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for the mandatory and optional features, respectively, we use UML stereotypes, the same
as in the Feature tree view.

The Feature Dependencies table, which is proposed in the graph-based approach, represents
the dependencies with their assigned eigenvalues. In our approach we do not use the bit
representation of the dependencies in order to simplify the table representation.

Elements:

• The notation for representation of the commonality and variability in the features,
the hierarchical relations, the feature groups, the variation points and the safety
elements are the same as previously defined in the Feature tree.

• Static constraints: The required and excluded dependencies between the features,
proposed in the Graph-based approach, are shown explicitly through stereotypes on
the relations between the features on one level of the Feature tree: <<required>>,
<<excluded>>. They show which features shall be included together and which
features cannot be present together in a certain machine of the product line. For
instance, Lever Steering requires Speed Button Function and Lever Steering and
Joystick Steering are mutually exclusive as shown on Figure 19

Figure 19: Static constraints

• Dynamic dependencies: The behavioral dependencies proposed in the Graph-
based approach are represented through stereotypes on the relations: <<serial>>,
<<collateral>>, <<synergetic>>, <<state change>>, <<behavior change>>, <<data
change>>, <<code change>>.

Benefits and faced industrial challenges:

• Dependencies representation:

The main role of Feature graph view is to represent all identified dependencies on
Machine and E/E Functional level. This logical view of the product line functionality
shows how the different features work together on a higher level of abstraction. This
facilitates the development of architecture of the product line implementation and
the identification of interfaces between the architectural components on a lower level.
Static dependencies contribute to build the static structure of the components and
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the dynamic dependencies - the behavioral architecture. In his book [21], Gomaa
proposes several architectural patterns that might be used in order to increase the
quality of the system architecture. Static constrains allow the definition of restrictions
on the combination of features. Therefore, their explicit representation helps in
building correct configuration and avoiding design mistakes on the next stages of
development.

• Safety aspects:

From a safety perspective, the visible relations of the functions help in the safety
analysis and identifying possible hazards related to the collaborative work of two or
more functions. The results from inconsistency checking can be used as an evidence
that the functions are properly designed. This verification on a higher level is useful
to avoid mistakes on a lower stage of development in which the errors are more
expensive and difficult to be fixed.

The possibility for defining constraints on the architectural design is also important
from a safety perspective. One of the main goals of the architectural decisions for
safety-critical embedded systems is to avoid hazards and risks. Several architectural
patterns, which ensure the safety of the system through hardware, software or hybrid
(software and hardware) solutions are proposed in [31]. For instance, CDC Supervi-
sion feature is defined as a mitigation strategy on E/E Functional level and further
on, it is realized by architectural components on Analysis development level. The
purpose of the CDC Supervision is to monitor the CDC Steering feature. In order
to avoid a certain hazard the CDC Supervision informs the driver and activates a
failure handling mechanism that automatically stops the CDC Function.

• Support for evolution

The diagram can be easily extended during the product line evolution through adding
new features with their variability, structural and behavioral dependencies. The
possibility for inconsistency checking allows to identify whether the addition of a
feature keeps the invariant state of the product line. The dependencies between the
features allow to identify the impact of possible changes.

Relations:

The Feature tree diagram is used as a base to build the Feature graph. There is also a
relationship with the Use Case diagram since the usage scenarios help to identify depen-
dencies, especially static constraints. Furthermore, the State machine diagram contributes
to the identification of dynamic dependencies.

The final version of the Feature Graph corresponds to the Feature diagram which is pro-
posed in our approach. It is used as an input for the Capability layer of the Evolution
diagram on Machine and E/E Functional development level.
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The Requirement diagram is built based on the specified requirements for each feature
defined in the Feature diagram on E/E Functional level.

For each feature represented on Machine level, a Boundary diagram is created which shows
its relations with hardware elements and is further refined on E/E Functional level.

Figure 20 and Figure 21 show respectively the dependencies table and the feature diagram
for the WLO Steering example that we use for explanation of the approach. It is built as
a result from the two steps defined above - Feature tree and Feature Graph.

Figure 20: Feature dependencies table

6.3 Boundary Diagram

Purpose:

The boundary diagram that is proposed in this work is a model-based diagram and it
focuses on one function of the machines in the product line. The purpose of the diagram
is to show the relations of the function with the hardware elements of the machines. The
variability aspects that affect the hardware part of the system are also represented. The
variability of the interaction is also depicted in specific attributes on the relations.

Abstraction levels:

• The Boundary diagram on Machine level is built based on the information specified
in the machine specification. It represents a certain machine function and the re-
lated hardware defined on Machine level. Different variants of the function are also
shown and they might have differences in the related hardware such as Transmission,
Hydraulic system, Engine or other hardware specific for the examined function.

For instance, the WLO Steering function might be realized with Steering Wheel or
with CDC Function. CDC Function might be realized with a joystick for some
machines in the product line and with a lever in the others. Therefore, different
hardware as steering wheel, joystick or lever are defined for the different variants of
the machine steering.
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Figure 21: Feature diagram example
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• On E/E Functional level the Boundary diagram is refined and the machine function
is extended with its related E2E functions. More electrical and electronic hardware,
which is specified on this level, is depicted in the diagram: sensors, actuators, chan-
nels, ECUs, etc.

For instance, the CDC Supervision feature is defined on E/E Functional level and it
is realized by specific hardware Supervision Channel and Supervision Sensor.

Figure 22 illustrates the Boundary diagram of the WLO Steering function defined
on Machine level and refined on E/E development level.

Figure 22: Boundary diagram refined on E/E Functional development level

Notation:

The Boundary diagram is based on the Context Class Diagram proposed in PLUS [21].
Both PLUS and our approach consider variability aspects of the hardware elements. In
both methods, attributes are defined to specify additional information about the relations.
The difference is that in PLUS, the relation of the whole product line with the operational
environment is described. In our approach the Boundary diagram is focused on one machine
function and represents the hardware related to it.

Elements:

• Functional and hardware elements:

Commonality and variability aspects are depicted in the functions and hardware
elements through UML stereotypes, as it is proposed in PLUS. The names of the
stereotypes are changed, in order to achieve consistency with the other diagrams.
<<Mandatory>> and <<Optional>> stereotypes are used for the mandatory and
optional functions and hardware elements.

In PLUS [21], the hardware elements which are part of the realization of the func-
tionality, are considered as external classes: external systems and external devices
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(output, input, input/output). We use this idea and define the stereotypes <<Ex-
ternal Device>> and <<External System>> for the devices and systems that are
not part of the software realization of the product line functionality. For instance, as
it is shown on Figure 23, the Service Tool is an external system and Engine Monitor
is an external input/output device defined on Machine level, Supervision Sensor is an
external input device and WLO Display is an external output device defined on E/E
Functional level.

• Relations between functions and hardware elements:

– Specific attributes as Interacts with, Input to, Outputs to, Awakens are reused
from PLUS [21]

– Multiplicity of the associated relations is depicted in the relations as it is pro-
posed in PLUS and it is shown in Figure 23: one (1), one-to-many (1..*), zero-
to-one (0..1), zero-to-many (0..*).

– In order to consider interactions that are present only for some variants of the
machine functions, we add stereotype for optionality of the relation: <<Op-
tional>>. This is helpful when a certain hardware element is mandatory for
the whole product line but some of the variants of the examined function do not
interact with it. For instance, the WLO Display is a mandatory element for all
machines, but it does not interact with the steering with Steering Wheel. How-
ever, the second variant of steering, CDC Function has a relationship with the
WLO Display, since the driver is informed in case of errors in the CDC Steering
Function. Then we define an optional relation between the mandatory machine
function WLO Steering and WLO Display. The optionality of the relation is
illustrated in Figure 23.

– Relation with stereotype <<Excluded>> is defined in order to show alternative
hardware solutions which cannot be chosen together in one machine configura-
tion. For instance, either Joystick or Lever external input device can be used
for the hardware realization of the CDC Function, as it is shown in Figure 22.
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Figure 23: Elements of the Boundary diagram illustrated on the WLO Steering example

Benefits and faced industrial challenges:

• Commonality and variability aspects of the product line:

Practitioners, today, face a challenge when defining the interface between software
and hardware implementation of the machines in a product line. The Boundary
diagram visualizes the variability in the functions, hardware elements and relations
between them, which allows the specialists to be aware of the possible variants and
helps them to take decisions. The visual representation also helps in the process of
definition of different configurations and derivation of new products in the product
line on later stages of the development.

• Hardware and Environment:

The Boundary diagram captures the possible hardware related to a function. Hardware-
software relations are represented with specific attributes that help in defining the
communication between the software and hardware at earlier stages of development.
Further on, these relations are taken into consideration on a lower level when func-
tions are allocated to ECUs.

• Traceability:

The common naming convention, gives the possibility to trace the functions and
their related external systems in the Boundary diagram, for example these might be
functions realized in other technology platforms. Additionally, certain function can
be traced to possible related hazards through the Feature and Use case diagrams.
The awareness for the interfaces between different technology platforms allows the
practitioners to select the best solution for mitigating certain hazard.
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Relations:

The diagram is used as a base for the Environment and operation layer in the Evaluation
diagram, where relations with the other functions and hardware are represented as well.

6.4 Use Case Diagram

Purpose:

The purpose of the Use Case diagram is to represent the functional aspects of the prod-
uct line from a customer point of view. It visually represents the static structure of the
functional usage scenarios. Furthermore, safety related elements are introduced in order
to build a relationship between the structured functional aspects of the considered system
and the safety analysis.

Abstraction levels:

• On Machine level the machine specification is used as an input to extract machine
functions that collaborate in order to accomplish certain usage scenario. These func-
tions correspond to the features depicted in the Feature tree. Further on, the steps
that are executed during the scenario are identified and possible alternative paths are
analyzed for each step. They can either lead to successful scenarios, or may define
possible malfunctions of the system that can lead to hazards. They can also define
variances in the behavior or the system characteristics. This information is described
in a textual form of the use case. An example of a textual description of an use case
related to the steering with the CDC Function, described in Section 4.3, is as follows:

Name: Steer with CDC
Actors: Operator
Operational environment: Load and Carry, Construction site
Steps:

1. Operator puts the armrest down.

2. Operator pushes the CDC activation button.

3. The machine checks if the conditions for CDC activation are satisfied.

4. {Activate}.

5. The machine activates the CDC Supervision.

6. Machine shows an indication to the operator that the CDC is activated.

7. {Operate machine}.

8. The machine moves according to the given direction.

9. The operator turns off the CDC function.
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10. The machine deactivates the CDC function.

11. Machine shows an indication to the operator that the CDC is deactivated.

Alternatives:

4. The machine activates the CDC Function.

4.1. [Joystick steering installed] The Joystick function is activated.

4.2. [Left-right steering lever installed] The Lever function is activated.

7. Steer the machine, using the installed hardware solution.

7.1. [Joystick steering installed] The operator uses the joystick to steer the ma-
chine.

7.2. [Left-right steering lever installed] The operator uses the lever to steer the
machine.

7.1. The machine is not moving properly.

7.1.1. The machine moves in an unintended direction: hazardous state Unin-
tended movement.

7.1.1.1. The machine prevents the hazard by stopping the CDC function (safe
state).

7.1.1.1.a) The operator uses the steering wheel to steer the machine into the
right direction.

7.1.1.1.b) The operator stops the machine.

7.1.2. The machine steers in an unintended direction: hazardous state Unin-
tended steering.

7.1.2.1. The machine prevents the hazard by stopping the CDC function (safe
state).

7.1.2.1.a) The operator uses the steering wheel to steer the machine into the
right direction.

7.1.2.1.b) The operator stops the machine.

10. The CDC function is unintendedly activated: hazardous state Unintended acti-
vation.

10.1. The machine prevents the hazard by redundant solution (safe state).

10.1.1. The operator uses the steering wheel to steer the machine into the right
direction.

10.2. The machine fails to prevent the hazard.
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10.2.1. The operator unintentionally pushes the lever.

10.2.2. The machine steers unintentionally: hazardous state Unintended steer-
ing.

10.2.2.1. The machine prevents the hazard by stopping the function (safe
state).

10.2.2.1.a) The operator uses the steering wheel to steer the machine into the
right direction.

10.2.2.1.b) The operator stops the machine.

The use case shows the normal usage of the CDC function with its two alternatives -
steering using the joystick or the left-right steering lever. It shows possible alternative
scenarios that lead the machine to hazardous states. Possible strategies to prevent
the hazards are described, as well.

Further on, based on the textual description Use Case diagram is built in order to
expresses graphically the usage scenarios. Their structure is defined through rela-
tionships that link the use cases of the top level functions to the use cases of the
collaborating sub-functions. The hazards are explicitly expressed and linked to the
usage scenarios that introduce them. After the PHA is conducted, the criticality
level (SIL or ASIL) is specified for each hazard. If some mitigation strategies are
identified to decrease the risk, they are also visually represented in the diagram and
described in the textual description.

• Furthermore, the diagram is refined at the next development stages. On E/E Func-
tional level the use cases defined on Machine level are refined through inclusion or
extension relations by the usage scenarios, which describe the complete E2E func-
tions. More hazards related to the functions and also some new safety mechanisms
might be identified based on the information in the Safety concept that is used as an
input for the diagram. In order to realize a certain safety mechanism new use cases,
which describe the usage of the functions, might be added.

Notation:

The Use Case diagram is one of the proposed views specifying a single system in the model
based development process. It is defined in the UML specification. In PLUS approach [21],
Gomaa extends the Use Case diagram with elements aiming to show the variability aspects
of a product line. Therefore, we follow the concept of the Use Case diagram described in
Section 3.2.2.1 and we further extend it with elements that cover the safety aspects of the
product line.

Approach Page 90



Graphical approach for variability management in safety-critical product lines MDH IDT

Elements:

• Actors and Use Cases: These elements are defined in the UML specification.
Relations between actors and use cases identifying which actor can execute a certain
usage scenario are also represented.

• Stereotypes showing variability: <<Mandatory>>, <<Optional>>, <<Alter-
native>> are based on the ones defined in the PLUS approach, but they are cus-
tomized in order to achieve consistency in the proposed approach.

• Relations between use cases: <<Include>> and <<Extend>> are defined in
the UML specification. Conditions specifying the circumstances under which certain
use case will be present in a product of the product line.

For instance, as shown on Figure 25, the use case Steer with lever will be present in
the machine only if the Steering with CDC is realized with the means of lever.

• Safety elements:

– Element with stereotype <<Hazard>> shows the hazards that may occur when
executing a certain use case scenario.

– Stereotype <<Unresolved Hazard>> identifies if the hazard is unresolved de-
picting explicitly the hazards, which still do not have mitigation strategies as-
signed

– One use case might lead to one or more hazards and also one hazard may be
caused by one or more usage scenarios. These relations between use cases and
hazards are represented in the Use Case Diagram.

– Safety mechanisms expressing possible actions that shall be executed in order
to mitigate a certain hazard

– Each hazard is concretized with the criticality level identified during the analysis
SIL (ASIL).

– Each safety mechanism is concretized with the criticality level that it can miti-
gate SIL (ASIL).

– The relation from the defined safety mechanisms to the hazards that they miti-
gate is represented. One hazard may be mitigated by more than safety mecha-
nisms depending on additional conditions, and also one safety mechanism might
be a solution for more than one hazard.
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Benefits and face industrial challenges:

• Commonality and variability aspects of the product line:

The variability expressed in the diagram helps during machine configuration and
helps in identifying hazards that may pose risk on the safety of the machine, based
on the information whether a certain function or one of its variants is included or not
in the machine. Furthermore, a choice can be made for the mitigation strategies that
should be included in the machine. The variability of the mitigation and prevention
strategies can further help in identifying hazards that are not mitigated in product
configurations. For instance, if we have an optional safety mechanism, there is a risk
that it is not included in the configuration. Therefore, the hazard that it handles will
be unresolved and should be analyzed later during the Analysis and Design phases.
Having that information visually represented helps the engineers analyze the impact
of the possible choices.

The explicit expression and analysis of the variability in the usage of one function
helps the practitioners identify different hazards related to the same function. These
hazards may pose different criticality levels of the function and this might require
separate mitigation strategies to be realized for each variant.

For instance, if we assume that the CDC Function is used in a collaboration with
other functions for executing the alternative operations of pallet handling and loading
and carrying material illustrated in Figure 24. Because of the specifics of these two
operations, which can be analyzed through the exact steps of the usage scenarios,
the experts may conclude that the severity of the hazards related to the first usage
of the function is greater.

Figure 24: Variability in the criticality level in the Use Case diagram

• Dependencies representation:

Building the usage scenarios on Machine or E/E Functional level and the correspond-
ing Use Case diagram helps understanding of the functions and further decomposing
them into sub-functions. It gives the possibility to analyze their interactions in order
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to achieve a certain machine purpose and identify dependencies between them. These
dependencies impose constraints on the development process and especially on the
architecture and allocation.

The possibility to analyze a function in detail and find its dependencies is useful in the
evolution of the product line. For instance, if a new function is introduced or some
of the existing ones is changed, the visual representation and detailed interaction
description helps the practitioners to assess the effect of the changes. The specialists
evaluate which of the already existing usage scenarios might be affected and the
impact of addition/change might be through identifying alternative scenarios.

• Traceability:

Having a link between use cases and safety related elements - identified hazards
and safety mechanisms, which mitigate them, enhances the traceability between the
development and safety artifacts. This helps analyzing the conditions and the context
in which the hazards are introduced. It also contributes to building a safety case for
each function which shows evidence that necessary measures are taken in order to
achieve safety.

• Safety aspects:

The analysis of the exact interaction steps of a usage scenario enhances the iden-
tification process of hazards that are introduced due the collaborative work of the
functions. This is a challenge that the industry meets today. In the use cases, the
process of hazard identification is enhanced through examination of alternative paths
for each step. This helps also in identifying possible safety mechanisms through brain-
storming among specialists from different technology platforms, which is a challenge
that industry faces today.

The relation between hazards and safety measures are used to identify if a certain
hazard is mitigated or not. This also shows if a safety mechanism is just reducing the
identified criticality (SIL, ASIL) level to a lower one or additional measures should
be taken from a safety perspective in order to fully prevent the risk.

For instance, if we assume that there is a hazard Unintended Steering during pallet
handling related to the Operate machine with CDC usage scenario. The criticality of
this hazard can be lowered with the means of solution coming from other technology
platform and further decreased during E/E analysis.

We assume that the hazard has SIL level 3, as shown on Figure 24. Its criticality
level is reduced on Machine level with Redundant steering solution safety mechanism,
which lowers the SIL level of the function with 1. Further on, on E/E Functional
Level the safety mechanism Software monitoring solution is introduced in order to
mitigate the residual risk.

Approach Page 93



Graphical approach for variability management in safety-critical product lines MDH IDT

Having a connection between the identified hazards and possible mitigation strategies
provides the opportunity to analyze the reuse of safety mechanisms and the ideas
behind them. For instance, one safety mechanism may be used to mitigate different
hazards. This gives the possibility to build safety patterns that relate hazards to
typical solutions and their related realization techniques.

Relations:

Through analysis of the textual description of the use cases, we identify the functions
of the product line that are state dependent. Some of their states may be identified
through analysis of the text while others are depicted through expertise. This in-
formation is used as an input for the State machine diagram. If some new hazards
are identified after its construction, they are added to the Use Case diagram and the
textual descriptions of the use cases are refined with the identified alternative paths.

If the realization of safety mechanisms visualized in the Use Case diagram is related
to adding new functions in the product line, then new features are added in the
Feature tree.

Through analysis of the usage scenarios we are identifying structural dependencies
based on the hierarchy of the usage scenarios.
As it is shown in Figure 25, for instance, the use case Operate machine with CDC is
decomposed into CDC Steering and CDC Supervision use cases, which are depicted in
the Use Case diagram through <<Include>> relationship. Based on the information
provided in the alternative use cases in the Use Case diagram, we identify logical
dependencies for the combination of the features. For instance, the CDC Function
might be realized either by a joystick or a lever. These dependencies, together with
the Feature tree are used to build the Feature graph.

Figure 25: Decomposition of CDC Function in the Use Case diagram

The machine specification is used as an input source to extract possible functions
of the machines in the product line and the sub-functions that collaborate in order
to accomplish them. Use case scenarios are produced for each function, defining the
interaction of the involved stakeholders with the system. They provide information
about the operational environment in which a certain function can be used. The
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usage scenarios are described in terms of actions performed from the user and the
system, in order to achieve the purposes of the functions. Possible alternative paths
identified during the analysis show variances in the behavior of the machine. This
information is further textually and graphically described in the Use Case diagram.

The functions, their relations, the identified alternative paths that can lead to hazards
are used in the PHA to identify the possible hazards and the situations in which they
can occur. After the safety analysis is conducted the Use Case diagram is further
refined if new hazards are identified. If a concept is built for the mitigation or
reducing the criticality (SIL, ASIL) level related to some hazard or possible safety
mechanisms are identified by the experts, they are also represented in the diagram.
Each safety mechanism is described using its variability, the conditions in which it
can be applied and the reduction of the criticality (SIL, ASIL) level that can be
achieved using it. It may depend on the operational environment or other machine
characteristics.

The identified safety mechanisms on Machine and E/E Functional level are used to
build the Safety concept on E/E Functional level.

The machine use cases help in identifying the situations in which certain function is
used and in identifying the related functions in each situation. The interaction steps
defined in each use case help in thinking of the possible alternative behaviors that
lead to hazardous situations.

6.5 State-machine Diagram

Purpose:

The purpose of the State machine diagram is to show the behavior aspects of the machines
in the product line. Each complete machine function represents a system with its states.
The variability is described in terms of conditions, stereotypes and state groups. In order
to enhance the safety analysis, the diagram represents the possible hazardous states and
safe states of machine showing that a hazard is mitigated. The conditions in which a
transition between two states may occur are also considered.

Abstraction levels:

• On Machine level the State machine diagram illustrates behavior aspects of a system
in the product line when a certain use case is executed. The states of a system and its
sub-systems are identified and logically mapped. To identify the transitions between
the states and the conditions under which they occur, an analysis of the normal and
alternative flow in the usage scenarios is conducted.
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• The diagram is further refined on E/E Functional level. New states are identified for
the sub-systems already defined on the previous level. Furthermore, new states are
added for the newly defined E2E functions. More details on the events, which trigger
the transitions and the conditions, are visualized.

• Additional hazardous and safe states are added during of the safety analysis at both
abstraction levels. Safety mechanisms, which aim to identify, prevent or mitigate
a hazard are also defined in terms of transitions or states of new features realizing
them.

Notation:
In our approach we use the idea of Gomaa [21] to represent the behavior of the machine
and its parts during the execution of a certain use case in a parameterized state-machine
diagram. We have chosen this technique as its goal is to cover variability in the product
lines. We preferred the parameterized instead of the inherited approach since in case
of more than one variable state dependent features included the representation is more
intuitive. It also gives a complete view of the examined part of the product line with all
possible configurations in one diagram, which helps the engineers to analyze the impact
of certain choices. The visual grouping of alternative states in our approach is based
on the idea to group variable elements into VariationGroup, defined in the EAST-ADL
extension [25]. However, the purpose of grouping in both approaches is different. In EAST-
ADL, components that represent the static structure of a system on analysis and design
abstraction levels are grouped. In our approach, states that bring behavioral information
are grouped on Machine and E/E Functional development level.

Elements:

• Standard elements defined in the UML: initial and final state, state, orthogonal state,
transition, action, guard condition, etc. which are described in Section 3.2.2.1.

• Variability elements:

– In PLUS approach the variability of the elements is added by using stereotypes.
We use this idea and customize the stereotypes to achieve consistency with the
other diagrams: <<Mandatory>>, <<Optional>>, <<Alternative>>.

– We define a stereotype <<Alternative Group>> identifying a group of states
related to different variants of a certain feature.

• Safety elements:

– The stereotype <<Hazardous State>> identifies hazardous state, which shows
the hazards identified during the safety analysis. The conditions, which lead to
the hazardous state, are specified on the transitions.

– The stereotype <<Unresolved Hazardous State>> identifies the hazardous
states, which are not mitigated. In the diagram there is no transition from
them to any safe state or other relation to a safety mechanism.
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– The stereotype <<Safe State>> identifies a safe state used to mitigate a haz-
ard.

– The stereotype <<Safety Mechanism>> identifies technical solution defined
in order to prevent or mitigate a hazard [13].

Benefits and faced industrial challenges:

• Commonality and variability aspects of the product line:

The explicit representation of variability helps practitioners to identify whether cer-
tain hazards are imposing risks on the different configurations of features. For in-
stance, if a function is optional, the machine is not able to perform the transition to
the related hazardous states if the function is not included in the machine. Further-
more, alternative variants of one function may introduce different hazards.

For instance, the CDC Function has two different variants in the realization – with a
joystick or a lever control (left/right), as it is shown on Figure 26. Since the joystick
is used also in order to move the machine forward and reverse, we assume that it may
impose a new risk of Unintended Movement in case of malfunction. The possibility
of the machine to fall into this hazardous state is only if the joystick option is chosen
for the CDC Function realization. Therefore, the experts will be able to identify
whether or not the safety mechanisms used to mitigate or prevent the hazard should
be included or not.

Figure 26: Variability in the safety elements on the State machine diagram

The variability in the safe states, which are used to mitigate a certain hazard, is
explicitly represented together with the conditions that need to be fulfilled in order
for the transition to occur. There might be differences in the safety mechanisms
used to prevent the transition to a hazardous state or the transition from certain
hazardous to a safe state. For instance, there might be different strategies depending
on the operational environment of the vehicle. The visual representation of behavior

Approach Page 97



Graphical approach for variability management in safety-critical product lines MDH IDT

variability of the features helps to consider possible product configurations in the
product line.

• Dependencies representation:

The visual representation of behavioral aspects helps in identifying and analyzing
the dependencies between the features. For example, we assume that to activate
the CDC Function, the armrest on which the joystick or lever is placed should be
down and an activation button should be pushed. This is visually expressed on the
transition between the system states, as it is shown in Figure 27. Since this actions
should be sequentially executed, we can conclude that there is a serial dependency
between the armrest and the activation button defined in the Feature graph diagram
described in Section 6.2. The CDC Steering and CDC Supervison functions represent
CDC Function on E/E Functional level. The CDC Supervision unit is responsible for
identifying possible hazards due to failures in the CDC Steering. The conditions in
which the CDC Steering goes to a hazardous state are illustrated on the transitions
in the State machine diagram. The CDC Supervision should sense the error and
deactivate the CDC Function immediately as a safety mechanism. It should signal the
display to inform the operator, as shown on the transition from the hazardous state
to the safe state on Figure 27. CDC Steering and CDC Supervision functions work
in parallel and they are synchronized at a certain point of time, which is depicted as
synergetic dependency in the Feature diagram. Second, the CDC Supervision informs
the display, which starts indicating the error to the operator, which means that there
is a state change dependency from the CDC Supervision to the display. We further
conclude that if the CDC Function is activated, then the CDC Supervision function
should be also activated in order to be able to sense for possible failures.

Figure 27: Example for identification of behavioral dependencies on the state-machine
diagram
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• Safety aspects:

The visual representation of behavioral aspects helps the experts to determine the
impact of the hazards on the different interacting functions and their propagation.
Complex cases like: if a hazard occurs and another step from the scenario is executed
before the hazard is detected and mitigated, which may introduce a new hazard, can
be identified.
For instance, let us assume that there is a possibility to turn on the CDC Function
due to the vibrations of the machine, which is the hazard: Unintended Activation. If
the operator unintendedly pushes the control lever or joystick, before the hazard is
mitigated, another hazard may be introduced: Unintended Steering, as it is shown
on Figure 28.

Figure 28: Example for hazard propagation

Relations:

The State Machine diagram is built following a specific scenario captured in the Use Case
diagram. The examination of the execution steps of the main and alternative usage sce-
narios helps identify the possible system states and the transitions between them. If new
hazards or safety mechanisms are identified, the Use Case diagram and its textual descrip-
tion are further refined in order to achieve consistency between the diagrams.

The safety related elements identified with the help of the State Machine diagram are
used in the PHA and in building the Safety concept, and more especially the identified
safe states. Further on, the diagram is refined if new hazardous or safe states. Through
examining the state transitions, dynamic dependencies are identified and are used as an
input for the construction of the Feature diagram.
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6.6 Safety Configuration Diagram

The Safety Configuration diagram captures the commonalities and variabilities in the func-
tions between different machine models in one product line. During the analysis of a func-
tion throughout the development process, more detailed characteristics and safety aspects
are identified. If some of the characterizing parameters of a certain function are out of the
defined scope, a hazard might arise. The parameters, which characterize the functions, vary
from model to model. In order to cover the above mentioned aspects and enhance their
analysis, we propose a Safety configuration diagram. It represents the product line from
two different perspectives, represented in Functional and Machine models views. They are
related by Safety constraints that represent the possible hazards related to one or more
functions. Further, a Safety mechanism for each hazard might be defined on a higher level
of abstraction.

• Functional view: It contains all high-level machine functions in the product line
with their characterizing parameters. The commonality and variability aspects of
each function are presented by UML stereotypes: <<Mandatory>> and <<Op-
tional>>. The distinct variants of one function might differ in the specified param-
eters, which is depicted in the diagram.

• Machine models view: It consists of all machine models in the product line and
their functional characteristics represented as attributes with their boundary values.
The models might also be grouped if they have the same characteristics and differ
only in their size, horsepower and/or other physical characteristics which do not
affect the functionality.

• Safety Constraint: It represents a possible hazard that can happen during the work
of one or more functions which are present in certain machine models. Each entity
of this type is defined by the hazard name and one or more logical conditions, which
present the circumstances in which a hazard might arise in relation to the functional
parameters. For example, a hazard might occur if a certain functional parameter
is not in the allowed range for certain machine models - the parameter value is less
than the allowed minimum, bigger than the allowed maximum or it is different from
the predefined specific value for a certain machine model. These constraints are not
dependent on certain machine model. They specify only the parameters of one or
more machine functions and compare each parameter with the boundary values of
the machine model attributes. There might be logical expressions defined with AND
and OR relations if more functional parameters are compared.

• Safety mechanism: This entity represents the functions that are introduced as
safety mechanisms during the safety analysis in order to avoid certain hazards. One
function might be solution for one or more hazards.

For example, let us assume that the optional function CDC Function has a parameter
steeringAngleCDC and for each machine model containing the CDC Function, there is
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defined an attribute steeringAngleMachine with its value range. CDC Function is a safety-
critical function and during the steering, the hazard Unintended Steering may occur if there
is a calculation error and the steering angle is out of the defined scope:

steeringAngleCDC <steeringAngleMin OR steeringAngleCDC >steeringAngleMax

which is represented in the safety constraint entity Unintended Steering, Figure 29. To
avoid the hazard, a safety mechanism shall be introduced. In our case this is the function
CDC Supervision which monitors the CDC Function.

Figure 29: Example configuration diagram

Purpose:

The Safety Configuration diagram represents the whole product line with variability aspects
from both functional and machine model perspectives. It is used to build a bridge between
Domain Engineering and Application Engineering phases in the product line development.
When a new product is configured, this diagram helps in the safety analysis when the chosen
functions are analyzed, as it represents possible safety constraints and safety mechanisms.

Abstraction levels:

• The Safety Configuration diagram uses the defined machine specification, PHA doc-
ument and Safety concept defined on Machine level as input documents.
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From the machine specification, the machine functions are extracted together with
their functional attributes defined on Machine level. For instance, the CDC Function
is characterized by machine speed, steering angle, gear, etc. Further, the machine
characteristics are derived for each machine model in the product line from the ma-
chine specification. They are represented as attributes with values or their allowed
value ranges in the machine models part of the diagram. For instance:

– Attributes that specify if a certain optional function is included or not, e.g.
CDCInstalled=YES or CDCInstalled=NO. If a certain function is not present
in a concrete machine group then the hazards related to that function cannot
appear in the machines from this group.

– Attributes corresponding to the parameters of the included functions, e.g. ma-
chineSpeed, steeringAngleOfMachine, which defines the range [steeringAngleMin;
steeringAngleMax ]. They are used in the Safety Constraint conditions in which
it is checked if their values are out of range.

– Attributes related to the machine usage, operational environment or safety as-
pects, e.g. operationRoad = PublicRoad, ConstructionRoad. There might be
differences in the conditions that cause hazards depending on the operational
environment, which will be presented in a Safety Constraint.

Related hazards for each function are identified in the PHA and they are represented
in the Safety Configuration diagram. Furthermore, functions for preventing the haz-
ards are identified in the Safety Concept and are also represented in the diagram on
Machine level.

• On E/E Functional level, the diagram is refined based on the defined complete E2E
functions represented in the Feature diagram. The functional parameters are clari-
fied and new parameters may be added. The functional and machine models repre-
sentations are refined, respectively. The E2E functions are analyzed from a safety
perspective and more hazards might be identified, then they are also added in the
diagram. Through analysis, the safety experts identify whether some values of the
parameters can cause or contribute to certain hazards. If such cases are identified,
they are represented in a Safety constraint. Further, new functions are added in
correspondence with the safety mechanisms, defined in the Functional safety concept
on this level.

Notation:

The Safety Configuration diagram follows the UML notation to represent the different
elements. The variability and safety aspects of the diagram are captured by stereotypes
on the entities and relationships.
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Elements:

• Functional view :

– This part contains the machine and E2E functions which are also presented in
the feature diagram of the current approach. Functions are defined as <<Manda-
tory>> and <<Optional>>. These stereotypes are based on the ones defined
in the PLUS approach, defined in Section 3.2.2.1, but they are customized in
order to achieve consistency in the proposed approach.

– The alternative functions are presented with multiplicity on the relations, as
described in the Matrix-based approach, defined in Section 3.2.1.3.

– The functional parameters are represented by their names in camel case.

• Machine models view :

– Machines in one product line are presented in this view by their models or a
range of models if they are grouped by their common characteristics.

– The models are clearly identified by their attributes with specific values in camel
case. The values have different types as boolean, numerical, range of values, etc.
For mandatory functions, only the possible values of the attributes might differ
for some machine models. Optional functions shall be specified by attributes
that show whether they are included. Furthermore, attributes corresponding
to optional and alternative functions are added to the machine models that
include them and their values might also vary. The characteristics that de-
fine constraints related to the machine usage from safety perspective shall be
included.

• Safety constraints: They are represented with stereotype <<Safety Constraint>>.
The conditions that characterize them are logical expressions used to compare func-
tional parameters with the boundary values of the machine attributes and contain
mathematical symbols.

• Safety mechanism: They are shown by the stereotype <<Safety Mechanism>>.
They represent functions that are introduced in order to avoid certain hazards. These
functions are attached to the functional view of the diagram. Their relation with the
safety constraints is many to many. Hence, one safety mechanism can be a solution
for more than one safety constraints. The relation between the safety constraint and
the safety mechanism has a stereotype <<prevent the risk>>.
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Benefits and faced industrial challenges:

• Commonality and variability aspects of the product line:

The commonality and variability are depicted in both functional view and machine
models view of the safety configuration diagram. They are represented through
UML stereotypes similarly to the Feature tree, described in Section 6.2 as well as
through diversity in the functional parameters. The differences between the products
are depicted in the attributes that correspond to the machine characteristics and
functional parameters. The diagram proposes a mapping between functions and
machine models through the defined machine attributes.

• Safety aspects:

The diagram shows the valid configurations of each machine model through the values
of the specified attributes. The conditions in which a machine can go to a hazardous
state are depicted in the safety constraints according to the included functions. Fur-
thermore, the safety mechanisms are proposed in order to avoid the risks. The visual
representation of these aspects enhances the collection of evidence for a valid safe
configuration of the machines models in the product line. When a new product is
derived the diagram is used for checking the possible valid configurations.

6.7 Evolution Diagram

Purpose:

The main goal of the Evolution diagram, proposed in the report, is to support the evolution
of a product line through incrementally building a repository with the characteristics of the
different machines. The representation is achieved through features logically separated in
four layers: Capabilities, Operating environment, Domain technologies and Implementation
techniques. The diagram captures variability aspects of the product line in each layer and
helps the practitioners to make different product configurations and verify their consistency.
To achieve this purpose, dependencies between the features on one and among the different
layers are also represented.

Abstraction levels:

• The Evolution diagram is defined on Machine level. Features which are represented
in the Feature diagram, described in Section 6.2, are added to the Capabilities layer
of the Evolution diagram. The hardware elements, identified on machine level and
represented in the Boundary diagram, described in Section 6.3, are allocated in the
Operating environment layer. Each capability feature is related to the corresponding
hardware feature elements on Machine level. In case of designing a new product line,
the Domain technologies and the Implementation techniques layers in the Evolution
diagram are not filled. In case of evolution of the product line, these layers will
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contain features which represent different technologies and techniques that are used
as solutions in the previous generations of the product line.

• On E/E Functional level the Evolution diagram is refined with more features on
the Capabilities and Operating environment layers. E2E functions and hardware
elements are added respectively, together with their static and dynamic dependencies.

• On Analysis and Design development levels, the Domain technologies and Imple-
mentation techniques layers, are filled with good design practices coming from the
practitioners‘ expertise or proposed in the safety standards. In case of evolution of
the product line, they are used as a reference when designing an architecture corre-
sponding to the specified requirements.

Notation:

The Evolution diagram is based on the FORM feature-based approach, presented in Sec-
tion 3.2.1.1. A difference is that instead of Feature trees we use directed graphs to represent
the features on the Capabilities and Operational environment layers, based on the Graph-
based approach, described in Section 3.2.1.2. Domain technologies and Implementation
techniques layers contain the same information as proposed in FORM, represented in a
Feature tree structure.

Elements:

• Commonality and variability elements: The representation of common and variable
features, their hierarchical relations, feature groups, variation points, safety elements,
static constraints and dynamic dependencies is the same as the one defined in the
Feature diagram, described in Section 6.2, in order to keep the consistency between
the different views.

• Traceability elements: Traceability between the logical layers in the Evolution dia-
gram is built by a relationship with stereotype <<implementedBy>>, as proposed
in FORM.

Benefits and faced industrial challenges:

• Commonality and variability aspects of the product line:

The Evolution diagram captures variability in different aspects - functional, hardware
and technological. This helps practitioners create different product configurations
and reuse them in the evolution of the product line.

For instance, according to our assumptions the CDC Function is decomposed into
CDC Steering and CDC Supervision. The two variants that realize the CDC Steering
function are Joystick Control and Lever Control. They are mutually exclusive, i.e.
only one of the alternatives may be chosen for a certain machine as shown in Figure 30.
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Figure 30: Example evolution diagram with information filled on all levels
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• Dependencies representation:

Relations between capabilities and operational environment features are explicitly
shown in the Evolution diagram, which helps practitioners make valid choices of
hardware for certain functionality. The visual representation of direct and indirect
dependencies in a graph structure allows to perform inconsistencies checking of the
possible combinations. Thus identifying possible missed dependencies or incompati-
bilities between the different types of features becomes more intuitive. For instance,
if one capability feature requires another one and both require different hardware
features, then we can check for incompatibility of the hardware elements at earlier
development stage.

Let us assume that Lever Control alternative of the CDC Steering requires the Speed
Button function in order to be able to achieve machine movement with the CDC
Function, as it is shown on the Capabilities layer of the Evolution diagram, shown
in Figure 31. The Speed Button function can be realized either with Gear Selection
Button, or Low (High) Speed Button. Furthermore, the Lever Control function is
realized with the means of hardware Lever, which is an External Input Device. It has
two variants – Basic Lever and Advanced Lever. The Gear Selection Button function
is realized by the hardware element Change Gear Button and the Low (High) Speed
Button function is realized by Two Speed Button, as it is displayed on the Operating
environment layer. Let us assume that the Basic Lever hardware element cannot
work together with the Change Gear Button hardware element. Thus, the diagram
can show that new technological solutions might be needed for the realization of
certain functionality. It further allows specification of constraints on the possible
configurations.

• Traceability:

The different types of features show a high-level view of the machines in the product
line in one diagram. This enhances the process of making choices of hardware and
technologies for the realization of each capability of the system. The dependencies
between the features on different layers, allow traceability of the choices during the
development and evolution of the product line.

• Support for evolution:

In an evolutionary scenario, the visual representation of the information helps to
track inconsistencies when new functionality is added, changed or removed. It also
helps in the reuse of technological solutions through giving the specialists an overview
of all development artifacts related to one functionality.

Let us assume that the CDC Supervision capability is introduced in order to detect
and prevent possible hazards related to the CDC Steering feature. The functionality
might be implemented in different ways – through Monitoring pattern, which might
be either Monitor-Actuator Pattern, or Watch Dog, as it is shown on Figure 31. This

Approach Page 107



Graphical approach for variability management in safety-critical product lines MDH IDT

Figure 31: Example evolution diagram. Hardware inconsistency checking

information serves as a database for technological solutions from which the practi-
tioners might get ideas for realization of certain functionality during the evolution of
the product line.

Relations:

The Evolution diagram uses the features and hardware elements from the Feature and
Boundary diagrams. Furthermore, there is a bidirectional relation with the Component
diagram on Analysis and Design level. On one hand, it takes the possible technologies when
a new product line is built. On the other, during the evolution, the diagram is used as a
repository for choosing domain and implementation technologies for the new products.

6.8 Requirements Diagram

Purpose:

The purpose of the Requirements diagram is to provide practitioners the possibility to
visually express both functional and non-functional requirements (quality attributes) and
provide their hierarchical structure and traceability through the development process. In
the industry usually the requirements are refined and new ones are added on each stage of
development. The proposed diagram shows the requirements for only one complete E2E
function in order to lower the complexity and allow the specialists to focus on its specifics.
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Since the aim of the approach is to support the development of safety-critical product lines,
the variability and safety aspects are visually represented in the Requirements diagram.

Abstraction levels:

• The diagram is introduced on E/E Functional level of the development process when
the specialists from the E/E technology platform specify concrete requirements, based
on:

– analysis of the E2E functions, their variability and dependencies, depicted in
the Feature diagram, described in Section 6.2;

– the interfaces of the functions, defined in the boundary diagram, described in
Section 6.3.

In order to provide traceability, the E2E functions are mapped to specific require-
ments. Figure 32 illustrates a simple scenario of how the requirements are mapped
to features and components represented respectively in the Feature and Component
diagram and how the requirements are derived and traced on the different develop-
ment levels. For instance, according to our assumptions the CDC Function can be
used for steering and moving the machine and can be realized either with a joystick
or a lever. Both variants have the requirement to CDC Activate and regulate the
angle of steering of the machine. This requirement is connected to the feature CDC
Steering. However, since the joystick is also used for driving the machine forward
and backward, there is an additional safety requirement: Double check the origin of
the signal – whether it is intended for steering or moving forward/backward, which is
connected to the Joystick control variant of the CDC Function.

• On Analysis level the specialists derive more specific requirements based on the those
defined on E/E Functional level. They define the purpose and implementation in-
dependent realization details for each function – data used as an input, performed
calculations and the produced output. The machine parameters on which the function
is dependent are specified, as well. From a safety perspective practitioners identify
functional safety requirements, which are explicitly depicted in the Requirements
diagram.

As it is shown in Figure 32 the E/E Functional level requirement Steer the machine
is decomposed in two individual Analysis level requirements – Read and process lever
input and Read signal from the joystick. They correspond to the lever and joystick
realization of the CDC Steering feature respectively. It is also shown how the derived
Analysis level requirements are connected to Analysis level components, which realize
them. They are represented as functional devices – Read lever signal and Read joy-
stick signal. The described example shows variability on a lower level of abstraction.
Further the interfaces of the components and their communication are defined and
this information is filled in the Component diagram on Analysis level described in
Section 6.9.
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• On Design level, the specialists further refine the requirements identified on Analysis
level with more technical and implementation dependent details and new ones are
added, as well. Concrete names and values of the parameters that are transferred
through the signals and processed are defined. The Design level requirements are
mapped to Design level components.

Figure 32: Example for mapping view of features and requirements on E/E Functional level
and analysis components and requirements on Analysis level

The variability in the requirements is represented in terms of optional or alternative re-
quirements depending on the machine characteristics, usage, operational environment or
functional specifics. For example, there are additional special requirements for steering
for rubber tired machinery, which are valid for the CDC function and optional for the
product line. If the machine has CDC, but it is not rubber tired, these requirements are
not necessary to be fulfilled.

The variability can be configuration time – a choice has to be made whether a certain
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requirement should be satisfied by the machine or not, when the machine is configured. It
can also be run-time variability – a choice is made whether the requirements can be enacted
or not, depending on certain conditions during the working of the machine. Figure 33
represents an example for run-time variability. Let us assume that there is an optional
steering stabilization that can be either speed dependent or gear dependent. We have two
requirements: Enable the steering stabilization when the speed is in certain limits and
Enable the steering stabilization when the transmission is in a certain gear. Whether the
stabilization is speed or gear dependent can be configured while the machine operates.
Therefore, only one of the previously specified requirements can be enacted at a certain
point of time during the operation.

Figure 33: Example for run-time variability in requirements

Notation:

The diagram is based on the requirements diagram proposed in SysML, described in Sec-
tion 3.2.2.2. We also adopt the proposed in EAST-ADL, described in Section 3.2.2.3,
requirements specification and its concepts, for describing the E/E part of the product
functions. We further adopt the approach used in Matrix-based approach, defined in Sec-
tion 3.2.1.3 to model variability in requirements in order to be consistent with the Feature
diagram.

Elements:

• Requirements:

– The elements representing the requirements in the diagram and their attributes
are as described in Section 3.2.2.2.

– Stereotypes depicting the different types of requirements defined in EAST-
ADL [25].

Approach Page 111



Graphical approach for variability management in safety-critical product lines MDH IDT

• Relationships:

– Traceability between the requirements on the different levels of abstraction is
provided with a relationship connecting a requirement to its derived ones with
stereotype <<derivedReq>>. The stereotype notation is defined in SysML [3]
and further adopted in EAST-ADL [25].

– Traceability between the requirements and the features that they specify is
provided through a relationship denoted with a stereotype <<satisfy>>. This
stereotype is also defined in SysML [3] and further adopted in EAST-ADL [25].

– Traceability between the requirements and the components that realize them
is provided through a relationship with a stereotype <<realizedBy>>. This
stereotype is proposed in EAST-ADL [25].

• Variability elements:

Variability of the elements in the Requirements diagram is represented using stereo-
types, which are proposed in the Matrix-based modeling technique. We further spec-
ify whether a selection is configuration time or run-time with an attribute on the
variation point.

• Safety elements:

From a safety perspective, the functional and technical safety requirements are iden-
tified, explicitly differentiated and related to the other safety related elements with
the means of attributes as explained in Section 3.2.2.3.

Benefits and faced industrial challenges:

As we have discussed in Section 4.4, it is very important for the industry to have a struc-
tured visual representation of the requirements, their variability and relations to other
modeling elements. We aim to enhance the work of the different specialist by providing
traceability and helping them to consider all possible choices and future changes in order
to build the system architecture in a way which is extendable.

As we have discussed in Section 5.1, for a modeling technique aiming to meet the industrial
needs it is essential to provide:

• Commonality and variability aspects of the product line: The visual representation
of variability and the ability to trace information from the features, through the re-
quirements, down to the analysis components provides practitioners with the ability
to identify which the valid set of requirements for a certain machine configuration is.
The impact of a certain choice in the configuration of a product from the product
line is easier to consider. The visual representation helps identify which components
should be configured in the machine if a certain function is selected to be present
in the machine. For instance, let us assume that the machine has an optional CDC
function. Using the requirements diagram, the specialists can analyze the case if
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this function is included or not in the machine configuration and if it is not then
the requirements which specify it, should not be fulfilled, as well. Also the anal-
ysis components that realize the function, should not be included. This helps the
practitioners create the product design and configuration.

• Traceability: The requirements diagram provides the possibility to specify functional
and technical safety requirements and link them to other safety elements such as
hazards, safety goals, safe states, etc. The visual representation allows for easier
building of the safety concepts. Further, it allows for the tracking of the fulfillment
of the safety requirements. Finally this information is used for building a safety case
with evidence for compliance with the safety standards.

The relations between the different levels and the structure of the information en-
hance the traceability of the requirements through the development process down to
realization code. The diagram provides the means to link the information specified
in a requirements management tool or in a textual format to the model elements
intended to enhance the system design by visual representation of its structure and
behavior. The traceability of the requirements helps consider the impact of possible
changes on the development artifacts.

• Explicit representation of quality requirements: The requirements diagram gives the
possibility to the specialists to specify non-functional requirements, which may im-
pose constraints on the architecture design. Their visual representation helps the
practitioners trace the satisfaction of these requirements on the next development
phases.

Relations:

In order to build the top level of the Requirements diagram, specialists use the information
from the Feature diagram and for each feature they specify concrete requirements.

The safety standards impose requirements for the functions based on their purposes, ma-
chine specifics of or the operational environment.

The requirements identified on E/E Functional level are further analyzed with complete use
scenarios, which are depicted on the Use case diagram. The information in the requirements
diagram may be further refined if new requirements are identified in the process of building
usage scenarios.

In order to extract and specify the requirements on Analysis level, specialists need the
information defined on the Boundary diagram about the interfaces of the E/E part of the
realization with possible solutions from other technology platforms.

The information defined in the Requirements diagram is further used when building the
Component diagram, which includes information about the analysis functions and their
interfaces. The Requirements diagram is further refined in case new decisions are taken for
the allocation of the requirements on the analysis functions when building the architecture
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of the system. Similarly, new implementation specific requirements are defined and mapped
to the Component diagram on Design level.

6.9 Component Diagram

Purpose:

The Component diagram aims to show how the features are decomposed into components
on Analysis and Design development level. The logical structure is based on the specified
requirements for each function, which helps in tracing the information from machine to
design level. Furthermore, the variability aspects of the functions are depicted in the
Component diagram by stereotypes on the components and also through parameters of the
defined signals. The diagram represents both the relations within the examined function
and those with the other functions. The safety aspects of the system, which are defined in
the safety requirements, reflect on the logical decomposition of the components.

Abstraction levels:

• The Component diagram is introduced on Analysis level and is a representation of
the logical structure of one E2E function. The requirements for each E2E function
on Analysis level are mapped to analysis components included in the Component
diagram. Components are defined by their provided and required interfaces. On
this level the concrete realization details are not shown, since the components are
considered as black boxes that communicate by parameterized signals and the con-
crete values of the parameters are not known. Variability is represented by composite
components and through the differences in the signals’ parameters which is shown in
Figure 34

• On Design level the Component diagram is refined with more technical details and
the component structure might be changed according to the specified requirements
on this level. New components might be introduced, some of the existing ones might
be grouped and others might be decomposed. The realization within each component
is also considered and concrete values of the parameters are given, as it is illustrated
in Figure 34. For instance, for the CDC Function we assume that the concrete value
range of the STEERING ANGLE parameter of the steeringRequest is specified. This
signal controls the left and right direction of steering measuring the steering angle.

Notation:

The Component diagram is based on the EAST-ADL approach and UML stereotypes
are used to represent variability in the components. The alternatives of each feature are
grouped by Composite Component. It shows the alternative variants denoted with UML
stereotype <<Alternative>>. The specific requirements for each variant are mapped to
the concrete simple component inside the composite one. The different variants might have
different number of interfaces. Further, the variability within the component is represented
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through communicating signals. There might be different number of parameters for the
signals and their values might differ, as well. Figure 34 shows the CDC component diagram
on Analysis level.

Elements:

The diagram is represented through components in order to show the structure of a concrete
E2E function. They are characterized with specific interfaces and communicate with each
other through parameterized signals. The components are different types depending on
their purpose and realization [22]. The following types are defined based on EAST-ADL:

• Analysis functions are used to denote components responsible for the logical real-
ization of the functions. They represent software components and perform specific
calculations. In Figure 34, the control functions CDC Steering Control and CDC
Moving Control are examples for this type of components.

• Functional device define system boundaries and they might represent sensors, actu-
ators and HMI devices [22]. They show the interaction of a certain analysis function
with the physical environment. In Figure 34, examples for this type of components
are Lever detection and Joystick detection.

Benefits and faced industrial challenges:

• Commonality and variability aspects of the product line: Commonality and variability
aspects are considered within each component using composite components. This
allows practitioner to analyze different alternatives of a certain function on the lower
development level. Hence, the differences are visually represented and it is easier to
make conclusions about possible design and architectural solutions. The variability is
also represented in the parameters of the signals and their values, which contributes
to the lower level analysis and implementation.

• Dependencies representation: The collaboration of the components is represented by
signals. The high-level dependencies depicted in the Feature-graph are translated
to communicating signals in the Component diagram on Analysis and Design level.
Each feature is decomposed into several components and the relations between them
are represented.

• Traceability: The requirements are traced from Machine level, through E/E Func-
tional level requirements, to Analysis and Design level. On each level requirements
are derived and they become more technically specific. The components are designed
in a way to follow the requirements and accordingly the components are mapped to
E2E functions. The Functional and Technical safety concepts define safety require-
ments that affect the component architecture.
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Relations:

The component diagram is created in order to represent the system architecture following
the specified requirements and show their realization on a lower level. To achieve trace-
ability on Analysis and Design level the requirements represented in the Requirements
diagram are related with the components using the dependency <<realizedBy>> pro-
posed in SysML.

Different architectural techniques are proposed in the literature as good practices for build-
ing a system architecture. They are used to support the design decisions on the analysis
and design level. In our approach these solutions are proposed to be included in the Evo-
lution diagram on Domain technologies and Implementation technologies layers. They are
useful when the Component diagram in order to help practitioners to choose a specific
design decision. For example, the concrete realization of the CDC Supervision function
might vary and this affects safety of the machine.

Figure 34 illustrates an assumed example focused only on a part of the CDC Function
decomposition. CDC Function is broken down into several components on Analysis level
and for simplicity we show only three of them and their communicating signals. The part
of the signals coming from outside are shown, as well. The composite component CDC
Steering Detection has only the logical separation role to make the variability explicit. It
contains two alternative functional devices, Joystick Detection and Lever Detection, which
cannot be installed together in a product of the product line. Their role is to detect the
chosen functional device and get the required information by signals. The joystick and the
lever have different functionality and this is represented in the Component diagrams in
their output signals. The signal steeringRequest with a parameter STEERING ANGLE is
an output from both components and it is an input for the CDC Steering Control. Since
the joystick is used also for the moving functionality of the wheel loader machines, it sends
a signal movingRequiest with a parameter GEAR to the CDC Moving Control component.
Engine, Transmission and SteeringHydraulics are external components for the CDC Func-
tion. The component diagram also captures their relations with the examined function.
The input signal machineSpeed is coming from Engine and the output signals steeringLeft-
Right and movingForwardBackward are sent to the SteeringHydraulics and Transmission
respectively. The parameters of the communicating signals are also shown on Analysis level
without their concrete values. Further On Design development level the diagram should
be refined the specific parameters values should be present.
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Figure 34: Part of the Component diagram for the CDC function on Analysis level
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7 Approach Discussion

The proposed graphical approach is developed according to the identified industrial needs
outlined in Section 5.1. It represents the commonality and variability in the product line
in a unified way, with emphasis on the safety aspects of the products. In the following
subsections we discuss the benefits of the approach - Section 7.1, as well as possible areas
of improvement that we foresee - Section 7.2.

7.1 Benefits of the approach

• Commonality and variability in PL

The commonality and variability aspects of the products in the product line are
depicted in all diagrams. Thus we allow the representation of the different aspects
of the variabilities in the product line. The differences in the functions - physical
characteristics and hardware of the machines are covered. Variability in the possible
technological and implementation solutions is captured.

• Dependencies representation

The unified representation of static and dynamic dependencies and constraints allows
the practitioners to consider the impact of possible design changes, take decisions on
the next stages of the development and extract potential machine configurations.
Furthermore, a continuous feedback is provided to the process of safety analysis in
terms of the dependencies among the safety functions, represented as high level safety
features, as well as lower level design components.

• Safety aspects and quality attributes

The proposed diagrams represent the results of the safety analysis through safety
related elements: safety-critical functions and requirements, hazards, safety mech-
anisms and safe states. The collaboration between safety-critical and non-safety-
critical functions is represented from static and behavioral perspective, which allows
identification of conditions that lead to hazards. Therefore, results shown on the
diagrams can be used as feedback to the safety analysis and collection of credible
evidence for compliance with the safety standards. Furthermore, the represented
hazard mitigation strategies and technical solutions can be used in the evolution of
the product line, when new products are derived.

• Explicit traceability

The diagrams are refined during the development of the product line. They represent
the functions with decreasing level of abstraction on different layers of the develop-
ment process. Traceability between the diagrams on the same level of abstraction
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and to those on lower level of abstraction is achieved through relations and common
naming convention. From a safety perspective, the traceability of safety related ele-
ments, that are represented in the different diagrams help the safety experts in their
analysis and when the safety case is built.

• Hardware and Environment

The interfaces of the functions with the hardware elements are represented on higher
level in the Boundary and Evolution diagrams and on lower level of abstraction in
the Components diagram. This helps the practitioners from the different technology
platforms to communicate and synchronize their work. The visual representation
of the information helps the safety analyst to develop mitigation strategies on high
development level, where the solutions may come from different technological areas.

• Open for extensions and changes

The proposed approach is focused on one product line in the automotive industry, in
particular construction equipment domain, but it has the potential to be extended.
Different stereotype and relations might be added to the existing ones in order to
consider different generations of the product line and product lines with different
machines.

Since the approach follows main principles in software modeling and the proposed
elements are not tightly specific. The elements can be customized in order to repre-
sent information needed in other sub domains of the automotive domain where the
safety aspects of the systems have crucial role. In order to consider different safety
standards, the existing safety elements can be customized or new ones can be added.

The table on Figure 35 summarizes the evaluation of the proposed modeling technique.

Figure 35: Evaluation table of the proposed modeling approach.
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7.2 Areas of improvement

There are several areas for improvement, which we have identified when applying the
approach to the industrial example.

Since the proposed approach uses different modeling techniques as a base, the practitioners
shall have knowledge in feature-based modeling and UML in order to model the complete
system. The education of experts is costly and time consuming which makes the application
of such model-based techniques more difficult. Detailed characteristics of the machines need
to be identified in order to build a model of the product line using the proposed approach,
which is challenging.

The idea of a proposed approach is to cover the variability and safety aspects of a product
line throughout the whole development process, and present static and dynamic views of
the systems. However, in the current work not all aspects are covered, especially on lower
levels. Possible extensions are discussed in Section 8.2.

The volume of the information needed to be considered during the creation and mainte-
nance of a product line in the automotive domain is excessive, since the machines have
many functions with complex interactions. Further, they should be certified from a safety
perspective. Hence, the model that is built to support the development activities can
become too complex.

• On Analysis and Design levels, the approach is focused on the decomposition of
one complete E2E function. The dependencies with the other E2E function are
represented as boundary interfaces. However, the complete picture of the system
architecture is not visually represented. Thus practitioners cannot consider the used
design practices that are used in the architecture of the whole system.

• Since the current work is focused on the needs of the E/E technology platform, the
hardware component representation on design level is not considered as it is proposed
in [25] and [22].

• The quality aspects as performance, reliability, etc. are taken into consideration when
the system is designed. However, their complete representation is not supported by
the proposed approach.
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8 Conclusions

Product line engineering is a well-established and widely used approach in the industry
today. It is a challenge to manage the variability of the systems in a systematic and rigorous
way. In the automotive domain, it is even more difficult, since ensuring safety for each
machine in the product line is an important aspect of the development. In order to achieve
this goal, it is important to analyze the system from different perspectives, considering its
variability and safety aspects.

8.1 Summary

Nowadays, the product lines in the industry are in their evolution. Practitioners have
gained sufficient knowledge about how to manage the products and how to derive new
ones. The problem is that the information is spread out in different documents and it is
difficult to be managed.

We conducted several interviews with experts in order to gather information about how
they manage the variability and safety in the systems. The purpose of the research was
to understand the development process and the artifacts that they create. Further, the
technologies and tools that are established in the domain were examined. An industrial
example was identified, which is further used for presentation of the approach.

There is a wide range of modeling techniques, which propose different techniques to manage
variability in the product lines. Based on the results of the interviews we focused on feature-
based and model-based techniques. Feature-based techniques give the opportunity to model
the machine characteristics on a higher level of abstraction through common and variable
features. Dependencies between the features are identified earlier, which helps in both
inconsistencies and error checking, and building the architecture in the following stages
of development. In particular, FODA, FORM, Graph-based approach and Matrix-based
approaches are discussed in detail. Model-based techniques model the systems from dif-
ferent perspectives on each development stage. They help in tracing requirements through
all development phases. In particular, PLUS, SysML and EAST-ADL approaches that
extend UML and contribute to the product line and system development are discussed in
the current work. Furthermore, COVAMOF approach that extracts the variability aspects
of the product line and shows them explicitly in a separate view is considered.

The examined techniques are evaluated according to the industrial needs and the identified
aspects which are important to be covered. Further on, the techniques are extended with
safety elements and combined in the modeling approach, which is proposed in the current
work. Using the identified industrial example, we show how the approach can be applied.
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8.2 Future Work

The machines in the construction equipment domain consist of many collaborating features.
Their dependencies make the systems complex and it is difficult to manage them. Hence,
the scalability of the modeling technique, which represents the system, is an important
characteristic. During our research we have applied the proposed modeling approach on
several collaborating functions of the wheel loader machine and some of them are described
in the current work. However, in order to see if the modeling approach is scalable, it should
be applied on a larger industrial example.

The modeling approach has the potential to be extended on each abstraction level with
new diagrams that show different aspects of the machine or its parts. For instance, the
whole architecture of the system can be illustrated on Analysis and Design level, together
with variability and safety elements. However, for this purpose a deeper investigation of
the product line is needed. Furthermore, the proposed diagrams can be extended with
more elements, ex. safety related elements or dependencies, in order to describe each view
in greater detail. For instance, Interaction diagrams like Communication and Sequence
might be useful for achieving this purpose [21]. Further, a behavioral component diagram
might be used to show the behavior of the whole system on architectural level. [21]

In the current work, we focus on one product line, but in the industry commonality and
variability aspects exist in different product lines or even in different generations of the same
product line. The modeling approach might be extended to cover also these dimensions.
The modeling approach is focused on the automotive industry, in particular – Volvo CE.
Additional research should be conducted in order to estimate whether the approach is
applicable in other companies and industries.

COVAMOF modeling approach is an efficient method that extracts the variability of the
product line in a separate view. This makes the variation points visible and traceable. In
the future work, COVAMOF might be applied on the examined industrial example.

As we have described in Section 7, the management of the diagrams might become difficult,
therefore, a tool is needed to support the proposed modeling approach. For instance, the
tool might give the possibility to extract only the information related to certain feature
in the evolution diagram in order to enable the practitioners to consider the impact of
the decisions taken on high-level of the development process. The tool might be used also
for automatic inconsistency checking of the dependencies. There are predefined rules for
consistency of the dependencies, that can be further extended with the experts’ knowledge
about which combinations of dependencies between features are not valid or allowed from
safety perspective. For example, two features that have high criticality level cannot have
behavioral dependencies and should be logically separated.
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Appendix: Interview Questions

1. Which machine projects are you part of?

2. What is your area of experience?

3. What are your responsibilities?

4. What development process is followed for the realization of the machine functions?
In particular, what process is followed for the realization of the E/E parts of the
system?

5. What activities are executed on each level of the process?

6. What information is managed on each level of the development process?

7. How is the information traced between the levels?

8. How are the commonality and variability on different development levels identified
and managed?

9. How is the variability realized and traced on the different process levels?

10. How are the relations / dependencies among the functions managed?

11. How the dependencies traced through the development levels?

12. How much of the development artifacts are reused from previous generations?

13. How is the possibility to reuse certain artifact identified and analyzed?

14. What analysis is conducted when new functions are added in the evolution of the
product line?

15. How is the compatibility between the old and new functions analyzed?

16. How do you consider the impact of changes in the functions, defined on high level,
on the artifacts, defined on lower level of the development process?

17. Which are the safety standards that the machines in the construction equipment
domain shall comply?

18. What process is followed during safety analysis?

19. What documents are produced on each phase of the process?

20. What techniques are used for identifying hazards, analyzing their severity and deriv-
ing hazard mitigation strategies?

21. On which level of the development process are the functional safety concept and
technical safety concept created?
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22. What is the impact of the variability of the machines‘ characteristics and functions,
usage or operational environment on the safety related elements like hazards, miti-
gation strategies, criticality level of the functions, etc.? Is it considered during safety
analysis?

23. Is the impact of the dependencies between the functions considered in the safety
analysis?

24. On which level of the development process are the safety mechanisms introduced?
Are the new solutions analyzed from safety perspective in order to identify whether
they do not introduce new hazards?

25. Is there variability in the safety related elements like hazards, mitigation strategies,
etc. and how is it managed?

26. How is a new configuration of a product derived?

27. May there be changes of the machines after the machines are released on the market?
What process is followed to manage them?
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