
1 
 

 

An approach to allow safety requirements 

to be efficiently decomposed, traced, and 

validated 

 

Achille Penna 

Master Student – Software Engineering  

 

 

 

               Internal Supervisor              External Supervisor  

                  Barbara Gallina      Kristina Forsberg 

Post-Doc Researcher, Mälardalens Högskola        Safety Specialist, SAAB AB  

                   barbara.gallina@mdh.se        kristina.forsberg@saabgroup.com 

  

  

   

 Examiner 

    Kristina Lundqvist 

Professor, Mälardalens Högskola 

     kristina.lundqvist@mdh.se 

 

 

 

 

 

 

mailto:barbara.gallina@mdh.se
mailto:kristina.lundqvist@mdh.se


2 
 

 Abstract  

ARP 4754A and ARP 4761 are international standards for the avionics domains. ARP 

4761 provides a guidance for the safety assessment process, while the ARP 4754A 

prescribes close interactions between the safety assessment process and system 

development process in order to capture safety requirements imposed on the design. 

According to the ARP 4754A, the safety requirements should be carefully traced and 

validated. 

A phase of the safety assessment process is the FHA (Functional Hazard Analysis) and 

the high-level safety requirements are derived. ARP 4754A indicates that the safety 

requirements obtained from the FHA phase should be allocated and validated, but the 

standard only indicates “What” should be done, but not “How” to do it. Hence, when 

developing an avionic system, an ad-hoc method must be provided to allocate and validate 

the safety requirements. 

Thesis work is focused on providing a systematic approach to allow safety managers 

jointly with designers to decompose, allocate and validate the safety requirements. 

Furthermore, the proposed approach is aligned with the ARP 4754A and DOORS tool, 

including how to decompose and validate the safety requirements in the system 

development process. This way will reduce the necessity to provide an ad-hoc method 

each avionic systems, and overcome the lacking methodology. Finally, a safety-critical 

system developed by SAAB is used as case study to validate the proposed approach. 
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1. Introduction 

The current trend in system design is an increasing level of integration between systems 
and functions. This trend is true also for safety-critical systems such as avionics in an 
aircraft. There can be considerable value gained when integrating functions and sharing 
resources between systems. However, this trend increases the complexity of the design 
resulting in an increasing number of requirements. Aircraft development is requirement-
driven, meaning that the design has to be fully specified with all requirements captured, 
validated, implemented (decomposed – traceable from system to HW and SW items) and 
verified. 

This introductive chapter is organized as follows: in Section 1.1, the context and motivation 

of this thesis are explained; in Section 1.2, the contributions of this thesis work are 

presented; in Section 1.3, the document structure is described. 

 

1.1. Context and Motivation 

The increasing number of requirements and integration of systems have increased the 

complexity level of the avionic systems to the point where it is troublesome to allocate and 

to validate the requirements. In particular, this trend of integration and increased 

complexity is problematic regarding safety requirements since integrated software-

intensive systems have made it harder to assess dependencies and fault propagation. It 

becomes difficult for the engineers to understand the system under development and in 

anticipating all its possible behaviours. The engineer can find it difficult to decompose and 

validate the high-level safety requirements, due to the complex nature of systems with 

highly integrated functions. When developing avionic systems it is mandatory to follow a 

strict development process. Guidance is provided in a number of different standards. In 

Europe and USA these are: 

- ARP 4754A addresses the development cycle for aircraft and systems that implement 

aircraft functions [2]. 

- ARP 4761 provides a guideline for conducting an industry accepted safety assessment. 

Consisting of Functional Hazard Assessment (FHA), Preliminary System Safety 

Assessment (PSSA), and System Safety Assessment (SSA) [3]. 

- RTCA/DO-178B/ED-12B [4] and RTCA/DO-254/ED-80 [5] provide guidelines concerning 

software development and hardware development. The DO-178B/ED-12B standard for the 

software development has been updated, and it is now DO-178C/ED-12C [6]. 

The ARP documents address system level while RTCA documents address item level 

(HW / SW). The scope of this thesis is to assess safety activities related to the 

development of a system implementing safety-critical functions: 

 Establishment of process and methods to provide a framework for the system 

architecture development, using ARP documents. 
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 Evaluate how safety requirements are captured and managed, in particular how 

these will flow down into hardware and software requirements. 

ARP 4754A prescribes close interactions between the safety assessment process and the 

system development process in order to capture safety requirements imposed on the 

design. However, more “What” than “How” is discussed in ARP 4754A [7].  

Saab has experienced this difficulty of capturing and decomposing safety requirements 

when developing a primary high lift system controlling the flaps of an airplane.  

In this case, a common mode problem was captured late in the program, which forced 

redesign of part of the software. It shows that the current guidance material is lacking 

assessment methods addressing integrated software intensive systems. Therefore, in this 

thesis, hands-on methods of how to refine, decompose and validate safety requirements 

are elaborated while following the guidelines of what is required. 

During the hazard analysis, the safety requirements are derived and describe how the 

system must be developed or what it must do to avoid that the failures occur. However, 

these standards do not provide in detail how the system shall be implemented and how the 

safety requirements shall be managed, e.g. allocated and validated. The high-level system 

safety requirements must be allocated to the software and hardware items and validated 

as the ARP 4754 standard indicates. Currently, there are no detailed methods that can 

help the engineers to allocate and validate the high-level system safety requirements as 

indicated in [8]. Thus, each company has found a method and has to understand how to 

customize the guidelines of the standards. 

 

1.2. Contribution 

This thesis proposes a systematic approach to allow safety managers jointly with 

designers to decompose, allocate and validate the safety requirements.  

This approach gives an operational guideline to the safety engineers and designers during 

the evolution of safety requirements to carry out refinement (Section 4.1.1) and 

decomposition (Section 4.2.1). If the refinement and decomposition of the safety 

requirements are done without the support of strict methodology. Then, shortcomings will 

be discovered late in the program during the verification phase, i.e. lack of alignment 

between system development and safety assessment processes. For this reason, to 

allocate and validate the safety requirements, this thesis has proposed an approach based 

on the interaction between safety assessment and system development processes as 

described in ARP 4754A and ARP 4761, respectively. The approach is applied to a real 

case with promising results with respect to alignment between the processes. 

Safety is a property of a system in use, and the implementation of safety requirements is 

not easily visible at the item (hardware/software) level. This method targets system level to 

item level using both textual as well as graphical form. The strength of the graphical form 
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is the use of logical gates (AND, OR) to identify where e.g. independence is 

assumed/required depending on allocation and design choices. 

In addition, to manage the refinement and decomposition, validation of safety 

requirements is disciplined using the traceability method introduced into the approach. In 

this way, a greater confidence that the safety requirements are complete and correct can 

be achieved. 

Finally, the paper Elaboration of safety requirements [7] stemmed from this thesis work, 

and it has been presented at the 32nd Digital Avionics Systems Conference (DASC). It 

was awarded as the best paper of the session. 

1.3. Document Organization 

The remaining part of this thesis is structured as follows:  

Chapter 2 presents the background information needed to understand the topics 

discussed and analyzed in this thesis. The main topics introduced are dependability 

(Section 2.1), avionics standard (Section 2.2) and requirements management (Section 

2.5).   

Chapter 3 contains the problem formulation and its analysis. The problem formulation 

(Section 3.1) explains why allocating and validating the safety requirements is problematic. 

Then, the problem is decomposed into several sub-problems in order to identify the 

methods to solve them. 

Chapter 4 explains the existing methods that could solve the identified sub-problems in 

Chapter 3. Then, a brief analysis is done to understand if these methods are adequate to 

be used, otherwise new methods are developed to solve the identified problems.  

Chapter 5 presents a case study, which describes how the proposed approach is applied 

on the High Lift System.  

Chapter 6 concludes the thesis work by describing the benefits and limitations of this 

thesis work. Furthermore, directions for future work are presented. 

 

2. Background 

In this chapter, the necessary background information related to the topics covered in this 

thesis work is presented. This chapter is organized as follows: Section 2.1 provides 

information about dependability. Section 2.2 provides information about safety-critical 

system. Section 2.3 provides a description of Flight Control System that is necessary to 

understand the case study. Section 2.4 provides an overview of the safety standards; 

Section 2.5 provides the description of main activities organized on the requirement 

management. 
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2.1. Dependability 

The definition of dependability may be split in quantitative and qualitative definitions. 

Qualitative definition is the ability to deliver a service that can justifiably be trusted [1]. 

Quantitative definition is the ability to avoid service failures that are more frequent and 

more severe than is acceptable [1]. In [1], authors state that the dependability of a system 

should be sufficed for the dependence being placed on that system, e.g. the dependence 

of System A on System B indicates that the dependability of System A is effected by the 

dependability of System B.  

The concept of dependability is characterized by a set of attributes, threats, and means. In 

this thesis, one attribute (safety) will be taken into consideration. The threats are identified 

as Faults, Errors, and Failures. The means attain the dependability and can be classified 

in four classes: fault prevention, fault tolerance, fault removal, and fault forecasting, but 

only fault tolerance is deepened. Figure 1 depicts the tree of dependability and for more 

details about it, see in [1].  

 

 

2.1.1. Safety  

Safety can be defined as the absence of catastrophic consequences on the users and the 

environment [1]. It can be partially achieved by performing safety analysis, e.g. hazard 

analysis (see Section 2.1.2) and safety countermeasure e.g. using fault tolerance 

techniques as redundancy (e.g. n-version programming (see Section 2.1.5). Also applying  

 

Figure 1 Dependability Tree [1] 
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the right countermeasures on the system, it cannot guarantee the total safety because 

there is always residual probability that a failure may occur. Thus, the goal is to reduce 

under a minimum established threshold the probability that a failure occurs. Once the 

residual probability is acceptable, the system is acceptably safe. 

 

2.1.2. Hazard Analysis 

The hazard analysis provides the foundation for system safety. Hazard analysis [9] is a 

technique used to identify and analyses the hazards. Hazards are events that can lead to 

harm, causing injury to a human being and damage to the surrounding environment. 

Hazard Analysis is performed at all level of the system development process. Preliminary 

Hazard Analysis (PHA) is performed before the design phase; System Hazard Analysis is 

performed during the design phase; Sub-System Hazard Analysis is performed at the sub-

system level. Usually, hazard analysis at a lower level refines the findings of the one at, a 

higher level since there are detailed information in more to consider.  

In general, there are three types of hazard analysis methods: deductive, inductive and 

hybrid (called bowtie). Inductive (forward search) analysis methods progress from a known 

or hypothesised cause (typically – a component failure or failure mode) to identify general 

system-level effects (i.e. a system-level failure condition or even a hazard) [9]. Instead, 

deductive (backward search) analysis methods are opposites of the inductive methods. 

They start with a particular undesirable state defined at the system level (such as a hazard 

or failure condition) analysts identify its possible causes systematically [9]. Hybrid analysis 

methods indicate the hazard analysis techniques that combine both inductive and 

deductive methods.  

An example of the inductive method is the Failure Mode, Effects and Analysis (FMEA). An 

example of the deductive method is the Fault Tree Analysis (FTA) (see Section 2.1.3) and 

a method that combines both the methods is HAzard and OPerability Analysis (HAZOP). 

 

2.1.3. Fault Tree Analysis 

Fault Tree Analysis (FTA) is a deductive failure analysis that focuses on one particular 

undesired event and provides a method for determining causes of this event [1]. FTA is a 

“top-down” approach. The analyst begins with undesired top-level hazardous event and 

systematically determines all credible single faults and faults combinations of the system 

functional blocks at the lower level, which could cause this event. The analysis proceeds 

down through successively more detailed levels of the design until a Primary Event is 

uncovered, or until the top level hazard event requirement has been satisfied [1]. In the 

ARP 4761 standard [3], the Primary Even is defined as an event that for some reason has 

not been developed. The top-level hazard event requirement is the top hazard of FTA.  
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The FTA analysis is stopped when sufficient details to satisfy the top hazard event 

requirement have been identified. As indicated in [10], the result of the FTA is a fault tree. 

The top node of the fault tree is the hazardous event being considered, named top event. 

The top event is connected to its children that are other sub-top events through logic 

gates. There are many logic gates, and the principal ones are the AND and OR gates. 

When events are related to their parent by AND gates, it means all of them must occur in 

order for that parent to even occur. When events are related to their parent by OR gates, it 

means that only one of them may occur in order that the parent even occurs. The event is 

represented in the fault tree by rectangle sharp; the basic event is represented by a circle 

sharp. The basic event of the fault tree often represents the hardware and software 

components. The Figure 2 depicts the fault tree symbols. 

 

 

The Figure 3 depicts an example of the fault tree. As Figure 3 shows, the basic events are 

connected by an AND gate, and it means that both events must occur in order the system 

fails. From this fault tree, it is noticed the probability that both events occur at the same 

time is very low. 

 

 

 

Event AND Gate OR Gate
Undeveloped 

Event
Basic Event

Wrong 

Command

Wrong Input
Wrong 
Output

Figure 2 Symbols of Tree Analysis 

Figure 3 Example of Tree Analysis 
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2.1.4. Threats 

The threats are things that can affect the correct service of the system and hinder the 

dependability of a system. Correct service is delivered when the service implements the 

system function [1]. The threats for the dependability are grouped in three principle terms: 

Fault, Error, Failure. The fault is the adjudged or hypothesized cause of an error [1]. In 

other words, the fault is an event that changes the state of the system, which brings the 

system from a valid state to an erroneous state.  

When the fault produces an error, it is active otherwise it is dormant. Error is that part of 

the system state that may cause subsequent failure [1]. An error is detected if its presence 

has been indicated by an error message or error signal; instead an error is present, but its 

presence has not been indicated. Then it is called latent. Failure is an event that occurs 

when the delivered service deviates from correct service [1]. The system may fail in 

different ways, and it is called failure mode. In other words, failure mode indicates how the 

system can fail.  

This fault-error-failure sequence can lead to the hazard, which the system is an unsafe 

condition that can lead to harm. This chain is summarized in Figure 4 

 

2.1.5. Fault Tolerance 

Fault tolerance is intended to preserve the delivery of correct service in the presence of 

active faults. It is implemented by error detection and subsequent system recovery [1]. The 

error detection techniques have the only scope to detect the errors, and the principal those 

methods are summarized as follows:  

 Sanity Check this technique uses known semantic properties of data (e.g. range, 

rate of change, and sequence) to detect errors [11]. 

 Reversal checks use the output of a system to calculate what inputs should be to 

produce those outputs. The computed inputs and the actual inputs are matched and 

if they do not match it means that an error occurred.   

 Watchdog timer is commonly used to deal with failures related to service timing. It 

can detect whether a task overrun its scheduled processing time and the absence 

of outputs from an untrustworthy component [11]. 

 Timestamp is used to check if a sequence of message is delivered in the correct 

order or wrong order. 

 

Figure 4 Chain of events that lead to a harm [1] 
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The recovery techniques have the scope to detect and to remove or mitigate the errors, 

and the principal those methods are summarized as follows: 

 “Control + Monitor” is composed by two parts. Control and Monitor can be 

developed on the same hardware or different hardware. The monitor component 

implements a much simpler logic to provide a degraded service compared to the 

complex service provided by the control component. If the outputs from the two 

components are equivalent within some tolerance, the results from the control 

component are deemed correct and used by the system; otherwise the results from 

the monitor component will be used [11]. 

 Recovery blocks are composed by multiple versions of a software module or 

component (a primary and one or more alternate modules) are sequentially 

executed, until either an acceptable output is obtained or the alternates are 

exhausted. An acceptance test is used for error detection. It is not necessary for all 

the modules to produce exactly the same results, as long as the results are 

acceptable as defined by the acceptance test [11]. 

 N-version programming consists to implement N>2 independents software 

module to provide the same service. A voting mechanism is implemented to match 

the outputs to detect the output errors from a faulty component(s). N-Version 

Programming can be considered as a redundancy technique. 

 Coding Check are the Message Authentication Code (MAC) (e.g. checksum, parity 

check) and are used to keep high the integrity of the data. The Coding Check may 

be split in two categories; the MAC like party check are just used to detect the error. 

Instead, the MAC like the checksum are  used to detect the error and to fix the error 

to continue to provide the service. 

Hardware Redundancy is used to duplicate critical components or functions of a system 

with the intention of increasing reliability of the system [12]. It can have two model of 

redundancy, Dual Module Redundancy (DMR) and Triple Module Redundancy(TMR). In 

DMR, there are two systems that provide the same services, and their outputs are 

compared by voting logic to detect the errors. Instead, TMR is composed by three systems 

that provide the same services, and their outputs are compared by voting logic to detect 

the errors and to repair a failed component, since it is possible to identify the failure 

component. 

 

 

2.2. Safety-Critical Avionics Systems 

A safety-critical system is a system that if it fails, it can lead to the loss of human life, injury 

and environment damage [13]. Safety-critical systems are found in different domains, for 

example, aircraft industry, automotive industry. Therefore, these systems must be  
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designed to guarantee the system safety during all phases of its operations. Furthermore, 

when a fault occurs, the system shall be switched from normal-operational state to the fail-

safe state. Usually, the system in the fail-safe state is safe because it cannot operate since  

it has been shut down to avoid that the failure occurs. The safety-critical systems in 

avionics, but also in other safety-critical domains, are based on principles and techniques 

of the fail-safe design concept. The fail-safe design concept as defined in [14] concerns 

the effects of failures and combinations of failures in defining a safe design. The definition 

of failure is defined in Section 2.1.4. The fail-safe design concept uses the design 

principles or methods, described in [14], in order to ensure a safe design: 

I. Designed Integrity and Quality, including Life Limits, to ensure intended function 

and prevent failures. 

II. Redundancy or Backup Systems to enable continued function after any single 

(or other defined number of) failure(s); e.g., two or more engines, hydraulic 

systems, flight control systems.  

III. Isolation and/or Segregation of Systems, Components, and Elements. That the 

failure of one does not cause the failure of another.  

IV. Proven Reliability so that multiple, independent failures are unlikely to occur 

during the same flight.  

V. Failure Warning or Indication to provide detection.  

VI. Flight crew Procedures (FP) are specifying corrective action for use after failure 

detection.  

VII. Check ability:  the capability to check the component's condition.  

VIII. Designed Failure Effect Limits. Including the capability to sustain damage, to 

limit the safety impact or effects of a failure.  

IX. Designed Failure Path to control and direct effects of a failure in a way that limits 

its safety impact.  

X. Margins or Factors of Safety to allow for any undefined or unforeseeable 

adverse conditions.  

XI. Error-Tolerance. That considers adverse effects of foreseeable errors during the 

aeroplane's design, test, manufacture, operation, and maintenance. 

The use of only one of these principles or techniques is seldom adequate. A combination 

of two or more principles or techniques is usually needed to provide a fail-safe design to 

meet the following objectives stated in CS-25 paragraph 25.1309(b) in [14]: that the 

aeroplane systems and associated components considered separately and in relation to 

other systems, must be designed so that:  

1. Any catastrophic failure condition (i) is extremely improbable; and (ii) does not result 

from a single failure; and  

2. any hazardous failure condition is extremely remote and  

3. any major failure condition is remote. 

 



18 
 

The corresponding numerical values of extremely improbable and/or remote are also 

found in [14], e.g.: 

“Extremely Improbable Failure Conditions are those so unlikely that they are not 

anticipated to occur during the entire operational life of all aeroplanes of one type, and 

have a probability of the order of 1 x 10–9 or less. Catastrophic Failure Conditions must be 

shown to be Extremely Improbable.”  

The classification of the Failure Conditions and their equivalent numerical values can be 

represented in the Table 1: 

Classification of Failure 
Conditions 

Probability per flight for 
hours of the Failure 
Conditions 

CATASTROPHIC X<=1*10–9 

HAZARDOUS 1*10–7 <=x< 1*10–9 

MAJOR 1*10–5 <=x< 1*10–7 

MINOR x>=1*10–5 

Table 1 Classification of Failure Conditions and their equivalent numerical values 

The ‘x’ variable is calculated through the mathematic formula that is presented in CS-25 

[14]. The represented failure rates in Table 1 are necessary requirements to meet in the 

architecture. It can influence the choice of design. For example, the safety objective for a 

catastrophic event is 1*10–9 per flight hour, it requests at least two redundant lines to 

achieve these high safety objectives. Considering, for example, three sensors for the 

attitude data, each sensor has a probability of 10-3 per flight hour to fail since each sensor 

is considered independent. Thus, the sum of both sensors is of 1*10–9, and it means that 

both sensors must fail to occur the failure conditions. 

In other words, in the avionics domain the goal is to detect the error and so to bring the 

system from erroneous state to a safe state to avoid that the error can lead to an accident. 

The described techniques of fault tolerance (Section 2.1.5) and fail-safe design above are 

used to avoid that an error can lead to an accident. 

 

2.3. High Lift System 

This section provides a description of High Lift System (HLS). HLS extends and retracts 

the flaps when the low airspeed is requested for take-off and landing. The main 

functionalities of HLS are: 

 Manual Control. The pilot can decide the position of the flap selecting positions via 

Flap Lever. 
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 Automatic Control. It automatically actives the modification of the pilot’s command 

to protect the structure against outsize loads and icing condition to avoid safety 

critical situations. 

 Ensure fail-safe operation that is continuing operation as long as no faults that 

might jeopardize correct operation occurs. 

 Provide actual flap surface angle to HLS to other aircraft systems via buses. 

The HLS is considered a safety critical system because if it fails the life of passages and 

crew are in risk. The HLS has been chosen to develop a case study of this thesis. 

A high overview of the system is depicted in Figure 5. 

 

Figure 5 High Overview of HLS adapted by [17] 

   

HLS is constituted by the following hardware and software parts as the Figure 6 shows: 

 Flap Level position, where the pilot can select the positions of the flaps. 

 Brakes allocated at Control Unit (CU) and brakes allocated at left and right side of 

the wing. Both are breaks to hold and arrest the shaft in case of a mechanical or 

electrical failure within the system. 

 Feedback sensors allocated at CU detect and send the actual flap position to each 

CMC. 

 Actuator position sensors are used to detect the flap system asymmetry monitoring 

and anomaly actuator position monitoring. 

 Control and Monitoring Computer (CMC), and each software has the own hardware.  
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Figure 6 Low Overview of HLS 

The pilot can select positions of the flaps via the Flaps Lever Position allocated in the 

centre of cockpit. The selected position is converted into a set of discrete electrical signals 

from the Command Sensor Unit (CSU). CSU sends the command to CMCs that processes 

the command flaps position, and the corresponding outputs are sent to the Control Unit 

(CU). The CU releases the power off brakes and transmits a mechanical shaft 

transmission to ball screw actuators to move the Flaps to the new position.  

 

As in Figure 6 depicts, in HLS there are two CMCs and four states have been identified: 

1. Both CMC are correctly operating. 

2. CMC1 is correctly operating, and CMC2 is in fail-safe mode. 

3. CMC2 is correctly operating, and CMC1 is in fail-safe mode. 

4. Both are in fail-safe mode, so the flaps arrested. 

The HLS system is correctly operating in the first three states and the last state the system 
is in a failure state. It is assumed that the transition from state 1 to state 4 is extremely 
unlikely. 

 
The Figure 7 depicts the CMC architecture. CMC is built using the fault tolerance COM & 
MON (Command & Monitoring) principle, described in Section 2.1.5. Both COM and MON 
have the specific hardware platforms and own I/O card to be independent between them. 
They only share the Power Supply because both COM and MON must work 
simultaneously. Both have the watchdog timer to catch processor failures in each channel.  
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Figure 7 CMC architecture layout 

 

Both receive feedback from several sensors and compute commands to be transmitted to 

actuators. The MON channel monitors two kinds of behaviour: 

 

1) It compares its computed commands with those received from COM channel. 

2) It monitors the feedbacks received from the sensors on the actuators and PCU. 

When the difference between the commands of MON and COM does not match or 

exceeds a defined threshold or if feedback is out of range, then both MON and COM shall 

be switched off. [15] 

2.4. Avionics-related safety standards 

This section provides an overview of two safety standards typically used in the avionics 

domain: ARP 4754 “Guidelines for Development of Civil Aircraft and Systems” [2]  (Section 

2.4.1) and ARP 4761 "Guidelines and methods for conducting the safety assessment 

process on civil airborne systems and equipment” [3] (Section 2.4.2). 

2.4.1. APR 4754A Standard 

ARP 4754A [2]  discusses the development of aircraft systems taking into account the 

overall aircraft-operating environment and functions. This includes validation of 

requirements and verification of the design implementation for certification and product 

assurance. It provides practices for showing compliance with the regulations and serves to 

assist the company in developing and meeting its internal standard [2]. ARP 4754A 

addresses the development cycle for aircraft and systems that implement aircraft 

functions, but it does not include detail on how to develop the software or hardware or 

safety assessment processes.  
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These details are covered with other standards. More specifically, ARP 4761, “Guidelines 

and Methods for Conducting the Safety Assessment Process in Civil Airborne Systems 

and Equipment” focuses on the safety assessment [3]. DO-254/ED-80 “Design Assurance 

for Airborne Electronic Hardware” focuses on the hardware development [5]. DO-178/ED-

12B “Software Considerations in Airborne Systems and Equipment Certification” focuses 

on the software development [4].  

The guidelines in ARP 4754A [2]  are directed towards systems that integrate aircraft-level 

functions and have failure modes that can affect the safety of the aircraft. Typically, these 

systems significantly interact with other systems in a larger integrated environment. 

Frequently, significant elements of these systems are developed by separate individuals, 

groups or organizations. These systems require added design discipline and development 

structure to ensure that safety and operational requirements can be fully realized [2].   

ARP 4754A starts with the development plan that defines the means of producing an 

aircraft or system, which will satisfy the aircraft/system requirements and provide a level of 

confidence, which is consistent with airworthiness requirements. Table 2 shows the 

elements that should be included in the planning process. These elements should address 

the design and certification of the respective aircraft, systems and items. Table 2  does not 

show all elements described in ARP 4754A, but only the elements that have been taken 

into account for this thesis work. 

Planning Elements Element Description 

Development Establish a process and methods to be 
used to provide a framework for the 
aircraft/system architecture 
development, integration, and 
implementation. [2]   

Safety Program Establish scope and content of the 
safety activities related to the 
development of the aircraft or system. [2]   

Requirements Management Identify and describe how the 
requirements are captured and 
managed. Sometimes these elements 
are included in conjunction with the 
validation elements. [2]   

Validation Describe how the requirements and 
assumptions will be shown to be 
complete and correct. [2]   

Table 2 Development Planning Elements 

 Development Process 

The first planning element is the Development Process. The Development Process should 

be seen as an iterative process. It is composed by different phases: Aircraft Function 

Development; Allocation of Aircraft Function to Systems; Development of System 

Architecture; Allocation of System Requirement to Item and System Implementation.  
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 Aircraft Functional Development 

This phase identifies the aircraft-level performance and operational requirements. Typical 

aircraft functions may be, for example, Flight Control, Engine Control, Communication, and 

Passenger Comfort. Aircraft-level function is high-level activities and is not necessarily 

associated with a single, physical system implementation.  

 Allocation of Aircraft Function to Systems 

This phase groups the aircraft functions and to allocate them to the relative requirements 

to systems, and includes the derived requirements from the safety assessment process. 

ARP 4754A does not provide any method to accomplish the grouping activity, and it is not 

necessary to know in detail how the system will be implemented. The implementation 

constraints, failure effects and life-cycle support may be considered to group the 

requirements. During this phase, the various combinations of functions, allocations to 

systems and people that are considered, they may do emerge derived requirements and 

additional assumptions. These requirements and assumptions, in turn, may alter the 

aircraft-level function requirements. 

 Development of System Architecture 

The system architecture establishes the structure and boundaries within which specific 

item design is implemented to meet the established requirements [2]. In this phase, more 

than one architecture may be provided to meet the established requirements. These 

architectures are compared and evaluated on the technologies, costs, prior experience 

and industry precedence. Then the architecture choice is iteratively analyzed using safety 

assessment process to detect possible failure conditions. 

 Allocation of System Requirements to Items 

In this phase, the system requirements shall be allocated to items, software and hardware. 

The phase’s system architecture development and allocation of system requirements to 

items can be seen as iterative processes. It means that during the allocation of system 

requirements the architecture may have the necessary to be modified and derived 

requirements may be obtained.  The process can be considered complete when all system 

requirements can be accommodated within the final architecture. In addition, the items 

should ensure to show the full implementation of the allocated requirements. 

 System Implementation  

This point where requirements are allocated to hardware and software items is also the 

point where the guidelines of the Standard APR 4754A transits to the guidance of D-178 

and DO-254.  In addition, this means that the requirement allocation to HW and/or SW has 

been reached at the point when architecture, redundancy management and requirement 

decomposition are complete. [1]  
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 Safety Program 

In this planning element, the standard integrates the Development Process with the Safety 

Assessment Process.  The safety assessment process is used by the company to show 

compliance with certification requirements and in meeting its internal standards [2]. Safety 

assessment processes are detailed in ARP 4761. ARP 4754A summarizes the safety 

process but may be read it in Section 2.4.2. This section puts in evidence the relationship 

that there is between the safety assessment process and development process. 

The Figure 8 shows how each phase of the system development process is in a 

relationship with one phase of the safety assessment process. There are many feedback 

loops among these relationships, but they have been omitted from the figure for clarity.  

After each phase of the system development process, a phase of safety assessment 

process takes place to identify possible failure conditions. Through the results of safety 

assessment, the safety requirements are derived. The safety requirements must be 

inserted within the system development process, to be allocated and implemented as 

Figure 8 shows. For example, after the Aircraft Function Development, the FHA takes 

place and the obtained safety requirements should be introduced into the system 

development process by Allocation of Aircraft Functions to Systems neither Aircraft 

Function Development. 
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Figure 8 Interactions between Safety Assessment and System Development Processes [1] 
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 Development Assurance Level Assignment 

Errors are mitigated by the implementation of a Development Assurance Process. The 

Development Assurance Level is a measure of rigor applied to the development process to 

limit, to a level acceptable for safety, the likelihood of errors occurring during the 

development process of functions (at aircraft level or system level) and items that have an 

adverse safety effect [2]. DAL can be identified with two types: Functional Development 

Assurance Level (FDAL) and Item Development Assurance Level (IDAL). FDAL is the 

level of rigor of development assurance tasks performed to the functions. IDAL is the level 

of rigor of development assurance tasks performed to the items. 

The assigned DAL has no relationship with equipment random hardware failure 

probabilities, i.e. the probability analysis of the failure condition is still required to 

demonstrate a compliant design [2]. The DAL assignment process begins with FDAL 

assignment to the Aircraft Functions, then assigning System functions FDALs and then 

assigning item IDALs [2].  

An FDAL is assigned to top-level Aircraft Functions, based on its most severe Failure 

Condition Classification in accordance with Table 3.  

Top-Level Failure Condition Severity 
Classification 

Associated Top-Level 
Function FDAL Assignment 

Catastrophic A 

Hazardous/Severe Major B 

Major C 

Minor D 

No Safety Effect E 

Table 3 Top-Level Function FDAL Assignment [1] 

Once an FDAL is assigned to an Aircraft Function based on the Function’s Failure 

Conditions severity classification, the architecture of the system Functions involved in that 

Aircraft Function is examined to determine the Development Assurance levels of those 

system Functions [2]. 

 Requirement Management 

ARP 4754A describes this element  of how the requirements are captured and managed. 

This process is described in detail in [2]. 

 Validation 

Validation of requirements is the process of ensuring that the specified requirements are 

sufficiently correct and complete so that the product will meet the needs of customers, 

users, suppliers, maintainers and certification authorities, as well as aircraft, system and 

item developers [2]. Correctness is the degree to which an individual requirement is 

unambiguous, verifiable, consistent with other requirements and necessary for the 

requirement set [2].  



27 
 

Completeness is the degree to which a set of correct requirements, when met by a 

system, satisfy the interests of customers, users, maintainers, certification authorities as 

well as aircraft, system and item developers under all modes of operation and lifecycle 

phases for the defined operating environment [2]. Usually, to check the correctness and 

completeness of the requirements, the checklists are built and tailored for a specific 

application. ARP 4754A [2] suggests some methods to use to validate the requirements, 

some of these methods are:  

Traceability by itself may be sufficient to demonstrate that a lower level requirement 

satisfies a higher level requirement with regards to the completeness [1]. 

Analysis methods may be used to determine if the requirement is acceptable. In addition, 

the analysis methods described in ARP 4761 may be used to assist the validation of the 

safety requirements. 

Modeling, that is, systems/items may be used to validate the requirements.  

 

2.4.2. ARP 4761 Standard 

The standard presents guidelines and methods to guide a safety assessment for 

certification of civil aircraft.  

The safety assessment process should be planned and managed to provide the necessary 

assurance that all relevant failure conditions have been identified and that all significant 

combinations of faults, which could cause those failure conditions have been considered. 

In addition, the safety assessment process is of fundamental importance in establishing 

appropriate safety objectives and determining that the implementation satisfies these 

objectives [3]. 

Safety Assessment consists of: 

 Functional Hazard Analysis (FHA): A FHA is conducted at the beginning of the 

aircraft/system development cycle. It should identify and classify the failure conditions 

associated with the aircraft functions and combinations of aircraft functions (see Table 

4 for an example of the function considered). The objective of FHA is to identify and 

clarify each failure condition and their effects. In addition, in this phase the necessary 

safety requirements are established to mitigate the failure conditions or limit their 

effects. After aircraft functions have been allocated to systems by design process, each 

system that integrates multiple aircraft functions should be re-examined using the FHA 

process. The FHA is updated to consider the failure of single or combinations of aircraft 

functions allocated to the system. The output of the FHA is used as a starting point for 

conducting the Preliminary System Safety Assessment. 
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Table 4 Example of Failure Conditions [3] 

 Preliminary System Safety Assessment (PSSA): PSSA is a systematic examination of 

the proposed system of the proposed system architecture(s) to determine how failures 

can cause the functional hazards identified by FHA, and how FHA requirements can be 

met [3]. The objective of PSSA is to establish the safety requirements of the system, 

and find if the proposed architecture can reasonably be expected to meet the safety 

objectives identified by FHA can be determined. PSSA is also an interactive process 

associated with the design definition. PSSA is conducted at multiple stages of the 

system development including system, item, and hardware/software design definitions. 

At the lowest level, PSSA determines the safety related design requirements of 

hardware and software. In this phase, the safety engineer may for instance use FTA to 

identify how the contributing factors may lead to failure conditions, and it should include 

Common Cause Analyses. The output of PSSA is used as input by SSA process. 

 

 System Safety Assessment (SSA): SSA is a systematic, comprehensive evaluation of 

the implemented system to show that safety objectives from the FHA and derived 

safety requirements from PSSA are met [3]. SSA integrates the results of the various 

analyses to verify the safety of the overall system and all specific safety considerations 

identified in PSSA must be covered. SSA process documentation includes results of 

the relevant analyses and their substantiations as needed. It may include the following 

information [3]: 

a. List of previously agreed upon external event probabilities 

b. System description 

c. List of failure conditions (FHA, PSSA) 

d. Failure condition classification (FHA, PSSA) 
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e. Qualitative analyses for failure conditions (e.g. by performing FTA) 

f. Quantitative analyses for failure conditions (e.g. by performing FTA) 

g. Common Cause Analyses 

h. Safety related tasks and intervals (e.g. by performing FTA) 

i. Development Assurance Levels for hardware and software (PSSA) 

j. Verification that safety requirements from the PSSA are incorporated into the 

design and/or testing process. 

k. The results of the nonanalytic verification process (i.e., test, demonstration and 

inspection activities) 

 

 Common Cause Analysis (CCA). CCA provides the tools to verify if the 

independence between functions, systems or items (required by safety 

requirements) exists or that the risk associated with dependence is deemed 

acceptable. 

This ARP 4761 also presents safety analysis method needed to conduct the safety e.g. 

Fault Tree Analysis (see Section 2.1.3). 

 

2.5. Requirements Management 

Requirements Management is a process to ensure that the needs of the customers have 

been documented,verified and met. Typically, Requirement Management consists of:  

 Requirement Traceability is explained in Section 2.5.1;  

 Requirement Allocation is explained in Section 2.5.3; 

 Requirement Refinement is explained in section 2.5.4; 

 Requirement Decomposition is explained in Section 2.5.5; 

 Requirement Validation is explained in Section 2.5.5; 

 

2.5.1. Requirement Traceability 

This subsection reviews the definitions of Requirements Traceability that are available in 

the literature and then will select one that can be considered as pertinent for this thesis 

work. 

 “A software requirements specification is traceable if (i) the origin of each of its 

requirements is clear and if (ii) it facilitates the referencing of each requirement in future 

development or enhancement documentation.” [16] 

This definition indicates the ability to trace the requirements forward and backward through 

the development cycle of the system.  
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Backward traceability allows keeping track of all requirements previously identified and 

forward traceability allows keeping track of all requirements identified at a later stage.  

However, this definition does not cover all aspects of the requirements involved in the 

system development process. It means that the definition indicates the traceability 

between different artefacts of development lifecycle, but it does not concern the traceability 

between requirements. The word Artefact is used to include, for example, design, test 

case, implementation. Hence, the definition shows the traceability between requirement 

and design, between requirement and test case, etc. 

Gotel in [17] uses the following definition derived from the word “trace” in the Oxford 

English Dictionary: 

 

The ability to “delineate” and “mark out” “perceptible signs of what has existed or 

happened” in the lifetime of a requirement to enable one to “pursue one’s way along” this 

record. 

 

To combine it with the definition of the AMSI/IEEE Standard [16]  to provide this definition: 

 

“Requirements traceability refers to the ability to describe and follow the life of a 

requirement, in both a forwards and backwards direction (i.e., from its origins, through its 

development and specification, to its subsequent deployment and use, and through all 

periods of on-going refinement and iteration in any of these phases) [17].” 

 

This definition is more precise than the other definitions in the literature. It puts more in 

evidence the lifecycle of a requirement. In addition, Gotel in [17] splits the requirements 

traceability in two basic types: 

 

 “Pre-Requirement Specification (Pre-RS), which is concerned with those aspects of 

a requirement’s life prior to its inclusion in the RS (requirement production).” 

 “Post-Requirement Specification (Post-RS), which is concerned with those aspects 

of a requirement’s life that result from its inclusion in the RS (requirement 

deployment).” 

 

The Figure 9 shows these definitions. 
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Figure 9 Two basic types of requirements traceability [17] 

Pre-RS traceability covers the life of the requirements before they come included into the 

requirements specification. It deals with the requirements production and refinement. It 

refers the ability to trace the requirements bidirectional between their originating 

statements and process of requirements refinement, and production.  

Post-RS traceability covers the life of requirements after they have been included into the 

requirements specification. It deals with the requirements deployment. It refers to the 

ability to trace the requirements bidirectional between requirements specification and other 

artefacts in which the requirements are distributed. This separation has been suggested 

due to Gotel’s findings [17], during which it was noticed that many common problems of 

requirements occur due to the lack of distinction between Pre-RS and Post-RS. All details 

are discussed in [17]. 

 

The definition provided in [18]  about the traceability is the following: 

 

“Requirements Traceability refers to the ability to define, capture, and follow the traces left 

by requirements on other elements of the software development environment and the 

traces left those elements on requirements.” 

 

The concept of this definition is that traces are naturally produced as a result of activities, 

actions, decisions and events that can influence the lifecycle of the requirement itself. It 

also includes the influence that the requirements can have on other elements. 

 

The traceability brings different benefits. It allows verifying if all requirements have been 

evolved to design, code, and test cases. It allows to evaluate the impact of the changes 

and to reduce the costs of these changes. E.g. the requirements and their implementation 

are altered in the last stage of a project, if the trace is not kept up then the cost of the 

changes is very high, else the cost of the changes can be kept low. Traceability also helps 

to validate and test if requirements have been implemented and if they have been 

implemented correctly. 
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To use the vantages described above in [18] have been identified the follows traceability 

types: 

 

 Requirements-sources traceability: this type keeps trace through links between the 

requirement and people or documents, which have created and have specified the 

requirement. 

 Requirements-rationale traceability: this type keeps trace between requirement and the 

motivation that has identified that requirement. 

 Requirements-requirements traceability: this keeps trace the relation between 

requirements. 

 Requirements-architecture traceability: this type keeps trace between requirement and 

the architecture, where the requirement has been implemented. 

 Requirements-design traceability:  this type keeps trace between requirements and a 

specific component of the subsystem, which is used to implement the requirement. 

 Requirements-interface traceability: this type keeps the relationship between 

requirements and external interfaces. 

Moreover, the following traceability type can also be included: 

 

 Requirements-other artefacts traceability: this type keeps the relationship between the 

requirement and other artefacts like validation element and verification element [19]. 

 

Instead, the techniques of traceability may be classified into two big groups: 

 

 Traceability Matrices. They are used to relate requirements to other software 

development artefacts. Usually requirements are listed along rows and the other 

artefacts like specification, design modules, and programs along columns. The order 

may be reversed. At each crossing of a row and a column, a mark is made if the 

respective requirement and artefact are related. It is possible to envisage more 

sophisticated ways of using traceability matrices, e.g., using different marks to indicate 

a different kind of relationships [18].  

 

Requirement 
ID 

Requirement Text User Case Subsystem 

R-01 This description shall be 
considered as an example X X 

…. …. …. …. 

R-N N in the requirement ID 
shall be considered as a 
digit 

X X 

Table 5 An example of Requirements Table 
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 Cross References and Indexing Schemes. They are references made across several 

artefacts to indicate links between them, or lists of indices containing the related 

artefacts for each one [18]. 

 

These techniques may easily be included into several methods and may also be used in 

conjunction with different models. 

 

2.5.2. DOORS 

A tool provided to trace the requirements is the DOORS. DOORS is a tool to assist the 

requirements management process. Requirements management is the process that 

captures, traces, and manages the customers’ needs and the changes that occur 

throughout the lifecycle of the project. Thus, DOORS provides a tool to capture, link, trace, 

analyse, and manage the specified requirements and designs. DOORS has a central 

database where the requirements and related information are stored. The database is 

structured in modules. Modules are organized within the database through folders and 

projects. DOORS folders are used to organise data, and they are like folders in a normal 

computer. Folders can contain other folders, projects, and modules. People who maintain 

a collection of data use DOORS projects. The project should include all of data related to 

the requirements, design, development, test, production, and maintenance for the product. 

DOORS modules are containers of data sets. The Figure 10 shows the structure of 

DOORS database. 

 
Figure 10 DOORS database structure 
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Module may be viewed as a spreadsheet since it keeps set of date through rows and 

columns. Each line is called object. The object may be a block of text, a graphic image or 

even a spreadsheet created using another package. Each object can have a heading that 

is displayed on a separate line to the rest of the object data. The Figure 11 shows an 

example of how the module is structured in DOORS. The object can be created, updated, 

and deleted. The ID column (shown in Figure 11) keeps a unique identifier and is created 

by DOORS when an object is created, and it is not modifiable. DOORS uses the identifier 

to keep track of the object or other information that is associated with it. To deep each 

aspect of the module is possible reading them in [11]. However, DOORS allows to add 

new columns and to remove them if it is necessary. In addition, the attributes that can be 

used for the objects can be number values (e.g. integer, float, etc.), Boolean, string and 

image. In DOORS, the traceability is managed through the link indicator. Link indicators 

are used to keep track of different objects. Figure 11 shows the links that are shown by a 

small arrow located on the interested row. Clicking on the link arrow a menu of links 

to/from other objects appears.  

 
Figure 11 DOORS module: displayed information [20]. 

If the link is to a module that is already created, the name of the object that is linked is 

shown, otherwise “unloaded object” is displayed, as shown in Figure 12. The way to create 

links is to select the requirement and to drag them to the target requirement. There are two 

types of arrows called inlinks and outlinks that indicate the directionality of the traceability. 

Inlinks indicates the module of the higher level, backward traceability. 
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 Outlinks indicates the module of the lower level, forward traceability. The links allow 

tracing requirements with other requirements or requirements with test case or 

requirement and design. 

 
Figure 12 Links in DOORS [21] 

2.5.3. Requirements Allocation and Flow-Down 

The scope of the requirements allocation and flow-down is to assure that a subsystem and 

hardware and/or software items fulfil all system requirements. Dorfamn in [22] defines that 

requirements analysis is often defined as the “what” of the problem while the design is 

defined the “how”. “What” indicates the desired characteristics of the system, determining 

what each element of the architecture should do (e.g. functions, performance, etc.). “How” 

indicates how the requirements are being satisfied. 

Dorfman in [22] indicates that each system-level requirement is allocated to one or more 

elements at the next level; that is, it is determined which elements will participate in 

meeting the requirement. In performing the allocation, it will become apparent that (1) the 

system requirements need to be changed (additions, deletions, and corrections), and (2) 

the definitions of the elements are not correct. The allocation process, therefore, is 

iterative, leading eventually to a complete allocation of the system requirements. The 

Figure 13 shows an example of allocation of requirements. Each requirement must be 

allocated to at least one element of the next level. The Figure 13 shows that Requirement 

1 is allocated to Software; Requirement 2 is allocated to Software and Hardware and so 

on. 
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Figure 13 Requirement Allocation 

Instead, Dorfman always in [22] defines the Flow-down that consists of writing 

requirements for the lower level elements in response to the allocation. In other words, the 

flow-down consists to define an intermediate requirement to allocate a requirement. E.g.  

To allocate a  system requirement down to the software item; it is necessary to define an 

intermediate requirement to allocate the system requirement. This intermediate 

requirement is often called as “Derived Requirement.” 

Derived requirements in [22] are defined as requirements that must be imposed on the 

subsystem(s). These requirements are derived from the systems decomposition process, 

as such; alternative decompositions would have created alternative derived requirements. 

Typically, there are two subclasses of derived requirements: 

- Subsystem requirements are those that must be imposed on the subsystems 

themselves, but do not necessarily provide a direct benefit to the end user. 

 - Interface requirements may arise when the subsystems need to communicate 

with one another to accomplish an overall result. They will need to share data 

power or a useful computing algorithm.  

The Figure 14 shows the first level of flow down process. SSAR01, SSAR02 (SSAR=sub-

system A requirement) and SSBR01 (SSBR=sub-system B requirement) are the flow-

down of SR01 for the subsystem level and in this way SR01 has been allocated to the 

Sub-System A. SSAR03, SSAR04, and SSBR02 are flow-down of SR02 for the subsystem 

level and so on. After the flow-down of this level is completed, the sub-system requirement 

is carried out to the next level, followed by flow-down at that level.  

 

 

Requirement 1

Requirement 2

Requirement 3

Requirement 4

Requirement N

Software

Hardware
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The processes are iterative, and they may bring some changes in the high-level 

requirements, allocation or flow-down. 

 

 

Figure 14 Requirement Flow Down 

 

2.5.4. Requirement Refinement 

In [23] the refinement is defined as a process of adding details to requirements towards 
defining specifications. 
Requirement Refinement defined in [24] as a process of bridging the gap between 
requirements and specification. Specification refinement concerns (1) removing the 
features that cannot be executable by platform and (2) replacing them with features that 
can be executable on that platform. Requirements refinement concerns (1) identifying the 
aspects of the requirement that cannot be guaranteed, or effected by a computer alone 
and (2) augmenting or replacing them until they are fully implementable. 
The requirements specification may be split in two classifications; first ones are already 
implementable, and second ones are not readily to be implemented. It is where refinement 
is needed to refine requirements into the specification. 
Three reasons have been identified in [24] why a requirement fails to be directly 
implemented and how to deal with each case: 
 

 Environment Constraint: some requirements are not directly implementable 
because the only way to satisfy them is to constrain an action that is controlled by 
the environment. A machine acting alone cannot satisfy requirements that constrain 
the environment. Such requirements are always satisfied by coordinating 
specifications with domain knowledge. A requirement with an environment 
constraint should always be verified by a demonstration or proof that specified 
properties, conjoined with domain knowledge, guarantee the satisfaction of the 
requirement [24]. 

 

 Unshared Information: is used in describing the requirements. In such a case, it is 
needed to refine the requirement using domain knowledge to turn unshared 
information into shared information [24]. 

 

 Future Reference: It references the future in its statement. The way to deal with it is 
to relate the future to the past also using  in this case the domain knowledge [24]. 

 
  
            



38 
 

The Jack’s theory [24] indicates that the refinement is a process of going from 
requirements to specifications (implementable requirements). The refinements steps, in 
this case, can be considered done when the gap is bridged. Wendy [23] suggests that the 
requirements refinement can be used as a means towards design. Thus in [23] the 
following definition of requirements refinement is provided: 
  
“Refinement is not only a process of going from requirements to specifications, but also a 

process to discover design  perspectives. The goal is to find an initial suitable design that 

can fulfil the requirements and allow the construction of a useful software system that 

solves the indicated problem.” 

  
Pinheiro [25] the difference between derived requirements and refined requirements is: if a 
derived requirement has been satisfied, it does not mean that the requirement, which it 
was derived, is also satisfied; if a refined requirement has been satisfied, it also implicates 
the original requirement has been satisfied. 
 

2.5.5. Requirement Decomposition 

In [23] decomposition is defined as a process of breaking a complex description into parts 

such that each part is simpler than the whole.  

Nowadays, systems have a high degree of complexity, and this reflects on their 

requirements. As such, the methods of decomposition are employed to reduce the 

complexity. In [23] gives the following definition: “Decomposition is used to reduce the 

complexity of the original problem, and break it down to smaller and well-contained sub-

problems that can each be represented and solved more simply”.  

It is a useful and essential tool for both refinement and refactoring and can be evaluated 

with respect to decomposition criteria. The purpose of requirements decomposition is to 

assist the refinement of requirements, and the possibility to elicit new requirements.  

There is not a unique view on requirements decomposition, using different methods there 

are different views, and the following approaches have been identified: Requirement 

Partition; Problem Decomposition; Goal Decomposition; Formal Method; Viewpoints and 

Traceability. 

2.6. Related Work 

There are a few studies regarding experience about safety requirements of the avionics 

domain, but there are various studies that have been conducted about different aspects of 

the requirements, and some of these have been treated (like requirements decomposition, 

refinement, traceability and allocation) in this thesis work.  
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In [8] the authors focus on several issues to trace the abstract system requirements (high-

level system safety requirements) down to the item safety requirements. The approach 

provided is based on the domain knowledge. The domain knowledge is represented from 

the facts and assumptions about the environment, where the environment represent where 

the system should work.  The high-level system safety requirements can often be very 

abstract, so the authors have thought to use the domain knowledge and related 

assumptions about the environment to refine the high-level system safety requirements. In 

this case, the refinement consists to make an assumption about how the desired 

environment can be realized by identifying a possible solution to meet the safety 

requirement. Through the solution and domain knowledge the safety requirement is 

restated. Then, the safety analysis is performed determining if the system behaviour will 

hold under the particular. During the safety analysis, derived requirements are deduced (in 

[8] is defined as item requirements) from domain knowledge specified during the system 

development architecture and safety analysis. Then, the same process is performed to find 

an item that can satisfy the item requirements. Hence, through the derived requirements, 

the high-level system safety requirement can be allocated to the SW/HW items. 

Instead, in this thesis work an alternative approach to refining and tracing the high-level 

safety requirement is proposed. The approach proposed here shows how to refine the 

high-level safety requirement using the FTA during the safety assessment process. The 

same concept is applied to the allocation of the safety requirement, where using the FTA is 

defining the allocation of the refined requirements and so the safety requirement are 

connected. 

In [26], for the automotive domain, the authors focus on requirements traceability. The 

authors provide a method that is composed by three related activities: requirements 

management; solution definition; validation & verification. The proposed approach is  

implemented in a UML within the SysMLI to keep traceability of those activities. The 

approach consists of three types of traceability: traceability between requirements (it 

consists of the requirements management activity); traceability between requirement and 

solution(it includes the solution definition); traceability between requirement and validation 

and verification. To deepen the different concept, see the Section 2.5.1. The traceability 

between requirements consists of linking the requirement with others, and the links used 

are: copy, derive and decompose links. The traceability between the requirement and 

solution model exists to link the requirement with the solution mode. The satisfy 

relationship is connected to the validation method that confirms via a code or model 

inspection that the requirement is fulfilled by the model.  

In this thesis work, the concept of traceability is faced. The used approach to keep track of 

the safety requirement is developed for DOORS tool. The concept of traceability in this 

thesis work consists of keeping trace of safety requirement from system level flow down to 

items. In addition, the requirement validation is shown through the traceability between the 

requirements and the solution model. 
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In [27] the authors have proposed an approach to analyse shared resources within avionic 

systems. The approach consists of three main steps: the first one is to use a formal 

notation to describe how failures propagate into the system and derive safety 

requirements. The authors have used the Alterica language to build the propagation 

models; the second step is to validate the safety requirements. Linear Temporal Logic is 

used to formalize the process so that no single failure can lead to catastrophic events. A 

formula that shows the set of necessary pairs of failure events that are associated with the 

failure condition of interest, to be able to prove the safety requirements and to show that 

each pair of failure events are independent. It means that the independence assumptions 

can be obtained. This step uses these assumptions to be able to prove that the safety 

requirements are met. The identification is not mechanized, but it can be supported by 

patterns; the last step is to allocate the safety requirements. The authors in [27] have 

proposed to use a constraint satisfaction tools directly to generate safety allocations that 

satisfy the safety requirements. An example is given of a constraint satisfaction tool 

regarding the computation and communication of resources sharing problem that is treated 

for all articles. The constraint satisfaction tool proposed is not mechanical but it is related 

to the communication and computation resources shared. It means that for each situation, 

an ad-hoc tool should be developed. 

In this thesis work, the safety requirements are obtained using the FTA method as the 

ARP 4761 suggested. In addition, this thesis proposes to use the FTA method to show the 

necessary independence into the system using the gates AND and OR of the FTA. 

Moreover to validate the safety requirement, the traceability between requirements and the 

solution model are used to show the completeness and the correctness of the safety 

requirements. The requirement allocation is done using the FTA analysis and through the 

gates is possible to identify where the requirements should be developed. 

 

3. Problem Formulation and Analysis 

This chapter explains in details the problem that must be resolved. The problem is split 

into sub-problem to ease its resolution. Section 3.1 describes the problem in details and in 

Section 3.2 describes the sub-problems identified from the main problem. 

3.1. Problem Formulation 

The safety requirements are obtained from the FHA and PSSA process (see Section 

2.4.2). From each process, the obtained safety requirements shall be inserted in system 

development process as the Figure 8 shows in Section 2.4.1. This thesis work focuses on 

the safety requirements that are obtained from system FHA process, and they can be 

identified as the high-level system safety requirements. The high-level system safety 

requirements shall be inserted in the system development process, and then they should 

be decomposed and allocated to the software and hardware items and validated.  
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In addition, ARP 4754A indicates that the process to validate the safety requirements is a 

top-down process, but the standard only indicates what must be done but not how to do it. 

Hence, each company has found its method to validate and decompose the safety 

requirements. In the case studied, the decomposition was done later in the program, that 

is, when software and hardware parts are being developed, after the decomposition the 

high-level safety requirements are validated. The decomposition cannot be early, because 

the statement of these safety requirements are often very abstract, and they not indicate 

what the system shall do or how the system shall be built.  

Moreover, the high-level safety requirements are tied to the failure rates. When the system 

FHA process has been performed, the failure conditions are obtained and classified; each 

classification is aligned with the own range of failure rate, see the Section 2.2 for more 

details. The failure rates become essential requirements, and they indicate if a redundancy 

in the system is required. When there is a redundancy, it is often related to the 

independence if the failure occurs in a redundancy it has not to spread to the second one. 

The independence is also indicated to reduce the problem of common mode failure, for 

example using different processors or different version software. The engineers find 

difficult to show that the independence required from high-level system safety 

requirements has been achieved, given from the nature complexity of the system. It is 

archived later in the program, during the SSA process and not at each safety processes. 

This problem can force to the engineers to redesign part of the software to archive the 

required independence. 

 

3.2. Problem Analysis 

In this subsection, the main problem is analysed in order to identify sub-problems and thus 

ease its solution. 

Problem Scope 

First of all a study of ARP 4754A, ARP 4761 and HLS has to be done. 

In this case studied the high-level system safety requirements of HLS have been managed 

(as refinement and decomposition) without that the alignment between the system 

development and safety assessment processes was not fully placed. The investigation has 

to be done in order to understand which functionalities of the system are and which 

information is available about them. Furthermore, during this investigation the ARP 4754 

and ARP 4761 standards have to take into account. Hence, while investigating the 

statement of the safety requirements, a mapping between these requirements and the 

standards has to do, in order to understand what the standard indicate to handle the safety 

requirements. 

Once that the scope of the safety standard and the information about the HLS have been 

understood, it is possible to proceed with the refinement of the high-level safety 

requirement.  
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How to manage the high-level safety requirements 

To refine and decompose the safety requirements, several methods might be used. 

Hence, a review of the literatures is necessary to study and to find requirements 

refinement and decomposition methods to manage the high-level system safety 

requirements. After these investigations, if more methods are available only one has to be 

chosen, based on its advantages and disadvantages in relation to this problem. Otherwise, 

if there are not methods to refine and decompose these safety requirements, a review of 

the literatures is again necessary to find definitions about the requirements refinement and 

decomposition. After this investigation if more definition are available only one has to be 

chosen, and a new method can be proposed based on the chosen definition.  

How to validate the high-level safety requirements 

In the avionics domain, the validation of the safety requirements is top-down. It means that 

the validation of the safety requirements comes at the next lowest level. ARP 4754 

suggests some methods to validate the requirements, but it does not indicate how to apply 

them. The methods have to show that the safety requirements are correct and complete. A 

review of the literatures is needed to understand how to use the methods like traceability 

bi-directional, design and safety analysis to validate the safety requirements. Especially, it 

is important to review the definition of traceability and to find a definition that can be 

adapted to resolve this problem. 

4. Methods and Solution 

This chapter explains the methods that could be used to resolve one or more of the 

problems have been described at the previous chapter. More specifically, Section 4.1  the 

usage of the requirements refinement is explained; Section 4.2 the usage of the 

requirements decomposition is explained and finally in Section 4.3 explains the 

requirements traceability. 

4.1. Requirement Refinement Methods 

In the Section 2.5.4 has introduced two definitions of the refinement requirements, one is 

provided in [24] defining the requirement refinement as a process of bridging the gap 

between requirements and specification, the second one is provided in [23] defining the 

refinement requirements as a process of adding details to requirements towards defining 

specifications. The methods that adopt the first definition are the goal-oriented 

approaches. A method goal refinement is the KAOS (Knowledge Acquisition in autOmated 

Specification) in [28]  that is composed by several steps to refining the goal. The goal is 

considered a non-operational objective, the method has been developed to translate the 

goal in operational objective that means the goal is implementable, and it is called 

constraints.  
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Goals refinement are captured through AND and OR refinement links. AND-refinement 

links connect a goal to the set of refined sub-goals so that the satisfaction of the goal 

depends on the satisfaction of the sub-goals. OR-refinement links connect a goal to the set 

of refined sub-goals so that the satisfaction of the goal depends only on the satisfaction of 

one sub-goal.  

The second method that is based on the goal oriented approach is provided in [29]. The 

method consists to refine the non-functional requirements using the design. In this method, 

the goals are defined in three classes: non-functional requirements goals, satisficing goals 

that are obtained by refining the goals and argumentation goals state evidence, counter-

evidence for other goals or goals refinements. To keep the connection between these 

goals, the AND/OR links are used. Both methods are used to translate the non-functional 

requirements to functional requirements. Another two methods are the Inquiry Cycle Model 

[30] and the Non-functional Decomposition [31], and they differentiate the requirements 

from the specification but they do not satisfy the definition of [24].  

The second definition is an evolution of the first one and in [23] is provided a method that 

satisfies this definition. The method provided in [23] defines four abstraction levels to 

structure the requirements refinement process from high-level business goals down to 

individual requirements specification with dependencies between them. The first two levels 

focus on the business goals and the last two focus on requirements specification.   

Since the safety requirements are highly abstracts and are non-functional requirements, it 

is necessary to find a method that refines the safety requirements adding more details to 

the requirements to address the design. Thus, a new method has been proposed in 

Section 4.1.1 based on the second definition of requirements refinement. 

4.1.1. Proposed Refinement Requirement Method 

Analysing the definition about the refinement requirement, provided in Section 2.5.4, the 

following one has been chosen: 

“Refinement is not only a process of going from requirements to specification, but also a 

process to discover design perspectives. The goal is to find an initial suitable design that 

can fulfil the requirements and allow the construction of a useful software system that 

solves the indicated problem” [23]. 

This definition has been chosen because it indicates that the refinement is not only a 

process to bring the gap between the requirements and specifications. It also indicates to 

start from an initial design that can fulfil the requirements, to refine the requirement. 

The definition has been given for software systems, but in this thesis work has been 

adapted for hardware systems and to refine the safety requirements. 
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The proposed method consists to use the FTA (see Section 2.1.3). Generally, the FTA is 

applied during the safety assessment process to analyse which events or 

hardware/software parts in the system can lead to a particular undesired event, and the 

tree is used to improve the design to avoid that this undesired event occurs. However, the 

proposed method uses high-level system safety requirements as undesired top-event, 

while the AND/OR gates are used to indicate if the independence is necessary. The 

events that can lead to the undesired top-event are obtained analysing the initial design. 

Therefore, the identified events are used to obtain the requirements necessary to avoid the 

undesired events, and the AND/OR gates are used to identify requirements related to the 

independence. The requirements obtained from this method are used to refine the high-

level system safety requirement, and these requirements are defined as refined safety 

requirement. 

4.2. Requirement Decomposition Methods 

In Section 2.5.5 has been introduced the concept of decomposition requirement. The 

definition about the decomposition requirement is provided in [23] defining the 

decomposition requirement as a process of breaking a complex description into parts such 

that each part is simpler that whole. The definition is used to support the refinement 

method of requirement. Instead, other methods of decomposition found in literatures do 

not provide a definition of decomposition requirement. The methods Functional Partition, 

Utility Partition, and Problem Decomposition are methods that are used to reduce the 

complexity of the system. The system is decomposed into smaller subsystem to reduce its 

complexity. Instead, the method Goal Decomposition (provided in [28]) is used to 

decompose the requirement in order to derive requirements. The method is a goal-

oriented approach, to decompose the goals, the AND- and OR- decomposition links are 

used. AND-decomposition link relates a goal to a set of lower-level goals (sub-goals), such 

that if all sub-goals are satisfied then the goal is satisfied. OR-decomposition link relates a 

goal to a set of sub-goals. The satisfaction of this goal depends on only if one of the sub-

goal has been satisfied. 

Instead, in this thesis work a new decomposition method is proposed to support the 

allocation requirements. In Section 4.2.1, the method is explained. 

4.2.1. Proposed Decomposition Requirement 

As described in Section 4.2, there are different methods of decomposition requirement, but 

none of them has been developed to decompose the safety requirements. Hence, a new 

method in this thesis work has been provided. 

In literature there are not many definition about the decomposition requirement, one has 

been provided in Section 2.5.5, and it is “Decomposition is used to reduce the complexity 

of the original problem, and break it down to smaller and well-contained sub problems that 

can each be represented and solved more simply” given in [23].  
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The method of decomposition requirement provided in this thesis work is used to reduce 

the complexity of the safety requirement, but also a method to identify the allocation 

requirement to allocate the safety requirement. As indicated in Section 2.5.3, requirement 

flow down is a process to identify derived requirement to be able to allocate the 

requirement to the system. Hence, the decomposition method is applied to be able to 

allocate the safety requirement to software and hardware items. 

The proposed method consists to use the FTA (see Section 2.1.3). Generally, the FTA is 

applied during the safety assessment process to analyse which events or 

hardware/software parts in the system can lead to a particular undesired event, and the 

tree is used to improve the design to avoid that this undesired event occurs. However, the 

proposed method uses high-level system safety requirements as undesired top-event, 

while the AND/OR gates are used to indicate if the independence is necessary.  The 

events that can lead to the undesired top-event are obtained analysing the initial design. 

Therefore, the identified events are used to obtain the requirements necessary to avoid the 

undesired events, and the AND/OR gates are used to identify requirements related to the 

independence. This method is applied after the refined method has been performed to 

decompose the refined requirements. In addition, this obtained requirements are defined 

as decomposed safety requirements and are used to allocate the high-level system safety 

requirement. 

 

4.3. Traceability Requirement Methods 

In Section 2.5.1 has presented an overview about requirement traceability. In this Section 

is presented a definition about the requirement traceability that it could be considered the 

almost complete, provided in [17], and it is: 

“Requirements traceability refers to the ability to describe and follow the life of a 

requirement, in both a forwards and backwards direction (i.e., from its origins, through its 

development and specification, to its subsequent deployment and use, and through all 

periods of on-going refinement and iteration in any of these phases)” 

This definition tends to consider all the lifecycle of the requirements from its origin to its 

development. Thus, the method to use tracing the safety requirements must be built in 

such a way that it keeps track of its lifecycle. It means that the types of traceability to keep 

into account are numerous. Requirements-Requirements traceability, it means to keep 

track from higher-level requirement to lower level requirement. Requirements-Architecture 

traceability, it means to keep a link between the requirement and the component of the 

architecture This traceability is used to show where the requirement has been 

implemented. Requirements-Design traceability, it means to keep a link between 

requirement and system or sub-system to indicate which is used to implement the 

requirement.  
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In addition, the traceability must be built in backward and forward direction and to do so 

the links of traceability must be navigable and bidirectional. A way to show the traceability 

can be depicted using the UML model within the SysML. It is a graphic representation of 

the traceability and for this reason; it is not adaptable to DOORS system.  

Furthermore, there are other techniques of traceability as described in [19], but the authors 

in [26] have determined that those techniques are not adapted to be applied to the critical 

systems. Based on this experience a new method is provided and can be applied to the 

DOORS system. 

4.3.1. DOORS 

In Section 2.5.1 have been provided only some of the different definitions of the traceability 

requirement found in literatures, and in Section 4.3 has been provided some types of 

traceability that might to be used to satisfy the definition about the traceability requirement.  

In this thesis work, the method of traceability is built to keep track between different 

requirements and, between requirements and design. To keep traceability two tables have 

been developed: the former is to keep requirements information and traceability between 

requirements from different levels and the same level; the latter is to keep design 

information and is to keep the trace between requirements and design. 

The former table has been named System Specification, and its attributes are shown in 

Table 6. 

 

Attributes Description 

ID An identification of the form SRXXX (where 
X is a digit). It identifies univocally the 
requirement. 

Object Type Describe the type of the requirement 
presented in a row. E.g., safety requirement 

Object Text It contains the description of the 
requirement. 

Link Design Description It is used to keep track between 
requirement and design. It is filled with the 
ID of the design. The ID is  

Allocation It is used to link the requirements between 
different levels. It corresponds to the inlinks 
in DOORS. It is filled using the ID 
requirement of the lower level. 

Validation It indicates if the requirement has been 
validated. It contains the flag true or false to 
indicate the requirement has been validated 

Table 6 System Specification table 
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The latter table has been named Design Specification, and its attributes are shown in 

Table 7. 

 

Attributes Description 

ID An identification of the design, DX (where X 
is a digit).  

Design It contains the design 

Assumptions/constraints It contains the description of the design, i.e. 
its assumptions and constraints 

Resulting It contains the requirements derived from 
design and safety assessment process. 

Design Tree It contains the FTA that indicates which part 
of the system leads to the failure condition. 

Link System Specification It contains the ID of the requirements 

Table 7 Design Specification table 

Through these two tables, the traceability of the high-level safety requirements is kept. 

More precisely, the allocation attribute of System Specification table is used to keep the 

traceability between requirements at the different levels. This sub-attribute allows showing 

how the high-level safety requirements have been decomposed from high level to low 

level. In addition, this attribute allows having a traceability backward direction. As well as 

the attribute to keep track between the requirement and design is Link Design Description 

that keeps the traceability between System Specification and Design Specification tables. 

This attribute also shows how the high-level safety requirements and other requirements 

have been satisfied.  

 

4.4. Validation 

ARP 4754A indicates that the validation shall be done top-down and indicates the methods 

that can be used. These methods are traceability bi-directional, analysis, modeling, test, 

similarity and engineering review. Traceability bi-directional should document how the 

lower level requirements satisfy the parent requirement, that is, the higher-level 

requirement. Analysis is used to determinate requirements acceptably, and the FHA/ 

PSSA are indicated to assist the validation of the safety requirements. Modeling indicates 

to use the system/items to validate the requirements. Test indicates to use specific tests, 

simulations, or demonstration to support the validation of the requirements. Similarity 

allows comparing the requirements of similar certificate system with the validation of the 

requirement. Engineering Review allows to use personal experiences to validate 

requirements, but the justified rational or logic should be documented. 

ARP 4754A suggests these methods, but it does not indicate how to apply them, and in 

literature there is very materials about it. Hence, a study on these methods is necessary to 

understand how to apply them to the high-level safety requirements.  
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4.4.1. Proposed Validation Method 

This thesis work proposes a validation method based on the modeling combined with the 

type of traceability requirements-design. The proposed method uses the traceability 

between safety requirement and design to show that the safety requirement has been 

satisfied. It means if the safety requirement has been satisfied by design. Then the safety 

requirement is correct. Otherwise, it may mean that the safety requirement cannot be 

satisfied, or the design is not correct.  

The traceability is kept using the attribute Link Design Description of the system 

specification module (see Section 4.3.1).  

  

5. Case Study 

This chapter describes how to apply the methods described in the Section 4 to refine, 

decompose and validate the safety requirements. More precisely, this chapter shows how 

to apply these methods to five high-level safety requirements obtained from case studied 

documents following four steps. The high-level safety requirements identified on HLS 

(Section 2.3) that have been chosen to apply the approach are: Wrong flap control shall be 

less than 1.0x10-10 (CATASTROPHIC) (Section 5.1). Wrong flap load-relief function shall 

be less than 1.0x10-10 (CATASTROPHIC) (Section 5.2). Wrong flap position/status data 

transmitted to indication systems 1.0x10-5 (MAJOR) (Section 5.3). Wrong flap 

position/status data transmitted to Primary Flight Control/Flight Guidance/Flight Envelope 

and Navigation shall be than 1.0x10-10 (CATASTROPHIC) (Section 5.4). Loss of flap 

position transmission to Primary Flight Control/Flight Guidance/Flight Envelope and 

Navigation combined with further Flap movement shall be than 1.0x10-10 

(CATASTROPHIC) (Section 5.5).  All these safety requirements have been worked 

separately, without considering possible interaction between them.  

As mentioned in the Section 4.1, ARP 4754A describes the interaction between the safety 

assessment and system development processes. Here, the approach presented in this 

thesis has been built through the interaction between PSSA process and two phases of 

the system development process, more precisely development of system architecture and 

allocation of system requirements to items. Figure 15 gives a clear idea of which phases of 

both processes have been considered to build this approach. 
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Figure 15 Interaction between PSSA phase and Development and Allocation of system 
adapted from [1] 

These phases have been chosen because the safety requirements that have been studied 

are the high-level system safety requirements. Usually, these safety requirements are 

derived from System level FHA. As described in Section 2.4.1, they must be allocated and 

validated, but to do it the safety requirements must be brought to the system development 

process. It is brought through the development of the system architecture phase.  

In Section 2.5.2, the DOORS tool has been introduced, it is a tool for requirement 

management and SAAB uses this tool to manage the own requirements. In this case study 

DOORS includes four modules (see Figure 18) that are System Specification (see Table 

6), Design Description (see Table 7), Software Requirements Specification and Hardware 

Requirements Specification table. 

 

Figure 16 Example of System Specification Module [7] 
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Figure 18 Requirement Tree System to Item level [7] 

System Specification module contains the requirements of the system. Design Description 

contains the design picture and its assumptions, constrains and resulting. 

 

 

Figure 17 Example of Design Description Module [7] 

 

System Specification module have Link Design Description attribute to be linked with the 

Design Description, and Allocation attribute to be linked with the Hardware and Software 

Requirements Specification; Design Description module has the attribute Link System 

Specification to be linked with System Specification. These attributes can be considered 

the inlink and ontulink of DOORS. Figure 18 depicts a typical trace among DOORS 

modules.  

  

 

After a brief introduction, the followings sections show how the safety requirements are 

refined, decomposed and validated with the proposed methods in four steps. The four 

steps consist of: step 1 is to refine the high-level system safety requirement; step 2 is to 

validate the high-level system safety requirement; step 3 is to decompose the refined 

system safety requirements; step 4 is to validate the refined safety requirements. 
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5.1. Safety Requirement 1 

The safety requirement ”wrong flap control function shall be less of 1.0x10-10 

(CATASTROPHIC)” indicates that High Lift System must avoid giving a wrong command 

to flaps and the probability that a wrong command occurs must be less of 10-10. The 

avionics systems are built with the fail-safe design concept and in this case. Hence, 

through the probability, the engineer can understand that to satisfy the safety requirement, 

a redundancy must be applied. That is, at least two lanes must agree on the correct output 

in order to move the flaps. To satisfy the safety requirement, several design could be 

considered, as COM-MON, COM-COM, COM-MON COM-MON, COM-COM-COM, etc. All 

these design are based on the principle of the technique of fault tolerance “control + 

monitor”. For this thesis work, only the design COM-MON has been considered.  

In this way, the high-level system safety requirement has been brought from system FHA 

to development of system architecture. Then, the engineer can start with the step 1. 

Step 1 

In this step, the system FHA phase takes place to analyse which part of the system can 

lead to the failure condition identified into the safety requirement, that is, “wrong flap 

control function.” During this phase, the FTA method is performed to identify which events 

or part of the system can lead to the failure condition. In addition, it is also used to refine 

the high-level system safety requirement as described in Section 4.1.1. The Figure 19 

shows the FTA, and it indicates that both COM and MON lane shall fail to occur the top 

event. COM provides the commands to flaps, and MON monitors the correct commands; 

thus AND gate imposes the independence between COM and MON to prevent the top 

event. 

Then, it is possible using the FTA and the design to refine the safety requirement and to 

fulfil the Design Description as represented in Table 8. 

After this step, step 2 can take place, and it consists to validate the high-level system 

safety requirement. 

 
Wrong flap control 

function 

(CAT SR001)

Not detected 

by MON

Wrong output 

from COM
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Figure 19 Design Tree-Wrong Flap Control Function SR001 

 

ID Design Assumptions/Constrains Resulting Fault 
Tree 
Analysis 

Link to 
System 
Specification 

D01 COM-
MON 

 COM and MON shall be 
developed to DAL A. 
 

 No CEH (FPGA, CPU) 
dissimilarity. 
 

 No multiple version 
dissimilar software. 
 

 COM and MON have 
dissimilar processors. 
 

 Functional diversity 
between COM and MON 
 

 Sharing no resources 
between COM and MON 
processors 
 

 COM and MON share the 
same power supply 
because they work 
simultaneously. 

 See 
Figure 19 

SR001 

D02 COM and MON 
shall 
independently 
control the Flap 
position   

 SR002 

D03 COM shall be 
able to put HLS 
in fail-safe 
state 
independent 
from MON 

SR003 

D04 MON shall be 
able to put HLS 
in fail-safe 
state 
independent 
from COM 

SR004 

D05 Communication 
between COM 
and MON shall 
not jeopardize 
required 
independence 
between them. 

SR005 

D06 COM and MON 
shall be 
developed to 
DAL A 

SR006, 
SR007 

Table 8 Design Description Module for COM-MON design SR001 

Step 2 

After the refined safety requirements have been obtained, they must be fed back to the 

System Specification Module, as Table 9 shows. Then, the high-level safety requirement, 

“Wrong flap control function shall be less than 1x10^-10”, must be validated. The validation 

of the safety requirement comes through the methods described in 4.4.1. To see if the 

high-level system safety requirement has been satisfied, the attribute Link Design 

Description attribute is used to keep the trace between requirement and design.  
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Using this attribute is possible to use the design to validate the requirement.  Hence, the 

engineer checks if the design satisfies the safety requirement and fills the attribute 

Validation  in system specification module  with true value. 

 

ID Object text Object Type Link Design 
Description 

Allocation  Validation 

SR001 Wrong flap control 
function shall be less 
than 1x10^-10 

Safety 
Requirement 

D01 
(Table 8) 

 True  

SR002 COM and MON shall 
independently control 
the Flap position. 
Rationale: to prevent 
undetected 
development errors 
and hardware 
failures, leading to 
wrong Flap position.  

Refined Safety 
Requirement 

D02 
(Table 8) 

 False 

SR003 COM shall be able to 
put HLS in failsafe 
sate independent 
from MON. Rationale: 
all independent 
members contributing 
to the undesired 
event must enforce 
the fail-safe 
behaviour. 

Refined Safety 
Requirement 

D03 
(Table 8) 

 False 

SR004 MON shall be able to 
put HLS in failsafe 
sate independent 
from COM. Rationale: 
all independent 
members contributing 
to the undesired 
event must enforce 
the fail-safe 
behaviour. 

Refined Safety 
Requirement 

D04 
(Table 8) 

 False 
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SR005 Communication 
between COM and 
MON shall not 
jeopardize required 
independence 
between them. 
Rationale: if 
communication is 
implemented (e.g., for 
fault detection) no 
single point of failure 
should be introduced. 

Refined Safety 
Requirement 

D05 
(Table 8) 

 False 

SR006 COM lane shall be 
developed to DAL A 

Refined Safety 
Requirement 

D06 
(Table 8) 

  

SR007 MON lane shall be 
developed to DAL A 

Refined Safety 
Requirement 

D06 
(Table 8) 

  

Table 9 System Specification Module on SR001 

Then, the step 3 can be followed, and it consists to decompose the refined safety 

requirements. 

. 

Step 3 

This step consists to decompose the refined safety requirements and to allocate the 

decomposed safety requirements to software and hardware items. The method described 

in Section 4.1.1 is used on these refined safety requirements. The engineer goes back to 

the development of system architecture to satisfy the refined safety requirements and the 

assumptions/constrains obtained at the step 1. Then, the system PSSA takes place again 

to identify in details, which items/parts of the system lead to the failure condition. The FTA 

obtained from the analysis is depicted in Figure 20, and it shows that the top event occurs 

when one of the three sub-events occurs. The sub-events are faulty input, faulty output, 

and undetected faulty command. The first sub-event occurs when both hardware and 

software interfaces fail in both COM and MON lanes. The second sub-event occurs when 

in either COM and MON processor or memory fail. The third sub-event occurs when in 

both COM and MON flap position algorithm fail. After the FTA has been performed, the 

decomposition method can be performed as described in 4.2.1. The decomposition 

method uses the FTA to refine the refined safety requirement. 

 



55 
 

 

Figure 20 Allocation Tree SR001 

The decomposed safety requirements obtained from decomposition method have been 

inserted into the software and hardware specification module, and it is shown on the Table 

10 and Table 11. During the decomposition process, the allocation of the refined safety 

requirements takes place. The allocation is done inserting the decomposed safety 

requirements to the Software and Hardware Specification Module. Through the 

Traceability attribute (that is placed with the arrows in DOORS) the traceability  between 

refined safety requirements and decomposed safety requirements is kept. 

 

ID Object text Object Type Traceability 

UP 

SSR01 COM shall validate its input values. 
Rationale: To ensure that the Flap 
position command is based on 
correct values, taking into account 
that sensor inputs are sufficient w.r.t. 
their integrity and reliability. 

Decomposed 
Safety 
Requirement 

SR002 

SSR02 MON shall validate its input values. 
Rationale: To ensure that the Flap 
position command is based on 
correct values, taking into account 
that sensor inputs are sufficient w.r.t. 
their integrity and reliability. 

Decomposed 
Safety 
Requirement 

SR002 

SSR03 MON’s input monitors shall be fully 
verifiable (testable) or dissimilar from 
COM’s input monitors. Rational: To 
mitigate SW development errors in 
COM or MON input monitors. 
Integrity based on DAL A SW alone 

Decomposed 
Safety 
Requirement 

SR002 

Wrong flap control 

function 

(CAT SR001)

Faulty input

HW interfaces 

failure COM I/O

SW interfaces 

failure COM I/O

Faulty output

HW failure in COM 

(processor, memory)

HW failure in MON 

(processor,memory)
HW interfaces 

failure MON I/O

SW interfaces 

failure MON I/O

Undetected 

faulty 

command

Flap position 

algorithm failure 

in COM 

Flap position 

algorithm failure 

in MON 
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is not sufficient since an error might 
propagate to a CAT event. 

SSR04 COM shall calculate the Flap position 
command based on its own data. 
Rationale: important to enforce 
independent between COM and 
MON. 

Decomposed 
Safety 
Requirement 

SR002 

SSR05 MON shall calculate the Flap position 
command based on its own data. 
Rationale: important to enforce 
independent between COM and 
MON. 

Decomposed 
Safety 
Requirement 

SR002 

SSR06 MON’s calculation of Flap position 
command shall be fully verifiable 
(testable) or use dissimilar algorithms 
from COM. Rationale: To mitigate 
SW development errors in COM. 

Decomposed 
Safety 
Requirement 

SR002 

SSR07 MON shall be able to detect its own 
hardware failure. Rationale: If e.g. a 
processor block occurs, the 
processor exception handler can be 
used to detect this type of error and 
put in failsafe state CMC 
independently from COM.  

Decomposed 
Safety 
Requirement 

SR004 

SSR08 COM shall be able to detect its own 
hardware failure. Rationale: If e.g. a 
processor block occurs, the 
processor exception handler can be 
used to detect this type of error and 
put in failsafe state CMC 
independently from MON. 

Decomposed 
Safety 
Requirement 

SR03 

SSR09 COM shall analyse all 
communication from MON. 
Rationale: Exchange data between 
COM and MON could be necessary, 
e.g. from comparison of 
independently generated data. 

Decomposed 
Safety 
Requirement 

SR05 

SSR10 MON shall analyse all 
communication from MON. 
Rationale: Exchange data between 
COM and MON could be necessary, 
e.g. from comparison of 
independently generated data. 

Decomposed 
Safety 
Requirement 

SR05 

SSR11 COM SW shall be implemented to 
IDAL A 

Decomposed 
Safety 
Requirement 

SR06 

SSR12 MON SW shall be implemented to 
IDAL A 

Decomposed 
Safety 
Requirement 

SR07 

Table 10 Software Specification Module, SR001 
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ID Object text Object Type Traceability 

UP 

HSR01 COM shall receive its own input 
independently from MON. Rationale: 
COM has its own I/O card to 
calculate the flap position with its 
own inputs. 

Decomposed 
Safety 
Requirement 

SR02 
 

HSR02 MON shall receive its own input 
independently from MON. Rationale: 
MON has its own I/O card to 
calculate the flap position with its 
own inputs. 

Decomposed 
Safety 
Requirement 

SR02 

HSR03 MON shall be able to detect its own 
hardware failure. Rationale: If e.g. a 
processor block occurs, watchdog 
can be used to detect this type of 
error and put in failsafe state CMC 
independently from COM.  

Decomposed 
Safety 

SR04 

HSR04 COM shall be able to detect its own 
hardware failure. Rationale: If e.g. a 
processor block occurs, watchdog 
can be used to detect this type of 
error and put in failsafe state CMC 
independently from MON. 

Decomposed 
Safety 

SR03 

HSR05 COM SW shall be implemented to 
IDAL A 

Decomposed 
Safety 
Requirement 

SR06 

HSR06 MON SW shall be implemented to 
IDAL A 

Decomposed 
Safety 
Requirement 

SR07 

Table 11 Hardware Specification Module, SR001 

After the decomposition of the refined safety requirements is done, links are also added 

into System Module. The FTA must replace the old one into Design Description Module. 

Then, step 4 can take place to validate the refined safety requirements. 

Step 4 

This step describes the validation of the refined safety requirements. Using the traceability 

is possible to assess the refined safety requirements. The traceability between refined 

safety requirements and design shows the correctness of the requirements. Each refined 

safety requirement is validated singly using the traceability with the design. If the 

requirement has been satisfied then, it can be validate. Hence, the Validation attribute is 

put True.  
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ID Object text Object Type Link 
Design 
Description 

Allocation  Validation 

SR01 Wrong flap control function 
shall be less than 1x10^-10 

Safety 
Requirement 

D01  True  

SR02 COM and MON shall 
independently control the 
Flap position. Rationale: to 
prevent undetected 
development errors and 
hardware failures, leading 
to wrong Flap position.  

Refined 
Safety 
Requirement 

D02 SSR01, 
SSR02, 
SSR03, 
SSR04, 
SSR05, 
SSR06, 
HSR01, 
HSR02 

True 

SR03 COM shall be able to put 
HLS in failsafe sate 
independent from MON. 
Rationale: all independent 
members contributing to 
the undesired event must 
enforce the fail-safe 
behaviour. 

Refined 
Safety 
Requirement 

D03 SSR08, 
HSR03 

True 

SR04 MON shall be able to put 
HLS in failsafe sate 
independent from COM. 
Rationale: all independent 
members contributing to 
the undesired event must 
enforce the fail-safe 
behaviour. 

Refined 
Safety 
Requirement 

D04 SSR07, 
HSR03 

True 

SR05 Communication between 
COM and MON shall not 
jeopardize required 
independence between 
them. Rationale: if 
communication is 
implemented (e.g., for fault 
detection) no single point of 
failure should be 
introduced. 

Refined 
Safety 
Requirement 

D05 SSR09, 
SSR10 

True 

SR06 COM lane shall be 
developed to DAL A 

Refined 
Safety 
Requirement 

D05 SSR11, 
HSR05 

True 

SR07 MON lane shall be 
developed to DAL A 

Refined 
Safety 
Requirement 

D05 SSR12, 
HSR06 

True 

Table 12 System Specification Module with Refined Safety Requirements validated 
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5.2. Safety Requirement 2 

The flap load-relief function decreases the Flap position commanded by the Flaps Lever in 

case air speed, or Mach values exceed certain values. The safety requirement ”wrong flap 

load-relief function shall be less of 1.0x10-10 (CATASTROPHIC)” indicates that flap load-

relief does not decrease the Flap position commanded by the Flaps Level when it is 

requested, and the probability it may occur must be less  of 10-10. The failure rate of the 

safety requirement indicates that the redundancy is necessary. For the same reason of the 

previous case study, the system choice is the COM-MON.  

Step 1 

Design Description Module must be fulfilled with the assumption and constrains on design. 

Then, the system FHA phase takes place to analyse that part of the system can lead to the 

failure condition identified from system FHA, that is, “wrong flap load-relief function”. In 

system FHA phase, the FTA is performed and included into the Design Description 

Module. The FTA and the assumptions/constrains obtained on the design are used to 

refine the safety requirement that they are called safety refined requirements. Figure 21 

shows the FTA, and it shows that both COM and MON lanes shall fail in a way that the top 

event occurs, and it indicates the necessary independence between COM and MON too. 

 

Figure 21 Design Tree on SR002 

The refined safety requirements obtained by FTA and assumptions/constrains are used to 

fulfil the Design Description module and then they are fed back to the System Specification 

module. 

 

 

Wrong flap load relief 

(CAT SR002)

Not detected 

by MON

Wrong output 

from COM
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ID Design Assumptions/Constrains Resulting Fault 
Tree 
Analysis 

Link to 
System 
Specification 

D01 COM-
MON 

 COM and MON have 
dissimilar processors. 

 Functional diversity 
between COM and MON 

 Sharing no resources 
between COM and MON 
processors 

 COM and MON has the 
own I/O card 

 COM and MON share the 
same power supply 
because they work 
simultaneously. 

 See 
Figure 21 

SR002 

D02 COM and MON 
shall 
independently 
control the Flap 
load-relief  

 SR003 

D03 COM shall be 
able to put HLS 
in failsafe sate 
independent 
from MON 

SR004 

D04 MON shall be 
able to put HLS 
in failsafe sate 
independent 
from COM 

SR005 

D05 Communication 
between COM 
and MON shall 
not jeopardize 
required 
independence 
between them. 

SR006 

D06 COM and MON 
shall be 
developed to 
DAL A 

SR007-
SR008 

Table 13 Design Description Module on SR002 

Step 2 

In this step, as the previous case study, the refined safety requirements must be fed back 

to the System Specification Module. Then, the high-level safety requirement, “Wrong flap 

load relief function shall be less than 1x10^-10” must be validated. The validation of the 

safety requirement comes through the methods described in 4.4.1. To see if the high-level 

system safety requirement has been satisfied, the attribute Link Design Description 

attribute is used to keep the trace between requirement and design. Using this attribute is 

possible to use the design to validate the requirement. Hence, the engineer checks if the 

design satisfies the safety requirement and fills the attribute Validation in system 

specification module  with true value. 
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ID Object text Object Type Link 
Design 
Description 

Allocation  Validation 

SR002 Wrong flap control function 
shall be less than 1x10^-10 

Safety 
Requirement 

D01  True  

SR003 COM and MON shall 
independently control the 
Flap load-relief. Rationale: 
to prevent undetected 
development errors and 
hardware failures, leading 
to wrong Flap position.  

Refined 
Safety 
Requirement 

D02  False 

SR004 COM shall be able to put 
HLS in failsafe sate 
independent from MON. 
Rationale: all independent 
members contributing to 
the undesired event must 
enforce the fail-safe 
behaviour. 

Refined 
Safety 
Requirement 

D03  False 

SR005 MON shall be able to put 
HLS in failsafe sate 
independent from COM. 
Rationale: all independent 
members contributing to 
the undesired event must 
enforce the fail-safe 
behaviour. 

Refined 
Safety 
Requirement 

D04  False 

SR006 Communication between 
COM and MON shall not 
jeopardize required 
independence between 
them. Rationale: if 
communication is 
implemented (e.g., for fault 
detection) no single point of 
failure should be 
introduced. 

Refined 
Safety 
Requirement 

D05  False 

SR007 COM lane shall be 
developed to DAL A 

Refined 
Safety 
Requirement 

D06   

SR008 MON lane shall be 
developed to DAL A 

Refined 
Safety 
Requirement 

D07   

Table 14 System Specification Module on SR002 
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Step 3 

This step consists to decompose the refined safety requirements and to allocate them to 

software and hardware items. The Figure 22 shows the FTA that shows what events can 

lead to the failure and where the independence is necessary. The Table 13 and Table 14 

show the decomposed requirements obtained from the decomposition method. The 

decomposed requirements are linked to the refined requirements through the field 

traceability (up). 

 

Figure 22 Allocation Tree on SR002 

ID Object text Object Type 
 

Traceability 

UP 

SSR01 COM shall validate its input values. 
Rationale: To ensure that the Flap 
position command is based on 
correct values, taking into account 
that sensor inputs are sufficient w.r.t. 
their integrity and reliability. 

Decomposed 
Safety 
Requirement 

SR003 

SSR02 MON shall validate its input values. 
Rationale: To ensure that the Flap 
position command is based on 
correct values, taking into account 
that sensor inputs are sufficient w.r.t. 
their integrity and reliability. 

Decomposed 
Safety 
Requirement 

SR004 

SSR03 MON’s input monitors shall be fully 
verifiable (testable) or dissimilar from 
COM’s input monitors. Rational: To 
mitigate SW development errors in 
COM or MON input monitors. 
Integrity based on DAL A SW alone 

Decomposed 
Safety 
Requirement 

SR02 

Wrong flap load relief 

function

(CAT SR002)

Faulty input

ARINC 429 

failure in COM

SW interfaces 

failure in COM 

Faulty output

HW failure in COM 

(processor, memory)

HW failure in MON 

(processor,memory)
ARINC 429 

failure in MON 

SW interfaces 

failure in MON 

Undetected 

faulty 

command

Flap load rielif 

algorithm 

failurea in COM 

Flap load rielif 

algorithm 

failurea in MON 
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is not sufficient since an error might 
propagate to a CAT event. 

SSR04 COM shall calculate the new Flap 
position based on its own data. 
Rationale: important to enforce 
independent between COM and 
MON. 

Decomposed 
Safety 
Requirement 

SR02 

SSR05 COM shall calculate the new Flap 
position based on its own data. 
Rationale: important to enforce 
independent between COM and 
MON. 

Decomposed 
Safety 
Requirement 

SR02 

SSR06 MON’s calculation of Flap position 
command shall be fully verifiable 
(testable) or use dissimilar algorithms 
from COM. Rationale: To mitigate 
SW development errors in COM. 

Decomposed 
Safety 
Requirement 

SR02 

SSR07 MON shall be able to detect its own 
hardware failure. Rationale: If e.g. a 
processor block occurs, the 
processor exception handler can be 
used to detect this type of error and 
put in failsafe state CMC 
independently from COM.  

Decomposed 
Safety 
Requirement 

SR04 

SSR08 COM shall be able to detect its own 
hardware failure. Rationale: If e.g. a 
processor block occurs, the 
processor exception handler can be 
used to detect this type of error and 
put in failsafe state CMC 
independently from MON. 

Decomposed 
Safety 
Requirement 

SR03 

SSR09 COM shall analyse all 
communication from MON. 
Rationale: Exchange data between 
COM and MON could be necessary, 
e.g. from comparison of 
independently generated data. 

Decomposed 
Safety 
Requirement 

SR05 

SSR10 MON shall analyse all 
communication from MON. 
Rationale: Exchange data between 
COM and MON could be necessary, 
e.g. from comparison of 
independently generated data. 

Decomposed 
Safety 
Requirement 

SR05 

SSR11 COM SW shall be implemented to 
IDAL A 

Decomposed 
Safety 
Requirement 

SR06 

SSR12 MON SW shall be implemented to 
IDAL A 

Decomposed 
Safety 
Requirement 

SR07 

Figure 23 Software Specification Module on SR002 
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ID Object text Object Type Traceability 

UP 

HSR01 COM shall receive its own input 
independently from MON. Rationale: 
COM has its own I/O card to 
calculate the flap position with its 
own inputs. 

Decomposed 
Safety 
Requirement 

SR02 
 

HSR02 MON shall receive its own input 
independently from MON. Rationale: 
MON has its own I/O card to 
calculate the flap position with its 
own inputs. 

Decomposed 
Safety 
Requirement 

SR02 

HSR03 COM shall have redundancy input 
interface to receive values from 
sensors. Rationale: to keep the 
integrity of the data and the reliability 
of the system, the redundancy of the 
input interface is necessary.  

Decomposed 
Safety 
Requirement 

 

HSR04 MON shall have redundancy input 
interface to receive values from 
sensors. Rationale: to keep the 
integrity of the data and the reliability 
of the system, the redundancy of the 
input interface is necessary. 

Decomposed 
Safety 
Requirement 

 

HSR03 MON shall be able to detect its own 
hardware failure. Rationale: If e.g. a 
processor block occurs, watchdog 
can be used to detect this type of 
error and put in failsafe state CMC 
independently from COM.  

Decomposed 
Safety 

SR04 

HSR04 COM shall be able to detect its own 
hardware failure. Rationale: If e.g. a 
processor block occurs, watchdog 
can be used to detect this type of 
error and put in failsafe state CMC 
independently from MON. 

Decomposed 
Safety 

SR03 

HSR05 COM SW shall be implemented to 
IDAL A 

Decomposed 
Safety 
Requirement 

SR06 

HSR06 MON SW shall be implemented to 
IDAL A 

Decomposed 
Safety 
Requirement 

SR07 

Figure 24 Hardware Specification Module on SR002 

Step 4 

This step describes the validation of the refined safety requirements. Using the traceability 

is possible to assess the refined safety requirements. The traceability between refined 

safety requirements and design shows the correctness of the requirements. Each refined 

safety requirement is validated singly using the traceability with the design. If the 
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requirement has been satisfied then, it can be validate. Hence, the Validation attribute is 

put True.  

ID Object text Object Type Link 
Design 
Description 

Allocation  Validation 

SR01 Wrong flap control function 
shall be less than 1x10^-10 

Safety 
Requirement 

D01  True  

SR02 COM and MON shall 
independently control the 
Flap position. Rationale: to 
prevent undetected 
development errors and 
hardware failures, leading 
to wrong Flap position.  

Refined 
Safety 
Requirement 

D02 SSR01, 
SSR02, 
SSR03, 
SSR04, 
SSR05, 
SSR06, 
HSR01, 
HSR02 

True 

SR03 COM shall be able to put 
HLS in failsafe sate 
independent from MON. 
Rationale: all independent 
members contributing to 
the undesired event must 
enforce the fail-safe 
behaviour. 

Refined 
Safety 
Requirement 

D03 SSR08, 
HSR03 

True 

SR04 MON shall be able to put 
HLS in failsafe sate 
independent from COM. 
Rationale: all independent 
members contributing to 
the undesired event must 
enforce the fail-safe 
behaviour. 

Refined 
Safety 
Requirement 

D04 SSR07, 
HSR03 

True 

SR05 Communication between 
COM and MON shall not 
jeopardize required 
independence between 
them. Rationale: if 
communication is 
implemented (e.g., for fault 
detection) no single point of 
failure should be 
introduced. 

Refined 
Safety 
Requirement 

D05 SSR09, 
SSR10 

True 

SR06 COM lane shall be 
developed to DAL A 

Refined 
Safety 
Requirement 

D05 SSR11, 
HSR05 

True 

SR07 MON lane shall be 
developed to DAL A 

Refined 
Safety 
Requirement 

D05 SSR12, 
HSR06 

True 

Table 15 System Specification Module with Refined Safety Requirements Validated on 
SR002 



66 
 

5.3. Safety Requirement 3 

The safety requirement “Wrong flap position/status data transmitted to indication systems 

shall be less than 1.0x10-5 (MAJOR)” is obtained evaluating the operation of the HLS to 

send flap status data to indication systems. This safety requirement is a MAJOR, and its 

probability is 1.0x10-5. Since, the probability indicated into the safety requirement is high, 

the safety requirement can be satisfied by one lane. Thus, supposing to have COM-MON 

as architecture, the safety requirement cab be satisfied by COM. 

Step 1 

Design Description Module must be fulfilled with the assumption and constrains on design. 

Then, the system FHA phase takes place to analyse which part of the system can lead to 

the failure condition identified from system FHA, that is, “wrong flap position/status data 

transmitted to indication systems”. In system FHA phase, the FTA is performed and 

included into the Design Description Module. The FTA and the assumptions/constrains 

obtained on the design are used to refine the safety requirement that are called safety 

refined requirements. Figure 25 shows the FTA, and it shows that the failure condition can 

occur when an error from I/O card occurs and from internal HW interface of COM fails. 

COM has its internal HW interface to transmit data to indication systems. As the FTA 

shows, the gate applied is OR, and it means that is not necessary independence in this 

case. Indeed, the failure rate of the safety requirement does not indicate the necessity to 

apply the redundancy to satisfy the safety requirement. For this reason, only the COM line 

transmits data to indication systems. 

 

 

Figure 25 Design Tree on SR003 

 

 

 

Wrong flap position/status data 

transmitted to indication 

systems 

(MAJ SR003)

I/O COM card failure and 

not detected 

Internal HW interface 

failure of COM 
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ID Design Assumptions/Constrains Resulting Fault 
Tree 
Analysis 

Link to System 
Specification 

D01 COM-MON  COM has the own I/O 
card 

 COM transmits date to 
indication systems. 

 See 
Figure 25 

SR003 

D02 COM shall transmit 
the flap position to 
indication systems. 
Rationale:  COM 
receives the date 
from its I/O card, and 
it transmits that data 
to indication system 
with its internal HW 
interface. 

 SR004 

D03 I/O COM card shall 
transmit the flap 
position to COM. 
Rationale: I/O card 
receives data from 
position sensors of 
flaps. 

SR005 

D04 
  

COM lane shall be 
developed to DAL A 

 
SR006 

Table 16 Design Description Module on SR003 

The Table 16 shows the refined safety requirements obtained from the FTA. 

Step 2 

To see if the high-level system safety requirement has been satisfied, the attribute Link 

Design Description attribute is used to keep the trace between requirement and design. 

Using this attribute is possible to use the design to validate the requirement.  Hence, the 

engineer checks if the design satisfies the safety requirement and fills the attribute 

Validation  in system specification module  with true value. 

  

ID Object text Object Type Link 
Design 
Description 

Allocation  Validation 

SR003 Wrong flap status/data 
position transmitted to 
indication systems shall 
be less than 1x10^-7 

Safety 
Requirement 

D01  True  

SR004 COM shall transmit the 
flap position to indication 
systems. Rationale:  
COM receives the date 
from its I/O card, and it 

Refined 
Safety 
Requirement 

D02  False 
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transmits that data to 
indication system with its 
internal HW interface. 

SR005 I/O COM card shall 
transmit the flap position 
to COM. Rationale: I/O 
card receives data from 
position sensors of flaps. 

Refined 
Safety 
Requirement 

D03  False 

SR006 COM lane shall be 
developed to DAL A 

Refined 
Safety 
Requirement 

D04  False 

Table 17 System Specification Module on SR003 

Step 3 

As in the previous case studies, this step consists to decompose the refined safety 

requirements and to allocate the high-level safety requirements. The Figure 26  shows the 

allocation tree and the Table 18 and Table 19 show the decomposed safety requirements 

obtained using the decomposition method. 

 

 

Figure 26 Allocation Tree on SR003 

ID Object text Object Type Traceability 

UP 

HSR001 

The Bus redundancy shall be applied 
between I/O card and COM. 
Rationale: to avoid to transmit wrong 
data the redundancy is necessary 

Decomposed 
Safety 
Requirement 

SR005 

HSR002 

The COM shall have its redundancy 
internal HW interface. Rationale: to 
avoid to transmit wrong data the 
redundancy is necessary 

Decomposed 
Safety 
Requirement 

SR004 

Wrong flap position/status data 

transmitted to indication 

systems 

(MAJ SR003)

I/O COM card failure 

and not detected 

Internal HW interface 

failure of COM 

PCU-Bus error 

between I/O card and 

COM

Not detected by COM
Internal HW interface 

failure
Not detected by COM
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HSR003 
COM HW shall be implemented with 
IDAL C. 

Decomposed 
Safety 
Requirement 

SR005 

Table 18 Hardware Specification Module on SR003 

ID Object text Object Type Traceability 

UP 

SSR001 

COM shall check the data received 
from I/O card. Rationale: the best 
way to apply the Coding Check to 
detect bit errors.  

Decomposed 
Safety 
Requirement 

SR005 

SSR002 

The COM shall check if its internal 
HW interface fails. Rationale: to 
avoid transmitting wrong data, it is 
necessary to check if the internal 
interface fails. 

Decomposed 
Safety 
Requirement 

SR004 

SSR003 
COM SW shall be implemented with 
IDAL C 

Decomposed 
Safety 
Requirement 

SR005 

Table 19 Software Specification Module on SR003 

Step 4 

This step describes the validation of the refined safety requirements. Using the traceability 

is possible to assess the refined safety requirements. The traceability between refined 

safety requirements and design shows the correctness of the requirements. Each refined 

safety requirement is validated singly using the traceability with the design. If the 

requirement has been satisfied then, it can be validate. Hence, the Validation attribute is 

put True (as Table 20   shows). 

 

ID Object text Object Type Link 
Design 
Description 

Allocation  Validation 

SR003 Wrong flap status/data 
position transmitted to 
indication systems shall 
be less than 1x10^-7 

Safety 
Requirement 

D01  True  

SR004 COM shall transmit the 
flap position to indication 
systems. Rationale:  
COM receives the date 
from its I/O card, and it 
transmits that data to 
indication system with its 
internal HW interface. 

Refined 
Safety 
Requirement 

D02 HSR002, 
SSR002 

True 

SR005 I/O COM card shall 
transmit the flap position 

Refined 
Safety 

D03 HRS001, 
SSR001 

True 
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to COM. Rationale: I/O 
card receives data from 
position sensors of flaps. 

Requirement 

SR006 COM lane shall be 
developed to DAL A 

Refined 
Safety 
Requirement 

D04  False 

Table 20 System Specification Module with Refined Safety Requirements Validated on 
SR003 

 

5.4. Safety Requirement 4 

The safety requirement “Wrong flap position/status data transmitted to Primary Flight 

Control/ Flight Guidance/Flight Envelope and Navigation shall be less than 1.0x10^-10 

(CATASTROPHIC)” is obtained evaluating the operation of the HLS to send flap status 

data to primary flight control. The operation indicates to transmit data to Primary Flight 

Control, and the safety requirement indicates that the wrong data shall be less than 

1.0x10^-10 , and it is classified CATASTROPHIC. For the same reason of the previous case 

studies that consider the safety requirements classified as CATASTROPHIC, to satisfy this 

safety requirement the COM-MON design has been chosen. 

Step 1 

Design Description Module must be fulfilled with the assumption and constrains on design. 

Then, the system FHA phase take place to analyse which part of the system can lead to 

the failure condition identified from system FHA, that is, “Wrong flap position/status data 

transmitted to Primary Flight Control/ Flight Guidance/Flight Envelope and Navigation”. In 

system FHA phase, the FTA is performed and included into the Design Description 

Module. Using the method described in Section 4.1.1, the FTA and the 

assumptions/constrains obtained on the design are used to refine the safety requirement 

that are called safety refined requirements. Figure 27  shows the FTA, and it shows that 

both COM and MON lanes shall fail in a way that the top event occurs, and it indicates the 

necessary independence between COM and MON too. 
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Figure 27 Design Tree on SR004 

After the FTA has been performed, then the refinement method can be applied. The Table 

21 shows the refined safety requirements obtained from that method. As it shows, the 

requirements indicate that COM and MON shall transmit the data independently to keep 

safe the system. 

ID Design Assumptions/Constrains Resulting Fault 
Tree 
Analysis 

Link to 
System 
Specification 

D01 COM-
MON 

 COM and MON shall be 
developed to DAL A. 
 

 No CEH (FPGA, CPU) 
dissimilarity. 
 

 No multiple version 
dissimilar software. 
 

 COM and MON have 
dissimilar processors. 
 

 Functional diversity 
between COM and MON 
 

 Sharing no resources 
between COM and MON 
processors 
 

 COM and MON share the 
same power supply 
because they work 
simultaneously. 

 See 
Figure 27 

SR004 

D02 COM and MON 
shall 
independently 
transmit flap 
position and 
status data to 
PFC/FG/FE 
and navigation.   

  

D03 COM shall be 
able to put HLS 
in failsafe sate 
independent 
from MON 

 

D04 MON shall be 
able to put HLS 
in failsafe sate 
independent 
from COM 

 

D05 Communication 
between COM 
and MON shall 
not jeopardize 
required 

 

Wrong flap position/status data 

transmitted to Flight Control...

(CAT SR003)

Wrong data 

transmitted by COM 

Wrong data 

transmitted by MON 
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independence 
between them. 

D06 COM and MON 
shall be 
developed to 
DAL A 

 

Table 21 Design Description Module on SR004 

 

Step 2 

In this step, as the previous case study, the refined safety requirements must be fed back 

to the System Specification Module. Then, the high-level safety requirement, “Wrong flap 

position/status data transmitted to Primary Flight Control/ Flight Guidance/Flight Envelope 

and Navigation shall be less than 1x10^-10” must be validated. The Table 22  shows the 

System Specification Module and the links between high level system safety requirement 

with the design description and the refined safety requirements. To see if the high-level 

system safety requirement has been satisfied, the attribute Link Design Description 

attribute is used to keep the trace between requirement and design. Using this attribute is 

possible to use the design to validate the requirement.  Hence, the engineer checks if the 

design satisfies the safety requirement and fills the attribute Validation in system 

specification module with true value. 

ID Object text Object Type Link Design 
Description 

Allocation  Validation 

SR004 Wrong flap 
position/status data 
transmitted to 
Primary Flight 
Control/ Flight 
Guidance/Flight 
Envelope and 
Navigation shall be 
less than 1x10^-10 

Safety 
Requirement 

D01 
 

 True  

SR005 COM and MON shall 
independently 
transmit flap position 
and status data to 
PFC/FG/FE and 
navigation.  
Rationale: to prevent 
undetected 
development errors 
and hardware 
failures, leading to 
wrong Flap position.  

Refined Safety 
Requirement 

D02 
 

 False 

SR006 COM shall be able to 
put HLS in failsafe 

Refined Safety 
Requirement 

D03 
 

 False 
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sate independent 
from MON. Rationale: 
all independent 
members contributing 
to the undesired 
event must enforce 
the fail-safe 
behaviour. 

SR007 MON shall be able to 
put HLS in failsafe 
sate independent 
from COM. Rationale: 
all independent 
members contributing 
to the undesired 
event must enforce 
the fail-safe 
behaviour. 

Refined Safety 
Requirement 

D04 
 

 False 

SR008 Communication 
between COM and 
MON shall not 
jeopardize required 
independence 
between them. 
Rationale: if 
communication is 
implemented (e.g., for 
fault detection) no 
single point of failure 
should be introduced. 

Refined Safety 
Requirement 

D05 
 

 False 

SR009 COM lane shall be 
developed to DAL A 

Refined Safety 
Requirement 

D06   

SR010 MON lane shall be 
developed to DAL A 

Refined Safety 
Requirement 

D06 
 

  

Table 22 System Specification Module on SR004 

Step 3 

As in the previous case studies, this step consists to decompose the refined safety 

requirements and to allocate the high-level safety requirements. The Figure 28   shows the 

allocation tree and the Table 23 and Table 24 show the decomposed safety requirements 

obtained using the decomposition method. 
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Figure 28 Allocation Tree on SR004 

ID Object text Object Type Traceability 

UP 

SSR01 COM shall validate the data received 
from its I/O cards. Rationale: To 
ensure to transmit correct data to 
PFC/FG/FE and navigation is 
necessary to check the correct of 
data. 

Decomposed 
Safety 
Requirement 

SR005 

SSR02 MON shall validate the data received 
from its I/O cards. Rationale: To 
ensure to transmit correct data to 
PFC/FG/FE and navigation is 
necessary to check the correct of 
data. 

Decomposed 
Safety 
Requirement 

SR005 

SSR03 MON shall analyse al communication 
from MON. Rationale: Exchange data 
between COM and MON could be 
necessary, e.g. check the 
correctness of data to transmit. 

Decomposed 
Safety 
Requirement 

SR008 

SSR04 COM shall analyse al communication Decomposed SR008 

Wrong flap position/status 

data transmitted to Flight 

Control...

(CAT SR003)

Wrong data 

transmitted by 

COM 

Wrong data 

transmitted by 

MON 

Output error 
from COM

Not dectect 
by MON

I/O COM 
card failure

Internal HW 
interface failure 

of COM

Output error 
from MON

Not dectect 
by COM

Not dectect 
by COM

Output error From I/O 
COM and not detected

I/O COM 
card failure

Internal HW 
interface failure 

of COM

Not dectect 
by COM

Output error From I/O 
COM and not detected
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from COM. Rationale: Exchange data 
between COM and MON could be 
necessary, e.g. check the 
correctness of data to transmit. 

Safety 
Requirement 

SSR05 MON shall be able to detect its own 
hardware and software failure. 
Rationale: if e.g. a processor bloc 
occurs, the processor exception 
handler can be used to detect this 
type of error and put in failsafe state 
HLS independently from COM. 

Decomposed 
Safety 
Requirement 

SR007 

SSR06 COM shall be able to detect its own 
hardware and software failure. 
Rationale: if e.g. a processor bloc 
occurs, the processor exception 
handler can be used to detect this 
type of error and put in failsafe state 
HLS independently from MON. 

Decomposed 
Safety 
Requirement 

SR006 

SSR07 COM SW shall be implemented to 
IDAL A 

Decomposed 
Safety 
Requirement 

SR009 

SSR08 MON SW shall be implemented to 
IDAL B 

Decomposed 
Safety 
Requirement 

SR010 

Table 23 Software Specification Module on SR004 

 

ID Object text Object Type Traceability 

UP 

HSR01 COM shall have its own internal HW 
interface to transmit data. Rationale: 
to transmit the flap position to other 
systems independently from MON. 

Decomposed 
Safety 
Requirement 

SR005 
 

HSR02 MON shall have its own internal HW 
interface to transmit data. Rationale: 
to transmit the flap position to other 
systems independently from COM. 

Decomposed 
Safety 
Requirement 

SR005 
 

HSR05 MON shall be able to detect its own 
hardware failure. Rationale: if e.g. a 
processor bloc occurs, the watchdog  
can be used to detect this type of 
error and put in failsafe state HLS 
independently from COM. 

Decomposed 
Safety 
Requirement 

SR007 

HSR06 COM shall be able to detect its own 
hardware failure. Rationale: if e.g. a 
processor bloc occurs, the watchdog 
can be used to detect this type of 
error and put in failsafe state HLS 
independently from MON. 

Decomposed 
Safety 
Requirement 

SR006 

HSR07 COM HW shall be implemented to Decomposed SR009 
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IDAL A Safety 
Requirement 

HSR07 MON HW shall be implemented to 
IDAL A 

Decomposed 
Safety 
Requirement 

SR010 

Table 24 Hardware Specification Module on SR004 

Step 4 

This step describes the validation of the refined safety requirements. Using the traceability 

is possible to assess the refined safety requirements. The traceability between refined 

safety requirements and design shows the correctness of the requirements. Each refined 

safety requirement is validated singly using the traceability with the design. If the 

requirement has been satisfied then it can be validate. Hence, the Validation attribute is 

put True (as Table 25 shows).  

 

ID Object text Object Type Link Design 
Description 

Allocation  Validation 

SR004 Wrong flap 
position/status data 
transmitted to 
Primary Flight 
Control/ Flight 
Guidance/Flight 
Envelope and 
Navigation shall be 
less than 1x10^-10 

Safety 
Requirement 

D01 
 

 True  

SR005 COM and MON shall 
independently 
transmit flap position 
and status data to 
PFC/FG/FE and 
navigation.  
Rationale: to prevent 
undetected 
development errors 
and hardware 
failures, leading to 
wrong Flap position.  

Refined Safety 
Requirement 

D02 
 

 True 

SR006 COM shall be able to 
put HLS in failsafe 
sate independent 
from MON. Rationale: 
all independent 
members contributing 
to the undesired 
event must enforce 
the fail-safe 

Refined Safety 
Requirement 

D03 
 

 True 
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behaviour. 

SR007 MON shall be able to 
put HLS in failsafe 
sate independent 
from COM. Rationale: 
all independent 
members contributing 
to the undesired 
event must enforce 
the fail-safe 
behaviour. 

Refined Safety 
Requirement 

D04 
 

 True 

SR008 Communication 
between COM and 
MON shall not 
jeopardize required 
independence 
between them. 
Rationale: if 
communication is 
implemented (e.g., for 
fault detection) no 
single point of failure 
should be introduced. 

Refined Safety 
Requirement 

D05 
 

 True 

SR009 COM lane shall be 
developed to DAL A 

Refined Safety 
Requirement 

D06  True 

SR010 MON lane shall be 
developed to DAL A 

Refined Safety 
Requirement 

D06 
 

 True 

Table 25 System Specification Module with Refined Safety Requirements on SR004 

 

5.5. Safety Requirement 5 

This Section presents the last safety requirement used to apply the proposed approach in 

this thesis work. Here, the safety requirement takes into account is “Loss of Flap position 

transmission to Primary Flight Control/Flight Guidance/Flight Envelope and Navigation 

combined with further Flap movement shall be less than 10^-10”. The safety requirement 

describes that the probability to lose data while the HLS is transmitting data to other 

systems. Furthermore, the flap is moved with unauthorized. As the previous case studies, 

also this safety requirement is satisfied with COM-MON design. 

 Step 1 

Design Description Module must be fulfilled with the assumption and constrains on design. 

Then, the system FHA phase take place to analyse which part of the system can lead to 

the failure condition identified from system FHA, that is, “Loss of Flap position transmission 

to Primary Flight Control/Flight Guidance/Flight Envelope and Navigation combined with 

further Flap movement”. In system FHA phase, the FTA is performed and included into the 

Design Description Module. Using the method described in Section 4.1.1, the FTA, and the 



78 
 

assumptions/constrains obtained on the design are used to refine the safety requirement 

that are called safety refined requirements. Figure 29 shows the FTA, and it shows that 

both COM and MON lanes shall fail in a way that the top event occurs, and it indicates the 

necessary independence between COM and MON too. 

 

Figure 29 Design Tree on SR005 

After the FTA has been performed, then the refinement method can be applied. The Table 

27 shows the refined safety requirements obtained from that method. As it shows, the 

requirements indicate that COM and MON shall transmit the data independently to keep 

safe the system. 

ID Design Assumptions/Constrains Resulting Fault 
Tree 
Analysis 

Link to 
System 
Specification 

D01 COM-
MON 

 COM and MON shall be 
developed to DAL A. 
 

 No CEH (FPGA, CPU) 
dissimilarity. 
 

 No multiple version 
dissimilar software. 

 See 
Figure 29 

SR005 

D02 COM and MON 
shall transmit 
flap position to 
PFC/FG/FE 
independently.  

 SR006 

D03 COM and MON 
shall control 

SR007 

Loss of  flap position/status data transmitted 

to Primary Flight Control/Flight Guidance/

Flight Enveloped and Navigation combined 

with firther Flap movement

(CAT SR005)

Loss of flap 

position from 

COM

Loss of flap 

position from 

MON

Loss of flap 

position 

Unauthorized flap 

movement by 

internal failures

Unauthorized 

flap movement 

by Servovalve

Unauthorized 

flap movement
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 COM and MON have 
dissimilar processors. 
 

 Functional diversity 
between COM and MON 
 

 Sharing no resources 
between COM and MON 
processors 
 

 COM and MON share the 
same power supply 
because they work 
simultaneously. 

the Servovalve 
independently. 

D04 MON shall be 
able to put HLS 
in failsafe state 
independent 
from COM 

SR008 

D05 COM shall be 
able to put HLS 
in failsafe state 
independent 
from MON  

SR009 

D05 Communication 
between COM 
and MON shall 
not jeopardize 
required 
independence 
between them. 

SR0010 

D06 COM and MON 
shall be 
developed to 
DAL A 

SR0011, 
SR0012 

Table 26 Design Module on SR005 

Step 2 

In this step, as the previous case study, the refined safety requirements must be fed back 

to the System Specification Module. Then, the high-level safety requirement, “Loss of Flap 

position transmission to Primary Flight Control/Flight Guidance/Flight Envelope and 

Navigation combined with further Flap movement shall be less than 10^-10” must be 

validated. The Table 27 shows the System Specification Module and the links between 

high level system safety requirement with the design description and the refined safety 

requirements. To see if the high-level system safety requirement has been satisfied, the 

attribute Link Design Description attribute is used to keep the trace between requirement 

and design. Using this attribute is possible to use the design to validate the requirement.  

Hence, the engineer checks if the design satisfies the safety requirement and fills the 

attribute Validation in system specification module  with true value. 

 

 

ID Object text Object Type Link Design 
Description 

Allocation  Validation 

SR005 Loss of Flap position 
transmission to 
Primary Flight 
Control/Flight 
Guidance/Flight 

Safety 
Requirement 

D01 
 

 True  
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Envelope and 
Navigation combined 
with further Flap 
movement shall be 
less than 10^-10 

SR006 COM and MON shall 
transmit flap position 
to PFC/FG/FE 
independently. 
Rationale: to avoid 
that HLS does not 
transmit flap position. 

Refined Safety 
Requirement 

D02 
 

 False 

SR007 COM and MON shall 
control the Servo 
valve independently. 
Rationale: to avoid 
that HLS transmits 
unauthorized flap 
position. 

Refined Safety 
Requirement 

D03 
 

 False 

SR008 MON shall be able to 
put HLS in failsafe 
sate independent 
from COM. Rationale: 
all independent 
members contributing 
to the undesired 
event must enforce 
the fail-safe 
behaviour. 

Refined Safety 
Requirement 

D04 
 

 False 

SR009 COM shall be able to 
put HLS in failsafe 
state independent 
from MON. Rationale: 
all independent 
members contributing 
to the undesired 
event must enforce 
the fail-safe 
behaviour. 

Refined Safety 
Requirement 

D05  False 

SR010 Communication 
between COM and 
MON shall not 
jeopardize required 
independence 
between them. 
Rationale: if 
communication is 
implemented (e.g., for 
fault detection) no 
single point of failure 
should be introduced. 

Refined Safety 
Requirement 

D06 
 

 False 
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SR011 COM lane shall be 
developed to DAL A 

Refined Safety 
Requirement 

D07  False 

SR012 MON lane shall be 
developed to DAL A 

Refined Safety 
Requirement 

D07  False 

Table 27 System Specification Module on SR005 

 

Step 3 

As in the previous case studies, this step consists to decompose the refined safety 

requirements and to allocate the high-level safety requirements. The Figure 30 shows the 

allocation tree and the Table 28 and Table 29 show the decomposed safety requirements 

obtained using the decomposition method. 

 

 

Figure 30 Allocation Tree on SR005 

 

ID Object text Object Type Traceability 

UP 

SSR01 COM shall validate the data received 
from its I/O cards. Rationale: To 
ensure to transmit correct data to 
PFC/FG/FE and navigation is 
necessary to check the correct of 

Decomposed 
Safety 
Requirement 

SR006 

Loss of  flap position/status data transmitted 

to Primary Flight Control/Flight Guidance/

Flight Enveloped and Navigation combined 

with firther Flap movement

(CAT SR005)

Loss of flap 

position from 

COM

Loss of flap 

position from 

MON

Loss of flap 

position 

Unauthorized flap 

movement by 

internal failures

Unauthorized 

flap movement 

by Servovalve

Unauthorized 

flap movement

Not detected 

by COM

Internal HW 

interface failure 

from MON

Not detected 

by COM

Internal HW 

interface failure 

from MON

Unauthorized 

flap movement 

by Salvo valve 

fom MON

Unauthorized flap 

movement by 

Salvo valve fom 

COM

Internal failure 

from MON

Internal failure 

from COM
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data. 

SSR02 MON shall validate the data received 
from its I/O cards. Rationale: To 
ensure to transmit correct data to 
PFC/FG/FE and navigation is 
necessary to check the correct of 
data. 

Decomposed 
Safety 
Requirement 

SR006 

SSR03 MON shall analyse al communication 
from COM. Rationale: Exchange data 
between COM and MON could be 
necessary, e.g. check the 
correctness of data to transmit. 

Decomposed 
Safety 
Requirement 

SR010 

SSR04 COM shall analyse al communication 
from MON. Rationale: Exchange data 
between COM and MON could be 
necessary, e.g. check the 
correctness of data to transmit. 

Decomposed 
Safety 
Requirement 

SR010 

SSR05 MON shall be able to detect its own 
hardware and software failure. 
Rationale: if e.g. a processor bloc 
occurs, the processor exception 
handler can be used to detect this 
type of error and put in failsafe state 
HLS independently from COM. 

Decomposed 
Safety 
Requirement 

SR008 

SSR06 COM shall be able to detect its own 
hardware and software failure. 
Rationale: if e.g. a processor bloc 
occurs, the processor exception 
handler can be used to detect this 
type of error and put in failsafe state 
HLS independently from MON. 

Decomposed 
Safety 
Requirement 

SR009 

SSR07 COM SW shall be implemented to 
IDAL A 

Decomposed 
Safety 
Requirement 

SR011 

SSR08 MON SW shall be implemented to 
IDAL B 

Decomposed 
Safety 
Requirement 

SR012 

SSR09 MON shall control the servo valve 
independently from COM. Rationale: 
to avoid transmitting incorrect output 
to Servo valve.  

Decomposed 
Safety 
Requirement 

SR007 

SSR10 COM shall control the servo valve 
independently from MON. Rationale: 
to avoid transmitting incorrect output 
to Servo valve.  

Decomposed 
Safety 
Requirement 

SR007 

Table 28 Software Specification Module on SR005 
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ID Object text Object Type Traceability 

UP 

HSR01 COM shall have its own internal HW 
interface to transmit data. Rationale: 
to transmit the flap position to other 
systems independently from MON. 

Decomposed 
Safety 
Requirement 

SR006 
 

HSR02 MON shall have its own internal HW 
interface to transmit data. Rationale: 
to transmit the flap position to other 
systems independently from COM. 

Decomposed 
Safety 
Requirement 

SR006 
 

HSR05 MON shall be able to detect its own 
hardware failure. Rationale: if e.g. a 
processor bloc occurs, the watchdog  
can be used to detect this type of 
error and put in failsafe state HLS 
independently from COM. 

Decomposed 
Safety 
Requirement 

SR008 

HSR06 COM shall be able to detect its own 
hardware failure. Rationale: if e.g. a 
processor bloc occurs, the watchdog 
can be used to detect this type of 
error and put in failsafe state HLS 
independently from MON. 

Decomposed 
Safety 
Requirement 

SR009 

HSR07 COM HW shall be implemented to 
IDAL A 

Decomposed 
Safety 
Requirement 

SR011 

HSR07 MON HW shall be implemented to 
IDAL A 

Decomposed 
Safety 
Requirement 

SR012 

Table 29 Hardware Specification Module on SR005 

 

Step 4 

This step describes the validation of the refined safety requirements. Using the traceability 

is possible to assess the refined safety requirements. The traceability between refined 

safety requirements and design shows the correctness of the requirements. Each refined 

safety requirement is validated singly using the traceability with the design. If the 

requirement has been satisfied then, it can be validate. Hence, the Validation attribute is 

put True (as Table 30   shows). 

 

ID Object text Object Type Link Design 
Description 

Allocation  Validation 

SR005 Loss of Flap position 
transmission to 
Primary Flight 
Control/Flight 
Guidance/Flight 

Safety 
Requirement 

D01 
 

 True  



84 
 

Envelope and 
Navigation combined 
with further Flap 
movement shall be 
less than 10^-10 

SR006 COM and MON shall 
transmit flap position 
to PFC/FG/FE 
independently. 
Rationale: to avoid 
that HLS does not 
transmit flap position. 

Refined Safety 
Requirement 

D02 
 

 False 

SR007 COM and MON shall 
control the Servo 
valve independently. 
Rationale: to avoid 
that HLS transmits 
unauthorized flap 
position. 

Refined Safety 
Requirement 

D03 
 

 False 

SR008 MON shall be able to 
put HLS in failsafe 
sate independent 
from COM. Rationale: 
all independent 
members contributing 
to the undesired 
event must enforce 
the fail-safe 
behaviour. 

Refined Safety 
Requirement 

D04 
 

 False 

SR009 COM shall be able to 
put HLS in failsafe 
state independent 
from MON. Rationale: 
all independent 
members contributing 
to the undesired 
event must enforce 
the fail-safe 
behaviour. 

Refined Safety 
Requirement 

D05  False 

SR010 Communication 
between COM and 
MON shall not 
jeopardize required 
independence 
between them. 
Rationale: if 
communication is 
implemented (e.g., for 
fault detection) no 
single point of failure 
should be introduced. 

Refined Safety 
Requirement 

D06 
 

 False 
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SR011 COM lane shall be 
developed to DAL A 

Refined Safety 
Requirement 

D07  False 

SR012 MON lane shall be 
developed to DAL A 

Refined Safety 
Requirement 

D07  False 

Table 30 System Specification Module with Safety Refined Requirements Validated 

 

5.6. Discussion 

This chapter has shown how the high-level safety requirements of HLS have been refined, 

decomposed and validated, with the approach proposed in this thesis work. It has been 

made through the techniques of refinement and decomposition requirements developed in 

this thesis work. 

Considering the high-level safety requirements, in literatures has been found nothing 

regarding the management of the safety requirements of avionics domain. Hence, in this 

thesis work a new approach has been proposed. Studing the statement of the high-level 

safety requirements, it has been noticed that it is composed by failure condition and the 

failure rate. Noticing this type of statement, the first step of the approach is to propose an 

architecture that may satisfy the failure condition stated into the safety requirement and 

define the number of redundancies to satisfy the failure rate. The number of redundancy of 

the architecture are related part to the failure rate that indicates the necessary of the 

redundancy and part to the decision of the safety engineer. For example, in this chapter 

the dual redundancy is applied to satisfy the failure rate because it has been thought that it 

was sufficient number to satisfy the failure rate. However, another engineer can use triple 

redundancy or more redundancy. 

Since the statement of the high-level safety requirements are very abstract, and the 

proposed architecture is a base where the safe engineer can use to refine and allocate the 

high-level safety requirements, using the FTA method self. The FTA has been used 

because part of the statement of the high-level safety requirement is stated as a failure 

condition. For this reason is easier for the safe engineer to use the FTA method to refine 

and allocate those requirements. With FTA is possible to identify which parts/events can 

lead to the failure condition, and which safety requirements are necessary to avoid it.  

These safety requirements can be used to refine the high-level safety requirement. 

Instead, in the phase of the allocation, the FTA is used to identify the hardware and 

software requirements are necessary to avoid the failure condition.  

An aspect very important in the avionics domain is the independence. The definition of 

independence presented in Standard 4754 defines the concept to minimize the likelihood 

of common cause errors, and it is required when the safety requirements are classified as 

CATASTROPHIC or HAZARDOUS. The analysis on the independence is done at the end 

of the safety assessment process, at SSA phase. Instead, the approach presented in this 

thesis work allows to the safe engineer to identify where the independence is necessary 

during all phases of the system development process.  
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It is possible reusing the FTA through its gates OR and AND to indicates if the 

independence is necessary. In this way at each level of the system, development can be 

evaluated the independence. 

6. Conclusion and Future Work 

This conclusive chapter is organized as followed: In Section 6.1 a summary of the thesis 

work is presented followed by its limitation; In Section 6.2, a list of future work is 

presented. 

6.1. Summary 

This thesis has proposed an approach to allow the safety managers to allocate, validate, 

and trace the safety requirements, valid for avionics domain in according with the Standard 

4754A. Furthermore, a method to refine and decompose the high-level system safety 

requirements in alignment with the standard ARP 4754A is proposed. In order to validate 

the approach, safety critical system has been used as a case study. 

In this thesis, the concepts of allocation and traceability have been investigated from 

literatures, extending them to the concept of requirements refinement and decomposition. 

This thesis has also investigated on Standard ARP 4754 and 4761 to catch the necessary 

concepts to work with high-level system safety requirements. More specifically, the focus 

of the thesis has been limited at concept of system FHA and system PSSA phase, for the 

safety assessment process. Instead, the development system architecture and allocation 

system requirements to items phases, for the development system process.  

An important key to working with the high-level safety requirements has been to deepen 

the requirement refinement and decomposition concepts. The existed methods in the 

literatures have been created and applicable to other types of requirements and scopes. 

Hence, a new method of refinement and decomposition has been necessary to introduce 

for the high-level system safety requirements and these methods are also used in 

combination with the concept of traceability. 

A case study of HLS has been presented to show the validity of the proposed approach. 

Four steps compose the approach: the first step consists to apply the refinement method 

combined with the safety assessment process. The second step consists to validate the 

high-level system safety requirements through the traceability and design. The third step 

applies the decomposition method to allocate the high-level system safety requirement; 

the last step is to validate the refined safety requirements using the traceability and design.  
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Limitation  

1. The argument of the thesis work was new in the literature. In addition, no thesis work 

that was considering the high-level safety requirements of avionics domain were available. 

Discussion and assessment from that worked before on high-level safety requirement 

could probably improve the quality of the thesis work. 

2. A limited parts of ARP4754A and ARP4761 have been treated. Only two phases have 

been considered and were Development System Architecture and Requirements allocation 

to the items of ARP4754A and system FHA and PSSA phases. 

3. The approach has been performed only one system of avionics domain. It could be 

interested to apply the approach to other systems of the aircraft. 

6.2. Future work 

The section presents gather a short list of potentials improvements and deepening that 

could be applied to the proposed approach in this thesis work. Potential future work are 

suggested below. 

1. Extend the proposed approach to more aspects of APR 4754A standard. 

Considering more aspects of the standard could include the remaining phases of 

the system development process and safety assessment process to complete the 

proposed approach. 

2. Extend the proposed approach to DO-178/ED-12C and DO-254/ED-80. Considering 

these two standard is possible to evaluate if the proposed approach can be applied 

to low level of the system, like software and hardware items and deeper until the 

code and a single part of the hardware. 

3. Apply the proposed approach to different safety critical domain like automotive 

domain or other domains. 
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Appendix 

This appendix shows C code to develop the traceability in DOORS tool. These fuctions 

allows to show the traceability between requirements and design, and the track of the 

safety requirement from high-leve to item level. 

// List of column attributes 

Skip columnAttributes = create() 

int globalIndex_ = 0 

 

// Adds attribute (including width of column) to the global list 

void put_(string sName, int width) 

{ 

    DxlObject dxlo = new() 

    dxlo -> "name" = sName 

    dxlo -> "width" = width 

    put(columnAttributes, globalIndex_++, dxlo) 

} 

 

// Adding attributes to the modules 

put_("Object Identifier", 75)//Id row of the modules (specification module and design module) 

put_("Type Requirement", 120)//typo of requirement 

put_("Object Text", 250) // Description requirement  

put_(" Link Design Description ", 150) //Keeps the id of the design in design module 

put_("Status Validation", 120) 

// Shows the columns of the attributes in the global list 

void showColumns(Module m, bool bSafetyLevel) 

{ 

    Column c 

    string sName 

    int iWidth, i, n 

    DxlObject dxlo     

    // Clear the columns 

    (current ModuleRef__) = m 

    read(fullName(m), true) 

    n = 0 

    for c in m do 

    { 

        n++ 

    }     

    for i in 0:n-1 do 

    { 

        c = column(0) 

        delete(c) 

    } 
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    // Insert columns from list 

    for dxlo in columnAttributes do 

    { 

        i = (int key columnAttributes) 

        iWidth = (int dxlo -> "width") 

        sName = (string dxlo -> "name") 

        if ( exists attribute sName or sName == "Object Identifier" )  

        { 

            c = column(i) 

            if ( sName == "Object Text" ) 

            { 

                main(c) 

            } 

            else 

            { 

                attribute(c, sName) 

            } 

            width(c, iWidth) 

        } 

        else 

        { 

            print "Unknown attribute: " sName "\n" 

        } 

    } 

     

    if ( !bSafetyLevel ) 

    { 

        if ( exists attribute "Allocation" ) 

        { 

            c = column(i+1) 

            attribute(c, "Allocation") 

            width(c, 120) 

        } 

        else 

        { 

            print "Unknown attribute: Allocation\n" 

        } 

    } 

} 

 

// Searches for safety requirement with id and the related refined requirement. 

Object findRequirement(Module m, string id, bool bSafetyLevel) 

{ 

    Object o, oSafety 

    string refinedID 
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    oSafety = null 

     

    // Find object with id 

    for o in entire(m) do 

    { 

        if ( isDeleted(o) ) 

        { 

            continue 

        } 

         

        if ( id == probeAttr_(o, "Object Identifier") ) 

        { 

            oSafety = o 

            accept(o) 

            refinedID = probeAttr_(o, "Same Level") 

        } 

        else 

        { 

            reject(o) 

        } 

    } 

 

    // Find related refined requirement 

    if ( oSafety != null and bSafetyLevel ) 

    { 

        for o in entire(m) do 

        { 

            if ( isDeleted(o) ) 

            { 

                continue 

            } 

             

            if ( probeAttr_(o, "Object Identifier") == refinedID ) 

            { 

                accept(o) 

            } 

        } 

    } 

    filtering on 

    showColumns(m, bSafetyLevel) 

    return(oSafety) 

} 

 

// Loads the source module of link reference 'lr'. 

void loadSource(LinkRef lr) 
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{ 

    ModName_ mnSrc 

    ModuleVersion mvSrc 

     

    if ( null(lr) ) 

    { 

        return 

    } 

     

    mvSrc = sourceVersion(lr) 

    if ( null(mvSrc) ) 

    { 

        return 

    } 

    mnSrc = module(mvSrc) 

    if (null(mnSrc) || isDeleted(mnSrc) )  

    { 

        return 

    } 

     

    if ( null(data(mvSrc)) ) 

    { 

        load(mvSrc, false) 

    } 

} 

// Finds the linked requirements to oSafety 

void findLinkedRequirements(Object oSafety, string sDesign, bool bForward) 

{ 

    Object oSrc, o, oTrg 

    Skip objects = create() 

    Skip modules = createString() 

    int i = 0 

    Module m 

    Link lnk 

    LinkRef lr 

     

    if ( bForward ) 

    { 

        // Load source modules 

        for lr in oSafety <- "*" do 

        { 

            loadSource(lr) 

        }         

        // Find decomposed requirements 

        for lnk in oSafety <- "*" do 

        { 
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            oSrc = source(lnk) 

            if ( null(oSrc) ) 

            { 

                load(sourceVersion(lnk), false) 

                oSrc = source(lnk) 

            } 

         

            if ( oSrc != null and (sDesign == "" or probeAttr_(oSrc, "Design") == sDesign) ) 

            { 

                put(objects, i++, oSrc) 

            } 

        } 

    } 

    else 

    { 

        // Find safety requirements 

        for lnk in oSafety -> "*" do 

        { 

            oTrg = target(lnk) 

            if ( null(oTrg) ) 

            { 

                load(targetVersion(lnk), false) 

                oTrg = target(lnk) 

            } 

         

            if ( oTrg != null ) 

            { 

                put(objects, i++, oTrg) 

            } 

        } 

    }  

    if ( i > 0 ) 

    { 

        // Filter the other modules and show columns 

        for oSrc in objects do 

        { 

            m = module(oSrc) 

            if ( put(modules, fullName(m), 0) ) 

            { 

                (current ModuleRef__) = m 

                for o in entire(m) do 

                { 

                    reject(o) 

                } 

                showColumns(m, bForward) 
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            } 

            accept(oSrc) 

            filtering on 

            refresh(m) 

        } 

    } 

    else 

    { 

        warningBox("No linked requirements") 

    } 

     

    // Clean lists 

    delete(objects) 

    delete(modules) 

} 

void findTraceability(Module m, string sId, sDesign, bool bForward) 

{ 

    Object oSafety 

     

    oSafety = findRequirement(m, sId, bForward) 

    if ( oSafety != null ) 

    { 

        if ( sDesign == "*" ) 

        { 

            sDesign = "" 

        } 

        else if ( sDesign == "" ) 

        { 

            sDesign = probeAttr_(oSafety, "Design Chosen") 

        } 

        findLinkedRequirements(oSafety, sDesign, bForward) 

    } 

    else 

    { 

        warningBox("Could not find requirement: " sId) 

    } 

} 

// Program (with GUI) 

Module m = current 

DB db 

DBE idInput, designInput, directionInput 

string dir[] = { "Forward", "Backward" } 

 

void findCB_(DB win) 

{ 

    string sId, sDesign 
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    bool bForward 

     

    sId = get(idInput) 

    sDesign = get(designInput) 

    bForward = (int get(directionInput)) == 0 

    findTraceability(m, sId, sDesign, bForward) 

    refresh(m) 

}     

db = create(m, "Find Safety Requirement", styleSubWindow) 

idInput = field(db, "ID", "", 25) 

designInput = field(db, "Design", "", 25) 

directionInput = radioBox(db, "Direction", dir, 0) 

apply(db, "Find", findCB_) 

show(db) 

 


