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Abstract 
Introducing wireless networks into distributed industrial systems may 

enable new or improved application areas and also great cost reductions due 
to lower complexity of installation and maintenance, compared to existing 
wired solutions. However, signals travelling through wireless channels are 
affected by pathloss, fading and shadowing, and, as a result, packet errors are 
both time-varying and more frequent than in e.g., existing wired fieldbuses. 
Packet errors or delays occurring in industrial systems can, in critical situa-
tions, lead to damage of expensive equipment or even danger to human life. 
Thus, wireless networks can be accepted for use in industrial networks only 
when sufficient levels of reliability and timeliness can be guaranteed. 

Relaying is a technique that has the potential to increase reliability with 
maintained delay. Having different geographical locations, and thus different 
wireless channel qualities, some nodes may overhear transmitted packets 
even in cases when the intended receiver did not, and then cooperate by re-
laying these packets to their final destination.  

This thesis deals with design of relaying strategies aiming to increase 
reliability in deadline-constrained industrial applications using wireless net-
works. The influence of several different parameters, such as positions of re-
lay nodes, number of erroneous packets at the relay node and at the destina-
tion respectively, as well as the number of available time slots before the 
deadline, are evaluated to determine the best acting strategy for each relay 
node. Moreover, it is shown that when a specific relay node has the oppor-
tunity to aid more than one source node, performance can be improved even 
further if the relay node combines several packets, using Luby coding or 
packet aggregation, and instead relays such combined packets. Given the 
methods proposed in this thesis, the reliability in industrial wireless networks 
can be enhanced considerably, without increasing the delay, such that mes-
sage deadlines still are kept.  
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Sammanfattning 
Många processer i industriella miljöer är distribuerade och består av en 

eller flera styrenheter som läser av mätdata från flera olika sensorer, ofta 
spridda över det område eller det objekt man vill övervaka. Sensorerna mäter 
exempelvis temperatur eller tryck, och styrenheterna använder denna infor-
mation för att reglera ställdon eller motorer, som kan behöva stängas av om 
systemet upptäcker något farligt tillstånd. För närvarande kommunicerar des-
sa sensorer, ställdon, motorer och styrenheter nästan uteslutande via nätverk 
av kablar. Därför krävs ofta stora insatser så snart en sensor ska läggas till, 
bytas ut eller flyttas, eftersom kablage måste dras om. Införandet av trådlösa 
nätverk skulle därför innebära stora kostnadsbesparingar både vid installation 
och vid underhåll av distribuerade industriella system. Dock påverkas signa-
ler som skickas trådlöst i högre grad av dämpning, fädning och skuggning, 
vilket leder till fler paket- och bitfel, som dessutom varierar över tid. Detta 
förvärras ytterligare av närvaron av metall och vibrerande maskindelar som 
är vanligt förekommande i för industriella miljöer. För att trådlös kommuni-
kation ska kunna användas i industriella nätverk måste antalet paketfel be-
gränsas eftersom dessa kan orsaka dyra driftsstopp och i vissa fall även per-
sonskador. De industriella tillämpningarnas särskilda krav på tillförlitlighet 
och fördröjning måste därför uppfyllas, samtidigt som komplexiteten bör hål-
las nere.   

Det finns flera olika metoder för att öka tillförlitligheten i trådlösa nät-
verk, men de flesta av dem leder till att komplexiteten eller fördröjningen 
ökar. Samverkande sensorer som hjälps åt att skicka varandras paket till styr-
enheten är däremot en metod med relativt låg komplexitet som kan öka till-
förlitligheten utan att öka fördröjningen. Orsaken till att samverkan fungerar 
så bra i trådlösa nätverk är att olika sensorer upplever olika trådlösa kanaler 
som är av olika bra kvalitet vid olika tidpunkter, eftersom de är rumsligt dis-
tribuerande. Detta gör att en nod kan ta emot ett paket från en sändande nod 
som egentligen är avsett till en annan nod – även i fall då den tänkta mottaga-
ren inte själv har uppfattat paketet. På så sätt kan samverkan ske med den 
sändande noden så att den nod som faktiskt uppfattade paketet kan skicka det 
vidare till den tänkta slutdestinationen.  
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Denna Licentiatuppsats utvärderar olika sätt att hantera samverkande 
sensorer så att trådlös kommunikation i industriella nätverk blir mer tillförlit-
lig, även då kraven på fördröjning är strikt formulerade som så kallade dead-
lines. Dock är det ofta inte ekonomiskt försvarbart att installera speciella no-
der i industriella nätverk enbart för samverkan. Uppsatsen föreslår därför att 
ställdon eller motorer används för att samverka, eftersom denna typ av noder 
ofta är mer komplexa och därmed har någon typ av fast strömkälla. Flera oli-
ka parametrar, som de samverkande nodernas position, antal korrekta paket 
dels hos slutdestinationen och dels hos de samverkande noderna samt tid till-
gänglig före deadline, utvärderas i uppsatsen för att avgöra när och hur en 
nod bör välja att samverka. Om en specifik nod dessutom har möjlighet att 
samverka för att hjälpa mer än en sensor, visar uppsatsen att prestandan kan 
höjas ytterligare genom att paket från dessa sensorer kombineras och kom-
primeras innan de skickas vidare till slutdestinationen. Två olika tekniker, så 
kallade Lubykoder samt paketaggregering, identifieras som goda redskap för 
att sammanfoga flera paket till ett och därmed öka tillförlitligheten i industri-
ella trådlösa närverk, utan att orsaka ytterligare fördröjning eller komplexitet. 
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Chapter 1  
Introduction 

There has been a dramatically increased interest in wireless communica-
tions for industrial applications over the last few years. This is partly due to 
that the currently used wired networks are quite costly and complicated in 
terms of installation and maintenance. Wireless solutions provide more flexi-
bility; the absence of sometimes many kilometers of wires can significantly 
reduce the time needed to setup an industrial network. Moreover, with wire-
less networks, the task of temporarily accessing a machine for diagnostics, 
maintenance or testing is greatly simplified. However, to be adopted by in-
dustry, wireless systems must provide at least the same performance as cur-
rent wired networks do. Since communication failures or delays can lead to 
e.g. damage of expensive equipment, wireless systems can be accepted for 
use in industrial networks only when they guarantee sufficient levels of relia-
bility and timeliness. Unfortunately, wireless channels, introducing multipath 
fading, shadowing and pathloss with higher bit and packet errors as a result, 
imply a significant challenge to fulfill these requirements. This is especially 
noticeable in industrial environments containing much metallic clutter and 
multiple moving and vibrating objects. To meet the requirements on timeli-
ness and reliability that are vital in industrial systems, wireless solutions must 
cope with these time-varying error patterns. Extensive research efforts are 
therefore focused on developing error control schemes able to tackle these 
problems while still maintaining reasonable complexity by using off-the-shelf 
standards. 

Several different tools and techniques exist that can be used to increase 
network reliability in wireless networks. However, most of them either imply 
too high complexity or lead to an increased and often random delay, and thus, 
reduced timeliness. However, some techniques from information theory, such 
as cooperative communication, network and fountain coding, have the poten-
tial to increase reliability in industrial wireless systems while maintaining 
timeliness. Cooperative communication, in terms of relaying, is a comparably 



 

3 
 

Chapter 1  
Introduction 

There has been a dramatically increased interest in wireless communica-
tions for industrial applications over the last few years. This is partly due to 
that the currently used wired networks are quite costly and complicated in 
terms of installation and maintenance. Wireless solutions provide more flexi-
bility; the absence of sometimes many kilometers of wires can significantly 
reduce the time needed to setup an industrial network. Moreover, with wire-
less networks, the task of temporarily accessing a machine for diagnostics, 
maintenance or testing is greatly simplified. However, to be adopted by in-
dustry, wireless systems must provide at least the same performance as cur-
rent wired networks do. Since communication failures or delays can lead to 
e.g. damage of expensive equipment, wireless systems can be accepted for 
use in industrial networks only when they guarantee sufficient levels of relia-
bility and timeliness. Unfortunately, wireless channels, introducing multipath 
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network reliability in wireless networks. However, most of them either imply 
too high complexity or lead to an increased and often random delay, and thus, 
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tial to increase reliability in industrial wireless systems while maintaining 
timeliness. Cooperative communication, in terms of relaying, is a comparably 
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low-complexity technique with potential to increase reliability with main-
tained delay. The relaying approach is based on the fact that different nodes 
in the network experience different channel qualities, which also may vary 
over time. Placed at different geographical locations, some nodes may over-
hear packets transmitted by other nodes and cooperate by relaying the over-
heard packets to their final destination in cases when the intended receiver 
did not receive them. Luby coding, which is an example of fountain codes, 
can help by providing more efficient retransmissions of missing packets. 
Luby coding is a form of error control code, but on a packet level rather than 
on a bit level. Redundant packets are created to reconstruct lost or corrupted 
packets. Reliability can be even further improved if the different redundant 
packets are sent over different links, attaining space diversity.  

1.1. Scope of the Thesis 
This thesis deals with how to design relaying strategies to increase data 

reliability in industrial wireless networks, given packets with a certain maxi-
mum delay, a deadline. The influence of several different parameters, such as 
the position of the relay nodes, the number of packets not correctly received 
at the relay node and at the destination respectively and the number of availa-
ble time slots before the deadline, are evaluated to determine when it is best 
for a particular node to become a relay node. Moreover, if a specific relay 
node has the opportunity to aid more than one source node, the performance 
can be improved even further if the relay node combines several packets and 
sends them in one time slot. Luby coding and packet aggregation are pro-
posed in this thesis as two efficient methods to combine several packets be-
fore forwarding the data to its final destination. Luby coding is constructed in 
such a way that given k source packets, an arbitrary number of Luby coded 
packets can be created. However to correctly decode the k source packets, the 
destination can use any set of k packets, whether it is Luby packets from the 
relay nodes or original source packets. When applying Luby codes, a relay 
node can thus send a different Luby coded packet whenever a retransmission 
is needed instead of simply repeating the source data. This means that it does 
not matter which of the source packets that were lost, as long as at least k cor-
rect packets are received. An alternative approach proposed in this work is 
packet aggregation performed at the relay node, i.e. the relay node merges the 
data from several sources into one packet and instead sends this packet to the 
destination. Contrary to Luby coding, the aggregated packet received from 
the relay node can be decoded separately, regardless of how many other 
packets that previously have been correctly received, i.e., correct reception of 
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one aggregated packet means that all included source packets are correctly 
received at the destination. The drawback of aggregation is that a longer 
packet implies a higher risk of packet error. However, the results in the thesis 
suggest that this drawback often is negligible compared to the gain. 

To select the best relaying strategies and estimate the true reliability im-
provements gained while using the different algorithms proposed in this the-
sis, it is crucial to have a correct model of the wireless channel. Several 
measurement campaigns have been conducted by the research community 
with the aim to construct a model characterizing indoor wireless environ-
ments. However, not many of these focused on industrial environments with 
their specific characteristics and thus no final conclusion about the most suit-
able channel model for wireless industrial networks has been drawn at the 
time of compiling this thesis. Therefore, the suggested relaying strategies are 
presented for a set of channel models representing some typical phenomena 
encountered in wireless industrial channels. Consequently, a second task ful-
filled in this thesis work is the development of a set of measurement guide-
lines suitable for characterization of industrial environments to find an ap-
propriate mathematical model of the wireless channels. Particular focus is 
paid to the factors that have been shown to significantly influence the selec-
tion of relaying strategy.  

1.2.  Thesis Outline 
The thesis consists of two parts: a comprehensive summary and a set of 

appended research papers. The reminder of the summary constituting the first 
part is structured as follows: in Chapter 2, the specifics of wireless communi-
cation for industrial applications are discussed, while Chapter 3 presents the 
error control strategies capable to improve the performance of wireless com-
munication in industrial environments. Following this, Chapter 4 contains the 
problem formulation and the main contributions of this thesis work. Thereaf-
ter, Chapter 5 describes the method and assumptions used throughout the 
work, while Chapter 6 presents an overview of the papers included. Finally, 
in Chapter 7 the conclusions and possibilities for future work are presented. 
The second part of the thesis consists of the appended papers, i.e., Chapters 8 
through 11 contain selected research publications included in this thesis.  
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Chapter 2  
Wireless Communication 
for Industrial 
Applications 

2.1. Industrial Application Areas 
Two important areas for IWSN deployment are process automation and 

discrete manufacturing. In process automation the products are produced in a 
continuous manner. Oil, steel and paper are all examples of products pro-
duced in a continuous flow. In discrete manufacturing, on the other hand, 
products are produced and assembled in discrete steps. Typical examples of 
discrete manufacturing are automotive, medical and food industries. These 
industries heavily rely on robotics and belt conveyers and thus, reliability, 
latency and real-time requirements are very strict. Applications relying on 
communications in industrial automation can be divided into three subcatego-
ries [1]: monitoring and supervision, where many sensor nodes send their 
readings to a control node; closed loop control, where sensors and actuators 
are connected to control a process; and finally interlocking and control, re-
sponsible for starting or stopping a machine. Depending on the application, 
industrial systems can be extremely sensitive to timing constraints and dead-
line misses. Packet losses and jitter are for example not so crucial for moni-
toring systems since the information is used for supervision and condition 
monitoring, but essential for closed loop control, where a process should be 
controlled based on the actual sensor readings. Interlocking and control is an 
area which is very sensitive to delays, where a machine has to start, stop or 
safety-interlock all based on the received data. Typical packets transmitted in 
industrial networks are sensor readings sent from several sensor nodes to a 
common controller or gateway, or alternatively, actuator commands generat-
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ed based on the received sensor data and transmitted from the controller.  The 
periods for the sensor readings to be delivered in interlocking and control 
systems are in the range of 10-250 ms, while e.g. monitoring and supervision 
systems have the lowest update frequencies of around 1-5 s [1].   

2.1.1. Industrial Networks 
Typical industrial wireless sensor networks (IWSN), Fig. 2.1, consist of 

Sensor nodes (S), measuring temperature, pressure, humidity etc. and sending 
their readings through one or several Access points (AP), which act as radio 
interfaces between the wired and wireless parts of the network, to one or 
more gateways; Gateways (GW), collecting sensor data on one bus, typically 
based on HART, and transferring these sensor readings to another type of 
bus, e.g., a PROFIBUS, to which one or more Control nodes (PLC) are con-
nected. The control node executes a control application and sets output values 
for actuators; Actuators (A), receiving information from a control node, are 
responsible for e.g. turning a machine into a safe mode in case of an emer-
gency situation. In addition, there is also a Network manager (NM), that con-
figures the network, schedules communication between devices, manages 
message routes and monitors network health; and a Security manager (SM), 
managing and distributing security encryption keys and holding the list of 
devices authorized to join the network. Typically network and security man-
agers, as well as access points, are parts of the gateway and thus, the right-
most bus shown in the figure may also be internal. 

 

Fig. 2.1. Example of an IWSN structure 
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Most of the currently used industrial networks are wired, where nodes 
are interconnected according to some topology. Thus, when wireless net-
works are introduced into industrial systems, the same types of topologies are 
generally preferred. Three common topology structures are star, mesh and 
cluster tree, Fig. 2.2. The star network topology fits point-to-point communi-
cation systems where all devices are placed one hop away from a single cen-
tral coordinator, gateway or access point. The coordinator is responsible for 
initiating and maintaining the communication, collecting the data from sensor 
nodes and sending control information to actuators, via wired or wireless 
links. The end devices cannot communicate directly with each other but only 
through the coordinator. In wired networks this property can be ensured 
through absence of wires, while in wireless networks – through fixed tables 
of addresses that the device is allowed to communicate with. Mesh network 
configurations, on the other hand, use multihop connections between devices 
and allow path formation from any source device to any destination device, 
using tree or table-driven routing algorithms [2]. Compared to star networks, 
mesh topologies extend the network range, but at the cost of increased com-
plexity. The communication ranges between devices can vary from a few me-
ters up to some hundred meters depending on the application [3], e.g. in pro-
cess automation domain  the required range of wireless sensor networks is 
100 m [1]. A cluster-tree topology is a hybrid topology, where wireless de-
vices in a star topology are clustered around coordinators, able to communi-
cate with each other and connected to a gateway in a mesh topology. This 
combines the advantages of several topologies: potentially low power con-
sumption in the network arranged according to the star topology, and extend-
ed range and fault tolerance of the parts of the cluster-tree arranged according 
to a mesh topology.  
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Fig. 2.2. Star (a), mesh (b) and cluster tree (c) network topologies  

Due to the periodic nature of industrial networks, time division multiple 
access (TDMA) is often used, e.g. in WirelessHART [4], to provide predicta-
ble channel access delays. Typically, sensor readings are transmitted periodi-
cally and each packet should be delivered to the controller before the next 
data update time. Thus, the deadline for each packet often equals to its peri-
od. Depending on the network topology used, the time slots available before 
a packet deadline are typically divided between direct transmissions, re-
transmissions and packet forwarding through alternative routes using inter-
mediate nodes. Different routing algorithms and packet forwarding tech-
niques exist and specific scheduling schemes ensuring deterministic end-to-
end delay must be used to allocate the time slots for retransmissions and for-
warding [5].  An example of time slot allocations in one superframe for star 
and mesh topologies is shown in Fig. 2.3. In a star scheme, only source re-
transmissions can be used to increase the reliability of the system. In case of 
lost or corrupted packets at the controller, the corresponding sensors repeat 
their transmissions. The time diversity, introduced by packet retransmissions, 
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might result in the correct reception of the retransmitted packet even though 
it is sent from the same source and through the same physical channel. Sever-
al retransmissions, e.g. two as it is shown in the figure, are often allowed for 
each packet before the deadline. These retransmission time slots can be locat-
ed consecutively for each source or interlaced, such that all retransmission 
slots occur after the original transmissions, depending on the chosen schedul-
ing strategy [6]. If a packet retransmission is not needed, the time slots allo-
cated for it stay empty, as the sender-receiver pair is fixed in advance for 
each time slot. Mesh schemes, on the other hand, use both time and space di-
versity. In case both the initial transmission and its retransmission have 
failed, an alternative route through one or more intermediate nodes is chosen 
and the following retransmission is made through this route, Fig. 2.3, much 
like relaying. The time slot allocation schemes for cluster tree networks de-
pend on the schedule used. One time cycle typically consists of superframes 
allocated for communication within different clusters. Cluster superframes 
can be separated by only a time division scheme, when no simultaneous 
transmissions are allowed, or, alternatively, frequency together with time 
separation can be used, allowing parallel transmissions and leading to the in-
creased number of schedulable clusters [7].  

 

 

Fig. 2.3. Example of time slot allocation for the star (upper) and mesh 
(lower) networks  
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2.2. Wireless Technologies 
Replacing the wired networks with wireless solutions can lead to a sig-

nificant reduction of cost as well as increased flexibility and availability of 
the communication systems. Absence of many meters of wires makes net-
works much easier to install, test and maintain; with wireless systems it is 
possible to control many secondary processes, by gathering information from 
where it previously was economically unfeasible. Wireless communication 
systems can easily and quickly be deployed for temporary measurements or 
in emergency cases. Moreover wireless industrial networks can offer built-in 
redundancy and capabilities for failure recovery [8].  

However, to be of interest for deployment in industrial settings, wireless 
systems must fulfill all the requirements, dictated by the applications they are 
used for. In addition, it is often important to keep the currently used network 
topology structures. Recall that the two main requirements in industrial 
communication systems are reliability and timeliness. Furthermore, to keep 
costs down, it is preferable to use low complexity, battery powered and 
commercially available chipsets for factory communications. In short, to be 
competitive and cost efficient, industrial wireless networks must meet all re-
quirements that are met today using wired fieldbuses. Moreover, it is im-
portant to note that the requirements mentioned above distinguish industrial 
communication systems from most other wireless systems. For the consumer 
industry bandwidth, speed and range are more important than reliability and 
timeliness, while for industrial communication the opposite is true. Thus, 
standards developed specifically targeting industrial requirements are needed.  

A great variety of standards exist, which are currently used or planned 
for usage in industrial wireless communication systems, e.g. WISA, Blue-
tooth, WLAN IEEE 802.11, WirelessHART, ISA 100.11a, and WIA-PA. All 
of them operate in the unlicensed ISM band of 2.4 GHz. WISA [9]  is a new 
wireless standard developed for factory communication system which pro-
vides both wireless communication and wireless power supply. The ad-
vantages of Bluetooth are high throughput and security, but coming at the 
cost of high complexity. However, the number of nodes a Bluetooth network 
can support is typically rather low. WLANs have always been interesting for 
use in industrial systems as they are commonly available and largely tested. 
However, they have been shown not to fulfill industrial real-time require-
ments and thus, are suitable only for cell level communication [10]. Cell level 
lies immediately above the field level; nodes communicating on the cell level 
are usually controllers, responsible for a group of sensor nodes grouped ac-
cording to a common application they belong to, e. g. a robot. Moreover, as 
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industrial communication systems also require complete device interoperabil-
ity (i.e., it should be possible to replace a device in the network with a similar 
one from another vendor and the system should still work flawlessly) it is dif-
ficult for the industry to use existing Bluetooth and WLAN standards. For the 
same reason the use of ZigBee is limited, as it cannot fulfill industrial re-
quirements on robustness and security [11, 12]. Currently ZigBee is mostly 
used in home automation applications. 

Many industrial standards are based on the IEEE 802.15.4 standard, e.g. 
WirelessHART [13], ISA 100.11a [14], and WIA-PA [15]. The main reasons 
for basing the standards on IEEE 802.15.4 are that it has comparably low en-
ergy consumption and further that there are low-cost chipsets available from 
several different vendors. WirelessHART is an extension of the HART pro-
tocol [16] and was designed for use in process automation and control sys-
tems. Due to this, WirelessHART is mainly focused on reliable, self-
organizing, time synchronized and secure mesh networking. In 2008-2009 
two new standards; WIA-PA and ISA 100.11a were announced.  WIA-PA is 
an IWSN standard developed by the Chinese industrial wireless alliance. 
Contrary to WirelessHART and ISA 100.11a, WIA-PA adopts both the PHY 
layer and the superframe structure from IEEE 802.15.4. The ISA 100 group 
of standards is proposed to accommodate all of the processes on a plant as a 
single integrated wireless platform, and assimilate devices communicating 
using different protocols. However, the flexibility has the disadvantage of 
increased complexity, compared to e.g., WirelessHART and also that full de-
vice interoperability is impossible.  

2.3. Industrial Wireless Chan-
nels 

Typical industrial communication environments are characterized by 
presence of metal and highly reflective materials, as well as multiple moving 
objects, e.g. conveyer belts, industrial robots, transport mopeds, ongoing re-
pair work, etc. Even though it was shown in [17, 18] that disturbances from 
transport mopeds, 4-wheel motorcycles and repair work, where welding or 
similar processes are carried out, do not significantly affect the 2.4 GHz 
band, pathloss, noise, fading and shadowing present in all wireless channels 
still affect the received signals, and thereby strongly influence the perfor-
mance of wireless industrial networks.  

Pathloss is a loss in signal strength that depends on the distance between 
the source and the destination. Pathloss varies depending on the specific 
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industrial communication systems also require complete device interoperabil-
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band, pathloss, noise, fading and shadowing present in all wireless channels 
still affect the received signals, and thereby strongly influence the perfor-
mance of wireless industrial networks.  

Pathloss is a loss in signal strength that depends on the distance between 
the source and the destination. Pathloss varies depending on the specific 
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propagation environment, but in general the attenuation has a deterministic 
value. Thermal noise is present in all electronic devices and is caused by 
electron movement. Usually, it is modeled as additive white Gaussian noise 
(AWGN) and for certain space communication channels, where there are no 
objects close to the communicating devices, AWGN is a good channel ap-
proximation. However, in most other channels, especially in industrial envi-
ronments, there are many objects and people close by or even in-between the 
transmitter and the receiver. In this case, signal waveforms are subject to re-
flection, scattering and diffraction and thus, multiple copies of the same 
packets, but with different delay, arrive at the destination. Since the copies 
traveled through different routes, they also arrive at the destination with dif-
ferent attenuation and phase. Interference between them can therefore be con-
structive or destructive and the signal is said to experience multipath fading. 
In case of destructive interference, the channel is usually said to be in a deep 
fade. Such a deep fade can also occur due to shadowing, if something sud-
denly blocks the line-of-sight (LOS), i.e., the direct path between the trans-
mitter and the receiver. Measurements conducted in [19] show that during 
deep fades, the signal strength can drop as much as 20-30 dB and sometimes 
signals can even be completely lost in case of shadowing. 

As all the phenomena described above contribute to packet losses and 
deadline misses, which cannot be tolerated in industrial systems as it can lead 
to damage of expensive equipment or production stops in large factories, ef-
ficient error control schemes are needed. To properly design and evaluate ap-
propriate error control schemes, effective channel models to predict the chan-
nel behavior and estimate bit and packet loss rates are required. Usually three 
main modeling methods are discussed in the literature [20]: channel impulse 
responses, deterministic channel models and stochastic channel models. 
Stored impulse responses are realistic and are easily reused, but the drawback 
is that they characterize only a certain area which might not be typical for the 
whole wireless propagation environment in industrial settings. The tap-delay 
channel model is an example of a deterministic channel model [20], where 
each path in the wireless propagation environment is modeled with its own 
delay, attenuation and phase shift. Deterministic channel models, such as the 
tap-delay model require exact geographical and morphological information 
about the area of system deployment, which is not always available at the 
time of designing the error control schemes. Moreover, industrial environ-
ments are often not stable; machines and people move in and out of the area, 
and thus, deterministic models may not be accurate enough. Temporal prop-
erties of industrial propagation channels were investigated in e.g. [21] and 
[22]. In [21], temporal fading, measured during 5 min intervals in different 
types of industrial environments, was found to correspond to a Rician distri-
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bution with K-factors varying depending on the type of industrial environ-
ment, the highest K-factor for automated production lines due to the lower 
presence of motion and the lowest for manual production lines. Stochastic 
channel modeling methods on the other hand, do not aim to correctly predict 
the full impulse response (or equivalent functions), but rather to characterize 
the probability density function (pdf) of the random process that affect the 
signals transmitted over a larger area. Stochastic channel models provide fair-
ly simple, yet quite accurate models and are often considered to be the best 
choice for design and comparison of error control techniques. Therefore, this 
group of models is selected for discussion in the remainder of the thesis.  

To construct a stochastic channel model for a particular wireless chan-
nel, distance-dependent pathloss, large- and small-scale fading are usually 
factored out. For a given frequency, the received power at a certain distance, 
d, can be modeled as 
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where P0 is the power at the reference distance d0,  is the pathloss exponent, 
X and Y are the large- and small-scale fading contributions respectively [23]. 
The pathloss exponent indicates how fast the signal power reduces with dis-
tance. The value of  depends on the propagation environment: it is usually in 
the 2-4 range for indoor environments and typically more than 4 outdoors. 
Some models frequently used to mathematically describe fading are: Rician, 
Rayleigh, Nakagami and lognormal. Rician fading is modeled using different 
K-factors, determining how strong the LOS path is, i.e., a Rician distribution 
with K-factor equal to zero models a channel with no LOS path, while a 
channel with a K-factor approaching infinity has no reflective paths, but only 
one very strong LOS path. The Rayleigh model assumes that there is no LOS 
path between the communicating nodes and hence, signals travel only 
through multiple reflective paths, i.e., the same as Rician fading with K-
factor equal to zero. During Nakagami fading, on the other hand, signals 
travel through a LOS path as well as multiple non-LOS paths of different 
lengths. The lognormal model has been shown in experimental investigations 
to be a good approximation for large-scale fading [20]. 

Experimental evaluations of the pathloss exponent have been done e.g., 
in [21, 24, 25]. In [24], a log-normal pathloss model was adopted and it was 
found that in different electric power environments, the pathloss exponent 
varies from 1.45 to 2.42 for LOS measurements and from 2.38 to 3.51 for 
measurements without a LOS component. Similar distributions of estimated 
values were found in [21] for indoor industrial environments, while in [25] an 
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exact number of 3.086 was obtained for general indoor environments. In [26] 
the authors concluded that the Rician distribution with K-factor 20 is the best-
fit fading model for short range wireless sensor networks. Measurements in 
an engineering building and a retail store were conducted in [25]. In both 
buildings, the received values were aggregated into separate data pools for 
LOS and cluttered sites. Rician distribution with K-factors 5 and 2 was con-
cluded to be the best-fit of the measured data for LOS and cluttered sites re-
spectively. The authors of [27] concluded, after carrying out a set of meas-
urements at various industrial locations, that it is unclear if a single distribu-
tion can be used to characterize the wireless channel. Most of their results 
exhibited Nakagami-m characteristics, while some exhibited lognormal and 
Rayleigh characteristics. Shadowing was studied in [21] and found to follow 
a log-normal distribution with standard deviation changing depending on 
how strong the LOS component is. 

Another issue often mentioned in connection with characterization of 
wireless environments is coexistence. All the standards currently used in in-
dustrial networks work in the unlicensed 2.4 GHz ISM band, and thus, coex-
istence of different wireless networks operating on the same frequency band, 
e.g. [28], and cross-channel interference issues, e.g. [29], are often discussed. 
These issues are of essence for indoor office communications, but less crucial 
for industrial environments. Usually the factory owner can control all wire-
less equipment used in the factory and thereby avoid unintentional interfer-
ence with collocated systems not used for industrial control, e.g. WLAN, by 
e.g. forcing different communication systems to work on non-overlapping 
channels.  
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Chapter 3  
Error Control Strategies 

A great variety of error control schemes exist, which can mitigate the 
effects of shadowing and fading encountered in wireless channels. These can 
be broadly divided into retransmission-based automatic-repeat-request 
(ARQ) and forward-error-correction (FEC) schemes. In ARQ schemes, a 
feedback channel is needed to control the retransmission of packets. Through 
this channel, the receiver can send requests for a retransmission of lost or cor-
rupted packets or, alternatively, send acknowledgments for correctly received 
packets. ARQ schemes perform well until the probability of packet errors be-
comes too large. In this case, ARQ will lead to numerous retransmissions, 
such that packet deadlines can be missed. FEC is the best choice when the 
number of bit errors is moderate and especially when there is no feedback 
channel available. However, for very challenging wireless channels where 
errors appear in bursts that are longer than the error correction capability of 
the code, FEC is less useful. A combination of both strategies, called Hybrid 
ARQ, uses the benefits of FEC and ARQ, such that situations with few errors 
are handled by the FEC, while longer bursts of errors lead to retransmissions 
and thus, new attempts for the FEC code. In industrial communications, hav-
ing strict timing constraints, the number of allowed retransmissions is usually 
limited by the deadline. Therefore, it is important to find a FEC code that is 
powerful enough such that all packets can be correctly received even with a 
limited number of retransmissions. Preferably the selected error control tech-
nique should also be tailored to the specific channel characteristics. In the last 
years, FEC techniques such as turbo codes and iterative decoding algorithms 
that can operate close to information-theoretical limits were developed. Un-
fortunately the usefulness of these codes for industrial applications is limited 
as they are comparably complex, while industrial communication devices 
such as wireless sensors preferably are simple to constrain energy consump-
tion, and also because turbo codes can play out their advantages only for 
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quite large packet sizes, while most industrial applications use rather short 
packets.  

All the industrial standards listed in Chapter 2 support ARQ mecha-
nisms to improve reliability only on MAC layer. Consequently, high commu-
nication latency can be caused by numerous retransmissions, transmitted 
through the same physical channel, which are not guaranteed to be success-
ful. Mesh topology, used in all the standards, exploits spatial diversity, but 
alternative routes are used only after a number of retransmissions and require 
the source to repeat a packet while sending it to the next hop. Thus, new 
techniques leading to the decrease of bit and packet errors as well as time re-
quired for retransmissions are needed. 

A promising approach to increase reliability in industrial wireless net-
works is the exploitation of spatial diversity [30]. This implies that the single-
channel restriction between the source and the destination is removed and in-
formation is instead transmitted over multiple spatially separated channels. 
The idea is to keep these channels far enough apart such that they are sto-
chastically independent and thus, the probability of them being in a deep fade 
at the same time is very small. Several spatial diversity techniques exist 
which can be used to increase network reliability: multiple-input multiple-
output (MIMO) schemes, relaying or cooperative communication, network 
coding, and distributed space-time coding. In industrial networks, where de-
vices typically are limited by size and hardware complexity to one antenna, 
MIMO techniques can typically not be used. In addition, the practice of using 
low complexity, off-the-shelf components in industry generally prevents in-
troduction of sophisticated space-time codes. However, the idea of coopera-
tive diversity using relaying or network coding is promising. Relaying and 
network coding can be adopted both in mesh and star network topologies. A 
node acting as a relay node, aggregating data from several sources, can be 
sensor node, an actuator or even an extra node introduced in the network 
purely for relaying. However, often it is not cost efficient to introduce multi-
ple redundant nodes only to increase reliability and also not all the devices in 
the network can function as relay nodes. Sensors, for example, are often quite 
simple and battery powered although there exists some sensors which are 
more complex and have external energy supply. However, actuators, being 
allowed more complexity than sensors and usually having permanent power 
supply can play the role of relay nodes when various spatial diversity tech-
niques are added to industrial applications.  

The concept of relaying is not new, and the first theoretical work was 
done already in the seventies [31]. One of the first examples of practical co-
operative diversity protocols was proposed by Laneman, Tse and Wornell in 
[32]. In relaying schemes, e.g., [33], there are a number of relay nodes locat-
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ed between the source and the destination (Fig. 3.1) that help by retransmis-
sions. These relay nodes may receive a packet correctly, even if the destina-
tion does not and then they can relay it to the final destination. The key ad-
vantage is that due to the fact that the source and the relay nodes have differ-
ent geographical locations, they have different instantaneous channel quality 
and thereby it is possible to exploit spatial diversity. However, before assign-
ing retransmission to relay nodes, it is important to decide if relaying is de-
sired (i.e. if there is time left before the deadline to do a relaying attempt) and 
required (e.g., it is not required in case of a successful direct transmission) 
[34]. Given that relaying is desired and required, the third question is how to 
choose the best relay node considering the positions of all candidate relay 
nodes and, once selected, how the node should behave, i.e., what should be 
relayed and when, e.g. [35-37].   

 

Fig. 3.1. Relaying 

Another promising technique to increase reliability in industrial wireless 
networks with maintained delay is cooperative coding or fountain coding 
[38]. Traditional file transfer protocols divide a file into a set of packets and 
retransmit each packet until it is successfully received. A feedback channel is 
required for these protocols, to figure out which packets that should be re-
transmitted, as well as time slots allocated for retransmissions. File transfer 
using fountain codes, in contrast, can transfer an arbitrary number of packets 
that all are functions of the original packets constituting the file. These codes 
are rateless, meaning that any amount of encoded packets can be generated 
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are rateless, meaning that any amount of encoded packets can be generated 
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from the original source packets. The transmitter continuously sends packets 
without any knowledge of which packets that are correctly received, i.e., no 
feedback channel is needed. Once a receiver obtains the same number of cor-
rect packets as the size of the original file, all packets can be decoded. One 
example of fountain codes is Luby codes, introduced by Michael Luby in 
[39], which were designed especially for channels with erasures, but are also 
proven to have good performance in fading channels [40]. With Luby codes, 
a set of k packets is encoded into a set of k+m packets which can be sent 
through different routes in the network. To decode the original packets it is 
enough to correctly receive any k packets of the k+m sent ones. However, if 
less than k correct packets are received at the destination, all packets are 
undecodable and simple ARQ would have been better. Luby coding schemes 
therefore need to be designed with care. 

Rateless coding has been introduced in a range of different networks; 
e.g., line networks in [41], tree networks in [42], networks with several paral-
lel chains of relay nodes between the source and the destination in [43], [44], 
and decentralized networks for transmission and storage of the source read-
ings in [45].  Most of these works mainly focus on helping one source to send 
large quantities of data to one or more destinations. However, the typical data 
traffic model encountered in industrial networks is short data packets, trans-
mitted from several sensor nodes to one common controller or gateway, or 
alternatively, actuator commands being sent from the control node.  Thus, the 
problem of coding and relaying packets not from one, but from several dif-
ferent sources is more interesting. Moreover, some authors consider the prob-
lem of selecting the best relay node from a group of possible relayers, e.g., 
[46], or selecting the most suitable positions for deploying sources and relay 
nodes, e.g., [47]. In industrial networks, however, sensor nodes are typically 
placed in strategic positions dictated by the application and can therefore not 
be moved. Furthermore, it is mainly actuators, having a permanent energy 
supply that can become relay nodes, and thus, proper selection of the best re-
laying technique given a certain position is crucial for this type of networks. 
The authors of [46] address this problem and assume a network with two 
sources and a relay node which should either help one of the sources or alter-
natively try to be helpful for both of them by using network coded packets. 
Unfortunately the results from this paper are not directly applicable to indus-
trial communications as the network parameters assumed are based on mobile 
communications and the main performance measure is capacity, and not 
packet delays and error rates. Some relay behavior strategies, combining 
fountain coding at the source node and XOR operations at the relay node, are 
also discussed in [41], [48].  
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Problem Formulation and 
Main Contributions 

4.1. Problem Formulation 
Introducing wireless networks in industrial communication systems can 

lead to great cost reductions and lower complexity of installation and mainte-
nance. However, industrial systems, contrary to e.g. office networks, have 
very high requirements on reliability and timelines, which must be fulfilled. 
Erroneous packets and deadline misses can lead to damage of expensive 
equipment or even danger to human life in certain critical situations. Thus, 
wireless communications can be accepted for use in industrial systems only 
when they guarantee at least the same levels of timeliness and reliability as 
the currently used wired networks. Wireless channels, introducing interfer-
ence, pathloss, shadowing and multipath fading imply a significant challenge 
to fulfill these requirements, particularly in industrial communication envi-
ronments, characterized by the presence of highly reflective surfaces, multi-
ple moving and vibrating objects, as well as electromagnetic radiation from 
working machinery. The goal of this research work is to improve perfor-

mance, in terms of reliability and timeliness, of industrial applications using 

wireless networks. To achieve this goal, various error control techniques ex-
ploiting spatial diversity have been studied, where relaying, network and 
fountain coding emerge as the best candidates given the application require-
ments and system constraints from industrial networks. However, even if the-
se techniques have been successfully applied to increase performance in other 
types of wireless networks, they were designed and evaluated using simpli-
fied, and, from an industrial communications viewpoint, sometimes unrealis-
tic assumptions such as, e.g., channel state information always being availa-
ble at all nodes. Thus, the first task required to achieve the goal is to assess 
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the achievable performance gain of introducing relaying, network and foun-
tain coding into industrial networks, given the requirement to use commer-
cially available devices. Next, the adopted schemes should be tailored to fit 
the particular constraints on timing and reliability of industrial applications so 
that guidelines on how to select the relay node with the best position, given a 
set of available candidates, can be formulated. Further, as it is not always 
possible to have many relay nodes in industrial systems, it is crucial to 
choose the best behavior strategy for each relay node, given its position in 
relation to the source and the destination. The behavior strategies should be 
studied for different numbers of source nodes requiring aid from the relay 
node as well as various channel conditions, which can be encountered in in-
dustrial environments. An accurate channel model is then of great im-
portance. There are a few commonly used models for wireless channels, such 
as Rayleigh, Nakagami and Rician, but not enough research has been made to 
date in order to find the most suitable model reflecting industrial environ-
ments. Thus, the second task required to fulfill the goal of this thesis work is 
to prepare a set of measurement guidelines such that it is possible to charac-
terize wireless industrial communication environments. In particular, the re-
sults from the measurements conducted using the proposed setup should give 
a good estimation of all parameters that are important for effective design of 
relaying strategies and error control schemes targeting reliable and timely 
communications in industrial applications. The measurements should also be 
suitable to define a good model, approximating the most important features 
of wireless channels found in harsh industrial environments. 

4.2. Thesis Contributions 
The main thesis contributions can be summarized as follows: 
1. A thorough evaluation of the benefits of relaying itself, given a specific 

relay position and a time limit in terms of a deadline (Paper A).  
2. Development of design guidelines for the acting strategy of a relay 

node, given the application requirements and the positions of the relay 
node, the source and the destination respectively (Paper A).  

3. Development of two different protocols capable of increasing the relia-
bility of wireless industrial networks, while maintaining the latency, or, 
alternatively, reducing the delay, while keeping a certain reliability level 
(Papers B and C). The protocols are beneficial also in networks where 
relaying resources are sparse, i.e. where one relay node is required to 
aid several sources. Both protocols can be implemented using existing 

4.2. Thesis Contributions   23 

 

 

lower-layer standards like IEEE 802.15.4, i.e. no changes to the physi-
cal layer are required. The protocols are: 
a. Relaying combined with Luby coding (Paper B). The possibility to 

perform Luby coding in combination with relaying significantly im-
proves the performance of the system. However, it can also be con-
cluded that Luby coding is most advantageous when no feedback in-
formation is available at the relay or at the source nodes.  

b. Relaying combined with packet aggregation (Paper C). Several dif-
ferent schemes exploiting retransmissions, relaying, packet aggrega-
tion and different combinations thereof, are evaluated and compared 
for different types of available feedback information. Performance 
improved considerably when the relay node uses packet aggregation. 
Further, it can be concluded that the proposed scheme is equally 
good for all considered types of available feedback. 

4. Identification of key parameters, required to establish a suitable model 
of a wireless communication channel, when used for performance eval-
uation of relaying schemes (Paper D). The key parameters include the 
pathloss exponent and the large- and small-scale fading contributions 
respectively, as well as establishing to what extent the communication 
quality in industrial environments is affected by:  
a. distance between the source and the destination; 
b. presence of (even a weak) LOS path; 
c. movements in the environment, i.e., how fast do the characteristics 

change; do they remain stable during the transmission of a packet, 
during a slot, during several slots or longer; 

d. different frequencies typically used in the frequency hopping 
scheme of IEEE 802.15.4. 

5. Development of a set of measurement guidelines intended to character-
ize industrial environments and find good models, suitable for perfor-
mance evaluation of error-control schemes in general and relaying 
schemes in particular (Paper D). Following a literature survey of exist-
ing models for industrial wireless channels, suitable metrics and meas-
urement techniques, together with experience of using models when de-
signing relaying schemes, a set of measurement guidelines was chosen 
which includes: 
a. measuring the power delay profile (PDP) using a spectrum analyzer; 
b. measurements of the received signal strength indicator (RSSI) using 

software defined radios (SDR); 
c. measurements using real chipsets with POMPOM platform devel-

oped in [49], resulting in packet error rate (PER) estimation. 
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Chapter 5  
Methodology 

The research methodology includes literature studies, interaction with 
industry in several industrial collaboration projects, measurement campaigns, 
numerical evaluation and, above all, extensive computer simulations, which 
were used to evaluate the proposed protocols. Different simulation environ-
ments exist, of which NS2 and OMNET++ are the most popular. However in 
this thesis work, Matlab was chosen as the main simulation tool because of 
its mathematical models and its comparably low complexity. Using as few 
pre-programmed blocks as possible, the models of the wireless channel and 
its characteristics can be fully understood, such that errors resulting from in-
correct use of built-in functions can be minimized. Some of the important as-
sumptions and simplifications made in the simulations are: 
1. The use of Rayleigh or Rician distributions to describe fading in industri-

al wireless environments. No final conclusion has been drawn yet about 
the most suitable (fading) model describing industrial environments. 
However, most of the available research publications aiming to find mod-
els for approximating the effects of fading in harsh wireless environ-
ments, select Rayleigh or Rician models. To compensate for potential in-
accuracies in the choice of fading model, all protocols described in this 
thesis have been evaluated with fading as well as without, and, in the case 
of fading, both with the presence of a LOS path and without.  

2. The use of BPSK modulation instead of OQPSK, as adopted in IEEE 

802.15.4, upon which most industrial standards are based. The choice of 
BPSK decreases the complexity of the simulation programs without in-
troducing notable performance differences. BPSK and QPSK both have 
the same bit error rate for Gaussian channels, and the offset part in 
OQPSK is introduced to enable the use of simpler and thereby cheaper 
receivers. If we assume that receivers able to handle 180 degree phase 
shifts are available, the only major difference between BPSK and OQPSK 
that could occur is due to frequency selective fading over the frequencies 
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used in the hopping sequence used by the physical layer of IEEE 
802.15.4. However, since no final conclusions about the wireless envi-
ronment encountered in industrial settings have yet been made, we as-
sume frequency flat fading. This assumption can be revised later, when 
the dominating factors affecting channel quality in industrial environ-
ments have been established.  

3. Assuming perfect error detection. Assuming perfect cyclic redundancy 
check (CRC) codes provides a lower bound on performance. In the case 
of CRC check failure, possible consequences are decreased throughput, 
when correctly received packets are retransmitted, or reliability decrease, 
in the case when corrupted packets are not detected and thereby not re-
peated as the protocol relies on a false positive outcome of the CRC 
check. However, given a good enough CRC code, the bound is tight. In-
stead of implementing a CRC code in the simulator, the number of errors 
in each received packet is checked. By doing this, simulations are simpli-
fied as the computation time decreases.  

4. Transmission of keep-alive messages is not implemented. In Paper B, the 
presence of periodically transmitted keep-alive messages is assumed. Us-
ing these, the relay node can estimate the long-term packet error rates on 
the links between the sources and the controller. However, instead of ac-
tually sending these messages in the simulator, the knowledge of pathloss 
and distances between nodes are used. Both fading and thermal noise 
change with time and affect signals differently during different 
superframes, while the pathloss is deterministic. Pathloss, affecting prop-
agating signals, strictly depends on the distances between the nodes, de-
creasing the strength of the signal travelling to the nodes located furthest 
away the most.  

5. Reduced number of ARQ time slots in the simulator. Fig. 2.3 shows an 
example of the time slot allocation in a superframe. Similar slots alloca-
tions are used in Papers B and C. In WirelessHART, each transmission 
would be followed by a retransmission attempt from the same source 
node, before selecting an alternative route. However, in the simulator, the 
time slots allocated for retransmissions directly from the source nodes, 
denoted ARQ1 – ARQn in Fig. 2.3 are omitted. As these time slots are 
present in all considered schemes, they do not significantly affect the 
comparison between the different approaches and simply prolong the 
simulation time. It is, however, likely that the extra retransmission slots 
from the source nodes would be beneficial for the relaying schemes pro-
posed in the thesis, as they give the relay node an additional opportunity 
to overhear the source packets. However, given that the number of con-
secutive packet errors is one of the performance indicators; these slots are 
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excluded to reduce simulation time. Allowing excessive retransmissions 
would make the probability of having three consecutive packet errors too 
small to evaluate in a computer (most random number generators are only 
accurate enough to evaluate probabilities down to 10–5). It should, howev-
er, be noted that this feature can be introduced later to further improve the 
performance.  

6. Full Luby coding is not implemented in Paper B. Instead of implementing 
an actual Luby encoder, a regular packet is sent by the relay node. There-
after, all packets are considered successfully decoded only when the re-
ceiver is able to correctly decode at least k packets. This assumption does 
not affect the performance of the system, but significantly decreases the 
complexity of the simulator and its run time.  

7. Random assignment of source packets to retransmission time slots in Pa-

per C. When the protocol does not have any long-term feedback or 
knowledge of channel conditions between sources and destination, it ran-
domly selects which source that is allowed to retransmit in cases when the 
number of time slots available for retransmissions is less than the number 
of sources. In most practical cases, where a TDMA scheme is used, a cer-
tain transmitter-receiver pair is selected in advance for each time slot and 
thus, a specific subset of source nodes would always be assigned the re-
transmission slots. To get sufficient statistics about the evaluated proto-
cols, simulations must be done for hundreds of different realizations of 
nodes positions. However, such simulations are excessively time and 
computational power consuming. Thus, in an attempt to constrain the 
simulation time, while still providing some average over different node 
positions, it was chosen to fix the positions of all nodes, and instead ran-
domly select the sources assigned retransmission time in each superframe.  



26    Chapter 5. Methodology 

 

used in the hopping sequence used by the physical layer of IEEE 
802.15.4. However, since no final conclusions about the wireless envi-
ronment encountered in industrial settings have yet been made, we as-
sume frequency flat fading. This assumption can be revised later, when 
the dominating factors affecting channel quality in industrial environ-
ments have been established.  

3. Assuming perfect error detection. Assuming perfect cyclic redundancy 
check (CRC) codes provides a lower bound on performance. In the case 
of CRC check failure, possible consequences are decreased throughput, 
when correctly received packets are retransmitted, or reliability decrease, 
in the case when corrupted packets are not detected and thereby not re-
peated as the protocol relies on a false positive outcome of the CRC 
check. However, given a good enough CRC code, the bound is tight. In-
stead of implementing a CRC code in the simulator, the number of errors 
in each received packet is checked. By doing this, simulations are simpli-
fied as the computation time decreases.  

4. Transmission of keep-alive messages is not implemented. In Paper B, the 
presence of periodically transmitted keep-alive messages is assumed. Us-
ing these, the relay node can estimate the long-term packet error rates on 
the links between the sources and the controller. However, instead of ac-
tually sending these messages in the simulator, the knowledge of pathloss 
and distances between nodes are used. Both fading and thermal noise 
change with time and affect signals differently during different 
superframes, while the pathloss is deterministic. Pathloss, affecting prop-
agating signals, strictly depends on the distances between the nodes, de-
creasing the strength of the signal travelling to the nodes located furthest 
away the most.  

5. Reduced number of ARQ time slots in the simulator. Fig. 2.3 shows an 
example of the time slot allocation in a superframe. Similar slots alloca-
tions are used in Papers B and C. In WirelessHART, each transmission 
would be followed by a retransmission attempt from the same source 
node, before selecting an alternative route. However, in the simulator, the 
time slots allocated for retransmissions directly from the source nodes, 
denoted ARQ1 – ARQn in Fig. 2.3 are omitted. As these time slots are 
present in all considered schemes, they do not significantly affect the 
comparison between the different approaches and simply prolong the 
simulation time. It is, however, likely that the extra retransmission slots 
from the source nodes would be beneficial for the relaying schemes pro-
posed in the thesis, as they give the relay node an additional opportunity 
to overhear the source packets. However, given that the number of con-
secutive packet errors is one of the performance indicators; these slots are 

27 
 

 

excluded to reduce simulation time. Allowing excessive retransmissions 
would make the probability of having three consecutive packet errors too 
small to evaluate in a computer (most random number generators are only 
accurate enough to evaluate probabilities down to 10–5). It should, howev-
er, be noted that this feature can be introduced later to further improve the 
performance.  

6. Full Luby coding is not implemented in Paper B. Instead of implementing 
an actual Luby encoder, a regular packet is sent by the relay node. There-
after, all packets are considered successfully decoded only when the re-
ceiver is able to correctly decode at least k packets. This assumption does 
not affect the performance of the system, but significantly decreases the 
complexity of the simulator and its run time.  

7. Random assignment of source packets to retransmission time slots in Pa-

per C. When the protocol does not have any long-term feedback or 
knowledge of channel conditions between sources and destination, it ran-
domly selects which source that is allowed to retransmit in cases when the 
number of time slots available for retransmissions is less than the number 
of sources. In most practical cases, where a TDMA scheme is used, a cer-
tain transmitter-receiver pair is selected in advance for each time slot and 
thus, a specific subset of source nodes would always be assigned the re-
transmission slots. To get sufficient statistics about the evaluated proto-
cols, simulations must be done for hundreds of different realizations of 
nodes positions. However, such simulations are excessively time and 
computational power consuming. Thus, in an attempt to constrain the 
simulation time, while still providing some average over different node 
positions, it was chosen to fix the positions of all nodes, and instead ran-
domly select the sources assigned retransmission time in each superframe.  



 

29 

Chapter 6  
Overview of the Included 
Papers 

6.1. Paper A 
Title: The Effects of Relay Behavior and Position in Wireless Industrial 
Networks  
Authors: Svetlana Girs, Elisabeth Uhlemann, and Mats Björkman 
Status: published in the proceedings of 9th IEEE International Workshop on 
Factory Communication Systems, Lemgo, Germany, May 2012. 

 
Short summary: The main goal of this paper is to evaluate how different 
types of communication channels encountered in industrial wireless envi-
ronments affect the benefits of relaying. The modeled network consists of 
one sensor, sending data, one relay node and one destination. The positions 
of the sensor and the destination are fixed, while the position of the relay 
node is a parameter in the evaluation. The aim is to study the effects the relay 
node location has on performance, to find the most suitable acting strategy 
for the relay node given its position. Two types of relay acting strategies are 
studied: the relay node always retransmits whenever a retransmission is re-
quested, or it only retransmits if it has obtained a correct copy of the packet – 
otherwise the source handles the retransmission. Three different scenarios are 
therefore evaluated: “ARQ but no relaying”, “always relay” and “only relay 
when correct”. The protocol performance is evaluated using computer simu-
lations for different relaying scenarios and two types of channels: Rician and 
Rayleigh fading channels representing communication links with and without 
line of sight respectively. Also, theoretical expressions and bounds are de-
rived, which are used to verify the correctness of the results from the simula-
tions. The results clearly show that the benefits, the choice of the best posi-
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types of communication channels encountered in industrial wireless envi-
ronments affect the benefits of relaying. The modeled network consists of 
one sensor, sending data, one relay node and one destination. The positions 
of the sensor and the destination are fixed, while the position of the relay 
node is a parameter in the evaluation. The aim is to study the effects the relay 
node location has on performance, to find the most suitable acting strategy 
for the relay node given its position. Two types of relay acting strategies are 
studied: the relay node always retransmits whenever a retransmission is re-
quested, or it only retransmits if it has obtained a correct copy of the packet – 
otherwise the source handles the retransmission. Three different scenarios are 
therefore evaluated: “ARQ but no relaying”, “always relay” and “only relay 
when correct”. The protocol performance is evaluated using computer simu-
lations for different relaying scenarios and two types of channels: Rician and 
Rayleigh fading channels representing communication links with and without 
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tion and behavior strategy of a relay node depend on the wireless channel, 
and whether or not the bit errors appear randomly or in bursts and also on the 
overall distance between the source and the final destination.  

 
Paper contribution: Paper A extends the work in [35-37] by finding suitable 
behavior strategies for a relay node, given different locations and different 
types of wireless channels typically found in industrial environments. Inter-
estingly, it can be concluded that the best position and behavior strategy for a 
relay node depends on the wireless channel, i.e., the type of fading, pathloss 
and overall distance between source and destination. For channels with a 
strong LOS, it is always best to select a relay node located midway between 
the source and the destination, while for channels with strong fading, this is 
not the case. For short distances between source and destination, coupled 
with strong fading and absence of LOS, the relay node should be located as 
close to the destination as possible, mimicking a multiple-antenna array, 
while for larger distances between source and destination, a relay midway in-
between is better. Further, it can be concluded that the best behavior strategy 
for a relay node should be chosen depending on the particular performance 
requirements of the system; for applications sensitive to packet losses, it is 
better to only allow a relay node to relay if it has obtained a correct copy of 
the source packet. However, for systems that can handle some bit errors, pos-
sibly due to the presence of a FEC, it is better to always allow the relay node 
to relay, i.e., forwarding even packets with bit errors. 

6.2. Paper B 
Title: Increased Reliability of Reduced Delay in Wireless Industrial Net-
works Using Relaying and Luby Codes 
Authors: Svetlana Girs, Elisabeth Uhlemann, and Mats Björkman 
Status: accepted for publication in proceedings of 18th IEEE International 
Conference on Emerging Technologies and Factory Automation (ETFA), 
Cagliary, Italy, Sept. 2013. 

 
Short summary: The main goal of this paper is to find the best behavior 
strategy for a relay node helping three sources to send their packets to a cen-
tral controller before a common deadline. Luby coding at the relay is pro-
posed to increase the performance of the system, either in terms of increased 
reliability, given a fixed number of time slots allotted for retransmissions, or 
in terms of reduced delay, while maintaining a certain reliability level. To 
save time slots, the relay node is allowed to overhear the source packets 
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transmitted from the sensors to the central controller. Following this, the re-
lay node is assigned one or more time slots. Thus, based on the number of 
correct packets at the relay node and the number of available time slots for 
relaying, the relay node can either decide to forward one or more original 
source packets or to perform Luby coding and instead send one or more cod-
ed packets. However, to perform Luby coding, the relay node must have re-
ceived all source packets correctly. Further, given that the relay node trans-
mits Luby coded packets, the destination needs to receive at least the same 
amount of packets correctly as there are source nodes, otherwise none of the 
Luby coded packets can be decoded. However, given that Luby coded pack-
ets can be constructed and decodes, all source nodes benefits from each Luby 
coded packets. In contrast, in case of relaying source data, the choice of 
which source to help must be made. Different relay node behavior algorithms 
are compared in order to find the one with the best performance. Simulations 
are conducted for different sizes of the deployment area, several values of the 
packet length and two types of fading channels. The performance of several 
relaying schemes, where one relay node helps three sources to send data to 
the destination node is evaluated. The results show that performance im-
provement can be achieved by combining Luby coding and relaying, and the 
gain is greatest when there are not enough available resources for all source 
nodes to retransmit, given that the wireless channel in between the sources 
and the relay is of sufficient quality, such that Luby coded packets can be 
constructed.  

 
Paper contribution: In this paper an algorithm, combining the benefits of 
two spatial diversity techniques: relaying and Luby coding, is proposed and 
shown to improve performance in industrial wireless networks. Luby coding 
in combination with relaying significantly improves the performance of the 
system and also contributes to increased performance for all source nodes, 
even in cases when e.g., the deadline allows only a single retransmission slot. 
However, it can also be concluded that Luby coding is most advantageous 
when no feedback information is available at the relay or at the source nodes. 
This is due to the fact that erroneous or lost packets from any source node can 
be recovered from the Luby coded packets.  
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6.3. Paper C 
Title: The On the Role of Feedback for Industrial Networks Using Relaying 
and Packet Aggregation  
Authors: Svetlana Girs, Andreas Willig, Elisabeth Uhlemann, and Mats 
Björkman 
Status: in submission  

 
Short summary: The main goal of this paper is to evaluate the performance 
of relaying schemes with and without packet aggregation for systems with 
different types of available feedback information. Rather than selecting only 
one source packet for forwarding, the relay node concatenates several source 
packets into one and instead relays such combined packets [50]. Obviously, 
all the source packets being aggregated must have the same final destination 
and be short enough to allow aggregation into one packet of a size smaller 
than what is maximally allowed by the standard. Such an aggregated packet 
structure was proposed in [51] for industrial systems. All the proposed algo-
rithms are tested though simulations of a network with five sensor nodes, 
sending their data to a central controller and one relay node helping in the 
communication. The results show that the more freedom the relay node has in 
choosing its behaving strategy, the better the final results, i.e. the scheme 
combining aggregation and relaying works best for all considered feedback 
scenarios. When feedback information is available, this further improves per-
formance.  

 
Paper contribution: In this paper an algorithm combining the benefits of 
relaying and packet aggregation is proposed. Packet aggregation can either be 
used to reduce delay, as fewer time slots are needed to transmit the same 
number of packets, or, alternatively, increase the probability of correct packet 
reception, as time now allows retransmitting each packet several times. How-
ever, packet aggregation schemes should also be designed with care, since 
longer packets have a higher probability of packet error. Given a carefully 
designed aggregation scheme, the evaluations show that performance im-
proved considerably for all types of available feedback.   
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6.4. Paper D 
Title: Design of Channel Measurement Guidelines for Characterization of 
Wireless Industrial Environments 
Authors: Svetlana Girs, Marcus Bergblomma, Elisabeth Uhlemann, Barbara 
Štimac, and Mats Björkman 

Status: MRTC report, urn:nbn:se:mdh:diva-20346, Mälardalen Real-Time 
Research Centre, Mälardalen University, July, 2013 

 

Short summary: The main goal of the paper is to propose a set of measure-
ment guidelines suitable to characterize industrial communication environ-
ments and to develop channel models, useful for design and evaluation of er-
ror control schemes in general and relaying in particular. For this purpose, 
currently available research results are surveyed, in order to determine what 
models are commonly used for industrial environments, and what efforts that 
have been made to characterize industrial channels. Following this, the paper 
concludes the necessity of more targeted channel measurement campaigns in 
real industrial settings and proposes a suitable measurement setup to evaluate 
specific factors in the wireless environment that affect the design of relay 
networks. In addition, as there are several competing communication stand-
ards for industrial applications, it is important to determine which wireless 
standards lead to the lowest packet error rates and if it is possible to tweak 
their parameters given knowledge of the wireless channel characteristics. 
Several measurement techniques which can be used to find the parameters of 
interest were analyzed. Broadly they can be divided into three groups: hard-
ware measurements using a specific chip (measuring e.g. RSSI, LQI); soft-
ware measurements (counting number of retransmissions); and measurements 
valid for any chip (using network and spectrum analyzers and measuring e.g. 
the PDP).The resulting setup proposed in Paper B includes measurements in-
dependent of specific wireless communication standard, i.e. using spectrum 
and network analyzers, as well as measurements using hard or soft realiza-
tions of IEEE 802.15.4 based devices. The work has been initiated with PDP 
and time domain measurements in the corridors of the university building, 
producing results which illustrate the benefits and usefulness of the chosen 
techniques. The paper is concluded with a discussion of the expected results 
of such a measurement campaign together with proposed locations for future 
measurements in real industrial settings.  
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Paper contribution: The results from Papers A, B and C all show that the 
choice of the best relaying technique depends on the type of wireless channel 
encountered. In some cases, the results for the same algorithm, but applied 
over different wireless channels can even be contradicting! The available re-
search results show that, although there have been attempts to characterize 
wireless communication channels in harsh industrial environments; no final 
conclusion has yet been made. Thus, a set of guidelines for conducting meas-
urements on the territory of real industrial objects is developed, and suitable 
equipment and measuring techniques have been chosen. The results from the 
first test measurements as well as the expected outcome of the entire meas-
urement campaign are also presented.  

 
Author’s contribution: Initial problem formulation, literature survey, devel-
opment of the PDP measurement setup, and paper writing were done by the 
author. Also the author partly participated in the measurements and in the fol-
lowing data analysis. 
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Chapter 7  
Conclusions and Future 
Work 

The main goal of this thesis work is to increase reliability in delay-
constrained industrial applications based on wireless networks. Replacing the 
currently used wired networks with wireless solutions can lead to a signifi-
cant cost reduction and improvements in terms of increased flexibility. Addi-
tionally, wireless networks are easier to install and maintain as they do not 
require installation of many meters of wires. However, most of the currently 
available wireless technologies cannot fulfill all industrial requirements on 
timeliness and reliability. This has limited extensive use of wireless networks 
in industrial applications. In this thesis work, it is shown that relaying can 
improve the quality of wireless communication dramatically. Introducing 
Luby coding and packet aggregation, in cases when relay resources are 
sparse, improves performance even further. However, it is also concluded 
that the best choice of relay node, given a set of candidate nodes with fixed 
positions, as well as the best acting strategy of the selected relay node, de-
pend on the type of communication environment. All the protocols proposed 
in this thesis are tested for several types of wireless channels typically used to 
model industrial communication environments. The results show that the 
benefits of the proposed mechanisms depend on the assumed channel models 
and thus, a model that accurately describes the industrial environments of in-
terest is essential. In this thesis a set of measurement guidelines and tech-
niques is proposed, aiming to characterize industrial environments such that 
suitable mathematical models can be selected. These models should be usable 
for the design and performance evaluation of error control schemes in general 
and relaying schemes in particular. It is concluded that measurements of the 
power delay profile, which not only enables estimation of important channel 
characteristics, but also shows in general which parameters that affects com-
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munication the most, are highly suitable for the task. Given an appropriate 
channel model, the proposed relaying schemes can be tailored to the specific 
wireless environment, such that reliability in industrial applications can be 
increased, with maintained delay – or alternatively, that the worst case delay 
and jitter can be reduced, with maintained reliability levels, paving the way 
for reliable wireless industrial communications.  

The planned future work includes measurements in real industrial set-
tings, e.g. the ABB factory building and Mälarenergi’s power production 
plant in Västerås, Sweden. Measurements of the PDP together with meas-
urements using real and imitated devices from various wireless standards will 
help determining key parameters such that good channel model for industrial 
communication environments can be established. At the same time, further 
design of error control schemes, e. g. relaying algorithms, is planned, where 
the model found from the measurements can be used to further tweak the pa-
rameters of the proposed protocols.    
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