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Abstract (English) 
The purpose of this project was to provide a deeper understanding of web services, par-

ticularly in the context of an online multi-player game. This paper describes the design 

and implementation of certain features of the action game Superfighters Deluxe. These 

features include a dynamic website, a user account system, a multi-player game server 

browser and a system for automatic software updates. This thesis reviews strengths and 

weaknesses of web technologies such as ASP.NET and PHP and database technologies 

such as MySQL and SQL Server. The technologies used in this project were ASP.NET 

and MySQL. We determined that these technologies are powerful, reliable and flexible 

tools for creating web applications. The conclusions of this research are supported by the 

results of internal and public testing of the applications. 

 



 

 



 

 

 

 

 

Sammanfattning (svenska) 
Syftet med det här projektet var att ge en djupare förståelse för web services, speciellt i 

samband med ett online-multi-playerspel. Rapporten beskriver designen och implementa-

tionen av vissa beståndsdelar av actionspelet Superfighters Deluxe. Bland dessa features 

finns en dynamisk webbplats, ett användarkontosystem, en game server browser för on-

linespel samt ett system för automatiska mjukvaruuppdateringar. Den här rapporten un-

dersöker starka och svaga sidor hos webbteknologier såsom ASP.NET och PHP och da-

tabasteknologier såsom MySQL och SQL Server. Teknologierna som användes i projek-

tet var ASP.NET och MySQL. Vi konstaterade att dessa teknologier är kraftfulla, pålitli-

ga och flexibla verktyg för att skapa webbapplikationer. Slutsatserna av vår forskning 

stöds av resultaten från interna och publika tester av de olika applikationerna. 
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1 Introduction 
Today many different distributed real-time systems are in existence, ranging from learn-

ing systems such as military simulations to entertainment systems such as multi-player 

computer games, which can be considered virtual realities or virtual environments [1] [2]. 

Systems where multiple users across the globe can interact with both each other and the 

environment in real-time are often called Networked Virtual Environments (NVEs). The 

first areas to use NVEs were military and entertainment applications in the 1980’s (U.S 

Department of Defense played a big role in the development) [1]. NVEs work by letting 

two or more users run the same Virtual Environment (VE) on their local computer sys-

tems. When any user interacts with the VE the action propagates through the network to 

all other users so they can update their local state of the VE, so a consistent state can be 

maintained over all connected users within the NVE. [3] 

A video game is an example of a Virtual Environment. Video games have been around 

for a long time. Games that involve multiple players are called multi-player games (as 

opposed to single-player games). The way games handle multiple players varies: some 

games allow more than one player to play on the same computer, either by connecting 

several input devices like gamepads or by sharing the same one, e.g. two players huddling 

over the same keyboard. This is called local multi-player and traditionally meant two 

players in front of the TV, each using a gamepad. For PC games, network multi-player is 

more common. Network multi-player has players on separate devices connected via a 

network, either a Local Area Network (LAN) for short-range communication, or over the 

Internet, which connects players from all over the world (an online game, a prime exam-

ple of an NVE). Massive Multi-player Online Games (MMOs) are virtual worlds to 

which millions of players can be connected at a time. [4] 

Creating an online multi-player game involves many challenges. Real-time multi-player 

games in particular have strong consistency requirements since all connected users must 

share a common view of the virtual environment[5]. If an action performed by a user 

playing a multi-player game takes too long to propagate through the network the player 

will start to notice that delay and eventually leave the game if the delay becomes too 

high[6]. Gameplay issues aside, developers also face the challenge of making services 

that let players find active game servers so that they can play with others. This usually 



2 

 

involves some form of game server browser, which lists active players and/or game serv-

ers. 

The game industry has become one of the largest global entertainment industries. While 

the biggest-selling games are multi-million dollar titles published by large corporations, 

in later years the independent video game scene has grown rapidly [4]. Independent or 

“indie” video games are games distributed by the developers themselves, without backing 

or interference of publishing companies. The indie scene is notable for games that are 

cheaper to make and may have limited appeal to mainstream audiences. The distribution 

of indie games vary. Some are free to play, others are sold on the developer’s website 

and/or a platform like Steam [7] or GamersGate [8]. By selling their product on the Inter-

net rather than traditional retail channels, indie developers keep their distribution costs as 

low as possible. [4] 

Like anyone who provides a service or product, it makes sense for game studios to have 

an official website where people can go to find out information about their games and 

how to acquire them. These sites range greatly in complexity. Bigger companies can af-

ford flashier websites than an average indie studio, but the basic functionality tends to be 

the same. There is usually a blog where the developers can post news, there is usually a 

site with detailed information for each game and a forum where fans of the games can 

have discussions. Official forums are a place where the community surrounding a game 

can flourish, with people exchanging ideas, gameplay tips, fan-made content, etc. It is 

also a good place for developers to gather feedback from players. 

In the case of online multi-player games, there is often a connectivity between the game 

and the developer’s website. If each player has some persistent information tied to his 

character in the game, e.g. if the game lets the player gain upgrades or unlock rewards 

while playing, that information needs to be stored in the player’s personal account. In 

these cases, creating an account is required before playing the game. 

Software evolves, both during the development cycle and after the program has been put 

in the hands of users. Sometimes the reason for this is to add new functionality, to fix 

known errors or because an optimization was found. Developers need a way to bring the 

newest version of their software to the users in the form of a software update, or patch. 

There are various techniques for giving users these software updates, including manual 

download and installation by the user and automatic updates that require little or no user 

input. 

In the following section, we will give an overview of the video game industry, and also 

the immediate background of this project. 
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2 Background and Related Work 

2.1 Background 
The video game industry has seen rises and crashes. With the release of Pong in 1972, the 

marked structure changed from focusing on electromechanical games like Pinball to de-

veloping purely electronic devices like the Magnavox Odyssey, the first video game con-

sole [9]. Dedicated consoles, mostly relying on the Pong game concept, had great success 

during the mid-1970s until people got bored with them, resulting in the market crash of 

1977. The “golden age” of arcade games (i.e. 1978-1981) was characterized by innova-

tive games like Space Invaders (Atari, 1980), Pac Man (Namco, 1980) and Donkey Kong 

(Nintendo, 1981). [9] This came to an unexpected halt in 1982, and after 1983 the Ameri-

can market was almost dead. In Japan however, Nintendo had been developing their new 

console Famicom, also known as the Nintendo Entertainment System (NES) in the USA 

(see Figure 2.1). Its release in 1983 marked the beginning of a new era and changed the 

industry forever. [10] Nintendo created new genres and introduced appealing characters 

and storytelling in their games, and singlehandedly revitalized the game industry. The 

NES was the most popular video game console with an 8-bit processor and the series that 

spawned from it like Super Mario, The Legend of Zelda, Metroid, Castlevania and Ninja 

Gaiden are still popular today. 

 

Figure 2.1 

Despite the many innovations made in the gaming industry since then, especially in the 

1990s with the arrival of 3D graphics, more complex simulated worlds and the rise of 

online multi-player, many gamers have a lasting love for the 8-bit aesthetics and old 

gameplay values of the NES era, evident in the success of modern games like Super Meat 
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Boy [11] and Terraria [12] (both of which use retro gameplay elements and visuals). In 

the modern marketplace, an increasing number of indie developers are able to reach a 

large audience with their games. This trend is largely due to digital platforms like Steam 

[7] and Xbox Live Indie Games [13], as well as more coverage and awareness of indie 

games in game journalism. 

In 2011 we, the authors of this thesis, formed the two-man game studio Mytho-Logic 

Interactive. Our first game under that name was called Superfighters and we published it 

on Newgrounds, a website for games and movies made in Adobe Flash. Superfighters 

(see Figure 2.2) is an action platformer
1
 where players battle each other or computer-

controlled opponents in small arenas. Up to two players (sharing the same keyboard) can 

play against each other or cooperate against the computer. Weapons and other useful 

items spawn across the level, and players must move around strategically while attacking 

their opponents. The game is designed purely to be fun, and allows players to experiment 

with the mechanics to create funny or spectacular scenarios. For example, players may 

discover that shooting the wire from which a big crate is hanging can cause the crate to 

fall down and squash another player. The game uses a sophisticated physics engine [14] 

which causes objects to fall and bounce realistically. 

 

Figure 2.2 

                                                      
1
 Platformer - a genre of games which involves jumping to navigate and avoid obstacles. 
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Superfighters attracted a relatively small but enthusiastic following and we started to 

work on a sequel called Superfighters Deluxe. While the original Superfighters only had 

local multi-player, with up to two players playing on the same keyboard, Superfighters 

Deluxe focuses on online multi-player, letting players connect and play together via the 

Internet (creating an NVE). Instead of Flash, we decided to make the game using Mi-

crosoft’s XNA framework. 

In Superfighters Deluxe, each player has an account used to store persistent information 

such as completed levels and unlocked customization objects. The user accounts will not 

be necessary in the early stages of development since there will be a lack of content, but 

when the game nears completion players will likely want their progress stored in a safe 

place. Another reason for user accounts is that we may want to charge players for our 

game in the future rather than giving it away for free. In that case the account system will 

be used to keep track of what players have paid for access to the game. 

2.2 Problem Definition 
The project can be divided into four main parts: 

 An in-game game server browser for Superfighters Deluxe. 

 The Mytho-Logic Interactive website where visitors can find information about 

and download Superfighters Deluxe. 

 An account system used to authenticate users both on the website and in the 

game. 

 A system for automatically updating the game software. 

For each of these parts, our goal is to find the most attractive and most effective solution 

and implement it. 

In greater detail, the requirements for the project can be defined like this: 

 Users should be able to create an account on the website which will be used to 

store information such as in-game progress, games that the user has paid for, etc. 

 The ability for registered and logged-in users to buy and download the game. 

 A login option when the user starts the game client. 

 The game client should automatically update itself to the latest version when the 

user logs in (auto-update). 

 A game server browser, allowing users to find and connect to multi-player games 

online. 

NOTE: This thesis is only concerned with what happens on the client-side and on the 

master server until a multi-player game actually starts – the gameplay logic of 

Superfighters Deluxe, while an interesting topic in itself, is not a part of this thesis. 
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2.3 Related Work 
In this section we will look at existing solutions to the requirements and problems pre-

sented in the Problem Definition. First, we will look at existing solutions for user account 

systems, especially in the context of video games. 

When creating a user account on any website, the minimum required input is usually an 

email address and a desired password. To avoid malicious “spamming” of user accounts 

that are never used, which bogs down the servers with useless data, an activation email is 

often sent to the specified address. This email may contain a link which the user must 

actively click in order to activate his account. 

As an example of a basic player account system, we will look at the indie game Minecraft 

by Swedish game studio Mojang [15]. In this case, players need to create an account on 

the game’s official website to acquire the game. Once registered and logged in, the user 

can purchase the game using PayPal [16] and gain permission to download the game cli-

ent. When starting the game client, users have the option of logging in to their account. 

Being logged in means that the user can play online with others, something that is natu-

rally not accessible in offline mode. They also have access to data that is stored on the 

master server, such as custom character skins that are shown in the game (users who play 

in offline mode only have access to the default character skin). This means that while it is 

possible to play Minecraft offline, certain features are inaccessible. An account is also 

required to update the game client. Whenever Mojang releases an update to Minecraft, 

players will be notified the next time they login, and are asked if they want to download 

the newest version. While still relatively uncommon in single-player games, these auto-

matic updates are common in online games such as World of Warcraft [17] and Diablo III 

[18], which naturally requires all players to run the same version. 

On Blizzard Entertainment’s Battle.net [19] each user has a centralized account used to 

play all of Blizzard’s multi-player games like Diablo III, Starcraft 2 and World of 

Warcraft. This benefits the user since he does not need to create a new account for every 

Blizzard game he wants to play.  

Now we move on to the problem of creating an online community within the game, al-

lowing complete strangers to meet and play together. The simplest way to connect to a 

multi-player game across the Internet is to simply let the user type in the IP address to a 

known game server and connect to it immediately. This is used in games like Little Fight-

er 2 [20], Terraria [12] and Minecraft. However, this requires that the user knows the IP 

address of another player who is currently hosting a game. This is why game server 

browsers have been common in multi-player games for a long time. 

Game server browsers typically use a master server to keep track of all game servers that 

have been created and are accessible to the public. When a user creates a public multi-

player game, it is typically added to a collection on the master server [21]. The browser 

shows a list of game servers retrieved from the master server, usually showing infor-

mation such as how many players currently populate the game server and the latency 
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between the user and the game server. The user only needs to select a game server in the 

list to connect to it, without the need to type in the address. Fairly recent multi-player 

games like Left 4 Dead [22], Mount&Blade: Warband [23] and Magicka [24] follow this 

model. 

Creating and hosting games is often done in two ways. One way is to run dedicated server 

software for the game. This software often comes in the form of a single executable file, 

and its purpose is to transform the computer it runs on into a game server which will be 

available as long as the software is running. For this reason, computers running dedicated 

server software are often left on around the clock. Terraria, Minecraft and Left 4 Dead 

allow you to download their dedicated server software and run it. The advantage of run-

ning dedicated server software is the uptime; public and private games are available even 

if no one else is currently playing. Another advantage is that the server will handle all 

server traffic without the need for a player’s computer to act as a host, which may lead to 

better performance. The disadvantage is that to be able to start a new game the old game 

must be finished (or be replaced). Some games only allow you to join servers running 

dedicated server software, like Battlefield 3 [25], but you can still browse public games 

from a public game browser. Another way to host a game is to host a public game from 

within the game itself without using dedicated server software. This will make the host’s 

computer the game server which people can join until the host exits the game or loses his 

network connection for some reason. Left 4 Dead, Magicka and many other games allow 

you to do this. Hosting a game in this fashion may put a lot of strain on the host’s net-

work connection and hardware because of the sheer amount of computations the server 

must perform in a complex multi-player game, but is the only solution when dedicated 

server software is not available. 

As mentioned, we are also looking for solutions to the problem of updating the game. 

Software developers often need to update their program and make the new version avail-

able to users. Depending on the system, users may have to download and reinstall the 

entire software, or download and run a patch installer which only applies to parts of the 

program. In other systems, software updates happen automatically. The user may be noti-

fied when a newer version of their software is available and if the user accepts to the up-

date, a patch is downloaded and installed and finally the program restarts to run the new 

version, without the user having to take either of those steps manually. Today, all modern 

operating systems are able to automatically keep themselves up-to-date. Another example 

of automatic updates are antivirus programs that automatically update their virus defini-

tions. 

To automatically detect whether new files are available for a piece of software, commu-

nication with a master server is needed. A cryptographic hash function can, among other 

things, be used to check whether changes have been made to a file. A so called hash func-

tion takes a relatively arbitrary amount of data as input and produces a fixed-size output. 

The same input always gives the same output, whereas changes to the input nearly always 

produces a different output. By passing all data on the local hard directory as well as the 

data on the main server and comparing the outputs, one can detect whether changes have 
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been made to the files on the server and download these files while leaving the rest as 

they are. The two primary cryptographic hash functions in use today are MD5 and SHA1. 

[26] [27] 

Still more advanced technology allows for Dynamic Software Updating (DSU) [28], 

which allows parts of the software to be updated even while being used, without the pro-

gram halting or restarting and possibly without notifying the user. DSU is not being wide-

ly used in the industry, but is a field of research in computer science.  

Now that we have seen some existing solutions, we will look at how we designed our 

own solution. 
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3 Design 
In this chapter, we will look at how we planned for our applications to look and behave. 

We will start with how we wanted the player to host and join multi-player games in the 

game client. 

3.1 Creating and Joining Games 
The game server browser is an important feature for many players of multi-player games, 

since it allows them to find and join a multi-player game even if they do not know the 

host. First we will look at our solution from the perspective of the host of a multi-player 

game – that is, the player who creates the multi-player game, setting up a game server on 

his own computer for others to connect to. 

Games like Terraria and Minecraft offer standalone dedicated server software so that a 

regular user can set up a dedicated server on a home computer. This is important in these 

games since they create persistent worlds that players want to be able to drop into and out 

of over the span of days, weeks or even longer periods of time. Multi-player 

Superfighters Deluxe, by contrast, has a highly temporary game world – changes done to 

the map does not carry over from one game to the next, since the entire map is reloaded 

anyway. For this reason we do not prioritize creating dedicated server software, although 

we may consider it in the future. 

3.1.1 Game Lobby 

We want Superfighters Deluxe to be a quick game to start up and play. The process of 

starting a multi-player game involves a few steps however: the host must start a game 

server and wait for enough players to join. Between the time a new multi-player game is 

created by the host and the time it begins, the game is in the “lobby” state. This is the 

state when players can join the game, provided that the host has left one or more player 

slots open – there are 8 slots in total, which can either be open or closed. Players waiting 

in the lobby can chat by typing messages to each other. Additionally, the host of the game 

has permission to change the game settings during this period. When the host clicks the 

“Fight!” button, the game should start and new players can no longer join the game. This 

means that a public game only needs to be visible to the public while in the lobby state. 

Once it has started, all the players are already connected to the game server, and the game 

can be removed from the master server. Figure 3.1 is an early sketch of the layout  of the 

lobby. 
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Figure 3.1 

 

Figure 3.2 

 

3.2 Layout of the Game Server Browser 
We wanted our game server browser to be intuitive and instantly recognizable to people 

who have used one before. Looking at the existing solutions that were brought up in the 

Related work section, we settled on a traditional table view. Our game server table has the 

following columns: 

 Name - the name given to the game by the host, e.g. “Jeff’s Game”. 

 Players – the current number of players in the lobby. Also shows the number of 

open player slots, so the user can tell whether the game is full or not. For in-
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stance, “3/4” indicates that three players are currently in the lobby and there is 

room for one more. 

 Ping – the lag, in milliseconds, between the user and the game server. This is 

useful information since the user wants as small delays as possible when com-

municating with the game server and should tend towards game servers with as 

low ping as possible. 

 Map – which map (level) has been chosen by the host. 

 Mode – which set of game rules has been chosen by the host, such as “Versus” or 

“Survival”. 

 Password – an X in this column indicates that the host has chosen a password 

that a user must type in to join. 

Players can filter the shown game servers by choosing options from drop-down lists, and 

can sort the list by clicking a header column (useful if the user is only interested in play-

ing a certain game mode, or in servers with a certain latency). Figure 3.2 shows a sketch 

of the browser table. 

 

Figure 3.3 
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3.3 Website 
The website for Mytho-Logic Interactive has fairly simple requirements: a news blog 

where we can post messages, a page for each of the games on our site, an “about us” 

page, a “community” page, and a user account system. The account system will let people 

register an account with us which will store persistent game data like the collectible items 

that they have unlocked in Superfighters Deluxe and the games that they have bought and 

thus have access to download. 

Figure 3.3 shows an early mockup of the website’s home page. This is the first page to 

greet the user when he visits the website. Therefore the main content consists of a short 

welcome text, encapsulated in a light blue content box, and another content box showing 

the latest news posted in the blog. 

The login strip, which is always visible at the top of the page, allows a user to enter his 

login information (email and password), and also has as a “Register” link for users who 

do not already have an account. To register, the user fills in a form with his email address 

and desired password. When the information is sent, it is inserted into our database but 

marked as inactive, meaning that the account exists but cannot be used. By clicking a link 

in an activation email sent to his address, the user activates his account and is then able to 

login. This procedure, common in websites, is there to make sure that only the true owner 

of an email address can use it to register an account. 
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4 Technologies 

4.1 Web Server 
Our website is a dynamic database driven website in which changes in the database affect 

the content of the web page. Two competing technologies today for developing dynamic 

websites are ASP.NET and PHP [29]. Of course there are other technologies for develop-

ing dynamic websites. However, we will focus on PHP and ASP.NET using MySQL or 

Microsoft SQL Server. 

PHP and ASP.NET are very similar when it comes to functionality. If the programmer is 

used to any object-oriented language then ASP.NET will probably be easy to get into. On 

the other hand, methods in PHP are very simple to use so that makes it great for people 

with little or no experience in programming [30]. 

There are of course differences between PHP and ASP.NET even though they have simi-

lar functionality. ASP.NET has many features, is easy to debug during development and 

can be used with Visual Basic or C# [29]. In Comparison between ASP.NET and PHP - 

Implementation of a Real Estate Web Application [29] they list the following differences:  

 Installing ASP.NET cause no problems because everything needed is installed at 

once while PHP offers many third-party IDEs and frameworks to install. 

 The free alternatives PHP and MySQL cost less compared to ASP.NET and MS-

SQL because of licenses. 

 PHP uses less memory compared to ASP.NET. 

 There is more support available from PHP forums compared to ASP.NET. 

 Using ASP.NET for smaller websites can increase the average development time. 

When it comes to user handling both ASP.NET and PHP provides similar functionality to 

handle sessions and cookies to access the user data [30]. However, by default PHP lacks 

in security.  

“It is very difficult for a developer to build a secure web application. Authentication and 

authorization mechanisms are totally based on the developer.” [31] [32]. While there 

exist libraries and frameworks for PHP to deal with the problem, like SimpleSAMLphp 

[33], ASP.NET already provides this functionality - “ASP.NET provides fantastic built in 

control to check user authorization and authentication for preventing the unauthorized 

access.” [32]. 
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When it comes to ASP.NET development tools, Microsoft provides a full set of Express 

Edition tools that are free to use for commercial projects, including Microsoft Visual Web 

Developer 2010 Express for ASP.NET projects [34] [35]. 

Based on the fact that we will have user accounts in our database, ASP.NET with its bet-

ter security is the better choice for us. This decision is also backed up by the fact that we 

already know C# and have tried ASP.NET in the past. Considering the tight schedule for 

this project, learning PHP security would have taken too long. 

When it comes to the cost, the IDE will not cost us anything if we use Microsoft Visual 

Web Developer 2010 Express.  

4.1.1 MySQL / SQL Server 

We will use a database to store the following: user account information, Superfighters 

Deluxe multi-player game servers, and miscellaneous statistics. We looked closely at the 

two main database technologies being used today that are compatible with ASP.NET: 

MySQL and SQL Server. 

MySQL is an open source database with high performance, high reliability and ease of 

use [36]. SQL Server is a database server developed by Microsoft. Since our web host 

UnoEuro [37] provides a free MySQL database from start (SQL Server for a small cost), 

we decided to try to use MySQL with ASP.NET. Establishing a connection to our 

MySQL database with ASP.NET turned out to be easy following the instructions provid-

ed on the UnoEuro website [38]. We only had to download a MySQL driver and include 

it in our Visual Studio project. This allowed us to use the MySqlConnection and 

MySqlCommand objects in the code behind our website to fetch data from the database. 

4.1.2 Web Services 

Our server will run web services so that the game client can update itself, access available 

public game servers listed and create a public game server for other players to see. 

There are several technologies for developing web services (SOAP, REST or XMLRPC 

among others). Nowadays the main approaches are SOAP (Simple Object Access Proto-

col) and REST (Representational State Transfer) [39]. SOAP is a standard protocol pro-

posed by the W3C [40]. SOAP, which uses XML to send and receive data, has two main 

advantages: it can be used with any programming language, and it can use any type of 

transport (HTTP, SHTTP, TCP, SMTP, POP) and other protocols [39]. REST-style archi-

tectures consist of clients and servers producing stateless requests and responses. Clients 

initiate a request to a server; the server processes the request and returns a response. 

REST uses the HTTP protocol but can use other application layer protocols. 

There are many strengths and weaknesses for both SOAP and REST. The paper SOAP vs. 

REST- Comparing a master-slave GA implementation [39] lists the following for SOAP 

and REST (see Figure 4.1): 
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 Strengths Weaknesses 

SOAP 

-Can handle distributed compu-

ting. 

-Built-in error handling. 

-Can be extended. 

-Can use any transport protocol. 

-Widespread standard for web 

services. 

-Supported by other standards 

such as WSDL and WS-*. 

-Requires more code. 

-Require lots of work without tools. 

-More difficult to understand. 

REST 

-Requires less work compared to 

SOAP. 

-Easy to learn and relies less on 

tools. 

-Designed to behave like the 

Web. 

 

-A point-to-point communication 

model is assumed. 

-Not suitable for distributed compu-

ting. 

-Lack of security standard . 

-Uses to the HTTP transport model. 

 

Figure 4.1 

In conclusion they state that one technology might work better than the other under cer-

tain circumstances: 

 REST: suitable if… 

o Limited bandwidth and resources. 

o Stateless database operations are needed (Create, Read, Update, Delete). 

o Cached information can be used because of the stateless operations. 

 SOAP: suitable if… 

o Asynchronous invocation and processing required. 

o Reliability and security are needed. 

o The exchange format must be accepted by both sides (rigid specifica-

tions). 

o The applications requires stateful operations. 

For our web services we will not need any distributed computing but we will need securi-

ty for user logins. Resources and bandwidth are something we do not have to worry 

about. Our application will not communicate with the server once a match has started, so 

performance is not critical when communicating with the server. When it comes to the 

development, creating web services in ASP.NET is very easy. Calling the web services 

from the game is also very easy. All you have to do is to generate the required proxy class 

and the proxy class does all the work of marshaling the call (transfer of data) over the 

wire to the specific Web service method. By default, the proxy class uses SOAP, however 

it can support additional protocols such as HTTP-GET or HTTP-POST [41]. Using gen-

erated proxy classes makes it very easy to use SOAP with.NET. 

Based on the above we decided to use SOAP in this project. REST lacks standard support 

for security; we needed a guaranteed level of security for some parts, and we did not want 

to dig into security using REST. The tools we use can generate proxy classes which make 

SOAP very easy to use. SOAP is standard in .NET and is easy accessible when using 
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ASP.NET. Finally, we did not need to think about any bandwidth or resource usage 

which made REST less interesting for us. 

4.2 Superfighters Deluxe 
The actual game is not a part of the thesis but we will still go through the technologies we 

use for it since the game needs to communicate with the web services. 

4.2.1 XNA 

XNA (XNA’s Not Acronymed) is a Microsoft framework for developing games for PC, 

Xbox and mobile phones using the C# language. The XNA Framework is a set of librar-

ies designed for game development based on the Microsoft .NET Framework 2.0 [42]. 

We chose to use XNA because we were already familiar with C# (which is a cared lan-

guage with a garbage collector) and we had used XNA in the past. XNA is designed for 

game development so rendering and input, among other things, are already within the 

XNA framework. 

4.2.2 Lidgren 

Lidgren.Network [43] is an active developing library for .NET applications to communi-

cate over networks and is free to use. It is basically the only choice to avoid using Games 

for Windows – LIVE (Which will be called Windows Live from now on) which is other-

wise used for multi-player games developed in XNA. One primary reason why we don’t 

want to use Windows Live with XNA is the license for XNA “The software contains 

code that you are permitted to distribute in programs you develop for the Windows plat-

form only, if you comply with the terms below. […] You may not use the software to de-

velop commercial programs that connect to Games for Windows LIVE.” [44].  

However, by not using Windows Live we cannot release the game on XBLA (Xbox Live 

Arcade) as a multi-player game because that requires Windows Live for the network 

functionality [45]. This means we are limited to develop our game and its online services 

for PC only, because we don’t want to use Windows Live and we do not own an Xbox 

which is also required if you want to develop games for Xbox [46]. 

4.2.3 Box2D 

Box2D [14] is a 2D physics engine that we use in our game to create an interactive and 

dynamic environment. It is originally written in C/C++ and has been ported to several 

other platforms and languages including C# .NET, ActionScript 3.0 and iPhone. We 

chose to use Box2D as our physics engine because we used it in the original 

Superfighters with good results, because we are familiar with the engine by now and be-

cause it is free to use. 
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5 Implementation 

5.1 Website 
The Mytho-Logic Interactive website is an ASP.NET website built in Visual Web Devel-

oper 2010. The various pages of the website are Web Forms (.aspx files) that contain both 

HTML and C# code. 

To ensure that the website has a consistent look, we use a so-called Master Page on which 

all the other pages are based. The Master Page contains elements that are common to all 

pages – the login form at the top of the page, the header with the Mytho-Logic Interactive 

logo, the horizontal menu, and the footer. Between the menu and the footer is the main 

content area, where the content of the current page is shown. All styling information (the 

dimensions, colors, background images and other visual properties of different elements) 

is collected in a single Cascading Style Sheet (CSS) file called Styles.css. 

We implemented a very basic blog for posting news about our games making the website 

a dynamic database driven website. Like in most blogs, the latest few posts are visible on 

the front page, while the rest can be accessed through an Archive page. The blog entries 

are stored in the “mylo_posts” table of the database (see Figure 5.1). 

Field Comment 

bigint(20) id A unique identifier for the post. 

varchar(100) header 

[sic] 

The heading of the post. 

varchar(1000) body The main text of the post. 

timestamp time_created  The time at which the post was made. 
Figure 5.1 

One of the web forms, “NewPost.aspx”, is only available to a logged-in user with an ad-

ministrator role. This form contains two text boxes, one for the heading and one for the 

body of the post, and a Submit button. The body accepts HTML so that posts can contain 

formatted text, links, pictures, embedded videos, and so on. When the Submit button is 

pressed, a MySQL command inserts the post into the database. 

The Default.aspx (the main page) and BlogArchive.aspx both use the ASP Repeater con-

trol to display multiple blog posts.  
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5.2 User Account System 
For account creation and authentication on our website we use the ASP.NET 

CreateUser and Login controls, respectively. The CreateUser control (on the Reg-

ister page) is programmed so that when a user submits his information, three things hap-

pen: The information is verified to fulfill the minimum requirements (a valid e-mail ad-

dress and a password that’s at least 6 characters long), the account is inserted (using the 

MySQL INSERT command) into the mylo_users table of the database, and an authentica-

tion email is sent to the given email address. The email contains a link which leads to an 

activation page (ActivateAccount.aspx) which contains another Login control. If authen-

tication through this control is successful, the account is marked as activated in the data-

base, and can now be used to log in; also, the user is redirected to the main page.  

To safeguard user information, we use the RijndaelManaged class to encrypt all sen-

sitive data (thus far, the user name and password)  before inserting it into the database and 

decrypt it when reading from the database. When the user attempts to login, a “salt” value 

is generated from his input (the same input always yields the same salt) which the crypto-

graphic function uses to decrypt the account information in the database table. If the in-

put, decrypted with this salt, matches an item in the database table, the login is valid. 

ASP.NET contains a MembershipProvider class which can be inherited to create a 

custom user account. While we use the ASP.NET MembershipProvider class to 

define our user accounts, we use custom methods to create and validate users, i.e. when a 

user registers an account or logs in. We also do not use the ASP.NET RoleProvider 

class to define user types such as regular users and administrators, since we found it easi-

er to store simple variables in the Session. When a user logs in, his permissions are de-

crypted and stored as a simple value in the Session objects. When the user tries to access 

certain administrator-only pages of the website, those pages check the Session objects to 

see whether the user has the administrator permissions, and redirects users who do not 

have access. 

5.3 Game Launcher and Automatic Updates 
The game launcher is an application that runs when a player starts the game, before the 

main game application starts. Originally, it consisted only of a single Windows form con-

taining only the Superfighters Deluxe logotype and a status field (see Figure 5.2). The job 

of the launcher is to automatically update the game. The program connects to the server 

and compares all files in the local Superfighters Deluxe directory to the Superfighters 

Deluxe directory on the server using the hash function built into .NET. If new files have 

been uploaded, or if existing files have been changed, the program detects this and down-

loads those files. When all files are up-to-date, the launcher closes itself and launches the 

main application.  
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Figure 5.2 

Sometimes the launcher itself needs to be updated, if for instance we want to change the 

way the updates work, change the appearance or functionality of the launcher window, or 

fix some error. The main problem is that the launcher can’t update its own executable file 

while running. We made this possible by letting the launcher check whether there is a 

changed version of the launcher file on the server. If so, it passes a parameter when start-

ing the game, saying that the launcher needs updating. If the game application starts with 

this parameter, it knows to replace the launcher file, close itself and start up the new 

launcher. This makes sure that both the latest launcher version and the latest game version 

is run without the user having to do anything. 

One of the problems we ran into concerning automatically downloading files from the 

server was caused by our use of file formats in Superfighters Deluxe. For example, we 

use the special file extension .sfdt for loading images into the game. Downloading files 

using the WebClient class in .NET seem only to supports common file extensions used on 

the web, resulting in errors when the program tried to download our custom file formats 

(and even XNA-specific files). Thus we had to be creative. Our initial solution was to 

simply append all file names with the arbitrarily chosen extension .png (a common image 

file format on the web) before uploading files to the server, and likewise remove the .png 

extension from all files after downloading them from the server. So long as all the files on 

the server end in .png, whether they be pictures or not (“Superfighters Deluxe.exe.png”, 

“effectTextures.sfdt.png”, “logo.png.png”, etc.), the launcher had no problem download-

ing them. This was a rather peculiar workaround, but we had accepted that it was neces-

sary due to restrictions of the WebClient class in the .NET library. 

Once the pre-alpha version of the game went live, it was clear that there was a number of 

problems with the launcher. Some users complained that an error stopped the launcher 

halfway through the download, so that they couldn’t start the game at all. We decided to 

spend some time improving the launcher from scratch – including the redesign shown in 
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Figure 5.3. A useful addition is the WebBrowser control which displays a page where we 

post the patch notes for all updates, so that users will know what to expect in the new 

version. 

 

Figure 5.3 

The new launcher improved the behind-the-scenes functionality by removing the 

WebClient class completely (which didn’t work well all the time) and replacing it with 

custom WebMethods instead when downloading files. On the server-side all the files are 

being translated into Base64 strings which are sent over web method calls one part at a 

time, requested from the launcher. The launcher then combines the parts into Base64 

strings again and saves them to disk [47].  

An important addition is our custom TempFolder class, which is used to store the newly 

downloaded files in a temporary subfolder. Once all files have been successfully down-

loaded to the temporary folder, the downloaded files are moved up one level in the folder 

system to the main game directory, thus replacing the old files. This means that if there is 

an error during the download, no files have been replaced yet and the user may still be 

able to play the older version of the game. 

5.4  Game Server Browser 

5.4.1 Abstract Implementation 

The way our game server browser works is similar to the master-server example de-

scribed in the paper Network Gaming Backend Services [21]. This will allow our game 

server browser to find available game servers all around the world. An alternative ap-

proach instead of using a master-server system could be to use a peer-to-peer approach. 
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We chose to implement a master-server system because we want to see statistics over 

how many games are being hosted over time and we need to authenticate users so only 

valid users can create and join games. 

The system consists of three parts: the actual server browser inside the game, the master 

server and the game servers. The master server’s job is to make it easy for game clients to 

find and connect to other game servers. The overall traffic flow of the system is done in 

five steps illustrated in Figure 5.4:  

 

Figure 5.4 

1. Game servers send messages to the master server telling what settings the games 

have (game mode, map, total players, max players, etc...). The master server also 

stores the IP address of the game servers so that the game servers can be found. 

2. The game client server browser asks the master server for the list of game serv-

ers. 

3. The master server replies with a list of the game servers and where they can be 

found. 

4. The game client then pings each of the game servers in the list to find out the la-

tency (the network delay) between the game client and each game server. 

5. Game servers reply on the ping requests and the game client shows the correct la-

tency for each game server. 

Now the game client sees available games and their ping (latency), now it’s up to the user 

to choose a game to join. Everything seems to work great but there are some problems 

that needs to be taken into account: 

 If a game server closes for any reason (the host closes the game server, the game 

server crashed, power failure or something else) the game server should not be 

listed in the master server forever. 
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 If a game server starts a game session the game server should be removed from 

the master server (once a game session starts no more players can join). 

We solved these problems by removing all game servers that have aged too much since 

they were added to the master server list. This will always remove all game servers even-

tually. We also allow game servers to tell the master server that they should be removed 

which is good when the host close the game server or starts a game session in an expected 

way. The observant may see that now a new problem has been created: what if someone 

creates a game server and waits for players to join long enough so that the master server 

removes the game server from its list because it is too old? The one hosting the game 

server can wait forever without anyone even seeing his game because it was removed. We 

clearly need some way for game servers to say that they still exist. We solved this by 

letting the game servers periodically send signals, which we will call heartbeats, to the 

master server telling the master server that they still live. The master server will process 

that heartbeat and refresh the game server in the list so it will not die (be removed) in the 

near future. 

Game servers can now be added, removed and updated in the master server and game 

servers that no longer exist will be removed eventually. All messages to the master server 

should only be from valid users at a later stage, if the messages are not valid they are 

discarded (disabling online features). 

5.4.2 Details 

All game servers created by players are highly temporary, meaning we will only store all 

game servers in a list in the server’s memory because we do not consider it useful to store 

the game servers in a database. 

The data that will be sent to the game client browsers looks like this (see Figure 5.5): 

Field Comment 

string AddressIPv4 The address the game client will use to connect to the game server. 

string AddressIPv6 IPv6 addresses are currently not supported by Lidgren.Network but 

may be in the future. 

ushort Port The port on which the game server is hosted, this is up to the host. 

string GameName The name of the game the host choose. 

ushort GameMode Mode of the game, versus, campaign, survival or other. 

string MapName The name of the map. 

ushort Players The number of players currently in the game server. 

ushort MaxPlayers The maximum number of allowed players in the game server. 

ushort Bots The number of bots currently in the game server, we might want to 

use it. 

bool HasPassword A value indicating whether a game client needs to join with a 

password or not 
Figure 5.5 

  



23 

 

All the data is contained in a class called GameServer. 

For the master server we have created these web methods: 

 void AddGameServerServer(GameServer gameServer) 

 bool Heartbeat() 

 void RemoveGameServer() 

 List<GameServer> GetGameServerservers() 

The GetGameServerservers() method will return a list of GameServers con-

taining all information received from the master server’s list of games. Then it is up to the 

server browser to show that information. This method is called when the server browser 

refreshes its list, which can be triggered manually by the user as well (Figure 5.6). 

 

 

 

Figure 5.6 

The AddGameServerServer(GameServer gameServer) method receives a 

GameServer object containing all required information about a game, the address fields 

are ignored by the master server (which should be left blank from the game client). The 

master server then extracts the sender IP address and stores that address in the address 

fields of the GameServer object (depending on the IP version that was received, if it 

was v4, v6 or both). Next it checks if the sender already is hosting a game server or not. If 

the master server finds a game already hosted by the sender in the list of game servers 

that game is updated, else the master server adds the GameServer object to the list. The 

master server also keeps track of the time when a GameServer object has been updated 

or added by having a DateTime object updated together with the GameServer object 

in the list. This is so the server periodically can compare all game servers in the list with 

the current time and remove old game servers from the list. This method is called when a 

game server is created or changed (Figure 5.7). 
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Figure 5.7 

 

The Heartbeat() method works similar to the AddGameServerServer() meth-

od, it extracts the sender’s IP address and checks if the sender has any active game server, 

if so the master server updates the DateTime object for that game server and returns 

true. If no game server was found for the sender, the method returns false and the game 

client can take appropriate actions (perhaps call AddGameServerServer() again). 

This method is called periodically as long as a game server is active (Figure 5.8). 

 

Figure 5.8 
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The RemoveGameServer() method extracts the sender’s IP address and removes any 

game servers that sender is hosting. This method is called when a game server is closed 

or starts a game session (Figure 5.9). 

 

Figure 5.9 

One last thing to mention about the server browser is the order in which games are listed 

and retrieved from the master server. The server browser will as default list all game 

servers in the order they are retrieved, the user can of course sort the list in the server 

browser in some other order if he wishes. The order of the list retrieved from the master 

server is sorted so that the newest games are listed first. 

 

Figure 5.10 

5.4.3 Game Client 

When a user wants to browse game servers in the game server browser the GetGame-

Serverservers() method is called. Once the games are retrieved they are listed so the user 

can see the games. All game servers are then pinged so the latency can be measured and 

shown to the user. 
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Creating a public game server involves more steps then just calling the GetGame-

Serverservers() when browsing game servers. First the AddGame-

ServerServer() is called (Figure 5.10), this will register the game at the master 

server. If any changes are made the AddGameServerServer() is called again and 

the game server will be updated on the master server. If the user hosting the public game 

server does nothing for a given period of time, a timeout will be raised and the Heart-

beat() method will be called to notify the master server that the game server is still 

alive. If the Heartbeat() is successful everything is fine, but if it fails it means that 

the game is missing from the master server, maybe the master server restarted, the first 

AddGameServerServer() failed or something else failed. This will make the game 

server run the AddGameServerServer() again. When the host starts the game or 

closes the game server, the game server is removed from the master server by calling 

RemoveGameServer(). 
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6 Results 
The results of this project is a functional version of the Superfighters Deluxe application 

and the Mytho-Logic Interactive website. 

6.1 Results 
The finished website has a somewhat cleaner look than in the initial sketches, but the 

content on the home page is the same (see Figure 6.1). The login system, while functional 

according to our tests, has not been uploaded to the web server yet. The reason is that the 

game in its current state does not have the persistent features that requires an account. 

Therefore we found it would be more attractive for anyone to be able to download the 

game without the often tedious step of creating an account and logging in, at least until 

enough levels and unlockable items have been implemented into the game. 

 

Figure 6.1 

Visitors can read a brief article about the game and download it as an executable installer. 

After the installation, the user can start the game via the launcher. The launcher attempts 

to connect to the web server and detect new updates. If all goes well, the update is down-

loaded and the game starts. If something goes wrong, a relevant error message is shown 

to give the user some idea of how to solve the issue. Once the game has loaded all its 

contents, the player can either host a multi-player game or join one. Figure 6.2 shows the 
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server list with only one public game available. To join a non-public game, the player can 

use the Connect to IP approach. 

 

Figure 6.2 

The lobby. Figure 6.3 shows a lobby with 7 players and one slot left open. As long as 

there are open slots, players can join. The game starts when the host of the game presses 

“Fight”. 

 

Figure 6.3 
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Since the release of the Superfighters Deluxe pre-alpha (on June 12, 2012 during the 

course of the project), we have received plenty of feedback, mostly through email, from 

users who have downloaded the game. Though people enjoy the game itself, there were 

errors specific to certain systems that prevented many people from playing the game. We 

set up a basic message board on the website to better collect information from our play-

ers. The automatic update system required the most post-launch work since people were 

experiencing errors that caused the launcher to freeze or quit. 

In other words, the first launcher fulfilled its purpose to download updates automatically, 

but it was not reliable. During our tests we constantly improved the launcher and changed 

the way it worked. A common problem we countered was with users whose Windows 

accounts had limited permissions to write or delete a file. We made sure to implement 

unique error messages to improve the feedback when something failed. For our final 

launcher we have also added a “Force Update” button which will force all files to match 

the server, no matter what (Figure 6.4). Pressing this button, however, will also reset any 

setting changed, such as resolution or custom key bindings for the game and delete any 

file not belonging to the game. Therefore a message box warns players about proceeding 

with this. If there is an update available, our final launcher gives the user two options, 

either to download the update or start the game without updating it.  

 

Figure 6.4 
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Among the small things we fixed in response to feedback from users was to play sound 

effects when someone enters or leaves a lobby, since many users would use other applica-

tions while waiting for opponents to join, and wanted more than visual feedback. 

6.2 Tests 
We needed a way to keep track of the amount of traffic on our web server. If, for in-

stance, many players are using the game server browser as well as hosting public games, 

messages are sent to and from the web server frequently. At a certain point, the number of 

requests on the web server will become too much and the server’s CPU will be unable to 

keep up, resulting in unacceptable delay for players. To prevent this from happening, we 

took two steps: 1) Performed a stress test to estimate how much traffic the web server 

supports. 2) Gathered statistics on how much traffic is actually being sent and stored it in 

our database. 

Early on in the project, we performed a stress test on the server with regards to the multi-

player game servers. We wanted to get an impression of how many users could be in 

communication with the web server before it started to work slowly. This would tell us at 

which point we would have to optimize our server code and/or upgrade to a more power-

ful web server, if Superfighters Deluxe should ever attract that many players. 

The test was done by writing an application that could invoke the web methods 

AddGameServer() and GetGameServers() repeatedly during a specified period of time, 

simulating how players host multi-player games and refresh the list looking for a game 

that they want to join, respectively. We estimated that in the real scenario,  the 

GetGameServers() method would be invoked about 4 times as often as AddGameServer() 

(since we know from experience that most players would rather jump into a game that has 

already been created than host their own), so we made an application to do exactly that. 

We designed the program to run for 10 minutes and call the Add and Get methods repeat-

edly at an incrementally increasing rate. Each “fake” game server added to the master 

server had a lifespan of roughly 60 seconds (the approximate average life time for a game 

server in a real-world scenario). We will go through the measured results of this test in 

the Statistics section. 

6.3 Statistics 
To store statistics relating to Superfighters Deluxe games, we created a database table 

called mylo_stats_sfdgames in our MySQL database. Whenever the AddGameServer() 

and GetGameServers() methods are invoked on the server, these calls are counted. Every 

hour a method on the server is run that inserts the numbers into the database table and 

resets the counters. This shows us how many Adds and Gets were made during a particu-

lar hour. In combination with the results of the stress test, this showed us when the num-

ber of method calls are such that we need to take measures like optimizing or upgrading 

the web server. 

We will go through the results of the stress test. Figure 6.5 shows how the number of 

existing game servers grew over the course of the experiment. 
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Figure 6.5 

Figure 6.6 shows how the response time for each method call grew as the traffic became 

more dense.  

 

Figure 6.6 

In Figure 6.7, the X-axis represents the number of game servers, while the Y-axis still 

shows the response time for each method call.  
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Figure 6.7 

These graphs do not cover the point at which the curve shoots up abruptly, which would 

indicate at what amount of traffic we would need to equip our server to better accommo-

date all players. However, the graph shows that the time per call stays under 0,6 ms even 

when the server is bombarded by 480 calls per second while at over 5000 active game 

servers, making the server busy for 480 * 0,6 ms each second ~ 300 ms each second 

(busy 30 % of the time). Our server can handle over 500 calls per second without prob-

lem. 

However, how accurate was our estimation that for every AddGameServer() method call 

there would be four GetGameServers() method call?  

Since the game’s pre-alpha launch, we have stored statistics in our database about how 

many method calls were made each hour. Looking at our statistics over the ratio of 

AddGameServer() and GetGameServers() calls since the launch, on an average hour the 

ratio is closer to 1:10 than 1:4 as we had guessed. Since this means that there are fewer 

game servers, the average response time is in reality slightly shorter than the test indi-

cates. 
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7 Discussion and Future Work 

7.1 Discussion 
In the end, we achieved our goals of creating a game application with a well-functioning 

game server browser, a reliable automatic update system, and a dynamic website for 

Mytho-Logic Interactive with login-system. We have learned much about ASP.NET and 

the other technologies used, and gotten valuable experience of working in large projects. 

The problems we had with getting the automatic updater to work for all our users teaches 

us that we should have tested the game and the launcher on more computers with varying 

settings before releasing it to the public to identify those errors beforehand. 

ASP.NET is a powerful development tool which can allow you to create complex web-

sites with little effort. If you follow the Microsoft standards step by step, it is almost no 

work at all to get a functional website. If you move outside of the built-in functionality, 

i.e. by using a different database than SQL Server however, things become much more 

complicated. The more you need to customize your ASP.NET website, the more cumber-

some it becomes. If you want almost all aspects of your web application to be some sort 

of customized solution, ASP.NET may not be an ideal choice. Our heavily customized 

account system meant that the ASP.NET was something we initially had to wrestle with, 

since much of the code was hidden from us. Nonetheless, we found the login and registra-

tion controls useful, despite only using a small portion of their functionality, preferring to 

write our own methods for sending activation emails and so on. We found web services to 

be very convenient and easy to use.  

In conclusion, we would recommend ASP.NET in projects similar to this, but developers 

should be aware of the complications when mixing different technologies with ASP.NET, 

and find out what workarounds are available (such as the ASP.NET connector for 

MySQL). Of course, we cannot know for sure how different our experience would have 

been had we used PHP instead.  

When it comes to the update launcher many approaches can be taken. A fully automatic 

updater which only shows a progress bar for the user, or a more complex one which gives 

the user the ability to actively select if he wants to update the software or not based on 

what has changed. The design and technique used will determine how the web server will 

handle the files and requests to download them (and any code-behind required). Having 
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problems later on or changing the design (like we did) will only mean extra work – espe-

cially when changing the design. 

The server stress test was encouraging since it proved that the server could handle 

amounts of traffic which it is doubtful if we will ever exceed. Literally tens of thousands 

of players would have to use the game server browser at the same time to generate the 

amount of traffic we had during our tests
1
, so we see no reason to worry about this in the 

foreseeable future. 

7.2 Future Work 
We intend to keep improving the game and hopefully expand its popularity. If the game 

should interest enough people we will consider selling it for a small sum. If so, we will 

expand the account system to keep track of what files user has paid for and start keeping 

an active backup of the database for emergencies. As payment service we will probably 

be using PayPal [16]. We will also continue to work on the website and finish it. There 

are also many free-to-play business models which might suit the game, but we will make 

no decision about monetization until the game reaches a higher standard of quality and 

popularity. 

We will continue to work on the update launcher and solve any new problems and even-

tually only allow authenticated users to download updates and access online features by 

implementing a login-system in the game client. This means we will have to use more 

encryption to protect files on our server. 

When we have come further with the game and its content we will implement a way for a 

user to store his progress and profile with his account information, allowing the player to 

install the game and continue playing with his old character on any computer. 

 

 

                                                      
1
 The approximation goes as follows: With about 500 calls/second, or 30000 calls/minute, and a 

ratio of 1:10 we have roughly 3000 AddGameServer() calls per minute. If each user makes 2-3 

searches (refresh the browser), that means that roughly 10 000 players are creating and searching 

every minute, thus tens of thousands of players. 
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