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I P V 6  I N  We O S  

INITIAL SUPPORT FOR IPV6 IN WESTERMO’S PRODUCTS 

ABSTRACT 

Westermo is a company that develops industrial standardized network equipment for 

harsh environments. Our task was to help the company prepare for future demands 

regarding IP communication. Westermo has customers and branches around the 

world, in order to meet market demands and competitor development IP version 6 

support is of great interest. 

Next generation of IP communication is IPv6 and to prepare for the future and present 

market demands IPv6 support is needed in Westermo´s products. This thesis 

assignment is meant to investigate and give a proof of concept solution for basic IPv6 

support in Westermo Operating System (WeOS). 

The areas of interest this thesis involves are IP settings and routing support. IP 

settings include ability to activate IPv6, assigning address to interface and related 

tasks. Routing support imply creation of routes and default-gateway, that gives the 

switches basic IPv6 routing capabilities. Switches should be capable of sending IPv6 

router advertisement messages, and perform static IPv6 routing. 

Performing changes in IPv6 support means that modifications in the Command Line 

Interface (CLI)-context are necessary, in order to make configuration user-friendly. 

Therefore a proposed extension of the CLI-syntax is required. Implementations of the 

proposed CLI-syntax are done into Westermo´s main operating system WeOS. 

Our work has fulfilled the general expectations and placed a foundation for IPv6 

support. Through proof of concept tests and implementations, WeOS is close to reach 

and meet the primary functionality with IPv6.   
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1 INTRODUCTION 

     

1.1 BACKGROUND 

1.1.1 PROBLEM FORMULATION 

Westermo have customers and branches around the world, and in order to meet market 

demands and competitor development IPv6 support is of great interest. Next generation of IP 

communication is IPv6 and to prepare for the future and present market demands IPv6 

support is needed in Westermo´s products. This thesis assignment is meant to investigate and 

give a proof of concept solution for basic IPv6 support in WeOS. 

Several areas are of significance, IP settings and routing support. IP settings include ability to 

activate IPv6, assigning address to interface and related tasks. Routing means creation of 

routes and default-gateways giving switches a basic form of IPv6 routing capability. It is also 

of interest that switches are capable of sending IPv6 router advertisements messages, and 

perform static IPv6 routing. 

 

1.1.2 THESIS SPECIFICATIONS 

The goals and problems that are of interest in this thesis are: 

1. Determine the current level of IPv6 functionality in WeOS 

 

2. Demonstrate a proof of concept for basic IPv6 functionality in WeOS 

a. Management – It is of great importance to access the switch via SSH, 

HTTP/HTTPS and SNMP using an IPv6 connection. Therefore the existing WeOS 

release should be tested with respect to IPv6 support, and system modifications to 

enable these IPv6 tests should be implemented if necessary. 

b. Routing – It is desirable to reach a basic set of router functions, sending 

advertisements, static routing using IPv6.  

c. CLI – In order to make the new extensions user-friendly and clear, suggestions on 

syntax for adding IPv6 support in the CLI should to be presented to Westermo, at 

least regarding the basic interface IPv6 settings. 

d. CLI – Implementations for the suggested syntax into the CLI C-code of WeOS. 

This step includes investigation of the current CLI structure in order to perform 

these extensions. 

 

3. Give a presentation about IPv6 to employees at Westermo, in this way increase the 

interest and knowledge. Presentation covering the basic concepts of IPv6 and how it is 

different from the current IPv4 technology. 

To prepare for his presentation some market research need to be preformed to get an 

accurate view of the market today. 
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1.1.3 WESTERMO TELEINDUSTRI AB  

Westermo was established 1975 in Stora Sundby Sweden, 135 km west of Stockholm. Since 

then Westermo has developed into a company with subsidiaries in several countries, for 

example England, Germany, France and partners in 30 countries around the world. The 

turnover for 2008 were approximately 26 million € and an annual production above 110 000 

units. Since 2007 Westermo is a part of the Beijer Electronics group [Westermo 1]. 

Today Westermo is known for developing robust industrial data communication equipment. 

Westermo’s products are capable of enduring tough and extreme environments with high 

demands in long-term reliability and quality. Westermo manufactures a wide range of 

products. Industrial Ethernet devices such as: switches, routers, serial adapters and gateways. 

Local access units: fiber optics, short haul modems, field buses and interface converters. 

Remote access products include: modems, GSM, GPRS, ISDN and DSL [Westermo 2].  

The business area includes several branches for example: 

 Control and monitoring of pump stations, pipelines and waste water tanks.  

 Traffic implementations such as remote access and network monitoring and control of 

traffic lights and tunnel systems.  

 Ethernet solutions for ships that gives controlling capabilities for systems onboard 

[Westermo 3].  

There are also military implementations with Ethernet devices that manages all on-board 

systems and crew interfaces. Redundant Ethernet systems for railways that control wayside 

signals interlock control and train detection [Westermo 4].    
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2 BACKGROUND THEORY 

 

2.1 COMPARISON BETWEEN IPV4 AND IPV6 

Internet protocol (IP) version 4 is the step stone for computer communications and the 

Internet today. The IPv4 address is made up of 32 bits and that gives around 4 billion unique 

IP addresses. 

Some of these address space is dedicated to specific purposes such as private addresses that 

can be used inside companies or home networks, multicast addresses, and some IP ranges are 

only used for research and testing. 

An address can be represented in several ways. For example, the address 192.168.105.15 is 

possible to write in different ways, but it still means the same. 

 Decimal 192.168.105.15   

 Hexadecimal C0.A8.69.F 

 Binary 11000000. 10101000. 01101001. 00001111 

 

The binary number system is what network equipment and computers use.  The processors 

can do fast lookups in tables and look into the IP packets to find the destination. 

One can describe the IP addressing in a simple way by looking at the normal postal service. 

By now everyone knows how to send a packet using the postal service; one needs a 

destination address and a source address. So the packet knows where it is going and who sent 

it, this is important when the recipients needs to send and reply (acknowledge) that the packet 

has been received. In the IP packets they are named the same, we have address fields named 

source and destination address and they are being populated with IP addresses. In the normal 

postal service´s arsenal there are a lot of extra services such as “express delivery” and 

“handle-with-care-protection” to make sure the packet gets where it is supposed to, in a safe 

or faster way than “normal” packets. Also this can be found in the IP addressing world. There 

are fields in the IP packet where QoS (Quality of Service) can be set to make sure the packet 

is handled with more care and made sure to reach the destination [Wikipedia1]. 

When talking about IP addressing it can be done in three different ways:  

 Unicast – Which is called “one-to-one” communication, which is exactly what we did 

in our postal example. There is one sender that sends to one recipient; in this case both 

of them need to know each other’s addresses to be able to do the sending. 

 Multicast – Usually called “one-to-many”, it is often more than one that listens to the 

same sender. It is difficult to find a matching example from the real world, but one 

could look at a morning newspaper. Only the addresses that have a subscription will 

get the paper even though that paper-boy passes every address in the street. But it is 

already predefined what addresses he needs to stop at, so that saved him time not 

having to stop at every address to look up and see if that address has a subscription or 

not. But everyone gets the “same news paper” from the same sender. Streets where 

there are no subscribers are taken out of delivery round. 
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 Broadcast (Ethernet) – Known as “one-to-all”, where the sender sends the packet to 

everyone no matter what address they have.  This often happens in the IP world when 

the sender does not know the MAC address to the recipient it wants to send to. So it 

sends out a so called ARP (Address Resolution Protocol) request message to everyone 

saying “hello, which has this address IP XXX.XXX.XXX.XXX” and it gets a reply 

back from the computer having that address. And the sender then can do a Unicast 

sending instead [Wikipedia 6]. 

2.1.1 PROBLEMS WITH IPV4 

Even though IPv4 gives approximately 4 billion addressed, we are running out of them. The 

IANA (Internet Assigned Numbers Authority) have announced that we are most likely to have 

used up all addressed by 2012 [Wikipedia 2]. 

Today and in the near future IP addresses are being used more than ever before; we put IP 

addresses on almost everything from cell phones to lamps in sports arenas. And there seem to 

be no end in sight; the technological development head towards more and more IP based 

communications. The relationship between the rising demand and the depletion of available 

IP addresses is obvious. The IP address shortage is also influenced by inefficient dividing and 

distribution of the address space, historically. IPv4 addresses have been categorized into three 

different classes. A, B and C each class has a fixed number of available addressed and 

networks. This model of dividing into classes has moved over to a classless approach with 

CIDR (Classless Inter-Domain Routing). But it still affects the already assigned classful (e.g. 

A, B, C etc.) addresses. 

 

Class: Numbers of 

networks: 

Numbers of 

addresses per 

network: 

Class A 128 16 777 214 

Class B 16 384 65 534 

Class C 2 097 152 254 

(Table 1) 

 

 

In the beginning of Internet there was really no thought about an upcoming address shortage, 

American universities and companies that needed addresses could be assigned a lot more than 

they really needed. If we take a look at an example that a company might have needed only 
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250 addresses, which would have been inside the scope of a class C network. They instead got 

a class B network just so “they had some extra” in case it was needed in the future [CBT 1]. 

All this have led to the present situation, where there is no acute address shortage in North 

America and Europe. These two continents were on the same technical level when the Internet 

was invented so they got the addresses they needed.  The problem today is mostly seen in 

Asia and Africa, continents that are about to catch up technically, that places them into 

situations where they also need a lot of IP addresses [CBT 2]. 

 

2.2 NETWORK ADDRESS TRANSLATION (NAT) 

To create a workaround for the address shortage a lot of different techniques have been 

invented over the years. The most well known and widely used today is NAT (Network 

Address Translation). NAT makes it possible to translate private addresses that do not work 

on the Internet to public addresses. This means that the addresses are changed on the unit 

(often a router) that handles the translations. From the “outside” it looks like all the packets 

are coming from this unit (the router) and thereby protecting the “inside” computers from 

being known on the Internet. This make it possible for a user or company to have thousands 

of addresses on the “inside” that share only a handful of real addresses on the “outside” 

thereby reducing the numbers of IP addresses needed to be bought. 

2.3 SIMPLE NETWORK MANAGEMENT PROTOCOL (SNMP) 

SNMP is a management tool for managing and monitor network devices. Components of 

SNMP are managers that manage and monitor the network devices. A software component 

called agent redirects the information it gathers from the device it resides on. This information 

is exposed as variables which are organized in hierarchies. Management information base 

(MIB) informs what structure the management data of a device subsystem has. MIBs contain 

object identifiers (OID) that sorts the namespace in a hierarchical manner. The OIDs represent 

a variable that can be set or read in SNMP. 

SNMP uses UDP and operates at the Application layer of the OSI model. The standard UDP 

port 161 is used by the agent to receive messages [Wikipedia 3]. 
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2.4 IP VERSION 6 

IPv6 has been under development since the 1990s so it is not a new protocol in that sense. The 

techniques mentioned in the previous part are partly the reason why the development and start 

of implementation are wide spread in time.    

The biggest noticeable change is the size of the address; IPv6 uses 128 bits instead of the 32 

bits in IPv4. This big extension gives us 2
128 

or 3.4 x 10
38

 unique IP addresses. If we write it 

in decimal format it looks like this: 340.282.366.920.938.463.463.374.607.431.768.211.456 

addresses.   

Like its predecessor there are some address spaces that have been reserved for specific 

functions such as multicast. Today there are around 6.6 billion people on this planet, so each 

person could get 5 x 10
28

 IPv6 addresses. Of course people today are saying “with this much 

addresses we never run out.” That is exactly the same that was said about IPv4 in the 1970’s 

and 1980’s. Only time will tell how long the IPv6 addresses will cover our needs. 

IPv6 addresses are presented a bit differently from IPv4, now it uses hexadecimal format 

instead of decimal. Each octet of 16 bits (8x16=128) is separated by colon (:). Ways to make 

the addresses more manageable have been built into the new standard, because of the long 

addresses. One method is to skip the leading 0s; the addresses can also be made even easier 

by skipping sequences of 0s by adding double colons (::). An example of an IPv6 address and 

the different ways to represent it is shown below [Stewart 1]:   

 2001:0050:0000:0000:0000:0ab4:1e2b:98aa 

 2001:0050::0ab4:1e2b:98aa 

 2001:50::ab4:1e2b:98aa 

 

2.4.1 ADDRESS TYPES 

When looking at IPv6 we still have three different addressing types just like IPv4.  

 Unicast – Same as IPv4, “one-to-one” communication.  

 

 Multicast – Is also the same as current address standard, “one-to-many”. 

 

  Anycast – This is an old technique that have been reintroduced in IPv6, it makes it 

possible to have the same address on multiple units. This is good for redundant 

connections and the possibility to load balance in a new way.  

 

Broadcast have been taken away, this is related to problems in big switched networks there 

broadcasts affect network performance.  
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Since IPv6 offers this massive amount of addresses the creators have divided addresses up 

into different class types. They also made it so every interface will be equipped with more 

than one address.   

 

 Link-Local addresses – This address are the biggest difference from IPv4. They are 

automatically generated based on the MAC address of that interface, on LANs such as 

Ethernet. What makes Link-Local addresses identifiable are that they always start with 

FE80, followed by 54 bits of zeros. The last 64 bits are made up by the MAC address 

which has been split in the middle where FFFE have been added (Interface Identifier). 

This way the unit always has an address that can be used to communicate on the same 

link (LAN segment). And can therefore send requests to obtain a DHCPv6 address or 

a route to get to the Internet. 

 

 
(Picture 1-“Link-Local address structure.”) 

 

 Unique-Local addresses – Was previously known as Site-local addresses. These types 

of addresses are made to give a similar view of building private networks in IPv6; like 

technicians are used to build private networks in IPv4 (see section 2.2). This makes it 

possible for a company to have a scope of addresses that are unique only within the 

company and therefore cannot be sent on the normal Internet. All Unique-Local 

addresses start with FD00::/8 (Site-local starts with fec0::) after that there is a field for 

the company’s unique prefix. Then there is a subnet prefix field that gives the 

companies the possibility to divide their network into smaller parts. Last but not least 

we have the interface ID field that is used to make a unique address for that interface 

[Stewart 2]. 

 

 
(Picture 2-“Unique-Local address structure.”) 

 

 Global Addresses – This is the addresses that can be routed on the Internet hence 

called global addresses. According to RFC 3587 that defines IPv6 Global addresses, 
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the first three bits must be set to 001 which corresponds to all Global addresses that 

starts with 200x::/3 [RFC 2374]. Global addresses can be obtained either by stateless 

auto-configuration or DHCPv6.  

 

The American (IANA) have been giving address ranges that start with 2001::/16 to 

give out. The European (RIPE) has 2003::/18 range to give out for companies and 

ISPs [ripe].  

 

2.4.2 IPV6 MULTICAST ADDRESSES 

A multicast address separates a group of interfaces in for example a large corporate LAN. 

Traffic sent to the group is forwarded to all interfaces that reside in the target group. These 

interfaces can belong to several groups at the same time. Each interface must handle different 

multicast addresses, all-nodes multicast, the solicited-nodes multicast and other group 

addresses to which the node belongs. Routers should also be able to communicate with the 

all-routers multicast address. 

The all-nodes multicast addresses are defined as: FF01::1 interface local and FF02::1 is link-

local. Solicited-node multicast addresses are similar to the Address Resolution Protocol 

(ARP) in IPv4. Solicited-node multicast addresses are used for neighborsolicitation messages, 

on a local link to determine the layer-2 address for connected devices. The address is formed 

by starting with the prefix FF02::1:FF00:/104 and appending the last 24 bits of the 

corresponding unicast or anycast address of the device. 

Further, routers should respond to the all-routers multicast addresses: FF01::2 interface local 

address, FF02::2 link-local address and FF05::2 that is site-local. To support dynamic IPv6 

routing the routers will join groups that are associated with the protocol in focus [Stewart 1].  

Replacing IGMP Snooping from IPv4 Multicast is MLD Snooping, the ability for the switch 

to listen to the join and leave messages clients send to a multicast group. This makes for more 

efficient use of resources on the switch when it knows what ports are interested in what 

stream, and therefore can send it out to only the ports that have clients in that group [MLD]. 

In IPv6 multicast the Layer 2 MAC address is made up of the last four octets in the IPv6 

address. They are merged in with 33:33:00:00:00:00 that is the multicast MAC, so for 

example the IPv6 address: FF02:DEAD:BEEF::1:3 would give the MAC 33:33:00:01:00:03 

[Wikipedia 5]. 

2.4.3 NEIGHBOR DISCOVERY PROTOCOL (NDP) 

In IPv4 ARP was used to get addresses using broadcast. Now ARP has been replaced by NDP 

(Neighbor Discovery Protocol) that works using ICMPv6 packets over multicast [NDP1].  It 

provides the same functionality as ARP did, and has a lot more functionality added.  

In short it is the ability to find available routers and maintaining all the information about the 

paths to other active neighbor nodes. 
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2.4.4 TRANSITION TO NEW STANDARD 

2.4.4.1 IPv6-to-IPv4 and IPv4-to-IPv6 Tunneling 

To make a less painful and noticeable transition over to IPv6 a number of techniques has been 

invented. Tunnelling, as mentioned before can be used to transfer traffic over the Internet 

unnoticeable for the sender and receiver. When talking about tunnels and IPv6 there is two 

different ones, IPv6-to-IPv4 and IPv4-to-IPv6, with makes it possible for a company to have 

IPv6 in their internal networks and link them together using an IPv4 Internet [Stewart 3]. 

 

2.4.4.2 Dual stack 

One other technique is called Dual stack, and it means you have both an IPv4 and IPv6 

address on the same interface/unit. So the company can have a mix of both IPv4 and IPv6 

clients in the same network that uses the same router [Stewart 3]. 

2.4.4.3 NAT-PT 

The last technique is a translation; like the name applies it is used to translate from one 

address version to the other. NAT-PT (NAT Protocol Translation) which is based on the 

current NAT techniques, translates from an IPv6 network to an IPv4 network or vice versa 

[Stewart 3]. A likely example of this would be if an ISP starts to give out an IPv6 address to 

the customers just like today. And then the customers have to use NAT-PT at their routers and 

keep on using IPv4 addresses inside their network. In some cases this might be the only 

choice to keep on using outdated equipment that lack IPv6 support such as gaming consoles 

(xbox360, Playstation 3) or older versions of operation systems but still use an IPv6 Internet 

connection [NAT-PT]. 

2.4.5 CURRENT SPREAD IN SWEDEN 

It is hard to really get a clear picture on how widely used IPv6 is in Sweden at this moment.  

We know there has been 92 IPv6 blocks handed out in Sweden so far [ipv6actnow]. This is 

more than both Norway and Finland together.  SUNET (Swedish University Computer 

Network) use and have support for IPv6 in their core network. 

 We have done a small research amongst the biggest Swedish ISPs. What we asked was if 

they have IPv6 today or if they plan to start provide it to private customers any time soon. The 

ISPs we talked to was Telia, Tele2 and Bredbandsbolaget, we only got to talk to the normal 

phone support which showed us that there is a big lack of knowledge about IPv6 in the 

business today. None of the companies in question had any plan on starting to sell it anytime 

soon.    

”Den största anledningen till detta är att de IPv4 range vi har idag täcker våra behov.” 

Andrei Jorda Bredbandsbolaget, Teknisksupport. 

”The biggest reason to this is that the Ipv4 ranges we have today are more than enough for 

our demands.”   Andrei Jorda Bredbandsbolaget, Teknisksupport. 
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2.4.6 CERTIFICATION OF NETWORK DEVICES 

Today it is possible to certify network equipment for IPv6 through the IPv6 logo program 

[ipv6ready]. It is an international testing program with the intention to increase the use of 

IPv6 and verify functionality. This is done by performing tests that are developed by the 

organisation.  

The organisation has developed different phases: one (silver), two (gold) and three (under 

development). Phase-1 means the product support mandatory core protocols and can 

communicate with other IPv6 devices. IPv6 specification, neighbordiscover, address auto-

configuration and ICMPv6. About 170 tests are done to prove the function. These tests can be 

found on their website www.ipv6ready.org/. 

Phase-2 is a further development; the devices need full support for IPv6. The difference 

between phase-2 and phase-3 appears to be IPsec today. For the gold certification the product 

must undergo 450 tests. Worth mentioning is that the IPv6 forum strongly encourages vendors 

to obtain the certification for phase-2. First then it can be proven to have optimum 

performance and compliance [ipv6ready].  

 

(Picture 3 – Certifications logos) 

 

 

2.4.7 WESTERMO OPERATING SYSTEM (WEOS) 

WeOS is the Westermo Operating System designed and developed by Westermo. It is 

Westermo’s primary software platform for all new switching and routing products. Today 

WeOS is being used in the RedFox, Wolverine and the new Lynx+ series. 

WeOS is currently based on Linux kernel 2.6, which gives WeOS stability and above all, 

compatibility between different network products. Using packets such as Busybox for base 

features helps keeping the size down. By using Linux as a base system it is relatively easy and 

cost efficient to add and extend functionality. 

WeOS is made to have a wide range of network services that is needed in a modern industrial 

network. Some of the key features are: 

 VLAN support and IGMP Snooping 

 VPN support and SNMP/v3 
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 Firewall  

 Static Routing and Dynamic Routing 

WeOS strongpoint is “Industrial Data Communications Made Easy”, it is configurable 

through a web GUI and a CLI either by SSH or via console port. Huge efforts have been made 

to make WeOS easy to use. 

The current goal is to keep WeOS up to date and adding new functionality at least two times a 

year [Westermo 6].   

 

(Picture 4 - WeOS) 
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3 METHODOLOGY 

The method used in this thesis is divided into three main areas. 

 Proof of concept – To try out the different techniques and concepts in question. 

Testing is done from the Linux shell of the Westermo products, or just using normal 

laptops running Linux and Windows. 

The test range from very basic settings to turning on IPv6 support in Linux, going 

through setting IPv6 address, trying static routing, all the way up to trying dynamic 

routing with OSPFv3. The Proof of concept tests are summarized in tables with the set 

of parameters required for each setting. 

 Suggestion on command-line interface (CLI) syntax – Based on the implementation 

tests the best syntax to use for IPv6 is considered.  The biggest focus was on WeOS´s 

current syntax, to make the new ones fit the present standards. Also some work was 

done looking into how other companies such as Cisco Systems and HP arrange their 

IPv6 syntax.   

 Implementation stage – Put the syntax into the WeOS code. This is a big stage that 

takes a lot of reading up on how the code is structured over different files and folders. 

To our disposal we have the software architect himself as well as the whole software 

department at Westermo in the best case scenario.    
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4 MARKET INVESTIGATION 

As part of this thesis a smaller form of market investigation was made. This was intended to 

gather some real cases where IPv6 has been demanded from costumers. Different methods 

were used in order to gather this information. Two interviews were held with persons with 

market insight. 

Arne Kloosterman is working as account manager at Westermo and he presented that there 

was a quite general demand for IPv6 among larger customers. He pinpointed one case; a large 

Australian telecommunication company that had an idea of building a new type of backbone 

with Multiprotocol Label Switching (MPLS) and IPv6. Westermo´s products would in this 

topology be placed in an access layer and not serve as type of backbone router. He also 

mentioned customers requesting similar technology in Europe (Netherlands and Austria).  

Demands he had seen is divided between the lighter form of IPv6 management and more full 

scale with routing support. 

Bo Jansson, product manager Westermo had more or less the same view of the current market 

request. He had also noticed an increased interest regarding IPv6. He could present a very 

interesting case where a German solar panel manufacturer wanted Westermo products 

(RedFox) with IPv6 support in their implementations. They build large solar panel parks 

placed out in open landscapes. In this case the demand for IPv6 would be graded as basic, 

static routing and management connectivity for example SSH.   

The Singapore division of Westermo was also interesting because of the general belief that 

Asia has more networks build with IPv6. Unfortunately the only information received was 

that they had noticed a large request, not presenting any real cases.     
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5 PROOF OF CONCEPT 

First point of order is to analyse what kind of support WeOS has for IPv6 in the present 

version. This is done by doing some initial testing.  

Tests are performed in the CLI and also the Linux shell of the WeOS on Westermo´s RedFox 

series routers/switches. The image version was WeOS 4.3.0-rc1.  

5.1 REDFOX TECHNICAL SPECIFICATION 

The following specification is relevant for the RedFox industrial routing switch, which we 

have performed our implementations and tests on. 

    

(Picture 5 - RedFox) 

The RedFox consist of several modules which gives the ability to customize the product after 

client demand. 

Power and CPU module: 

 2 x RJ-45 Ethernet 100BaseTX connectors Duplex full or half 

Data rate 10 Mbit/s or 100 Mbit/s 

 Console port for management using CLI 

 USB port for easy save and load system configuration 

 Redundant power supply and alarm function 

 Status LEDs 

Interface modules: 

 8 copper ports 

 Data rate 10 Mbit/s or 100 Mbit/s 

 Duplex full or half 

 PPP interface will be supported in the near future 
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SFP slots, F4G 

 4 x SFP slots supporting Ethernet 100/1000BaseFX/X 

 Each slot can hold one SFP transceiver for copper or fiber cable 

 Data rate 100 or 1000 Mbit/s 

Reference [Westermo 5] 

 

5.2 ENABLE IPV6 AND IPV6 STATIC ROUTING 

After studying the sysctl configuration of the Linux base system for WeOS, it was obvious 

that enabling the IPv6 part of the system was necessary.  

 This is done by the following command: sysctl -w net.ipv6.conf.all.disable_ipv6=0  

 In order to make it work as a IPv6 router we had to turn on IPv6 forwarding using:  

sysctl -w net.ipv6.conf.all.forwarding=1 

By changing these settings manually they are only valid until the system restarts [sysctl]. 

 

Feature Parameters WeOS file/system Configurable 

Enable IPv6 Enable /etc/sysctl.conf Yes,  or maybe have it set to  

  Disable   enable all the time. 

IPv6 Forwarding Enable /etc/sysctl.conf Yes 

  Disable     

 

5.2.1 SETTING IPV6 ADDRESS 

When these settings are turned on one can see that the Linux base system in WeOS gets IPv6 

addresses attached to the interfaces. 

After reading and testing in Linux it appeared that setting an IPv6 address in Linux should be 

done by the following command:  

ifconfig vlan1 fec0:23::1/64 

ifconfig is a program in Linux to display, add and remove IP address information. Vlan1 is 

the interface we wanted to add the address on. And finally the IPv6 address with the correct 

prefix length set. Information about this step where found at the following links [IPv6 4] 

[IPv6 5] [IPv6 1]. 

 

Feature Parameters WeOS file/system Configurable 

set IPv6 address interface system Yes 

  ipv6 address 

 

  

  prefix length     
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5.2.2 PING6 AND TRACEROUTE6 

WeOS lacked the support to be able to ping IPv6 addresses. Instead, in order to verify 

functionality two computers with IPv6 where configured. The operating systems we used 

were Windows Vista and Linux Kubuntu [IPv6 3]. In version 2.4.1 this feature was added. 

 

 

(Picture 6 – Basic test topology) 

First no pings was getting past and the normal troubleshooting with cables and rechecking all 

configurations but everything was as it should be. The solution was to go into the CLI and 

turn off IGMP snooping for that VLAN. It turned out that IGMP snooping interferes with the 

NeighborDiscovery Protocol (NDP) that uses ICMPv6 multicast to discover neighbours 

[ndp]. 

 

5.3 STATIC ROUTING 

Testing simple static IPv6 routing, the setup consists of two RedFox routers and the same two 

computers and OS.   

 

(Picture 7 – Routing topology) 

After some more research the syntax to set static routing in Linux was found. The command 

has this syntax:  

route -A inet6 add fec0:24::/64 gw fec0::12:2 dev vlan2 

The program route is what handles routing in Linux. The option flag –A inet6 is to tell route 

what routing instance it is supposed to use, in this case it is the IPv6 part of routing. The add 



 

24 

 

option simply adds a route to the list. The del option gives the opposite effect and removes it. 

After that comes fec0:24::/64 which is the destination network. The gw fec0::12:2 tells route 

to send all packets that is going to the destination network via this next hop gateway.  

It is important that the router knows how to reach this next hop address before this route is 

added. Finally dev vlan2 tells the router on what interface it should expect to find the next 

hop address and how to come to the destination network.  

When dealing with routing one has to consider the two-way communication, to remind 

oneself that if one route is added on one router to one network, there need to be a way for that 

other router to know how to get back to the first network. It is important to ensure that routes 

are added on each router until all know how to reach the other router´s networks.  

This test was also successful; the ping was able to go from one client at the left network over 

to the client on the right network and back. 

An extension of the previous topology was made to include three RedFox routers.   

 

(Picture 8 - Extended routing topology) 

The extension was made mainly to be able to test if routing would work in more than one 

router hop.  To set this up there was no more commands needed, just more of the ones that 

have been used before.  

This test was also successful. Both the ping and the ssh was possible from one client to the 

other going over the IPv6 network. This setup was also left to run over the weekend and 

verified that it was still working fine (The commands used to make the configuration see 

Appendix 2). 

Some problems we encountered during this test:  
P: Interface in shell shutdown/disappeared, making the entire manually added configuration to 

disappear.  

S: had to manually go into the WeOS CLI to set an IPv4 address to make the interface stay 

up. 

P: sometimes it was hard to get the router to respond to pings. 

S: from client, ping own interface address.  

P: The IGMP snooping/lack of MLD snooping blocking/disrupt the NDP.  

S: IGMP snooping had to be disabled on all VLANs that was going to be used for IPv6.       
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Feature Parameters WeOS file/system Configurable 

add route destination network system Yes 

  prefix length     

  next hope gateway     

  interface     

 

5.3.1 EXTENDED TEST, LARGE NETWORK INTEROPERABILITY   

To test the WeOS IPv6 implementation, according to a multi-vendor scenario. The 

opportunity to connect the RedFox devices to a large scale ISP backbone with support for 

IPv6 was available at our University (MDH). The topology (Appendix 1) consists of 24 

different networks which gives a good simulation for either an ISP-network or large corporate 

network [default]. 

Functions that were evaluated in this experiment include default routes, ping, traceroute and 

management (SSH). During this event we found out the syntax for IPv6 default routes, 

meaning you define where the router should forward packets destined outside local network. 

In IPv4 default routes are created with the syntax 0.0.0.0, with IPv6 there are greater options 

and differences. For example 2000::/3 can be used, it defines that all global addresses should 

be sent in one direction. 

It is also possible to use a different syntax, for example 0000::/0. They differ in that way that 

the last one attaches all addresses [default1]. 

 

5.4 SNMP 

The SNMP server being used in WeOS is NET-SNMP version 5.5. After examining the NET-

SNMP homepage it was clear that there was built in support for IPv6 [snmp1]. 

The daemon (snmpd) is preconfigured to start listening on UDP port 161 (standard SNMP 

port). To make the daemon start to listen to IPv6 traffic the option udp6:161 must be added 

(snmpd udp6:161). To make this change in WeOS the option had to be added into the file 

/trunk/vendors/Westermo/RedFox/finit.conf.  

line: service /sbin/snmpd udp6:161 -f -Lf /var/log/snmpd -c /etc/snmpd.conf -- SNMP 

daemon  

This change enabled all the new test firmware images created to have the SNMP daemon 

listening for IPv6 requests. The following changes were needed in the /etc/snmpd.conf file in 

order to for the daemon to know that it will handle SNMPv2c IPv6 requests as well [snmp2]. 

rocommunity6 public 

rwcommunity6 private ::1 

To verify SNMP functionality over IPv6, a simple communications test from a Linux client 

was made using the program snmpwalk.  
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snmpwalk –v2c –c public upd6:[fe80::207:7cff:fe82:19a7]:161 [snmp3] 

The options given tells it to use SNMP version 2c, use the community string public, and that 

it should use IPv6 UDP transport to contact the server (the address shown is the link-local 

address of one of the RedFox routers). This makes the router present all information from all 

SNMP MIBs supported [snmp4]. 

Feature Parameters WeOS file/system Configurable 

add IPv6 listening udp6:161 /etc/finit.conf Need to be set before firmware   

  

 

  image is built to not get  

      erased on reboot 

set readonly string rocommunity6 /etc/snmpd.conf Yes 

  "key string"   Yes 

  source network/address   Yes, if not supplied  all will   

      be allowed access 

set readwrite string rwcommunity6 /etc/snmpd.conf Yes 

  "key string"   Yes 

  source network/address   Yes, if not supplied  all will   

      be allowed access 
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5.5 RADVD 

Router Advertisement Daemon is the service that gives an IPv6 router the ability to send out 

stateless auto-configuration parameters to the clients (primarily the network prefix). This is an 

important feature for WeOS to support to reach IP READY status (See section 1.3.4). To 

conduct some small tests of this feature the software radvd version 1.6 is used. For reasons of 

simplicity the software was installed on an Ubuntu Linux laptop, to not having to compile it 

into the WeOS at this early stage.  

For this daemon to run, IPv6 forwarding needs to be enabled on the system.  

turn on:  sysctl -w net.ipv6.conf.all.forwarding=1 [radvd1] 

Thus, to make the RedFox behave as a host and use stateless auto-configuration IPv6 

forwarding was turned off. On the router, the configuration file in /etc/radvd.config 

determined what prefix will be advertised.   

The prefix being used is: 2001:0db8:0100:f101::/64. Stateless auto-configuration works 

similar to the link-local feature meaning it uses the clients MAC address to form a unique 

address for that interface.      

The tests were successful, the prefix was handed out as expected to and both the RedFox 

(configured as client) and another laptop using kubuntu got correct addresses [radvd2]. 

What could later be a problem or at least an issue was the time, it seemed to be very 

inconsistent. Sometimes it took less than 10 seconds to get an address, other times the units 

had not gotten any address even after one minute [radvd3]. 

 

Feature Parameters WeOS file/system Configurable 

start advertisement interface /etc/radvd.conf 

Yes, all need to be set to 

match 

  network prefix   

the VLAN it is going out on 

etc 

  enable     

  

disable  

 

and possibly 

  additional 

parameters to control 

the announcement 

interval, etc.     

 

  



 

28 

 

5.6 DYNAMIC ROUTING (OSPF) WITH IPV6 SUPPORT 

It is possible to add QUAGGA [Quagga1] OSPF6D quite easy as a module, giving the 

RedFox dynamic IPv6 routing capabilities (OSPFv3), feature that is needed in the full scope 

IPv6 compatibility. This test is set up to make a test implementation of the quagga ospf6d 

daemon. The tests was performed according to following topology:  

  

(Picture 9 – OSPFv3 routing topology) 

 

After making a new customized firmware image, containing this new module, a standard 

configuration file is needed in  /etc/ospf6d.conf to get the daemon running.  

ospf6d -d –f /etc/ospf6d.conf turns it on, with the option –d to make it a daemon, -f to specify 

the exact configuration file to use [Quagga1]. 

To manage, ospf6d telnet is used: telnet ::1 2606 this connects to localhost on port 2606. 

This puts us in the ospf6d> prompt. “Enable” is used to get into the privilege mode to be able 

to apply changes. Next step is “configure terminal”, refer to the configuration context.  From 

here there ospf6 routing process is started using router ospf6, now the networks or interfaces 

that are going to participate in ospf6  is added to the process. In this test the interface 

command was used instead of the network command [Quagga2]. 

interface vlan1 area 0.0.0.0  

interface vlan2 area 0.0.0.0  

When this is done on both routers ospf6 is ready for usage.  

To verify that the routers see each other and have formed a neighborrelationship the command 

show ipv6 ospf6 neighbor can be used. At first everything looked great a 

neighborrelationship was formed and the routing table was populated with the correct 

networks, even the clients were able to ping. But then strange problems appeared, the 

neighborrelationship disappeared between the routers and the whole ospf6 table was erased. 

After numerous attempts to fine tune the interface options such as hello-interval and dead-

intervals there was a solution to the problem, the dead-intervals had to be set to at least 10 

minutes. Then the disappearance of the neighborrelationship was gone.  
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How this would affect the failover times in a real production network is not yet clear. Since 

this was just a simple proof of concept test to see if OSPF routing with IPv6 was possible, 

continued testing is required to fully test all aspects of it (For full configuration, see Appendix 

3) [Quagga3]. 
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6          CLI SYNTAX PROPOSAL 

As part of the thesis, looking into the CLI in WeOS and try to make suggestions on how to 

add IPv6 syntax is of interest. One of the goals in the thesis is to look at the code that makes 

up the CLI and implement some own code to give it IPv6 commands. First important step is 

the syntax the way the command is build; it needs to match the existing syntax to make it 

more consistent. After studying the existing syntax for IPv4 and compare with similar 

vendors, different alternatives were presented. 

6.1 IPV6 ADDRESS SETTINGS 

This is where mode of operations is set. Either static or manually give the interface an IPv6 

address, to go into DHCP mode where the unit will get an IPv6 address from a DHCPv6 

server. There is also a mode to just enable it on the interface; this is to use the automatically 

generated link-local and stateless addresses. Finally, an option to disable IPv6 on interface is 

added. 

redfox:/config/#> 

redfox:/config/#>interface vlan1 

redfox:/config/iface-vlan1/#>inet6 static | dhcp | enable | disable 

redfox:/config/iface-vlan1/#>inet6 static 

Alternative 1  

redfox:/config/iface-vlan1/#>address [Ipv6 address] / [Prefix length] 

redfox:/config/iface-vlan1/#>no address [Ipv6 address] / [Prefix length] 

Here inet6 static enables the ability to write a address, this is how it works now. It is perhaps a 

little confusing, as it does not distinguish between IPv4 and IPv6 addresses. 

  

Alternative 2  

redfox:/config/iface-vlan1/#>address6 [Ipv6 address] / [Prefix length] 

redfox:/config/iface-vlan1/#>no address6 [Ipv6 address] / [Prefix length] 

To make it a little clearer that it is an IPv6 address being set, a 6 is appended to the address 

keyword to make a distinction between IPv4 and IPv6.  

Alternative 3  

redfox:/config/iface-vlan1/#>inet6 

redfox:/config/iface-vlan1/inet6#>inet6 static 
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redfox:/config/iface-vlan1/inet6#>address [Ipv6 address] / [Prefix length] 

redfox:/config/iface-vlan1/inet6#>no address [Ipv6 address] / [Prefix length] 

Here an inet6 prompt to make it clear for the user that Ipv6 sub-context has been entered, 

after that inet6 static is entered to specify that a static address will be added.  

redfox:/config/iface-vlan1/#>inet6 dhcp 

For future development, enables the DHCPv6 client for the interface  

redfox:/config/iface-vlan1/#>inet6 enable 

This enables IPv6 on the interface, only using the link-local and the stateless auto-

configuration. 

redfox:/config/iface-vlan1/#>inet6 disable 

Command disables IPv6 on the interface. 

After discussing the three alternatives with both Joachim and J-O it was decided that 

alternative number three was the most desirable and the one we should continue our 

implementations with.     

6.2 GENERAL IPV6 SETTINGS 

The DNS server setting still uses the same syntax as today to add IPv6 DNS servers 

[Wikipedia 8]. 

 

Alternative 1  

redfox:/config/#>ip 

redfox:/config/ip#>default-gateway6 [Ipv6 address] 

redfox:/config/ip#>no default-gateway6 [Ipv6 address] 

redfox:/config/ip#>forwarding6 

redfox:/config/ip#>no forwarding6 

redfox:/config/ip#>route6 [Destination Ipv6 network] / [Prefix length] [next hop Ipv6 

address] [interface] 

redfox:/config/ip#>no route6 [Destination Ipv6 network] / [Prefix length] [next hop Ipv6 

address] [interface] 

redfox:/config/ip#>no route6 
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This is using the current ip prompt, just adds a 6 to all the current syntax to make them into 

IPv6.  

Alternative 2 

redfox:/config/#>ipv6 

redfox:/config/ipv6#>default-gateway [Ipv6 address] 

redfox:/config/ipv6#>no default-gateway [Ipv6 address] 

redfox:/config/ipv6#>forwarding 

redfox:/config/ipv6#>no forwarding 

redfox:/config/ipv6#>route [Destination Ipv6 network] / [Prefix length] [next hop Ipv6 

address] [interface] 

redfox:/config/ipv6#>no route [Destination Ipv6 network] / [Prefix length] [next hop Ipv6 

address] [interface] 

redfox:/config/ipv6#>no route 

Here a new ipv6 prompt is created, after that the current syntax is used to make it easy for the 

user to remember the commands. 

Alternative 3  

redfox:/config/#> 

redfox:/config/#>ipv6 default-gateway [Ipv6 address] 

redfox:/config/#>no ipv6 default-gateway [Ipv6 address] 

redfox:/config/#>ipv6 forwarding 

redfox:/config/#>no ipv6 forwarding 

redfox:/config/#>ipv6 route [Destination Ipv6 network] / [Prefix length] [next hop Ipv6 

address] [interface] 

redfox:/config/#>no ipv6 route [Destination Ipv6 network] / [Prefix length] [next hop 

Ipv6 address] [interface] 

redfox:/config/#>no ipv6 route 

Getting the ip/ipv6 prompt away completely and just go directly from the config prompt. 

When handling IPv4 parameters the syntax will be ip [command], and when handling IPv6 

parameters the syntax will be ipv6 [command].   

This is how Cisco does it in their CLI; this appears to be a good way to do it. 
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No final agreement on what alternative to use was reached, but some form of mix between 

using alternative two and also allowing it to be used as in alternative three. 
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7 IMPLEMENTATION STAGE 

7.1 MAKING CUSTOMIZED IMAGES 

As mentioned in the early proof of concept tests, the setting was manually changed in sysctl 

and configurations files are reset after a reboot. So to make the settings permanent they had to 

be done before the firmware image was created.  

To achieve this all the WeOS files were checked out from the repository using Subversion 

[subv]. Subversion give the ability to checkin/out files from a repository centralised at the 

company. This gives the ability for a group for people to be working in the same project and 

still get the latest updated from all the other participants in the project. Once the files were on 

the local computer the changes could be applied to the files in question. First time this is 

being made one also has to download and install the correct “tool chain” to be able to build 

and compile the code into an image. The tool chains are needed to get the correct cross 

compilers to compile the code into the correct format to work on the Westermo hardware such 

as the RedFox routers.   

The files that was most important to apply changes to was 

../trunk/vendors/Westermo/common/sysctl.conf. 

Here the changes that is discussed in PoC 2.3.1 is set:  

original setting –> changes to setting 
net.ipv6.conf.all.disable_ipv6=1 -> net.ipv6.conf.all.disable_ipv6=0 

#net.ipv6.conf.all.forwarding=1 -> net.ipv6.conf.all.forwarding=1 

#net.ipv6.conf.all.router_solicitations=0 -> net.ipv6.conf.all.router_solicitations=4 

#net.ipv6.conf.all.router_solicitation_delay=1 -> net.ipv6.conf.all.router_solicitation_delay=1 

#net.ipv6.conf.all.router_solicitation_interval=4 -> 

net.ipv6.conf.all.router_solicitation_interval=4 

This makes IPv6 be turned on all the times in the new image that will be created. Only the 

first two changes have been discussed in the PoC, the rest have to do with NDP and also 

RADVD. 

To add ping6 and traceroute6 to the images, the menuconfig for busybox was used. By 

entering the command:  

make busybox-menuconfig 

The programs to be added was found under:  Network util, once the boxes for them were 

checked they are also a part of the new image.  

Also the default configuration file for the WeOS CLI was modified to have igmp snooping 

turned off to allow NDP to flow through unblocked ports. 

Finally when all changes is done the command:  

make RELEASE=6.10.0 clean all  
is entered to make a firmware image that will have the version 6.10.0. Since this work is done 

on IPv6 we decided to name all our customized firmware 6.X.0.      
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7.2 ADDING A THIRD PARTY PROGRAM TO WEOS 

After the proof of concept test for RADVD, it was clear this feature is something that is 

needed in WeOS. To add third party software info WeOS it is important to know what license 

apply for that software. In this case RADVD is free to use as long as it was not modified. A 

folder for the software must be created in trunk/packages/ for radvd it is /packages/radvd/. 

Inside this folder another folder named /downloads/ needs to be created to hold the packed 

(.tar.gz) file.  Also a file named LICENSE that holds the licensing information about the 

software need to be in the /packages/radvd/ folder. Next a so called Makefile needs to be 

created to unpack, configure and build the software.  

When all the above steps are taken the main Makefile in /trunk/packages/ needs to be edited to 

know this new added software is part of WeOS. The line: 

dir_$(CONFIG_PACKAGES_RADVD)  +=radvd  
tells the file that radvd is part of the whole build. A line also needs to be added in 

/trunk/config/condig.in:   

bool ‘radvd -  IPv6 Router Advertisement Daemon’ CONFIG_PACKAGES_RADVD 

this make radvd show up in the menuconfiguration command to be able to choose to have it 

in the build or not.   

Now when all above steps have been taken the third party software is completely integrated to 

the WeOS.  

All these steps were taken for radvd and it worked well, all the binaries and the config file 

was put in the right place in the firmware image. Only problem is that the binaries did not 

work on the RedFox router. Probably some cross compiling mismatches; it works fine on the 

Linux laptop. And it gives no fatal errors when compiling it. This was not exactly in our scope 

of the thesis so no more work will be put into making the radvd binaries work on the units.  
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7.3 PROGRAMMING WEOS CLI 

For this part of the thesis a new branch named IPV6 was created in the Westermo software 

repository. The WeOS CLI is spread over a lot of different files; they are sorted into folders 

based on what their purpose is. In the folder /trunk/westermo/cli/config/ all the files belonging 

to configuring things are stored. For this thesis work the file 

/trunk/westermo/cli/config/iface/iface.c needed to be examined. This file holds the front end 

of the configuration part for the iface prompt in CLI. This is what the user use, and give the 

user the ability to use “?” to find available commands.  

To follow the previously agreed syntax structure the command inet6 was defined in this file, 

with a short usage instruction. A lot of inspiration was taken from how vrrp, rip and ospf are 

being handled. These three commands had their own sublevel in the CLI, exactly what wants 

to be achieved with IPv6 as well. They hold the code and front end syntax in their own C-

files. When the user enters the inet6 command in CLI it calls a function that takes the user 

into the inet6 prompt. The code and syntax belonging to inet6 is put into a file named inet6.c. 

This file holds all the code to define our previously discussed syntax, complete with help 

context and the functions to call the underlying code.  

As mentioned earlier the code is divided into different parts according to what functionality it 

has. Here the coding starts to get complex, understanding how the steps go together.  

The next step to look into was the Application Programming Interface (API) file 

/trunk/westermo/lib/cfg/iface.c. The API is used to read and write from the database file. Now 

it got clear that our knowledge was limited, after examining the current code with the focus to 

see how inet (IPv4) was being handled. Not really knowing the correct way and where to 

define the API’s we copied the code from inet and modified it to be inet6 compatible [api1] 

[api2]. 

Next step to modify was the database file located at /westermo/include/cfg/private/iface.h. In 

the database code, structs was added to hold IPv6 information. Again looking how inet was 

being used some new structs for inet6 were created with bigger size to hold the 128bit 

addresses [int]. 

Going down another step to the ifaces_store.c that handles the saving the configuration to a 

file on the unit. Here both knowledge and time run out for us. To be able to go on further with 

this coding part, at least another week with a lot of help and explaining from the CLI creator 

Joachim is needed. With our current time table that was not achievable.          
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8 CONCLUSIONS AND RESULTS 

To sum up our work, we would like to start with saying that this thesis has been especially 

interesting and have contributed very much to widen our knowledge in computer science and 

the network field. 

When it comes to the technical and theoretical part we have performed pre-studies and tried to 

determine the needs for IPv6 in WeOS, and investigating the current support and what 

necessary extensions that are needed to be taken, in order to implement IPv6 support. After 

the first theoretical part a presentation was held for employees at Westermo. The reactions 

and feedback were very positive and increased our ambitions for the project. A simple market 

research was performed to retrieve some feedback on what functionality that is requested 

from customers.  

The proof of concept tests performed is aligned according to thesis specification in general. 

We have showed and implemented an essential form of IPv6 support that, according to us, is a 

good starting point for further development. The result is well functioning, but has not been 

integrated in the WeOS CLI, thus it is neither user-friendly nor will all the settings survive a 

reboot. 

Fundamental IPv6 support has proved to be well functional under our tests, such as assigning 

IPv6 address, management and for example ping6 and traceroute6. Furthermore, services such 

as static routing expanded our thesis specification with successfully implement dynamical 

routing with OSPFv3.    

In the project much effort was put into the CLI-context extension, progress was done but did 

not reach a completion. As part of this step, a proposal for the IPv6 CLI-context was created 

and presented. The progress is hopefully not in vain for the CLI-syntax, it leaves a solid 

ground for Westermo´s pursuit for an extended IPv6 CLI-context. 

We are fully satisfied with the overall progress that was made despite the little setback with 

CLI implementation. Westermo now have a better preparation and understanding for the next 

generation of IP communication. 

8.1 OVERVIEW OF RESULTS  

General:  

 IPv6    OK, enable IPv6 in Linux through sysctl etc. 

Management (supported by NET-SNMP): 

 SNMP  OK, updated to snmpd.conf 

 SSH  OK, supported by OpenSSH 

 Web  Not OK, solution, change webserver 

Tools: 

 Ping6  OK, enabled 
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 Traceroute6 OK, enabled 

IPv6 settings and services tested and verified functionality: 

 Interface OK 

 IPv6 forwarding OK 

 Static routes OK 

 OSPFv3 OK 

CLI syntax proposal: 

 Assembled and OK 

 Presented OK 

CLI implementation: 

 Optional part, started not completed 

Problems: 

 IGMP snooping needs to be disabled until MLD snooping is supported. 
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9 FUTURE WORK 

In order to achieve a fully IPv6 compatible operating system and possibly reach the IPv6 gold 

logo (see section 1.3.4) there are several areas that need attention.  After reviewing the 

functionality in WeOS 4.3.0 a proposed list of things that needs to be looked into for full scale 

IPv6 operating are presented [IPv6 2]. 

9.1 MANAGEMENT 

Being able to just manage the router using IPv6 was one of our goals for the thesis. Proof of 

functionality is presented in the PoC tests but some work remains to make it work optimal in 

WeOS.   

9.1.1 SNMP 

Simple Network Management Protocol – Communication with the SNMP daemon using IPv6 

is confirmed (see section 2.3.6). What needs to be added are MIBs for IPv6 and possible 

ICMPv6 to be able to read out and set values regarding IPv6. 

9.1.2 SSH 

Secure Shell – Is a protocol to create a secure channel between two devices. Most network 

devices support SSH to remotely login and administer the device. The SSH server in WeOS is 

set to accept connections on all addresses using port 22. Therefore both IPv4 and IPv6 were 

functional without us having to change any settings. 

9.1.3 WEB 

axTLS, the web server being uses in the WeOS is supposed to have IPv6 support. 

An option is available to “Enable IPV6” when using the make menuconfig command. But 

when this option is turned on the server is not able to compile. Some simple typing errors in 

the webserver code were found which was replaced with more proper code. This did get some 

of the errors fixed but it still did not go through a compiling. After a long time searching 

information no similar problem referring to these errors was found. There was no available 

information about anyone that has tried to run this web server with IPv6 enabled. After 

discussions with WeOS software architect Joachim, it was decided not to look more into this 

problem at the moment. This was due to plans to change webserver software in the near future 

[axtls]. 

9.1.4 SYSLOG (LOGGING) 

This gives the router the ability to send log messages to a remote server instead of saving 

them locally, on the unit itself. If running the router in an IPv6 only network then the ability 

to set the remote servers IPv6 addresses is needed.  
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9.2 SECURITY 

Still important, now when leaving IPv4 with NAT, firewalls and ways to protect the networks 

and units is even more important in some aspects. With IPv6 the philosophy is that all units 

on the Internet should have global addresses. Meaning they can be reached from everywhere 

with direct connection. This poses a security threat is the unit or networks are not protected 

properly.  

9.2.1 IPTABLES 

Iptables is a Linux based application to set up rules and chains to limit and control network 

traffic. Today the firewall function in WeOS only supports IPv4, The firewall in WeOS is 

primarily based on iptables, therefore making it necessary to add ip6tables to handle IPv6 

filtering [ipt1] [ipt2] [ipt3]. 

9.2.2 NAT 

With IPv6 the main idea is that NAT is no longer supposed to be used. It is said to be 

unwanted and unnecessary to run NAT when dealing with IPv6. Except in some cases where 

NAT-PT comes in handy. 

9.2.3 NAT-PT 

Definitely something that needs to be supported, from what was discussed during our 

presentation at Westermo R&D. It was clear that Westermo routers often are used together 

with legacy equipment, which means it is necessary to support IPv4 units being used even if 

the rest of the company network communicates over IPv6.   

9.2.4 VPN 

Still as important in IPv6 as in IPv4, the ability to set up site-to-site VPNs using IPv6 

addresses and similar services.  

9.3 ROUTING 

Dynamic routing is available in WeOS from version 4.3.0. Customers that have started to use 

this functionality will most likely want to keep using it even for IPv6. 

9.3.1 RIP 

When talking about IPv6 and routing with RIP, the RIP version being used is known as RIPng 

(RIP next generation). RIPng can be obtained using QUAGGA. Implementing RIPng seems 

to be of minor work, the command syntax is more or less identical to the current RIP version. 

9.3.2 OSPF 

Scalable to larger networks and more complex networks, OSPFv3 is the version that supports 

IPv6. OSPFv3 is also available through QUAGGA. As our POC testing showed, it is not 

complicated to get it running in WeOS. What needs more looking into is the neighbour dead 

time that in our test needed to be set to over 10 min to work properly.   
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9.3.3 BGP  

Not IPv6 specific but for real full support one might want to be able to have the Westermo 

products to peer with public AS. 

9.3.4 MPLS 

MPLS it is not really IPv6 related either. But the market research indicated an interest from 

countries such as Netherlands, Austria and Australia.  

9.3.5 VRRP 

A new version of VRRP (Virtual Router Redundancy Protocol) is under development that 

supports IPv6. 

 

9.4 OTHER FEATURES 

9.4.1 MULTICAST – MLD SNOOPING 

The ability for the switch to snoop the IPv6 MLD messages; make the distribution of 

multicast streams more efficient. The switch can dynamically learn what ports are interested 

in a stream and therefore only sending the data out to the switchports that requests it (see 

section 2.4.2). 

9.4.2 PPP INTERFACE 

WeOS will support PPP interfaces in the future, therefore IPv6 capabilities might be of 

interest. By estimate this will include PPPoE and perhaps also in 3G/4G connections. Also, 

techniques and protocols such as Serial connections, L2TP and PPTP VPNs are in 

development. 
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11 APPENDICES 

11.1 APPENDIX 1 EXTENDED ROUTING TOPOLOGY 
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11.2 APPENDIX 2 STATIC ROUTING CONFIGURATION 

R-A 

sysctl -w net.ipv6.conf.all.disable_ipv6=0 

sysctl -w net.ipv6.conf.all.forwarding=1 

ifconfig vlan1 fec0:23::1/64 

ifconfig vlan2 fec0::13:1/112 

route -A inet6 add fec0:24::/64 gw fec0::13:2 dev vlan2 

route -A inet6 add fec0::12:0/112 gw fec0::13:2 dev vlan2 

R-C 

sysctl -w net.ipv6.conf.all.disable_ipv6=0 

sysctl -w net.ipv6.conf.all.forwarding=1 

ifconfig vlan1 fec0::12:1/112 

ifconfig vlan2 fec0::13:2/112 

route -A inet6 add fec0:24::/64 gw fec0::12:2 dev vlan1 

route -A inet6 add fec0:23::/64 gw fec0::13:1 dev vlan2 

 

R-B 

sysctl -w net.ipv6.conf.all.disable_ipv6=0 

sysctl -w net.ipv6.conf.all.forwarding=1 

ifconfig vlan1 fec0:24::1/64 

ifconfig vlan2 fec0::12:1/112 

route -A inet6 add fec0:23::/64 gw fec0::12:1 dev vlan2 

route -A inet6 add fec0::13:0/112 gw fec0::12:1 dev vlan2 
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11.3 APPENDIX 3 DYNAMIC ROUTING CONFIGURATION 

!/etc # more ospf6d.config 

! 

! Zebra configuration saved from vty 

!   2030/05/31 17:18:46 

! 

hostname ospf6d 

password zebra 

log stdout 

! 

debug ospf6 lsa unknown 

! 

interface vlan1 

 ipv6 ospf6 cost 10 

 ipv6 ospf6 hello-interval 10 

 ipv6 ospf6 dead-interval 40 

 ipv6 ospf6 retransmit-interval 5 

 ipv6 ospf6 priority 10ah oki 

 ipv6 ospf6 transmit-delay 1 

 ipv6 ospf6 instance-id 0 

! 

interface vlan2 

 ipv6 ospf6 cost 10 

 ipv6 ospf6 hello-interval 2 

 ipv6 ospf6 dead-interval 1200 

 ipv6 ospf6 retransmit-interval 2 

 ipv6 ospf6 priority 10 

 ipv6 ospf6 transmit-delay 1 

 ipv6 ospf6 instance-id 0 

! 

router ospf6 

 router-id 0.0.0.5 

 interface vlan1 area 0.0.0.0 

 interface vlan2 area 0.0.0.0 

! 

line vty 

 


