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Abstract (Swedish) 
Sedan mitten av nittiotalet har ett antal problem och bekymmer funnits med dagens Internet Protocol 

version fyra som är det protokoll som körs över i stort sett hela internet. Det största problemet har varit 

att lagret med oanvända adresser har sjunkit med en gigantisk hastighet och många gånger har folk sagt 

att år y tar dessa slut. Detta är lite av en ”vargen kommer” historia men precis som i sagan kommer 

vargen att dyka upp förr eller senare. Det är i dagsläget få som tror att IPv4 adresserna kommer räcka 

hur länge som helst. Carl-Henrik Swanberg, VD för Ericsson sa vid en mässa att vid år 2020 kommer det 

troligen att finnas 50 miljarder mobila enheter uppkopplade mot Internet. Med tanke på att det i teorin 

finns ca 4 miljarder IPv4 adresser så är detta en omöjlig ekvation. Lösningen eller åtminstone en lösning 

är Internet Protocol version 6 vars standard spikades under mitten av 90-talet. Denna exjobbsrapport 

tar dels upp de problem som finns med version 4 och dess lösningar eller delvisa lösningar i version 6. 

Den tar även upp de möjligheter och fördelar som ligger i denna framtidslösning. De förändringar som 

bland annat finns med är den nya versionen av OSPF, utökningarna av BGP, kallad multiprotocol BGP 

men även helt nya protokoll som Neighbor discovery protocol (NDP). De senare kapitlen handlar om 

förberedelserna för IPv6 hos Mälarenergi Stadsnät samt den skarpa implementationen hos MDFnet som 

idag kör IPv6 i core samt kontorsnätet.  

Abstract (English)  
Since the 90ies a bunch of problems and flaws in the old Internet Protocol version four has occurred. 

The biggest problem is the extinction of addresses which will come soon, soon in the matter of the 

classic “wolf is coming” matter, but as in the fairy tale the wolf will finally come. When this will happen 

is unknown, but not many believes it won’t. Carl-Henrik Swanberg CEO for Ericsson once said that year 

2020 there will be 50 billion mobile units connected to internet. Considering there is maximum 4 billion 

addresses in IPv4 the needs for more addresses will be significant. The solution of this is the version six 

of Internet Protocol released in middle of the 90ies. This thesis mentions a lot of the problems with the 

old version and tries to make a good explanation of the benefits and possibilities that lies within the 

new. It also contains a larger amount of information on the protocols that lies within this, like new 

version of OSPF, the extensions of BGPv4 called multiprotocol BGP (MP-BGP) and new things like 

network discovery protocol (NDP). The later chapter is about the planning of an implementation at 

Mälarenergi City Network and the implementation at the internet service provider MDFnet which 

nowadays runs IPv6 in their core and office network.   

Keywords: IPv6, Routing, OSPFv3, MP-BGP, PacketFront, City networks, Internet service proviers  
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Introduction 
With only 10% of the IPv4 (internet protocol version four) addresses unassigned the need for something 

new is increasing every day. Of these 10% many are very small pieces like a C-network (/24), that aren’t 

suitable for internet service providers (ISPs) or other companies that need much larger address space. 

One solution to this is the new version called IPv6 (internet protocol version six) and this thesis will show 

the possibilities and benefits of the new technology. The new and increased benefits of the larger 

address space are shown, which might really change some networks where the routing tables are 

growing too unwieldy levels. How will the routing protocol change, how difficult is the implementation, 

check below and you will see the answers. Open networks like Mälarenergi City Network with many 

operators are today having problems of subnetting and growing routing tables which make the 

administration hard and complicated, the IPv6 will change this and the thesis will show how. 

Related work 
Since the 1995 when the original standard was standardized there has been lots of work done to find a 

good way to make the transfer from IPv4 over to IPv6. This chapter only mentions a fraction of all that 

has been done but shows at least a gleaning of what has been done.  

NORDUNET 

Nordic infrastructure for research and education (NORDUNET) has developed and are currently 

operating the 5 Nordic research networks 10GB/40GB backbones. This backbone network is 100% dual 

stack, which means it runs both IPv4 and IPv6 at the same time
1
. NORDUNET also operates the Swedish 

university computer network (SUNET) which connects all universities in Sweden and they are also 

running dual stack between all these sites[1]. 

Cisco systems 

Cisco systems is one of the biggest network companies in the world and number 218 on the Fortune 500 

list is of course doing a gigantic work about the development in IPv6[2]. Since June 2000 Cisco has 

worked in a three phase roadmap and in May 2001 they release their first software that supported IPv6. 

Many of Cisco’s routers can even handle IPv6 in there specialized hardware ASICs which speeds up the 

handling and minimize delay. The development section has help IETF with many of their specifications, 

both on the core of IPv6 and other protocols like MP-BGP[3], ICMPv6[4].    
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Juniper Networks[5] 

The large manufacturer of network equipment Juniper Networks does support IPv6 in all there 

equipments that runs their own operating system called JUNOS today. Juniper does even see it as a non 

option feature today. Almost all routing functionality that exists in IPv4 also works in IPv6 with smaller 

exception of some MPLS functionality like LDP and RSVP[5]. Other features that are limited are some 

firewall features that can’t work with some of the header extensions[5]. 

Department of Defense and US-Navy IPv6 transition office (NITPO) 

Since the Department of Defense (DOD) established a goal that all military networks would transfer to 

IPv6 the US navy started a research facility at their SPAWAR in San Diego[6]. This facility has 

responsibility to develop a transition strategy for the transfer to IPv6 and have been testing IPv6 over 

the defensive research and engineering network (DREN) for multiple years[7]. DoD has even announced 

a deadline that every military network in the US will be converted by 2012[8]. 

.SE The Internet Infrastructure Foundation 

The Internet Infrastructure Foundation is responsible for the top-level domain in Sweden and provides 

technical operations for the same[9]. The foundation also has a responsibility to encourage a positive 

development of internet technology in Sweden. Due to this responsibility .SE has set up a goal that IPv6 

will be a natural part of the internet in Sweden during 2010. To help contrive this achievement .SE has 

released a group of articles about the usage of IPv6 in Sweden, but also informational rapports about 

the subject.  

Department of information, Chinese University of Hong Kong 

There was a scientific test made by a group at the Chinese University of Hong Kong that tested the 

performance issues of dual stack networks [10]. They found that the round trip time (RTT) was actually 

lower for IPv6 (272.78ms) then IPv4 (403ms). The throughput for file transfers using wget and wget6 

was better for IPv6 (107,75KB/sec) then IPv4 (77.88KB/sec). Since the test was conducted on 2014 

different dual-stack sites on the internet there are bunches of uncertainness about the result. However 

the test shows that IPv6 aren’t slowing things down.    

Killer applications or why using IPv6 and what’s the catch  
One of the main things that slows down the rollout of IPv6 on the big scale is the needs, many 

companies doesn’t see any killer applications or ”must have” when discussing IPv6. This doesn’t mean 

that IPv6 is a complete waste of energy. There are a bunch of business needs and there are also benefits 

to an implementation of IPv6 and the things to think about are[11]: 

• Learning the technology:  

There is lots of knowledge that needs to be learned, which costs money and there can be costs 

to upgrade the network equipment. The software’s that are used must also be investigated, if 

the versions can handle IPv6 or if they need to be upgraded. However these investments can be 

made at the same time as a regular update or exchange when the older equipment/software 
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would be replaced anyway. The support of IPv6 should be vital when a purchase of new 

equipment and or software is made. 

• Identify missing pieces: 

In the case of a migration to IPv6 all pieces of the IT-environment must be investigated. Things 

like hardware, software, management, routers, switches, security, computers and routines with 

more. However this is a golden opportunity to check all documentations and things like 

equipment lists. Does the company have 100% knowledge of their network or are there black 

holes that no one knows about, IPv6 can be an opportunity to analyses this.  

• Quickness 

Companies that are living on the technology edge often have benefits over their competitors, 

and IPv6 is the technology edge in computer networks today. This is especially true in some 

countries in Asia where IPv6 has almost reach standard. Can your company risk being behind 

your competitor or is it time for IPv6?  

• Take advantage of new features and other benefits such as the larger address space 

Companies that are growing, either by themselves or by purchase or maybe both, often reach 

the problems of renumbering there IP-plans. With the much larger address space in IPv6 there is 

a possibility to eliminate or at least minimize the problems of renumbering, which saves lots of 

administration work. Other administrational benefits are the elimination of network address 

translation (NAT) which can be a gigantic problem for some organizations. 

• Security 

There are of big importance for many companies to keep there it-infrastructure secure, 

especially for banks and other companies that handle lots of money. Although all security 

problems can be handle with the right knowledge and these types of companies needs to 

investigate this when merging to IPv6. Often it is better to know about the problem and handle 

it, rather than just sweep the problem under the carpet. 

Problems of IPv4 and IPv6 way to handle them 
In the beginning of the 90ies problems with IP version four (IPv4) started to emerge and the biggest of 

this was the extinction of free IPv4 addresses[12]. This problem was increased by the classes of 

addresses that made the addressing architecture non flexible. Some emergency patching like the 

classless inter-domain routing (CIDR) and things like network address translation (NAT) was made but 

aren’t a long term solution to the problem. Other problems that occurred were delay problems due to 

the many calculations that need to be made on an IPv4 packet, like security checksums, which must be 

calculated at each router hop.  

Classes of IPv4 addressing 

In the beginning of the 80ies when the original standard for IPv4 was standardized [13] there was a 

thought that there were gigantically amounts of addresses and that there should be delivered based on 

an amount of classes. Larger companies received the largest class called A which gave approximately 

16,7 million host-addresses. This amount of addresses was of course a gigantic waste and many where 
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unused and in reserve at these companies. Even a class B network which generates 65000 host-

addresses is not often needed. The classes and the range for these were and partly still are:  

Class Range Netmask Hosts/network 

A 0.0.0.0-127.255.255.255 255.0.0.0 or /8 ~16.7milion 

B 128.0.0.0-192.255.255.255 255.255.0.0 or /16 ~65000 

C 192.0.0.0-223.255.255.255 255.255.255.0 or /24 ~250 

D 224.0.0.0-239.255.255.255 - Reserved multicast 

E 240.0.0.0 255.255.255.255 - Reserved 

Classless inter-domain routing (CIDR) [14] [15] [16] 

Due to the problems with classes of network addresses where lots of addresses was wasted a removal 

of the classes was made in 1993[14] and the Classless inter-domain routing (CIDR) was standardized. 

This made it possible to split up all the classes to make networks that are much better suitable according 

to the number of hosts rather than the stiff classes that were used before. CIDR also implemented the 

notation of subnet masks using /network bits instead of the old method (ex 255.255.255.0 was written 

/24).  

Private addresses [17] [18] 

Other problems that occurred with the IPv4 were that many places used IP-addresses but didn’t have 

any connection to the internet. This can be the place on lots of networks like information TVs at airports, 

ships or cash dispenser at the supermarkets. This problem was solved in 1994 when the RFC1597[17] 

was released and three networks was assigned for these purpose called private addresses. The uses of 

these addresses are free and don’t need any registration to IANA or any other organization. However 

there is of great importance that these addresses aren’t routed on the internet and due to this many 

Internet service providers (ISPs) are using access control lists (ACLs) to make sure this doesn’t happened. 

The networks allocated and reserved for this are:  

Class Range 

A 10.0.0.0->10.255.255.255 

B 172.16.0.0->172.32.255.255 

C 192.168.0.0->192-168.255.255 
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Network address translation (NAT) 

Other problems that existed in the 90ies were that only a few computers on the network needed access 

to Internet at the same time[19]. Due to this a way to use only a few external public addresses and 

private addresses on the inside was made in the technology of network address translation (NAT). Using 

NAT is a way of translate an IP-address so the original private source is replace with a public address 

called one-to-one translation. However there is a possibility to go even further with the solution by 

using port address translation (PAT). PAT uses one public address which all the internal address are 

translated to. Instead of mapping the IP-address to each other, the ports to the internal address are 

mapped to the ports of the external address. In the cases a company has many computers but very few 

public addresses this is a usefully method.  

Benefits of NAT [19] 

• Address saving, some sites that before need a class-C or maybe even a class-B network can get 

access to the Internet by using only one public IP-address. 

• Security. Although NAT isn’t primarily a security method, the usage of PAT can improve the 

security since the internal IP-addresses are hidden.  

Problems and drawbacks of NAT[19] 

• NAT breaks IPs end-to-end connectivity.  

 

IP was original designed so the network equipment shouldn’t handle connections (layer 4-5) 

which is needed in the case of NAT routers. 

 

• The need to keep the state of the connection. 

 

Due to the need to keep the state of the connections can make fast rerouting more difficult and 

sometimes even impossible. In the case of route redundancy the both NAT-routers must have 

the same information about all connections which create overhead that burden both CPU and 

memory. 

• Loss of performance.  

Since the NAT-translations needs additional calculations to be done on all the packets and all the 

connection information must be kept, the NAT routers can suffer from noticeable loss of 

performances.  

• Inhibition of end-to-end security. 

Some security methods check the authentication of the IP header and since NAT changes the 

header this will fail. IPsec authentication header (AH) is one of the methods that has problem 

with this[12]. 

• Applications that can’t handle NAT.  
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Some application contains IP-address that is embedded in the data-field (payload) of the IP-

packets and these addresses are not translated. Other problems are application that other users 

need to connect to (listening ports), for example a file-sharing application that uses the torrent 

protocol. The need of listening ports can be solved by making specific port-forwardings for that 

protocol but aren’t usable in larger network due to administrational issues. 

• Address space collision. 

In the case of two different networks wants to merge which can happens due to reorganization 

or due to a purchase there can be a conflict. This problem emerge in both network use the same 

private address space. This problem can be solved by renumbering or by using a double NAT, 

both solutions are expensive and takes lots of administration time.  

• Ration of internal and external IP-address. 

The technology of NAT is only effective if the amount of internal (private) address is much larger 

than the amount of external addresses. One example of where this can be difficult is co-location 

networks or other networks that contains lots of servers. As an example all web servers needs to 

have one public address bound to port 80 which can’t be made if more than one web server is 

NATed to the same external IP.  

IPv6 solution of the IPv4 problems [20] 
During the process of writing the standard documents for the new IPv6 version lots of work was made to 

investigate the problems that existed in IPv4 and how this could be fixed in the new version. In this 

chapter a few of the solutions will be mentioned but far from all. 

Addressing by preferred representation [21] 

The new 128-bit IP-address quadruples the amount of bits used in the address which will hopefully be 

enough addresses for the future. Due to the increased length, the address is usually written in 

hexadecimal to minimize the length. To simplify the reading of the address is then divided into eight 

different parts of four hexadecimal characters each, with a colon between. Examples of IPv6 addresses 

are:  

Localhost  0000:0000:0000:0000:0000:0000:0000:0001 

 Global  2001:0B00:0C18:0000:0000:1234:AB34:0002  

Addressing by compressed representation [21] 

Addresses in IPv6 can be shorted by removing some of the leading zeroes and remove blocks of four 

zeroes by using the notation of ::. Although you can only use the :: operator at one place in the same 

address. The usage of compressed representation means that some of the addresses can be written in 

more than one way, but this aren’t a problem considering the computer inserts the missing zeros where 

they belongs. One example of this is the address  
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3FFE:0000:0000:0000:1010:2A2A:0000:0001 that can be shorted to 3FFE::1010:2A2A:0:1 or  

3FFE:0000:0000:0000:1010:2A2A::1 

Address types [22] 
In IP version 4 there is three different types of addresses, unicast, multicast and broadcast. The IP 

version 6 removed the broadcast type and introduced the anycast. The anycast was originally designed 

as an extension to IPv4[23] but hasn’t been implemented in big scale. One example where anycast is 

used in both IPv4 and IPv6 is the 6to4 tunneling technique.  

EUI-64 autoconfiguration [24] 

The host of a /64 network has the possibility of using the unique MAC-address (layer 2 ethernet address) 

to help assigning the IP-address automatically. The highest 64-bits are the unique address of the 

network and the lowest 64-bits is the address identifying the host. The hosts bits are created by 

inserting the 0xFF FE between the third and forth byte in the MAC-address. As an example of this the 

network 2001::/64 and the mac-address of 00-02-C7-EC-48-7A will get the address of 

2001::0002:C7FF:FEEC:487A [25] [26].  

Multicast [121] [22] 

Since the broadcast is removed in the IPv6 the usage of multicast will definitely increase. The whole 

range of FF00:/8 will be used for the assigned multicast range. Multicast address is divided into four 

different fields, where the first 8 bits is always 1 (FF) and the next 4bits are the flag bits that defines the 

scope of the multicast. The flags of 00102 (210) is link-local scope, 01012 (510) is site-local. The biggest 

scope is defined as Ehex (1110) which sends a global multicast. The scopes that are defined are[27]: 

• FF00:: Reserved. 

• FF01:: Interface local. 

• FF02:: Link-local. 

• FF05:: Site-local. 

• FF08:: Organization-local scope. 

• FF0E:: Global scope. 

 A few examples of well known multicast addresses are: 

• FF02::2 All routers on the same link. 

• FF02::4 All OSPF routers on the same link. 

• FF02::5 All designated OSPF routers on the same link. 

• FF02::1:2 All DHCP servers on the same site. 
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Unicast 

Unicast addresses are used for end to end connectivity or one-to-one communication, which is the most 

common way of communicating today. Unicast addresses are divided into the five different types which 

will be described below.  

Unspecified/loopback [22] 

::/128 is considered the unspecified address. This can be used as source address when the host doesn’t 

have an appropriated IP-address which can be the case when negotiating an IP-address by DHCP or NDP 

router discovery. 

::1/128 is the loopback interface, this one works the same way as the 127.0.0.1 in IPv4 which means it is 

a address to send a packet to the local network interface. 

Link-local (FE80::/10)[22] 

The link local address is assigned to the interface automatically as soon as the interface is connected to 

the network. The link-local is only used for that link or the same shared layer 2 network, most commonly 

an Ethernet network. Addresses in the link-local range must never being routed out to the internet and 

should be filtered out of any internet service provider (ISP). These addresses are built up by three 

different fields, the first 10 bits is FE80 the next 54bits is set to zero and the last 64bits is the EUI-64 

address that is unique for all interfaces. 

Site-local (FEC0::/10) (abandon) [28]  

The site-local address is the second unicast scope, and these ones can only be enable on a site. These 

addresses starts with the prefix FEC0::/10. However the site-local was abandon in 2005[28] for the 

benefits of unique-local addresses instead[28]. One of many reasons the site-local was dismissed was a 

discussion about the definition of a site. Site-local addresses had the limitation that they can’t be routed 

out to the internet and have the same properties as the private addresses in IPv4.  

Unique-local (FC00:: /7) [28] 

The RFC4193[28] abandons the site-local addresses in favor of the unique-local addresses (FC00::/7). 

These addresses have the same limitations and properties as the site-local and private addresses of IPv4. 

This means they are not being routable on the internet but can be used locally for equipment that 

doesn’t need internet connectivity, for example printers, intranet servers, switches etc.  

 Characteristics of a unique-local address: 

• Globally unique prefix. 

• Well-known prefix for easily filtering. 

• Allow sites to combine or merge without any address conflicts or renumbering. 

• ISP independent, and can be used without internet connectivity. 

• If accidently leaked out globally on the internet no conflict should occur.  
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• Applications can treat these addresses as global.  

The unique-local addresses are based on five different fields and the format of those is: 

• FC:: or FD:: (7 bits) 

The first seven bits identifies the address of being a unique-local address if it is FC or FD depends 

on the L-bit. 

• L-bit (1 bit) 

The L-bit set to 1 if the prefix is locally assigned. Set to zero is reserved for future use.  

• Global-ID (40 bits) 

The global-ID is a globally unique prefix that is created by a randomization function. The 

standardization document[28] is very specific that this field must be generated randomly 

instead of sequential. The algorithm for finding a random global-id is: 

1. Take the current time of the 64-bit value from NTP (network time protocol) 

2. Obtain a EUI-64 identifier from the network taken from a random host. 

3. Concatenate the time of the day with the EUI-64 to create a 128-bit value. 

4. Compute an SHA-1 digit of the 128-bit value to get a 160-bit key. 

5. Take the 160-bit key and use the least significant 40bit as global-id 

• Subnet-ID (16 bits) 

The subnet-ID is 16 bits used to separate the different subnets on the site. 

• Interface-ID (64 bits) 

The interface-ID is an ID that identifies the host on the subnet defined by the previous IDs, this 

will probably be created by the EUI-64 but there are no limitations in the RFC[28] of how this ID 

is chosen.  

To create a unique-local address merges all this IDs/fields together and you get the address of each 

network. The subnet field makes the subnetting a quite easy task and 16bits for subnetting is enough for 

most companies.  

Since the ID is generated by random there is a small risk that two networks get the same global-id and 

considering that the unique-local can’t be routed on the internet, this risk is considered a non existing 

problem. The RFC4193 describes the possibility of n-networks, where at least two have the same global-

ID as P=1-exp(-N^2/2^(L+1)) where N is the amount of networks and L is the length of the global-ID. This 
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means the possibility of two networks have the exact same id is 1.82*10^-12. If you merge 100000 

networks the risk of two networks having the same id is still less than 0.46%. 

Aggregatable global 

The aggregatable global is the addresses that have been assigned for the Internet, the ranges that has 

been assigned for this are:  

• 2001::/16 

• 2002::/16 (6to4) 

• 3FFE::/16 (Dismissed) 

According to the RFC 3177[29] an organization (leaf site) should be provided with at least a /48 network. 

The next 16bits are considered “site bits” and used for subnetting within the organization. The last 64-

bits are used for hosts that can be used by the EUI-64. The 2002::/16 is used for 6to4 tunneling which 

can be used for IPv6 access through a IPv4 network. The last network 3FFE::/16 was assigned as a test 

bench network called 6bone, however this test bench was dismissed in June 2006 due to the production 

rollout of IPv6 [30].  

IPv4 compatible 

There was a special range for IPv4 addresses on a IPv6 network assigned as ::/96. The thoughts was to 

attach an IPv4 address to an IPv6 address by the method of ::<IPv4 address> for example ::192.168.0.1. 

In RFC4291[22] the address was deprecated because other methods like 6to4 and have been considered 

better solutions[31].  

IPv4 mapped (FFFF:IPv4) [32] [33] [22] 

The IPv4 mapped addresses are used to address IPv4 nodes that can’t handle IPv6 addresses. The IPv4 

mapped address is built by 80bits of zeroes, 16bits of ones and 32bits which is the IPv4 address that the 

packet is destinated to. The reason of having these addresses is the possibility to develop pure IPv6 

applications in a dual stack environment without the needs to convert all IPv4 hosts.  

Anycast [23] [34] [35] [36] 

Anycast addresses were defined in 1993[23] to be used for redundancy and load balancing by using one 

to nearest communication, this can be useful when more than one server can deliver the same 

service[23]. Services like DNS, 6to4 relay and some HTTP-servers for instance search engines might have 

benefits of this. There has been discussions about creating an own prefix for the anycast addresses but 

these discussions have not approved this methods, instead a global unicast address is used for this 

purpose[34]. Global unicast addresses that are assigned to multiple interfaces at more than one node 

become an anycast address. Since the unicast addresses is used every address that is used for anycast, 

must be propagated on the global BGP routing table[36]. The announcement of hosts in BGP might 

generate a gigantic scaling problem in the case that many users want to announce anycast. Because of 

the scaling problems that are already affects BGP without the usage of anycast, the use of global anycast 
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addresses will be very limited. One of the most famous anycast address of today is the 6to4 relay 

address of 2002:c058:6301:: and 192.88.99.1 which is used to generate automatically 6to4 tunnels.  

IPv6 address allocations 
Since the allocation of globally unique IPv4 and IPv6 addresses are crucial there are a bunch of 

organization that are responsible to handle the assignment policies. It is important that there can’t be 

two users with the same IP-address on the Internet (anycast is a special case). The main responsibility 

lies at the organization “Internet assigned number authority” (IANA) but IANA has delegated this in a 

hierarchical way to a group of organizations.  

Internet registers (IR) 

The Internet registers are organizations that have got responsibility for the distribution of addresses by 

IANA or other higher organization due to their primal function and or territorial scope.  

Regional internet registers (RIR) 

RIRs are authorized by IANA to manage the IP-allocations of a larger geographical region. One of many 

demands IANA has on the RIRs is that they are a non profitable organization and only five organizations 

have passed all demands. The RIRs of today and there responsibility is[37]: 

• AfriNIC (Africa, portions of Indian ocean) 

• APNIC (Portion of Asia, portion of Oceania) 

• ARIN (Canada, most of Caribbean, and the USA) 

• LACNIC (Latin America and portions of the Caribbean) 

• RIPE NCC (Europe, middle east and central Asia) 

National internet registers (NIR) 

The NIRs primly allocates addresses to LIRs allocated at national level. Almost only used by the APNIC. 

Local internet registers (LIR) 

The LIR are assigning addresses to user of their own network, usually an internet service provider (ISPs) 

or other larger networks. In Sweden 290 different companies and or organizations have been approved 

and given the responsibility of being a LIR. 33 LIRs have applied for an IPv6 range but only 15 of these 

are announced globally by BGP[38].  

Allocation policies 

During the APNIC meeting in Taiwan 2001 the job of a global RIR policy for IPv6 was started with follow 

up discussions at RIPE and ARIN meetings in October 2001. The policy was approved in September 2002 

at the RIPE 43 meeting in Rhodos Greece[39].  
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Goals of the policy[40] 

IPv6-address should be a public resource, which is managed in the long-term interests of the Internet. 

These goals are competing to each other but all of them are relevant and should be used by common 

sense. 

• Uniqueness 

Every allocation of address space must be guaranteed to be unique worldwide.  

• Registration 

Every address space must be registered in a register accessible to the Internet community. This 

is required to be able to guarantee the uniqueness. This also simplifies the troubleshooting on 

all levels from RIRs to end user. The unique-local addresses are an exception to this goal. 

• Aggregation 

All address spaces that are being allocated should be distributed in a hierarchical matter so the 

address can be aggregated as much as possible. The reason for aggregation is to minimize the 

global routing table which is growing dramatically each year. Since the address space of IPv6 is 

significant larger then IPv4 this is even more important than before. Any fragmentation of 

address spaces should be avoided. 

• Conservation 

The address policies should avoid unnecessary waste of addresses. Every request should only be 

accepted if there exists a good documentation of the usage, so that it is certain that the 

addresses aren’t stockpiled.  

• Fairness 

All policies of the address space should apply fairy to all members of the Internet community 

regardless of their location, size, nationality or any other factors.  

• Minimized overhead  

The overhead that is associated with obtaining an address space should be minimized. This also 

includes the need to apply for additional space should be minimized.  

IPv6 Policy principles [41] 

• Address space is not a property.  

Ripe and the other RIRs believe in licensing the addresses for a certain time instead of selling 

them as a property. The RIRs should however automatically extends the period as long as the 

requesting organization is using it in “good faith”. The few reasons why it should not be 
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extended is if the organization is using it in “bad faith” which means not as indented or in an 

abusive matter.  

• Routability not guaranteed.  

There can’t be guaranteed that every address that is assigned can be routed at any time, 

however the RIRs must reduce the possibility of fragmented address space that can’t be routed.  

• Minimized allocation 

The RIRs will have a policy of a minimal allocation size of /32. This is the smallest network a LIR 

could get, but there can be situation when a LIR receives a larger one. There are no rules about 

the allocation from LIR to an ISP but at least /48 should be given. 

• Consideration of IPv4 infrastructure.  

If an existing organization wants to apply for IPv6 addresses for transition purposes, the amount 

of IPv4 customers could justify a larger subnet then if only the IPv6 infrastructure was 

considered.  

IPv6 provider independent (PI) assignment  

To qualify to be able to get a PI address space an organization must not be an LIR and prove that the 

IPv6 network will be multihomed. This address space will be assigned directly from the RIR or through a 

local LIR. These addresses must also be held within the organization and cannot be distributed further.  

IPv6 header 
There’s been lots of work to simplify the IPv6 header and a totally of six fields that existed in the v4 

header has been removed[42]. Considering the much larger addresses the size of the header has 

increased, but considering the lesser amount of fields the header is still quite small. The IPv6 header is 

40bytes long where 32 bytes is the address information (80%) which is good considering the IPv4 header 

is 20bytes where 8 is for addressing (40%).  

Fields in the IPv6 header [43] 

• Version 4 bits (is of course set to 0110 in IPv6) 

• Traffic class 1 byte 

Traffic class replaces the type of service field (ToS) in IPv4 and is used for quality of service (QoS) 

or other real time traffic that needs special treatment. Exactly how this field should be treated is 

described in the RFC2474[44]. 

• Flow label 20 bits (2,5 byte) 
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The flow label is used to identify packets that belong to the same flow which means that they 

can be treated in the same matter[45]and can be routed more quickly.  

• Payload length (2 bytes) 

The payload length specifies the amount of payload or data in the packet including the 

extensions header.  

• Next header (1 byte) 

In some cases there is more than one header in IPv6, if there is an extension header the type is 

listed here and if there is more than one header the type of the first is listed. Examples of types 

are 6 TCP, 51 authentication header and 89 for OSPF.  

• Hop limit (1 byte)  

Hop limit is the new version of the old TTL-field in IPv4. The big difference is that now the limit is 

defined in hops rather than seconds. When a router forwards the packet it decreases the hop-

limit by one. If the number is decreased to 0 the packet is dropped and an ICMP-error is sent 

back to the source address.   

• Source address (128 bit or 16 bytes) 

This field contains the IPv6 address of the sending part of the end-to-end connection. 

• Destination address (128 bit or 16 bytes) 

This field contains the IPv6 address of the end destination in the end-to-end connection. 

Protocols in IPv6 
Both IPv4 and IPv6 networks are depended on many other protocols for their usages, rather than just 

the core IP-protocol; this thesis has no possibility to mention all of them. Some of the most used are 

mentioned with a deep dive in some of them like OSPFv3, NDP and MP-BGP. 

DHCPv6 
DHCP is widely used in IPv4 for the configuration and distribution of IP-addresses, but considering the 

stateless auto configuration of IP-addresses in IPv6 the needs for DHCP is lesser. However there are still 

cases where DHCP is needed so the protocol will probably survive.  

The process of configuring IP-addresses by DHCP is called statefull configuration. O’Reily mentions a few 

cases where the stateless auto configuration is not sufficient enough[46]. These can be addressing 

schemes that can’t comply with the demands of the EUI-64 or you don’t want the MAC-addresses in the 

IP-address. DHCPv6 uses multicast at the address: 
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• FF02::1:2 (all DHCP agents on the same link) 

• FF05::1:3 (all DHCP servers of within a site) 

Two different UDP-ports are used, port 546 used as destination port for DHCP-relays and DHCP-clients. 

The second port is 547 which are used by the DHCP-clients to connect to a server.  

Internet Control Message Protocol version 6 (ICMPv6) [3][47][48] 
Internet control message protocol (ICMP) is used for reporting errors or sending informational messages 

about the network. ICMPv6 has grown comparatively to its predecessor and also being quite more 

useful. Nowadays the functionality of the Internet group management protocol (IGMP) and the address 

resolution protocol (ARP) is built into ICMP instead of being own protocols. There is mandatory for every 

node that supports IPv6 to also support ICMPv6. To send the messages or queries an extension header 

(protocol type 58) is used. 

Fields of the ICMPv6 extension header 

• Type (1 byte) 

The type field defines the type of the message and the format of the message body. 

• Code (1 byte) 

The code field depends on what the type field contains and specifies even more what the packet 

is about. One example the type 1 (destination unreachable) defines the reason of the 

unreachability in the code field, where code 0 means no route to destination, code 4 means port 

unreachable etc[49].  

• Checksum 

The checksum field is used to check the integrity of the ICMPv6 packet and contains a calculated 

hash-value. This value is calculated on the received packet and checked towards the value that 

stands in the field. If there is a mismatch between the calculated value and the value in the 

checksum field the packet is dropped. If the values are matching the packet is correct and 

accepted.  

• Message body  

The message body depends very much on the type and code field, however in the case of an 

error message the body will contain as much of the original packet that caused the problem as 

possible. The body should be so small that the minimum IPv6 MTU (1280bytes) aren’t exceeded.  

Message formats 

The Internet control message protocols are divided into two different classes, ICMP error messages and 

ICMP informational messages. Every message is coded in the type field where type-values lower than 

128 is error messages and values higher than 127 are informational. 
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The most common ICMPv6 error messages are:  

• Destination unreachable (type 1) 

• Packet to big (type 2) 

• Time exceeded (type 3) 

• Parameter problem (type 4) 

The most common ICMPv6 informational messages are:  

• Echo request (type 128) 

• Echo reply (type 129) 

ICMPv6 messages [50] 

Destination unreachable 

When a router can’t deliver an IP-datagram an ICMPv6 destination unreachable (type 1) packet is 

generated. As described already the code field will contain the reason. There are 7 different codes that 

are used.  

0. No route to destination 

The host or a router on the way failed to find any valid route that the packet could go.  

1. Communication with destination administratively prohibited.  

This message can be generated by for example a firewall to tell the sender that the firewall has blocked 

the packet.  

2. Beyond scope of source address.  

This is generated if the scope of the source and destination doesn’t match. One example is if the source 

is a link-local address and the destination is aggregately global.  

3. Address unreachable  

The destination address can’t be resolved to a layer 2 address or the destination address doesn’t send 

any acknowledgement to the packet.  

4. Port unreachable 

This is used if there is no listener on the port that is being addressed; one example is if a DNS request is 

sent to a host that doesn’t have any DNS-server installed.  
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5. Source address failed ingress or egress policy  

This is used if the packet is dropped due to ingress or egress policies. 

6. Rejected route to destination 

This code is used if the route to the destination is a reject route.  

Packet to big (type 2) 

Since fragmentation isn’t allowed in IPv6 the “packet to big” message is used if the incoming packet is 

bigger than the maximum transfer unit (MTU). The ICMP type 2 message that is being sent back contains 

the limiting MTU size so that the receiver can adjust the packet size to a better value. Note that it is the 

destination address that receives this packet not the before-hop router as it was in IPv4.  

Time exceeded (type 3) 

To avoid router loops in the network there is a hop-count field in the IPv6 header, this number is 

decreased ever time a packet is routed through a router. In the case of a 0 in this field the packet has 

probably get into an infinite route loop and to prevent problems, it is dropped. When a packet is 

dropped a time exceeded packet is sent back to the sender.  

There is also a second benefit of this field and that is the possibility to trace the path a packet takes by 

sending packets with hop-count 1 and then increase the number. This method will force every router to 

get a packet with a hop-count packet value of zero inside and due to this every router on the path will 

generate a time exceeded packet.  

ECHO request/ECHO reply (type 128,129) 

One of the most common tools for diagnostics is the use of ping (echo request). When an echo request 

is sent to a host, the host sends an echo reply (pong) back, to tell that the host is up and running. This is 

as useful in IPv6 as it has been in IPv4 but with the same limitations. The biggest problem with ping is 

that it only tells if the host is up, it doesn’t tell anything else. If the host is up and running but the web 

server application has crashed, the host will still send an echo reply. 

Neighbor discovery protocol (NDP) [51] [52] [53] 
Neighbor discovery protocol is used for routers and host operations for nodes that are assigned on the 

same Layer2-segment (link). NDP is a subset of ICMP and uses the same extension header[54]. This 

protocol redefines and simplifies a cluster of older protocol like ARP, RARP, and ICMP redirect. NDP can 

also being used for autoconfiguration of clients which might eliminate the need of DHCP.  

Features of NDP [55] 

• Router discovery  

• Prefix discovery 

• Parameter discovery 
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• Address auto configuration 

• Address resolution 

• Neighbor unreachability detection 

• Dublicate address detection 

• Redirection of routes 

Messages of NDP [55] 

• Router solicitation (RS) 

• Router advertisement (RA) 

• Neighbor solicitation(NS) 

• Neighbor advertisement (NA) 

• Redirect 

• Inverse neighbor solicitation (INS) 

• Inverse neighbor advertisement (INA) 

If a link-layer address (layer 2) (MAC) is unknown, IPv4-arp uses a layer-2 broadcast, but since broadcast 

is removed from IPv6 the usage of layer-2 broadcast should also be removed. Due to this the NDP uses 

multicast by using the link-local address instead. If the host doesn’t have an address it can use the IPv6 

unspecified address (::0) as source address.  

Router and prefix discovery 

Router discovery makes the way of finding a default gateway automatically. The host sends out a router 

solicitation (RS) message to the local-scope multicast address of FF02::1 and if there exist one or more 

routers those devices sent a router advertisement (RA) back. The router advertisement contains the 

requested information and everything that the host needs for a default route. In the case where more 

than one router sends an RA to the host a specific “default router select” algorithm is ran to determine 

which router should be use for default routes. The RA can also contain information to the host about 

network prefixes and other information that can be used for autoconfiguration. 

Address handling in NDP 

Neighbor solicitation(NS) and neighbor advertisement (NA) messages are used for several significant 

operations like: 

• Link-layer address resolution (replaces the old address resolution protocol ARP) 

• Duplicate address detection (DAD) 
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• Neighbor unreachability detection (NUD) 

When a host or node has needs to identify the link-address (MAC) it sends out a neighbor solicitation 

(NS) message that also contains its own link-address. The receiver then replies with a neighbor 

advertisement (NA) back containing the information that is needed.  

Duplicate address detection (DAD) 

When a unicast IPv6 address is assigned to an interface the node uses the duplicate address detection 

(DAD) to see if the address is already in use. The basic method to test this is done by sending an NS 

query to the address and see if any NA is sent back. If an NA is received the address can’t be assigned to 

the interface since its already in use. Since NDP is a non reliable protocol there is a small risk that the NS 

or NA is lost. The possibilities aren’t very big on a wired network, but the risk should not be ignored on a 

wireless or mobile network.  

Inverse neighbor discovery (IND) [56] 

Since the neighbor discovery has taken over the functionality of ARP a need to replace reverse ARP was 

found and the inverse neighbor discovery (IND) filled this needs. IND is built upon two different packets 

or messages, inverse neighbor solicitation (INS) and the inverse neighbor advertisement (INA). When 

using the IND an INS is sent with the source L2 address and destination L2 address sent. The receiver 

then send an INA back with one or more IPv6 addresses and with the destination L2 address that sent 

the INS.  

DNS 
Domain name system (DNS) is a service and a resource to translate named addresses to IP addresses. 

This is even more important in the IPv6 world since it is much more difficult to remember an address of 

128-bits rather than the short 32-bits IPv4 address. An IPv4 DNS-server works with A-records where 

each domain-name has a record of which address are assigned to each domain name. Since the IPv6 

address is different then it precursor, the work of a new record standard was made and two different 

proposals was made. The first one was called an A6 record defined in RFC2874[58] and the second was 

the AAAA record defined in RFC3596[57]. There was a bunch of arguments [59] about which one that is 

the best but the AAAA records seems to have won the competition [60]. However some DNS 

implementation like Berkeley internet name domain (BIND) version 9 supports both versions but the 

AAAA should be used in favor unless there is a good reason for A6. 

Simple network management protocol (SNMP) [61] [62] 
Simple networking management protocol (SNMP) is used to monitor and manage network devices such 

as routers, switches, links etc. SNMP is based on three core component: managed device, agent and a 

network management system (NMS). The managed device is the router or switch that needs to be 

monitored; this device has an SNMP agent installed. There is two ways a NMS can get the information it 

needs from SNMP, the first way is to poll the agent by sending an SNMP get message. The second way is 

to configure an SNMP trap that sends a message to the NMS when certain things happens, like an 

interface going down, or some kind of firewalls rules triggers.  
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SNMP message information base (MIB)  

Message information base (MIB) is hierarchically assigned information that describes an SNMP client. 

Each object in the MIB has a unique object identifier (OID) and these MIBs are distributed by packet data 

units (PDU) where each type of PDU has its own purpose and containing one or more MIBs. MIBs and 

OIDs can be standardized in RFCs or defined for a specific devise or manufacture as Cisco. Since the 

development of MIBs for IPv6 was kind of slow in the beginning, the amount of enterprise specific MIBs 

grew more quickly than the standardized ones. 

SNMP packet data unit 

The operation of SNMP is based on sending and receiving packet data units (PDU). In version 2 of SNMP 

there are six different PDUs:  

• GetRequest/SetRequest 

This PDU sends a list of MIBs and values. 

• GetResponse 

This is the reply message of a GetRequest or SetRequest message. 

• GetNextRequest 

Getnextrequest is used to transversal the SNMP table. 

• Trap 

An SNMP trap is one of two messages that the agent itself can send and it’s sent when 

something unusual is happening, like a network interface going down. 

• GetBulkRequest 

GetBulkRequest was designed to replace the GetNextRequest in SNMP version 2 and is used to 

send a list of MIBs so that the regular appears first and the table objects next.  

• Inform 

Inform PDUs was introduced in SNMP version 2c and works almost like traps with the difference 

that it must be confirmed or ACKed by the NMS. 

SNMP over IPv6 

SNMP is basing its communication over UDP which means that the step to implement SNMP systems for 

IPv6 wasn’t very big. However in the case of a dual-stack environment the technician or administrator 

should consider which functions that should be sent by IPv4 and IPv6. Many PDUs are independent of 

which IP protocol that are used and should only be sent by one. An example of this could be link-status 

and status of an interface.  
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IPv6 MIBs 

 In the today world there are hundreds of MIBs for usage in IPv6, both standardized and manufacture 

specifics. Two basic set of RFCs has been released where the first one was released (RFC2452[63], 

RFC2465[64], RFC2466[65], RFC2554[66]). The second set was based on RFC3291[67]. According to Cisco 

press some manufacturer only supports MIBs based on the RFC2465[64] while others like Cisco only 

supports the RFC3291[61]. 

IP-security (IP-sec) 
On a normal IP network everything is send in clear text and can be eavesdropped by the wrong persons. 

Hackers, crackers, spies and other criminal elements might want your information, passwords etc. 

Basically there are two important things about information security, the confidentiality and the integrity 

of every packet. Since information can be vital and classified, the use of encryption methods can be 

necessary for some companies and or organizations. The confidentiality is salved by the use of 

encryption algorithms such as advance encryption standard (AES) [68] or triple des (3DES) [69]. Another 

important issue is the integrity of the packet which means that the information in the packet is correct; 

if a hacker can sent router updates or other vital types of packets the whole network can be taken down 

or being untrusted. The packets integrity is provided by a “Hash-based Message authentication code “ 

(HMAC) which makes a hash-code of the packet that is calculated by a cryptographically hash-code like 

message digest algorithm 5 (MD5) or Secure Hash Algorithm 1 (SHA-1). The IPsec can solve both this two 

problems and is mandatory in all IPv6 solutions. Although there is a big misunderstanding in the IPv6 

world that this makes the IPv6 much safer then IPv4 but this is not the case. The standard documents for 

IPv6 [131][132] only demands that every IPv6 implementation can handle IPsec not that all traffic must 

be ran through IPsec.   

Authentication header (AH) [130] 

The authentication header uses an IPv6 extension header with the number of 51 and is used to prove 

the integrity of the packet by the use of HMAC. The format of the extension header is: 

• Next header 8-bits 

The next header field is used if there is even more extension headers for the IPv6 packet; if no 

more extension headers are present the value is set to zero.  

• Payload length 8-bits 

The payload length specifies the length of the authentication header in 32-bits words minus 

two.  

• Reserved 16-bits  

This 16-bit field is reserved for future use and must be set to zero. Still reserved it is used for the 

calculation of the ICV, this is the only use this field has today but the future could be changing 

this. 
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• Security parameter index (SPI) 32-bits 

Security parameter index is used by the receiver to associate the packet with a security 

association (SA). The SA may include crypto keys, initiation vectors and or digital certificates.  

• Sequence number field 32-bits 

The sequence number field is a strict increasing number that identifies the packet and is used as 

another protection method against replay attacks.  

• Integrity check value (ICV) 

The integrity check value is an encrypted hash value of the packet that is used for authentication 

of the integrity of the packet. How much of the packet that is being used for the calculations is 

depending of the use or not use of ESP and the mode IPsec is running.  

Encapsulating security protocol (ESP) [69] 

The encapsulating security protocol (ESP) is used for encryption of the payload and authentication of the 

integrity of the data. It uses an IPv6 extension header with the number of 50 and the format of the 

header is. 

• Security parameter index (8-bits) 

Security parameter index is used to bind the packet to a certain security association (SA).  

• Sequence number (32-bits) 

The sequence number is increased by one for every ESP-packet that is being sent. This field is 

used to prevent a replay attack. 

• Payload data (variable-size) 

The payload data is the original data payload that has been encrypted using some kind of 

encryption algorithm like advanced encryption standard (AES) or 3DES.  

• Padding (0-255 bytes) 

If the encryption method needs the payload to be a multiple of any kind, the padding is used to 

expand the amount of data. For example the AES block cipher needs blocks of 128-bits to be 

able to run the encryption algorithm. 

• Pad length (8-bits) 

The pad length describes the amount of data in bytes that is filled into the padding field. If no 

padding was used this field is set to zero. 
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• Next header (8-bits) 

The next header is used if there are any more IPv6 extension headers. 

• Integrity check value (ICV) (variable size) 

ICV field contains a check value of the ESP-header, payload, and ESP-trailer field that is used to 

check the integrity of the packet.  

Internet Key Exchange (IKE) [70] [71] [72] [73] [74] [75] 

When two different hosts or routers need to communicate through secrecy they must sync the methods 

in some way, IPsec is not an exception of this and the solution to this problem is called Internet key 

exchange or IKE. The first version of IKE uses UDP port 500 and makes the negotiation in two phases or 

steps. The first step has two different modes, aggressive and main mode. The main mode uses three 

different two-way exchanges. The aggressive mode uses a simpler approach that is quicker but less 

secure. The second IKE phase are sometimes called quick mode and this is where the encryption 

algorithms parameters and key management is negotiated. The parameters are called the security policy 

database or (SPD). SPDs contains a list of algorithms, crypto keys, IP-addresses, key lifetimes. When the 

SPDs is exchanged a bunch of security associations (SA) are created and assigned a security parameter 

index (SPI).  

Since some hackers found a loop hole in the IKEv1 aggressive mode[75] the IKE version 2 was 

standardized in 2005[74]. The biggest difference is that the mutual authentication is generated by four 

packets at the same time instead of the two-phase system which makes IKEv2 simplifier then IKEv1. 

Another extension is the increased checking’s of the sequence numbers and authentications numbers. 

The IKEv2 also implements support for mobile IKE and voice. 

Transport mode [76] 

The transport mode of IPsec is between two hosts. If the authentication header (AH) is used the whole 

packet is authenticated and the integrity of the packet is safe. If encrypted standard packet (ESP) is used 

the layer 4 header and the payload data is encrypted and the integrity of the ESP-header, layer 4 header, 

payload and ESP-trailer is considered protected.  

Tunnel mode [76] 

The tunnel mode is between two routers and or gateways. The same rules apply for encryption and 

integrity as in transport mode with two smaller modifications. The first difference is that in ESP tunnel 

mode the original IPv6 header is included in the authenticated and encrypted parts. The difference in 

the AH tunnel mode is that the original embedded IPv6 header is also authenticated and considered 

safe. 

Algorithms  

There are three different types of algorithms used in IPsec, symmetrical, asymmetrical and Hash-values. 

Symmetrical algorithms are based on pre-shared secrets, oftenly a password or a crypto key. Common 
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symmetrical algorithm that are used in IPsec is DES, 3DES, RC-4 and AES. Of the symmetrical algorithms 

the AES as been approved by NSA to handle information that is “Top secret” [10]. Asymmetrical 

cryptography is also called public-key-cryptography and is based on public and private keys. Common 

asymmetrical algorithms are RSA and ElGamal. The third type are the hash functions which is a 

mathematically function that is designed to create a fix length checksum of the message used for 

integrity checking of the packet. Common hash algorithms are MD5 and SHA-1 functions.  

IPsec and NAT problematic [77] [78] 

In the IPv4 world the shortage of IP-address has driven the implementation of NAT which makes the 

address problem lesser, but causes other problems where IPsec is one systems that has problems. NAT 

gateways might change information in both layer 3 and layer 4 headers like source IP-address TCP/UDP 

ports. Since the authentication header (AH) calculates its checksum (integrity check value or ICV) based 

on the information in the layer 3, layer 4 and payload the checksum doesn’t match after the packet has 

passed a NAT-gateway. Due to the change of ICV the authentication header can’t be used if there are 

NAT-gateways on the end-to-end path. Since the encryption standard packet (ESP) encrypts the layer 4 

header and the payload the NAT-gateway can’t change this fields which might happens in the port 

translation (PAT). Since the ICV in ESP only authenticates the ESP-header and the encrypted payload, 

ESP can be routed through NAT-gateways. ESP doesn’t check the integrity of the whole packet and due 

to this ESP are considered less secure then the combination of AH and ESP but this is one of few ways to 

combine IPsec and NAT. In the IPv6 world the NAT technology is considered obsolete and there are 

forces that demands that NAT-PT should be put to historical status [78].  

OSPFv3 [79] [80] 
One of the most used routing protocol within an autonomous system (AS) in the IPv4 world today is the 

Open Shortest Path First protocol (OSPFv2) defined in RFC2328[81]. The OSPFv2 can’t handle IPv6 

addresses so a new version number 3 was defined in RFC2740[82] and later replaced by RFC5340[79]. 

Since the OSPFv3 can’t handle IPv4 addresses, both protocols must operate independently of each other 

if OSPF is used in a dual stack environment.  

Similarities between OSPFv2 and OSPFv3 

• OSPFv3 uses the same basic communication packets as OSPFv2 (Hello, LSR, LSU…). 

• OSPFv3 uses the same neighbor discovery and adjacency formation as OSPFv2. 

• Uses the same LSA flooding and aging. 

Differences between OSPFv2 and OSPFv3 [83] 

• OSPFv3 runs over a link instead of a network. It’s also possible to have multiple OSPF instances 

over the same link. The reason for multiple instances is the possibility to have more than one 

OSPF area per interface.  
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• The router-id is now a 32-bit number that is not assigned by the IP-address. In OSPFv2 the 

router-id was set by the highest logical IP-address. In a dual stack network this is still the case 

but in a pure IPv6 network this value must be set manually. 

• The Link-ID is still a 32-bit number but is not assigned by the IPv6-address. 

• OSPFv3 uses the link-local address instead of the global or unique-local address. 

• Two new LSA-types, link-LSA and Intra-area-prefix-LSA. 

• The LSA-type 3 is replaced by type 9 and renamed from summary link to inter-area-prefix-LSA. 

• The LSA-type 4 is renamed from AS summary link to inter-area-router-LSA. 

• Transports are sent over IPv6 datagram’s instead of IPv4 datagram. 

• Router-LSA and  network LSA doesn’t have any address information and are now network 

protocol independent. 

• A router should no longer drop unknown LSAs, now it should flood them as if they were 

accepted and understood.  

• OSPFv3 uses new multicast addresses. 

The all OSPF-routers on a link-local scope (224.0.0.5) have been changed to the new IPv6 

address FF02::5. All DR router address on the link local scope (224.0.0.6) has been changed to 

the new IPv6 address FF02::6. 

•  New security methods.  

The authentication scheme in OSPFv2 has been removed and the IPSec authentication (IPSec 

AH) header is used instead. Also the encapsulating security payload (IPSec ESP) can be used for 

increased security or even a combo of those two methods. 

Databases 

• Adjacency table 

The adjacency table stores all of the neighbor relationships that the router has established. This 

is unique for each router. 

• Link-state (topological) 

The link-state database contains all routers and the whole topology of the network. Every router 

that has converged in the network has the same topology table. 

• Forwarding (routing) 
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The forwarding table is created when the SPF-algorithm is run on the topology table. The 

routing table contains how and where a routed packet should be sent.  

Flooding Scope [84] 

The flooding scope for LSAs in OSPFv3 has been changed; the scope has been coded in the LSA LS type 

field the three different scopes are: 

• Link-local scope. Flooded on the local link and explicit not longer. Used by the link-LSA. 

• Area scope LSA is flooded to the whole area. Used by router-LSA, network-LSA, inter-area LSR, 

inter-area-prefix-LSA.  

• AS scope LSA is flooded among the whole routing domain. This is used to send AS-external-LSAs. 

AS scoped LSA should only be sent by the AS border router (ASBR). 

OSPF Areas [85] 

Open shortest path first protocol is based on different area types that define how the routing between 

the areas is made. These types are listed below. 

Standard area 

The standard area is an OSPF network that only contains a single area. This area accepts link updates 

and external routes.  

Backbone (transit area) 

In a multi area network the backbone area interconnects all other areas. The OSPF specification 

demands that the backbone area is labeled 0 (0.0.0.0). It also has the same properties as the standard 

area. If the OSPF network has an autonomous system boarder router (ASBR) that router is located in the 

backbone area.  

Stub-area 

The stub-area doesn’t accept information about external routes or information from a non-OSPF source. 

Although the stub-area does accept default routes or summarized routes from other routers.  

Totally stubby area (Cisco property) 

The totally stubby area is invented by Cisco and is an extension of the stub-area. The totally-stubby area 

doesn’t accept routes from outside the AS or routes from other areas. This type of area only accepts 

default routes as a method of routing outside the area.  

Not-so-stubby area (NSSA) 

The NSSA only imports a limited number of external routes. The route that is imported is the routes that 

are needed to route between the areas.  

 OSPF router types [85] 

• Backbone router (BR) routes traffic within the backbone area (area 0). 
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• Internal router (IR) is a router that routes traffic within the area. 

• Area border router (ABR) routes traffic that goes between two different areas.  

• Autonomous system boarder router (ASBR). Routes traffic that is designated to address outside 

the autonomous system, usually the internet.  

LSA 

Link-state-advertisement (LSA) is send by OSPF to announce different events in the OSPF. 

LSA packet structure 

The LSA packet is build by a number of different fields: 

• Version, in OSPFv3 this is set to 3. 

• LSA-type, the type of LSA (ex Hello, LSR…). 

• Packet-length. The length of the whole packet size in bytes. The size must include the size of the 

standard OSPF-header. 

• Router-ID the router-id of the router that sent the LSA. 

• Area-ID the area-id the LSA affects. 

• Instance-id the id of the instance at the interface that sent the packet. 

• Checksum The checksum of the whole packet including the OSPF and prepended IPv6 header.  

Packet types [124]  

1. Hello 

Hello packets are sent between OSPF-neighbors every 10 seconds (default value). If more than 

40seconds (default value) passes between the hello packets the link is considered dead and the 

route is being removed from the forward information base (FIB).  

2. Database description (DBD) 

The DBD contains a smaller description of a routers link-state database. This is exchanged when 

a neighbor relationship is established.  

3. Link state request (LSR) 

The LSR contains a specific request of the information of specific piece of the link-state 

database. 

4. Link state update (LSU) 
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The LSU contains one or more LSAs that contain information about a link that has been changed. 

5. Link state acknowledge (LSAck) 

The LSAck is sent back to tell the sender that a LSA has been received. 

LSA types  

• Router LSA (type 1) [87], [88] 

The router LSA describes the state and cost of all of the routers links that belongs to the area. 

The LSA also describes the type of the router (ASR, ASBR). Router LSAs are flooded through the 

area. The difference in v3 is that the LSA doesn’t contain any network prefix, it only contains 

topology information.  

• Network LSA (type 2) [87], [88] 

Generated by designated routers (DR) and describes which routers that are attached to a 

network, flood through the area. In version 3 network LSAs only contains topology information 

and no network prefixes.  

• Network summary LSA (type 3 and 4) [87], [88] 

This LSA is created by the ABR and contains the summarized routes of the area and sent to the 

routers in the backbone area. Summary LSAs are flooded to all routers of the backbone area 

(area 0). In v3 the type 3 is replaced by type 9 inter-area-prefix-LSA and type 4 is named inter-

area-router-LSA.  

• Autonomous system external link LSA (type 5) [87], [88] 

Type 5 LSAs are annonced by the ASBR and contains a route that orginates from outside the AS. 

These LSAs are flooded though the entire AS with the exception of all types of stub-areas.  

• Link-LSA (type 8) [87], [88] 

Link-LSAs announces the routers link-local address to the neighbors on that link and sends a list 

of the IPv6 address associated with that link. 

 

• Inter-area-prefix-LSA (type 9) [87], [88] 

The Inter-area-prefix-LSA replaces the type 3 and advertises the networks within the area to the 

other routes in the backbone area. The networks are now announced as <prefix, prefix-length> 

instead of the old method of <prefix, mask>. 

Multiprotocol border gateway protocol (MP-BGP) [89] [4] [90] 
In the today world of routing there is two classes of routing protocols, the internal gateway protocols 

(IGP) like OSPF, RIP and the external gateway protocols (EGP). An EGP routes between different 

autonomous systems (AS) and the IGP routes within the AS. The most famous EGP is the Border gateway 

protocol (BGP) that has reached the version 4. BGPv4 is a path vector protocol that the whole internet 

relies on for distributing their routes on. From the beginning the Border gateway protocol was designed 

only to handle IPv4 routes but during the late 90ies a demand to be able to handle other protocols like 
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internet packet exchange (IPX), layer 3 virtual private network (L3VPN) and of course IPv6 as BGP routes 

shown up. Because of this modification have to be made however there is not an entirely new version of 

BGP for IPv6; instead they made a smaller extension.  

Autonomous system numbers (ASN) 

Each AS has a number that is used to create BGP-peers between two edge BGP-routers. There are two 

types of AS-numbers private and public, where the private is the numbers between AS64512-AS65535. 

The private numbers can only be used within own networks or by peering to a single ISP; they can’t be 

announced to the internet. All numbers that aren’t private are assigned by IANA as public and to use 

these there is a demand to get permission from IANA or a RIR.  

BGP AS types 

There are three basic types of autonomous systems which must be thought of when handling BGP-

peering.  

Transit AS 

The transit AS is an autonomous system that has more than one connection to another ASes. The transit 

AS forwards traffic and routing updates between the neighboring ASes. This type is mostly used by 

Internet exchange points (IX or IXP) or larger Internet service providers (ISP).  

Stub AS 

An autonomous system that only has one connection out of the AS is called stub AS. The need of BGP is 

very limited in these systems but some smaller ISPs or larger companies might use this due to contract 

issues or other policies. These types mostly use the private AS number for peering with the parental AS.  

Multihomed nontransit AS 

The multihomed nontransit AS has more than one connecting AS, but doesn’t forward routing updates 

from one AS to the other, neither does it forwards any traffic between them. The only traffic that is 

allowed is traffic bound for the AS. These types of ASes are used when the need of redundant links to 

Internet is necessary, but there is no contract or business agreement that allows transit traffic.  

BGP message header 

The BGP message headers are carried on top of a TCP-connection based on IPv4 or IPv6 and sent to the 

TCP-port 179. Three different fields are building up the header which makes a total size of 19 bytes + the 

BGP-message.  

• Marker (16bytes) 

Contains authentication information and in the case of no authentication all bits are set to 1. 

• Length (2 bytes) 

The length field contains the total size of the whole BGP-packet including the header. The 

maximum length is 4096 bytes. 
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• Type (1 byte) 

This defines the type of the message where the basic types are open, update, notification and 

keepalive.  

BGP messages 

In BGP there are four basic messages that are sent between the peering routers: open, update 

notification and keepalive messages.  

Open message 

When the TCP connection between two BGP-peers is created, the routers sent open messages to each 

other for the purpose of establishing a neighbor relationship. During the neighbor creation process a 

group of parameters are negotiated like BGP-version, hold down timer interval, which AS-numbers and 

BGP identifier that will be used.  

Update message 

A BGP-update message contains new or withdrawn routes sent by a BGP-router. The fields of the update 

messages are: 

• Unfeasible router length (2 bytes) 

Defines how long the list of withdrawn routes is and if there aren’t any routes to remove, this 

field is set to zero. 

• Withdrawn routes (IPv4)(variable) 

This field contains a list of IPv4 network layer reachability information (NLRI) that no longer can 

be used for routing. Since this field is designed for IPv4 routes it can’t be used to withdraw IPv6 

routes.  

• Total path attribute (2 bytes) 

Total path attribute fields contains the size of the path attributes.  

• Path attribute (variable) 

Path attribute contains the attributes that are connected to the new feasible routes that exist in 

the NLRI field.  

• Network layer reachability information (NLRI) (variable) 

NLRI field contain a number of IPv4 prefixes that is advertised by the BGP neighbor. Due to that 

these are specified for IPv4 they can’t be used to announce IPv6 networks. 
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Notification message [91] 

If something’s goes wrong in the BGP a notification message is sent back with a one byte error code. 

These error codes are defined in the RFC4271[91] and examples of this are, “message header error”, 

“hold timer expired”, cease (end of BGP connection due to error).  

Keepalive message 

The keepalive message is an empty BGP-message with the type field set to 4. This message is sent on a 

periodically intervals to tell the BGP-neighbor that the connection is still existing. The default value of 

this interval is in Cisco IOS set to 60 seconds, but this value can be configured by the network technician. 

The default value before the link is considered dead is three missed keepalive messages or 180 seconds; 

even this value can be configured to a lower or higher value.  

BGP attributes [92] [93][94] 

BGP is a flexible protocol where the network technician can control the ways the traffic routes, and the 

way of doing this is by the path-attributes.  

• Origin  

Origin attribute describes if the route is sent from an internal BGP router or an External (EBGP). 

• AS_PATH 

AS path is a sequence of AS-numbers that needs to be passed to deliver a packet to a certain AS. 

• Next-hop 

Next-hop attribute contains the IPv4 address to the next router. Since this attribute was 

designed for IP version 4 it can’t be used for IPv6 traffic. 

• Multi-exit-discriminator MED [92] 

MED is used in multihomed AS to tell the external BGP neighbors which are the best way to 

route traffic in to the AS. The lower value of MED the better the link is preferred.  

• Local_pref [92] 

The local preference is an attribute to tell the routers in a multi homed AS which route is 

preferred to use to exit the AS. As an opposite of MED the higher value of local_pref is 

preferred. This attribute is only distributed between routers in the same AS (iBGP).  

BGP multiprotocol extensions [95] [96] [94]  

Since BGP version 4 was designed for IPv4 there was a need for some modifications to support the 

differences between IPv4 and IPv6. During the work to extend BGP to support other protocols three 

objects that are IPv4 specific was found. 
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• Update messages contains NLRI’s that has IPv4 prefixes. 

• The next hop attribute is specified as an IPv4 address. 

• During the Open message the BGP identifier is based on the IPv4 address. 

The problem with NLRI’s was solved in RFC2842[97] that added two new attributes MP_REACH_NLRI 

and MP_UNREACH_NLRI which is used for IPv6 or other network protocols that are supported like IPX, 

Appletalk etc[98]. The next hop attribute is included in the same NLRI’s. The BGP identifier is unchanged 

which means that every BGP-router still needs at least one IPv4 address[86][94].  

Transitioning techniques  
When a network will be migrated to IPv6 there are a few methods and technologies to use, some 

drastically and some less drastically. Most people believe that IPv4 and IPv6 will coexist for many many 

years, so the first thing to be to consider is some kind of interoperability method. If the interoperability 

methods don’t fit the organization, the way of going native IPv6 should be investigated.  

Native 
The most drastically way of transitioning is to upgrade the whole network from IPv4 to native IPv6. This 

requires lots of administrational efforts and not many recommends to do this approach today, it seems 

better to do a slower approach as dual-stack or using some kind of tunnels to migrate. 

Dual-stack 
When using a dual-stack network some or all of the nodes in the network have support for both IPv6 

and IPv4 traffic. If a packet is designated for IPv6 the IPv6 stack is used, if the packet is designated for 

IPv4 the IPv4 stack is used. Some systems that can handle both versions have to have some kind of 

priority; the common way is to prefer IPv6. DNS server has the possibility to return both an IPv4 and an 

IPv6 record when getting a DNS-request.  

Tunnels [99] 
In the cases where a network have links or segments that can’t handle IPv6 or the way of implementing 

native/dual-stack is not desirable tunneling technology should be considered. The tunnels can be put 

into two different categories, site-to-site and remote access. The site-to-site is created when two 

routers having a constant link/tunnel between each other where the whole network is tunneled. This 

can be used when a company has two different sites or offices that runs IPv6 but must connect to each 

other through an IPv4 network probably the Internet. The remote-access is used when a host needs IPv6 

connectivity through an IPv4 environment. This can be the case for remote internet users that needs to 

connect to the office IPv6 network.  

 6TO4 [99] [100] [101]  

The RFC3056[100] defines a specified method for different sites to be able to communicate through an 

IPv4 network. This technique is called 6to4 and should be considered a temporary solution for transition 
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to IPv6. The 6to4 is based on the possibility to encapsulate IPv6 packet inside IPv4 packets at certain 

nodes called 6to4 gateways or 6to4 routers.  

Terminology[100] 

• 6to4 pseudo interface 

The 6to4 pseudo interface is a locally assigned IPv6 interface where the IPv4 encapsulation of 

the IPv6 packet occur. The pseudo interfaces link layer is the IPv4 unicast network. The RFC 

doesn’t specify if the pseudo interface should be implemented as a normal interface or as a 

tunnel end-point interface.  

• 6to4 prefix 

The 6to4 prefix is the IPv6-network address used for the 6to4 tunnel.  

• 6to4 address 

Address created for the usage of a 6to4 tunnel by using the 6to4 prefix. 

• Native IPv6 address 

The native IP address is a global IPv6 address that can occur at the internet, begins with 2001::.  

• 6to4 router (or border router) 

The 6to4 router is the router between an IPv6 and an IPv4 network.  

• 6to4 host 

The 6to4 host is a computer running a 6to4 address, in all other ways this can be considered a 

normal host. 

• Relay router 

The relay router routes between the 6to4 addresses and the native IPv6 addresses (internet). 

Users that want to connect to a 6to4 relay routers can find the closest by using the anycast 

address of 192.88.99.1.  

Prefix allocation [102] 

The 6to4 border router must have at least one global IPv4 address that the 6to4 tunnel uses to generate 

the IPv6 address from. The first 16 bits is called the top-level aggregator that was assigned by IANA, this 

bits are set to Ox2002. The next 32 bits is generated by the public IPv4 address and the next 16 bits are 

called the SLA ID. SLA-ID is used by the network administrator for subnetting. 
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Encapsulation [103] 

The 6to4 packets are IPv6 packets that are stored inside the payload of an IPv4 packet with the protocol 

type set to 41 in the header. The IPv4 destination-address is derived from the IPv6 packet by removing 

2002 prefix, the SLA and the last 64bits. The IPv4 packet can be handled as any other IPv4 packet. 

Scaling problem [101] 

If you’re building a network of 6to4 tunnels there is discussions about the actual scalability of this 

solution. Biggest argument against it is that every user needs their own tunnel and big routers can be 

needed to handle thousands of this, with lots of CPU-power and memory needed. The 6to4 is 

connectionless but generates overhead which makes the scaling problem not ignorable.  

Will 6to4 slow down or fastened up the usage of IPv6 [101] 

There are lots of concerns that the tunneling technology of 6to4 will slow down migration to IPv6 but 

there are also many benefits of this. Since the amount of users that can take advantage of IPv6 

increases. Other benefits are that the migration from 6to4 to native IPv6 is much smaller than the step 

from IPv4 to IPv6 makes that it probably fastened the process.  

Intra-site automatic tunnel addressing protocol (ISATAP) [104] [105] [106] 

Intra-site automatic tunnel addressing protocol (ISATAP) was designed as a way to create a scalable 

mechanism of creating automatically IPv6 tunnels over an IPv4 network. The ISATAP encapsulate the 

IPv6 packet in an IPv4 and sets the protocol type to 41. ISATAP also has its own special way of handling 

addresses where the first 64bits is an IPv6 network prefix (aggregate global, link-local and even a 6to4 

prefix) the next 32bits is set to 0000:5EFE or 0200:5EFE depending if the IPv4 address is a private 

address or a public one. The last 32 bits is the IPv4 address used in the IPv4 network. This means that 

the best usage of ISATAP is if the IPv4 network has some or too few isolated hosts to be able to convert 

the whole network to dual stack or native.  

Teredo [99] [108] 

Since the usage of NAT is quite spread in the today world of IPv6 there was a need to be able to create 

IPv6 tunnels in networks where private IPv4 addresses are used. The solution of this was specified in 

RFC4380[134] and named Teredo. Teredo packets are created by encapsulating the IPv6 in a standard 

UDPv4-packet. Every Teredo client must manually specify the address of the Teredo server which will 

tell the client which relay station it should use.  

Teredo addressing [108] 

The addressing of the clients that are using the Teredo tunneling technique is divided into five different 

fields. The first field defines the first 32 bits which is set to the by IANA specified prefix of 2001:0000, the 

second field also 32bits which is supposed to be the IPv4 address of the Teredo server that is used. The 

bits of 64-79 is being used for flags but currently only the most significant bit is defined and that is to 

define if the NAT is using the cone NAT technology or not. Since bit 65-79 isn’t defined it should be set 

to zero. The port number that is being used for Teredo traffic through the NAT-gateway is inverted and 



IP version 6 in larger city networks and at Internet service providers  Page 43 

 

then assigned to the bits 80-95. The public IPv4 address of the Nat-gateway is inverted and put into the 

last 32bits.  

Drawbacks of Teredo 

There are limitations to the Teredo protocol, one is the limitation of NAT-technologies that are 

supported, the usage of full cone, restricted or port-registered NAT can be used but the symmetric NAT 

aren’t. Another restriction that Teredo shares with other technologies is the bandwidth limitations of 

the Teredo-relay that is being used. Since Teredo is creating pretty much overhead it should only being 

used as a last resort option[112]. If Teredo is being investigated the possibility of direct IPv6 connectivity 

or the possibility to create a locally 6to4 relay station with public IPv4 or IPv6 addresses should be 

investigated instead [113].  

Network address translation protocol translation NAT-PT [109][110][111] 
Since the scarcity of addresses in IPv4 exist the usage of private addresses and NAT is almost standard 

on larger networks with the limitations that are described before. In 2000 the RFC2766[109] was 

released to be able to translate both the address and the protocol. This would mean that the internal 

network could run IPv4 and by the usage of a NAT-PT gateway access an IPv6 network or IPv6 internet 

without changing the internal network. When the IPv4 client tries to connect to for example an IPv6 web 

server the NAT-PT gateway would receive a DNS request and the reply contains an IPv6 address. NAT-PT 

gateway then maps that IPv6 to an IPv4 address and sends it back to the IPv4 client. This means that the 

client thinks it speaks with an IPv4 web server and the web server thinks it speaks to an IPv6 client. The 

possibility to take this even one step ahead and translate both the address and the port numbers as has 

been made in IPv4 called port address translation (PAT). These techniques could have been an easy way 

to translate the internet service providers and internet backbones without the needs to change all the 

company and customer networks. However the Internet engineering task force (IETF) deprecated NAT-

PT with the argument that “the technical and operational difficulties resulting from these issues … make 

it undesirable to recommend NAT-PT … as a general purpose transition method”[141]. There are 

implementations of NAT-PT present, but these should be used with extreme caution since this technique 

has been rated historical.  

Technology and equipment 
In larger network there are many different types of network equipment, some quite simple and some 

very advanced and very expensive. This chapter will list some of these equipments and tell some 

example configurations. The samples are seldom specific for that module, and can probably quite easily 

be transferred to other equipment by the same manufacturer.  

Nortel 8600-series[114][96] 
The Nortel 8600 series is a chassi-based routing/switching platform. The largest is equipped with 10 

different slots and the smallest with 3, where one or two is a CPU-routing board and the rest are for I/O 



IP version 6 in larger city networks and at Internet service providers  Page 44 

 

ports. The chassi can scale up to 384 gigabit Ethernet ports or 96 10G Ethernet ports which makes it 

good for core or distribution nodes. 

Requirements for IPv6 support 

The Nortel 8600 series demands that the router has at least one R or RS module, one enterprise 

enhanced SF/CPU daughter card and at least one 8692 SF/CPU card to be able to run IPv6. The router 

also needs to run software version 4.1 or higher.  

Examples of configurations 

The Nortel 8600-series can either be configured by a Nortel specific graphical user interface (GUI) called 

device manager or by the classic way of using a command line interface (CLI), both these methods will 

be mentioned below.  

Basic configuration of an IPv6 interface using device manager [114] 

The most vital configuration of IPv6 is addressing and the configuration of the interfaces, to do this: 

Enter the menu bar, select IPv6 and the IPv6 dialog box will show up. From the IPv6 dialog box click the 

interfaces tab. In the interfaces tab you can entering information like IPv6 address, description and vlan 

id.  

Configuration of static routes using device manager [114] 

 Start Device manager and connects to the router. In the menu bar select IPv6 and a dialog box shows 

up. In the dialog box select static routes and click insert. This will show the insert static routes dialog 

box. In that dialog box you can enter the values of the ipv6 network, the length of the subnet mask 

(prefix length) and the next hop. If the static route is a default route you enter the source address of 0::0 

and the length of the subnet mask is 0. Select enable and click on insert and the route configuration is 

complete.  

Configuring OSPFv3 using device manager [114] 

The configurations for OSPF is found under the menu bar IPv6 then click on OSPF. Use the adminstat 

option box and select enable to enable OSPFv3 on the router. Other items that should be configured in 

the same tab are the router-id, although many more things can be configured if necessary. When this is 

done you have to assign which interfaces that will run OSPF. OSPF can be ran on both single link 

(brouter) or a virtual lan(VLAN) interfaces. The brouter port is a switch port configured to work as a 

single layer 3 (router) port. 

To configure a brouter port: enter the edit menu->port->IPv6 and select the IPv6 OSPF tab. In this tab 

click insert and another dialog box called IPv6 OSPF insert interface will show up. Inside this dialog box 

you need to configure area-id and the type of interface. The admin-state should be clicked to enabled, 

the instid box should contain which instance number the instance of OSPF has (default value is zero). 

After all this is done click insert and on the interface tab click apply.  

If OSPF will run on a VLAN-interface select VLAN from the meny. Find the basic tab, select which vlan 

you want to use. When the vlan is selected click IPv6 select the IPv6 OSPF interfaces tab, click insert. The 
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insert button will open the IPv6 OSPF insert interfaces dialog box where the same values as the brouter 

port needs to be configured.  

Configuring an IPv6 address to the management interface using CLI [114] 

Even Nortel has a command line interface (CLI) that can be used to configuring the router, to enable an 

IP-address at the management interface enter: 

config sys net6-mgmt ipv6 add <ipv6 address>/<number of netmask bits> cpu-slot <slot-id> 

Create an IPv6 VLAN using CLI [114] 

Virtual local area networks (VLAN) are used to separate network segments and to create a new vlan 

enter: 

config vlan <vlan id> create 

config vlan <vlan id> ipv6 create 

config vlan <vlan id> ipv6 create addr <ipv6 address>/<number of netmask bits> 

config vlan <vlan id> ipv6 admin enable 

Assigning an IPv6 address to a brouther port [114] 

To assign a vlan and IPv6 to a bridge router port enter: 

config ethernet <slot>/<port> ipv6 create addr <ipv6 address> vlan <vlan id> 

config ethernet <slot>/<port> ipv6 admin enable 

config ethernet <slot>/<port> ipv6 nd-prefix <ipv6 address>/<bits in subnet mask> create 

Configuring an IPv6 static route by using CLI [114] 

To add a default route in the Nortel 8600-series is made by entering: 

config ipv6 static-route create <ipv6 address-prefix> cost <value> port <slot/port> next-hop <address of 

next hop> 

config ipv6 static-route enable <ipv6 address-prefix> next-hop <address of next hop> 

or to add a default route by the destination of a port enter: 

config ipv6 static-route create <ipv6 address-prefix> port <slot/port> 

config ipv6 static-route enable <ipv6 address-prefix> port <slot/port>  

 

Configuring OSPFv3 by CLI [114] 

config ipv6 ospf enable 

config ipv6 ospf router-id <router-id> 

config ipv6 ospf area <ipv6 address> create 

config ethernet <slot/port> ipv6 ospf create <area>  

 

Or on a vlan interface  

config vlan <vlan-id> ipv6 ospf admin-status enable create area <area-id> 
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config vlan <vlan-id> ipv6 ospf admin-status enable create <area> <area> 

PacketFront 
PacketFront delivers a centralized and automated out-of-the-box solution for fiber to the home (FTTH) 

based on the Broadband ethernet control system (BECS) and the advanced service routers (ASR). The 

FTTH network is designed to be an open network that separates the owner of the network with the 

operator that delivers the services.   

Advanced service router (ASR) 4000/5000 

The Advanced service routers are specially designed for FTTH broadband networks, and have software 

based design making them a future proof solution. The routers are configured on service level rather 

than the ports which allows a triple-play solution. This also opens up the possibility for a certain port to 

have more the one operator assigned for different types of services like IP-TV, IP-telephony and http 

access. All ASR are installed automatically from BECS and the same thing applies to all the triple-play 

service configurations. All models have at least 2 uplink SFP-ports (almost always fiber) and 24 ports 

which can be either standard RJ45-copper ports, multimode or single-mode fiber ports. 

Digital residential gateway (DRG) 

Digital residential gateway (DRG) is PacketFronts specialized equipment for customer premise 

equipment (CPE). There are four different types where the simplest only handles http and IP-telephony 

up to the more advanced models (DRG500) that handle fiber connections and triple-play uses. Other 

benefit of the DRG500 is the possibility to have a CATV converter built into the DRG which eliminates the 

needs for set top boxes. DRG handles the QoS that is need for delay sensitive things like IP-TVs and or IP-

telephones. 

Broadband Ethernet control system (BECS) 

Broadband Ethernet control system (BECS) is the heart of PacketFront true broadband network (TBN) 

and used for many important tasks as: 

• Service provider management. 

• Service handling. 

• DHCP and IP address control. 

• Mass deployment of routers (ASRs) including their configuration and software.  

• Usages of network segment or access clusters that has the same configuration. 

• Security and abuse tracking.  

BECS component 

Broadband Ethernet control system (BECS) is divided into three different parts, the core, the cell and the 

network elements. Core modules are: 
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• Element manager 

The element manager is the heart of BECS which handles all the different modules in system, 

both software and hardware ones. EM-BECS also starts and monitoring the health of all these 

modules.  

• Data collection engine (DCE) 

All data retrieval from BECS goes through one of the data collection engines ether by the 

message queue (MQ) or in the cases of multiple DCEs through the master DCE.  

• Message queue (MQ) 

Message queue is a way for external application to tell BECS about data retrieval or other types 

of object modification and events like client start/stop, IGMP events.  

• SMT bridge (SMTB) 

In the case the old subscribe management tool (SMT) version 2.x is used there is a bridge 

module between the old SMT and BECS 3.x. This bridge is called SMTB and is tied to the external 

application interface (EAPI).  

• Mediation point (MP) 

The mediation point (MP) is a middle layer or integration point between the external 

application, the script engine and EAPI. MP is limiting the traffic between these systems and 

converts some of the external systems to formats that the BECS API can handle quicker and or 

better.  

• External application interface (EAPI) 

The external application interface (EAPI) contains a bunch of functions that can be used to get or 

set data from BECS, this API is used by BECS GUI itself and the mediation point (MP). 

• Configuration job manager (CJM) 

Configuration job manager (CJM) is responsible and holds the whole configuration tree which 

contains all services, all subscribers and all the links between services, subscribers and end ports 

in the network. CJM is also responsible that any changes to the configuration tree by external 

applications are handled, parsed and sent to the configuration rendering engine before it is 

implemented in the network.  

• Script engine (SE)  
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Script engine is a way for the network owner to atomically handle certain situations that might 

occur during a normal working day. One example is a way to automatically inserts customer into 

BECS from lists sent by the Internet service providers (ISPs).  

• System manager (SM) 

System manager is responsible for the file repository of BECS which contains all the iBOS images, 

scripts from the script engine and some network action request (NAR) handlings. 

• NetLog/LogManager 

The NetLog holds all customer to IP assignments and other information relative to the DHCP. 

LogManager is responsible for all the system logs of BECS and is the recipient of all the network 

action request (NAR) messages. 

• Database application interface (DBAPI) 

Database application interface (DBAPI) is used by other modules to get database storage, since 

DBAPI is using ODBC there is a possibility to run different types of databases but PacketFront 

recommends and is by default using PostgreSQL as database.  

• Configuration rendering engine (CRE) 

The Configuration rendering engine is an interpretator that takes a local copy of the 

configuration tree and interpret it to the final configuration. This process creates configurations 

files, allocates IP-addresses and forms the final network elements.  

• Element manager (EM-iBOS) 

Element manager iBOS handles all configurations for all the ASRs and connects them to certain 

configuration files. When an ASR connects to the network it connects to the element manager 

that checks if the ASR has the right version of iBOS, checks that the configuration file received 

from the CRE is correct and sends it to the ASR.  

BECS GUI 

BECS GUI is the main configuration utility of BECS and is a standard Windows application that 

communicates with BECS server by the EAPI. The GUI has four main windows that can be used by the 

network technician to manage BECS and the network. The first one is the topology view, which shows a 

hierarchical overview of the network or parts of the network depending on what object that is selected 

in the configuration display. The configuration display shows the configuration tree that exists at the 

BECS server. At the bottom you have the Log part which shows jobs statuses, log messages etc. The last 

part is the change list which shows which changes that has been made, but isn’t committed to the 

server. The change list means you can change a bunch of things without affecting the network directly 
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before the work is finished. However it is important to remember to permit these changes when the 

work is done. If the changes aren’t committed these changes will not take effect in the network. 

Topologies  

BECS supports two different approaches or topologies in the access layer of the network, ring or star 

network. At the star topology one ASR is connected to the distribution router and the rest is connected 

to each other on a line. In the ring topology two ASRs are connected to the distribution router and the 

rest are connected to two neighboring ASR forming a ring. The ring topology can be more difficult to 

implement if the geography creates difficulties to have a way back to the site where the distribution 

router is located. However the redundancy and the reliability increase significantly in the ring topology 

since all of the ASRs have two different ways they can route the traffic.  

Open shortest path first (OSPF) routing in BECS 

BECS handles segments of the networks that are called access clusters where each access cluster is a 

number of ring and or star topologies connected to the distribution router. Each cluster gets their own 

OSPF area id and the distribution routers should summaries the subnets as much as possible. Since the 

cluster can handle sub networks from many different ISPs or operators the amount of OSPF routes can 

be quite many. Due to this the summarization and IP-planning is an important task otherwise the route 

tables would be growing out of hand. Distribution routers also act as area border routers between the 

area/cluster and the backbone area. 

Address resources 

The network needs IP address resources for both the network equipment and for the subscribers. Since 

almost all network elements inside a PacketFront network are routers all links between the elements 

needs IP subnets (preferably /30 networks in the IPv4 world), almost all elements also has a loopback 

address used for DHCP relaying, OSPF router-id, syslog logging etc. Since the network elements doesn’t 

needs to be reached from outside and should not be reached from outside there is a recommendation 

to use the IPv4 private networks, instead of public addresses. The second step is to create an address 

plan which defines which subnets that should be used for each category (loopback, links, etc). When the 

address plan is created the network technician needs to create these networks as an IPv4 resource 

object at the root of the configuration tree. The second object of address resources is the IPv4 space 

objects which binds a certain IPv4 resource to a certain service provider and a certain subscriber of that 

provider can take addresses from.  

Elements in BECS 

In a TBN the network is built upon lots of physical devices like switches, IPDs and routers, this type of 

equipment is added as Elements. Elements can be devices managed by BECS but can also be devices that 

aren’t managed, for example non PacketFront distribution and core switches. The non managed devices 

can be added to give an accurate view of the topology. If many element objects share the same 

configuration the method of copy and paste can be used to quicken up the process of creating objects. 

However some parameters that are unique for each element like the SNPA values (MAC-addresses) 

must still entered manually. The second method to mass deploy ASRs and other objects is the use of 
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CPL-scripts. To connect two different elements, right click the first one select “connect to an element” 

and a popup will show up that guides you through the process. To add a distribution router that isn’t 

managed by BECS right click the cell you are working with and select add-element. This will show the 

properties of the elements and choose the element type of unmanaged. The second step is to add the 

interfaces this router has by right clicking the element icon and select add interface. To manually add an 

ASR right click on a node object and choose add->PacketFront ASR. This starts the add ASR wizard which 

can create a whole ring of ASRs and the only thing that needs to be configured is the SNPA for the first 

and last ASR in the ring and the number of the OSPF area.  

Services 

Services in BECS are a list of configuration lines and statements that are installed on an ASR interface 

when a subscriber connects to the ASR. Services can be static or dynamic. The static service is sent to 

the ASR as soon as it’s connects to the BECS server. The dynamic service is sent out when a DHCP-

request is sent to one of the ports. Common things that are configured in the service is IP-addresses, 

quality of service (QoS), traffic shaping’s DHCP-scopes, DNS-servers, ACLs etc. If the Customer has a 

Digital residential gateway (DRG) it is possible to have more than one services delivered to the same 

port. This is common when a customer has more than one type of connection like data-traffic, IP-TV and 

or IP-telephony. These services don’t even have to be from the same operator or ISP. 

Intelligent broadband operating system (iBOS) 

Intelligent broadband operation system (iBOS) is the specialized software that runs on the ASRs. IBOS is 

based on NetBSD which makes iBOS stable and reliable. IBOS has a command line interface (CLI) that can 

be accessed by connecting a serial cable to the console port and using a terminal emulator or by using 

telnet. IBOS CLI is UNIX liked and the commands are similarly to, or the exact same as in Cisco IOS, which 

makes the learning curve for a former Cisco technician quite low.  

Subscriber management tools (SMT) 

Subscriber management tools (SMT) is a practical web based graphic user interface that allows the 

network owner to give the operator or ISPs a simple way of handling their customers. SMT contains 

features of creating/deleting and activating/deactivating customers and this can be done by the ISP 

without that the network owner has to do anything. 

There is also possible to create a customer self registration webpage where the process can be solved by 

the customer without any work done by the operator. 

The second part of SMT is the logging function which can be use for support and or abuse handling. 

Everything that has to do with DHCP is logged which can be necessary when handling hacking attempts 

or other misusage of the network.  

Every customer is assigned to a certain service and a certain ISP. Each ISP can handle a set of services 

where each has their own configuration parameters. Mostly used is the way of traffic shaping which can 

limits the amount of bandwidth a customer can use. Common limits today are 10/10Mbit which means 

10Mbit each direction but 30/30 or even 100/100 is used, there are also possibilities to have different 
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speeds up and downwards like 100/10. 100/10 means that the customer can download at 100Mbit but 

uploads at only 10Mbit. Other common parameters are quality of service (QoS) used for IP-TV and IP-

telephones or access control lists (ACL) for security reasons.  

PacketFront and IPv6 support  

PacketFront has begun their work on IPv6 but currently does neither BECS nor the ASRs have any 

possibilities to implement or configure IPv6. PacketFront has started the work, are a member of the IPv6 

forum[97] and have announce that BECS will support IPv6, but there is still no official version released.  

How will BECS handle IPv6  

Since there is no known documentation of how BECS will handle IPv6, this chapter is a guessing of how it 

will be and what will be the issues for an implementation. Since OSPFv2 is used the possibility that the 

new version will support both OSPFv2 and v3 is quite big. One way would be that they move to another 

routing protocol like ISIS. However ISIS is quite unusually today and the knowhow is not that common so 

the possibility of OSPFv3 seems very possible.  

There is a need to create a new IP-resource called IPv6 resource both for the equipment and for the end 

customer. The interesting part about the resources is how they will handle subnetting and allocations. 

For the IPv4 resources that exist they can be placed almost anywhere in the hierarchical configuration 

tree. In the case of a smaller operator with very few customers there is a possibility to assign the IPv4 

resource in the top of the tree or in the core layer of the network. This method means big problems with 

OSPF-routing since the worst case is that every host or end customer announces a /32 network might 

happen. Even if every OSPF area has 3-4 customers there is a possibility that almost every customer 

generates their own entry in the OSPF forwarding table. On the other hand a bigger operator might have 

the possibility to assign a subnet to each area like a /26 or /27 network. This is much better than having 

an entry for every customer since that operator only generates one entry per OSPF area. In the case of 

MSN this would mean 31 entries for the whole operator that might have thousands of customers. Due 

to the limitations and lack of addresses the possibilities to use sub and supernetting is quite big and 

needed. PacketFront is really tries to take advantages of that.  

However due to the RFC 4291[22] and the usage of EUI-64 auto configuration these possibilities are 

limited in IPv6, but still possible to use. RFC4291[22] defines that the usage of subnets smaller then /64 

are banned with one exception and that is the usage of loopback or hosts-networks /128. In case a /64 is 

divided between more than one area and the EUI-64 auto configuration is used, every host on these 

areas will generate their own entries in the OSPF forwarding table. This would increase the problem 

with growing OSPF tables that already is a problem for some networks. One solution of this is that every 

area has one /64 network from each operator. This solution would mean that each client generates one 

/128 entry but this one is only announced within the area and all these is summarized into a/64. All 

distribution nodes and ABR only announces one /64 per area and operator.  

The only problem with this approach is that in the case of MSN every operator that wants to operate on 

the city network needs to assign at least 32 /64 subnets or in the future probably even 64 /64 subnets 
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(/58). Considering the recommendations from IANA and RIPE are that every ISP should get a /48 

network [115] (65536 subnets) when applying for IPv6 addresses there is a possibility that this will 

actually work. The problem is what would happen if any operator can’t cooperate on this, will that 

operator be unable to work with MSN?  

Examples of configuration Cisco systems 
If your Cisco equipment is supporting IPv6 or not is depending on the platform that is used and which 

version of Cisco IOS that runs on your equipment. In the case of MDFnets Cisco 3750 the support of IPv6 

started in the version 12.2(25)[113] for the Cisco 2600-series it started in version 12.2(2)T [113]. To be 

sure if your equipment support IPv6 or there is a recommendation to check the “feature navigator” at 

cisco.com[113].  

Cisco system uses a command line interface (CLI) for their configuration and to configure IPv6 you have 

to enable it by entering global configuration mode and type in ipv6 unicast routing. After the enabling 

entering the interface you want to configure and type in ipv6 address <address>/<bits in the subnet 

mask>.  

Router# configuration terminal 

Router(config)# ipv6 unicast-routing 

Router(config)# interface <interface name> 

Router(config-if)# ipv6 address <ipv6 address>/<bits set to 1 in the subnet mask> 

Configuration example how to set the address to a domain name server (DNS) on a Cisco 

router [116] 

Router# configuration terminal 

Router(config)# ip nameserver <ipv6 address> 

Configuration examples of static routes [116] 

Router(config)# ipv6 route <destination prefix>/<subnet mask> <next hop>  

Basic configuration OSPFv3 [116] 

Router(config)# ipv6 router ospf <process id> 

Router(config-rtr)#area <area number> 

Router(config-rtr)#router-id <router id> 

Router(config-rtr)#interface <interface name> 

Router(config-if)#ipv6 ospf <process id> area <area number> 

Basic configuration BGP [116] 

Router(config)#router bgp <process id> 

Router(config-rtr)#neighbor<ipv6 neighbor address>remote-as <as-number of the neighboring network> 

Router(config-rtr)#address-family ipv6 

Router(config-rtr)#neighbor <ipv6 neighbor address> activate 

Router(config-rtr)#network <announced network>/<bits of subnet mask> 
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Examples of Juniper configurations 
Juniper also uses a command line interface (CLI) but has a little bit different configuration approach with 

configuration files. IPv6 is enabled by default so no specific command is needed for that.  

Configuration example for an interface [116] 

Interfaces 

 { 

<interface name> 

 { 

unit <unit number> 

  { 

family inet 

{ 

 address <ipv4 address>/<bits set to 1 in the subnet mask>; 

} 

family inet6  

{ 

address <ipv6 address>/<bits set to 1 in the subnet mask>; 

} 

} 

} 

} 

Configuration examples of how to access a domain name server (DNS) [116] 

system  

{ 

name-server 

 { 

<ipv6 address>; 

<ipv4 address>; 

} 

} 

 

Configuration example of a static route 

rib inet6.0 

 { 

Static 

 { 

route 2001:db8::/64 

 { 

next-hop 2001:db8:0:cc00::1; 

metric 110; 

} 

} 

} 
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Configuration example for OSPFv3 [116] 

routing-options  

{ 

router-id 10.1.1.103; 

} 

protocols 

{ 

ospf3 

  { 

area <area number> 

{ 

interface <interface name>; 

} 

}   

} 

Basic configuration of BGP [116] 

routing-options 

 { 

rib inet6.0 

 { 

Static 

 { 

route <annonced network>/<netmask> discard; 

} 

} 

router-id <router id>; 

} 

protocols 

 { 

Bgp 

 { 

local-as <your as number>; 

group as<neighbor as-number> 

 { 

export export-static; 

peer-as <neighbor as>; 

neighbor <ipv6 address to neighbor>; 

} 

} 

} 

policy-options 

 { 

policy-statement export-static 

 { 

term 1 
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 { 

from protocol static; 

then accept; 

} 

} 

} 

Parties of this thesis 
Due to the complexity of such a project as IPv6 in a city networks and there is more than one part that 

needs to cooperate. In this project Mälarenergi City network (MSN) is the network owner of an open 

network that spans across the whole town of Västerås. Mälardalens computer society (MDFnet) works 

as an operator or ISP on MSN and delivers Internet to approximately 1200 students. The third part is the 

peering partner to MDFnet named Optosunet that is administrated by Nordunet/Nunoc.  

Present network at Mälarenergi City network (MSN) 
The topology of today is based on Nortel 8600s in core and distribution, the access layer runs on 

PacketFront advanced service routers (ASR)s. The core is built by 4 8600s where each connects to two 

other core routers, creating redundancy, but not as good redundancy as a fully meshed network would 

do. The distribution layer is also based on 8600s and consists of 24 different nodes spread out in the 

town. For redundancy each distribution node is connected to two different core-nodes. Each 

distribution node has one or more OSPF areas attached. It also has a number of ring networks of ASRs 

attached. The rules for each distribution node are maximum 10 ASRs per ring and max 20 rings per OSPF 

area. These limitations creates a maximum of 201 routers per area which is a little bit lower then Ciscos 

recommendation of max 350 routers per area[117]. All core and distribution routers are belonging to 

the area 0 in the OSPF domain, and all distribution routers are acting as area border routers (ABR) 

between area 0 and the rings containing ASRs.  

Statistic of today 

Core nodes  4 

Distribution nodes 24 

OSPF areas   31 

Rings/area  20 (at maximum) 

ASRs/Ring  10 (at maximum) 

IPv4 addressing of today 

All the customers have IP-addresses from ranges that belong to their ISPs; these will not be mentioned 

here since the solution is a little bit different for each ISP. MSNs own IPs are for all the link networks and 

loopbacks needed on and between all the routers. Since these networks should not be accessed from 

outside (the Internet) these addresses are taken from the public network of 10.0.0.0/8. The loopback 

addresses are created on the 10.11.0.0/16 network where the third octet is defined as the same number 

as the number of the OSPF area that unit belongs to. The last octet is depending on which ASR ring and 

where in the ring the router belongs to, a value of 1-20 is the first ring of that area, 21-40 the second 
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ring and so on. For the link networks each node gets one C-network (/24) that is divided into /30 link 

networks. In the case of a node running out of /30 networks, that node gets another /24 network. 

However there is no bigger summarization then /24.  

Mälardalens Computer society network (MDF) 
MDFnet is a non-profit student organization at Mälardalen University with its main purpose to spread 

information and knowledge about computers and Internet. One of the ways they do this is the work of 

an ISP/operator using mainly Mälarenergi stadsnät (MSN) and Eskilstuna stadsnät (ESN) as customer 

premise. The organization has approximately 1200 customers all that studies at Mälardalen University.  

Present network 

Most of the network is run by MSN but the interconnection between MSN, MDFnet and the peering 

with Optosunet is under MDFnets obligation. This middle network is using two different switches, one 

Cisco layer 3 (3750G-24TS) and one Netgear layer 2 (GSM7212). See the appendix 1 for the whole 

topology. Both of these two switches must support IPv6 to be able to successfully deliver IPv6 to the 

customers. The Cisco 3750 is doing all the routing and connects to the MSN the ESN and the GSM7212. 

Since MDFnet doesn’t have their own global AS-number it uses a private AS for the peering with 

Optosunet that does have one (1653). The GSM7212 is used to terminate VLANs and connects MDFnets 

office, the Cisco and the two links to Optosunet (Optosunet green and red network). 

IPv4 addressing to today 

MDFnet is using and in possession of two /20 networks today, the 193.11.112/20 and 193.11.128/20 

which makes about 8000 IP-address. Since the organization is located in two different towns, each office 

has its own subnet, one /26 for Eskilstuna and one /25 for the main office located in Västerås. In 

Eskilstuna there is one /22 network for all the customers. In Västerås there is a problem that the City 

network is divided into two parts, one based on layer 2 vlans and one layer 3 based on PacketFront 

equipment. Due to this the layer 2 parts has gotten a /21 network and layer 3 has received a /20 

network. See appendix 2 for the whole IPv4 plan that is being used.  

Testing 
Since both MDFnet and Mälarenergi stadsnät (MSN) is running in an environment where many 

customers are affected if anything goes wrong, there is important that the transaction from a pure IPv4 

network to a dual stack network goes as smoothly as possible. One way to make sure of this is to test as 

much as possible outside the real network. In this chapter we will explain what was done to limit or 

remove any downtime for the customers.  

Cisco Packettracer 
Packet tracer is a router simulator build by Cisco academy to help the students pass the Cisco Certified 

Network Associate (CCNA) exam. Since the simulator is used for associate studies rather than 

professional (CCNP) and expert level (CCIE) it has its limitations but can still be used for simpler tasks. 
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This tool can be used for simulation, testing, learning and teaching, but in this rapport it mostly being 

used for testing simpler tasks.  

First test network (see  appendix 3 for toplogy) 

The first test was made from a lab packet found at Electronic south in New Zealand homepage [118] 

originally developed for the Cisco ISP/IXP Network workshop lab. The test was attempted at the module 

one of IPv6 [125] with the modification to remove the iBGP of the lab. The reason that iBGP was 

removed is that Packet tracer can’t simulate BGP.  

The router topology was created as planed in the lab and IPv4 was configured with the address plan 

made in the first IPv4 module [119]. Each router was assigned a /20 network that was even more 

subnetted to /30 networks for each link. See appendix 4 and appendix 5 for a more detailed IP-plan. The 

IPv6 network was created from the 1001:10:0:0::/58 range. The test worked perfectly until the OSPFv3 

network contained one or more ring-network. If any rings were added to the OSPF-adjency and 

forwarding table the Packet tracer software crashed. At first a test to upgrade from Packet tracer 

version 5.0 to 5.1 was made but this didn’t solve the problem. After the problem was discovered a 

second attempt was made to try to see why the crashes show up.  

Second attempt  

During the second attempt a very simple four router topology was used (see appendix 6 for the 

topology). The network worked as it should until the router four was connected to router one to create 

a ring network (see also appendix 7 for details). The topology worked fine until OSPFv3 was initiated 

between R1 and R4. The same test was even tried with Packet tracer 5.2 when that version was released 

but with no joy. 

Netgear GSM7212 in IPv6 
The GSM7212 doesn’t have any official support for IPv6 but since this is a layer-2 switch this doesn’t 

mean much. According to the OSI-model a switch that works on layer 2 should only use the layer 2 

header (Ethernet) and not bother about the layer 3 header (IPv6). The GSM7212 is however not a pure 

layer 2 switch rather than a “smart” layer 2, which means it can do things above layer 2. The Swedish 

switch support at Netgear was asked by phone and according to them it is not possible to terminate 

VLANs based on IPv6 on the GSM7212. However during the discussion they agreed to that I could be 

possible that it worked, but not supported officially. Since not even Netgear themselves knew if it 

worked there was performed a testing at the network lab (Netcenter) at Mälardalen University (MDH). 

The GSM7212 is at first configured by connecting a standard console cable to the switch to get access to 

the CLI (command line interface). At the CLI you can configure almost everything, but during this test 

only the management IP-address was configured since the webgui got a smaller learning curve then the 

CLI. When the management IP-address is configured it is possible to connect a standard cat5 cable and 

access a webgui (graphical user interface).  

The first step of the test was to connect two different hosts to the switch and configure IPv6 addresses 

on both of them. During this test a problem of Windows XP using service pack 2 was discovered and that 
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it’s not possible to set a static IPv6 address to use at the machine. Still there is a possibility to use the 

link-local address which is assigned by using the EUI-64 auto configuration. Considering the network will 

use global addresses it would be better to test with aggregate global addresses. To solve the addressing 

problems a Cisco 2800 router (see appendix 8 for details) was connected and a DHCPv6 server was 

configured. Both of the host was also assigned an IPv4 address for debugging and testing purpose. At 

this time both hosts were assigned to the VLAN10 and the router to a Dot1q trunk. One big deferens at 

IPv6 is that a link-local address is automatically being used as default router instead of being configured 

in the DHCP-configuration. The connectivity was tested use a basic ping and the test were successfully. 

At the second test the second host was moved to VLAN 20 to test intervlan routing (see appendix 8 for 

details). The topology still uses a Dot1q trunk to the Cisco 2800 for the routing traffic. The first host did a 

ping towards the second host and the ping was successfully. Considering that the Netgear GSM7212 can 

handle pure IPv6 packets, can handle inter-VLAN routing, the assumption that the switch actually can 

handle IPv6 was made.  

Interface IPv6 IPv4 VLAN 

Netgear Mangement - 192.168.0.1 1 native (untagged) 

Cisco Fa0/0.1 2001:1:2:0::1 192.168.1.1 1 native (Dot1q trunk) 

untagged 

Cisco Fa0/0.10 2001:1:2:10::1 192.168.10.1 10 (Dot1q trunk) 

Cisco Fa0/0.20 2001:1:20:20::1 192.168.20.1 20 (Dot1q trunk) 

Host 1 2001:1:2:10::2 192.168.10.2 10 (untagged) 

Host 2 2001:1:2:20::2 192.168.20.2 20 (untagged) 

 

6to4 tunneling 
Since the possibility of delivering native IPv6 was closed due to the lack of IPv6 support for the 

PacketFront equipment, the usage of automatic 6to4 tunnels looked like an easy way that should be 

investigated. 6to4 creates a possibility to deliver IPv6 by tunneling the traffic from the customer to the 

IPv6 Internet. Since the change that was needed to be made in MDFnet core network is depending of 

which method would be used this technology needed to be tested before anything was changed. The 

operator Bahnhof delivers IPv6 tunnels to the office of MSN. These tunnels are automatically generated 

and works as they should, a similar usage would be good for MDFnet. In the beginning of the testing a 

Cisco 1812 router at a customer was configured as a 6to4 client (see appendix 9 for details) using the 

closest 6to4 relay that was found by anycast appendix 10. When doing a trace route the closest 6to4 

relay was found at Tele2 so that one was chosen automatically to act as relay by the router. The trace 

route was made from a WindowsXP client behind the Cisco since the Cisco 1812 itself had problems 
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doing this. Reason of this is still not know. There was no problem to do a ping to 192.88.99.1 but the 

trace route was lost after 14 correct router jumps.  

First step of the configuration was to create a tunnel interface at the 1812 with a global IPv6 address 

and an IPv4 address. DHCP was used for the global IPv4 address due to demands from the ISP (MDFnet) 

and the IPv6 was generated from the IPv4 address with the 6to4 prefix 2002. Since the global IPv4-

address was 193.11.133.54 the global IPv6 address went to be 2002:C10B:8536::1/64. For routing the 

IPv6 version of the 6to4 anycast address 192.88.99.1 which becomes 2002:C058:6301:: was used as 

default route and all the traffic address to 2002:/16 was routed to the tunnel. When this was configured 

a ping and a traceroute was made to the ipv6.sunet.se (2001:6b0:7::198) which is an address that can 

only be reach by the use of ipv6. Both the traceroute and the ping were successful.   

Testing of MP-BGP  
To test the possibilities and functionality of MP-BGP a smaller test was made at Mälardalen University 

(MDH) network department called Netcenter. The toplogy for the test was two directly connected Cisco 

2800 routers where one was using the 4 port switch-extension module (HWIC-4ESW-POE). The first step 

was to create an IPv4 trunk and address two different networks at each router, one loopback for 

announcement and one link. Second step was to test the basic connectivity which was successful. BGP 

neighbor ship was created and the IPv4 and IPv6 networks were announced between the routers.  

Planning 
In larger projects lots of time is put on the planning phase and so is the case in this thesis. The planning 

is divided into two different parts and results. The first part is to make an IP-plan and the second is to 

identify all upgrade needs.  

Mälarenergi City network 
On the addressing part of today two different /16 networks are used, where one is assigned for 

loopbacks and one for link networks. Every address is based on area and which ring they are attached, 

for supernetting reasons the way of including the distribution node in the address is at least tested. On 

the upgrade needs both the Nortel and the Packetfront equipment is been investigated. 

IPv6 addressing 

For administration, the easiness of identifying hosts, avoid conflicts and reducing the risk of 

renumbering it’s important to create a robust and flexible IP-plan. The goals for the IPv6 plan for MSN 

were:  

1. Hierarchical design and possible to summarize/supernet as much as possible. 

2. Based on distribution node and/or OSPF-area. 

3. The link network and loopback networks should also be based on the ring. 

4. Logical separation between link and loopback networks.  
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5. Obey the rules in RFC4291[22]. 

6. Fits to the current network. 

Three different plans were calculated but none is perfect and none obeys all six rules. 

IPv6 plan first thought 

Since the routers should not be accessed from outside the range of unique-local addresses (FC00::/7) 

was investigated. As described in the RFC4193[28] the 8 bit (LSB) called the L-bit is set to 1 if the range is 

used locally, meaning the range will be FD00::/8. For unique local addressing there is a demand that the 

10 hex values after FD is created at random leave 4 hex values for subnetting. Format of the addresses 

will be FDGG:GGGG:GGGG:GGGG:SSSS::/64 where G is the randomized value and the S are used for 

subnetting. If you use the last two hex values as link-id and distribute the first two for core nodes and 

distribution nodes these can be distributed in six different ways where three will be investigated.  

2 bits used for core-nodes would get:  

Core-nodes  Distribution-nodes Link-networks at access-layer 

4  64/core-node  255/dist-node 

 

3 bits used for core-nodes: 

Core-nodes  Distribution-nodes Link-networks at access-layer 

8  32/core-node  255/dist-node 

  

4 bits used for core-nodes: 

 

Core-nodes  Distribution-nodes Link-networks at access-layer 

16  16/core-node  255/dist-node 

 

Considering there is only 4 core-nodes, the version of having 4 bits for core nodes can be discarded. 

Having 2 bits feels a little bit dangerous in the case there is a need for one or two more core-nodes. Left 

is the possibility to having 3 bits for core and 5 for distribution nodes. Since you have 8 different 

networks stored for core-nodes there is a possibilities to reserve one core network for loopbacks. The 

way to use the 2 first hex values of 00, the second two for the decimal value of the OSPF-area would 

solved the way of addressing by area-id. The second thing is the loopback problem, where you need to 

find a decent way of represent the rings and every nod in the ring. One way to solve this is to use the 

first core/distribution node as loopback and use the last block in the addresses to identify the node and 

the penultimate as ring-id, creating a format like this: 

 

FD00:GGGG:GGGG:GGGG:00XX::RR:NN/128 

 

G is the global-id to create a globally unique range according to the RFC4193; XX is the OSPF area, RR is 

the number of the ring attached to that node, 01 for the first and 02 for the second etc. NN is the 

number of each ASR, the first ASR in the ring get 01 the second 02 etc. One example is the third ASR in 

ring two at OSPF area 12 will get the loopback address of: FD00:GGGG:GGGG:GGGG:0012::02:03/128.  

 

In the case of a link network we will have the format of: 
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FD00:GGGG:GGGG:GGGG:CDXX::/64 

Where the CD is the core/distribution field where the first 3bits is core and 5 last is the distribution node 

identifier. XX is the id of the link. 

 

As an example we can take core node 1 distribution node 3 at that core node, and the link between ASR 

1 and 2 would be. 

FC00:GGGG:GGGG:GGGG:2301::/64 where 23 is the hex value for 00100011.  

 

Benefits and drawbacks 

The benefits are that the loopback gets very logical; all RFC standards are met including the use of the 

last 64bits as host bits. The possibilities to summarize at each node are thought of, and would cause 

little announcements to the OSPF area 0. However the way to splitting the links could be better, also 

there could be a possibility that 255 link-addresses aren’t enough for one distribution node considering 

each node can have more than one area and each area can have a maximum of 200 ASR which leads to 

220 links. 

IPv6 plan second attempt  

The first attempt used /64 networks for all their links which is the best method according to 

RFC3627[120]; however this wastes an extreme amount of addresses in a network where almost all 

networks consist of two nodes. For an IPv4 technician the usage of a /30 network is quite natural, and 

this would mean the usage of /127 networks a good idea. However this has its problems and lies in that 

the first router will get prefix :0 and the second prefix :1. In RFC4291[22] (updates the RFC3513) the :0 

address, is the subnet router anycast address of the network[135]. If the router with prefix :1 boots up 

and claims both the unicast address of :1 and the anycast address, duplicate address detection (DAD) 

will fail at router 0. The RFC3627[120] does say it “does not advocate” the usage of larger network prefix 

but says that /126 is the best solution if necessary. Since RFC4291[22] forbids the usage of larger prefix 

then /64 the use of /126 should be used with caution [136]. Still due to this one solution that uses a little 

bit larger but still much smaller then /64 of /112 networks will be investigated. 

Format of the second attempt  

The format this time will be  

Version 1: FCGG:GGGG:GGGG:DDOO::RRTL:A/112 

Version 2: FCGG:GGGG:GGGG:DDOO:RR:T:LL:A/112 

The first three fields are the same as before and the fourth field is now divided in the middle where the 

first two hex fields identifies the node (distribution or core) mention as D in the format, the second part 

is the OSPF area notified as O. The penultimate field defines the ring notified as RR, the type (T) of the 

link is defined as 0 for a loopback address and a 1 for a link network. The last letter in the format defines 

which link in the ring it is (notified as L). The last field contains which router on the link you address 

notified as A. One limitation of the A is that due to the router anycast address no interface on the router 
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should have a zero set in this field. The second one uses the same notations but is more flexible but 

costs a little bit more in length and a little more difficult to write.  

Benefits and drawbacks  

The benefits are that all addresses will be hierarchical, even more and better then the first attempt. The 

links are now very logically based both on which ring and which place they are in the ring. The possibility 

of supernetting and limits the amount of OSPF routes is good. On the drawbacks are the more 

complexity and longer IP-addresses which can be annoying, but the biggest problem is the usage of /112 

networks. Due to RFC3627[120] and RFC4291[22] this will work but with restrictions and there might be 

problems. 

 IPv6 plan third attempt 

Since the use of /64 network is recommended a third attempt was made to finally find a decent way to 

subnet the network and still using a /64 network to get a hierarchical and logic way to address 

everything. Even in this case two variants popup. 

Formats of the third attempt: 

The format of the third attempt is: 

Version 1: FCGG:GGGG:GGGG:OOLL::/64  

Version 2: FCGG:GGGG:GGGG:OORL::/64 

The fourth field is the only one that has been changed since attempt 1, but in this case the two first hex-

values defines the OSPF-area and in version 1 the two last values defines the link. In version two the 

penultimate value defines the ring and the last one defines the link. Version two is easier to address and 

more logical, however it limits the amounts of ASRs per ring to 14 which isn’t a problem since the rules 

of today says max 10 ASR/ring. It also limits the amount of rings/OSPF-area to 15 which is a bigger 

problem since the rules of today says maximum 20 rings per OSPF-area. How many areas that contain 

more than 15 rings are unknown and must be investigated. In the case of loopbacks the link-id is set to 

the last link FF and the format will be: 

Version 1: FCGG:GGGG:GGGG:OOFF::R:A/128 

Version 2: FCGG:GGGG:GGGG:OORF::A/128 

Benefits and drawbacks 

On the benefits part the network is hierarchical, easy to address, easy to summarize. All requirements 

from the RFCs are met. On the drawback there is only possible to summaries the area, not the whole 

distribution node into one announcements. There is one exception to this and that is if the area 

numbers are in line and possible to supernet. Version 1 has on the negative part that the link-id can’t be 

split into rings in an easy way. Version 2 has an easy way of split rings and links inside the ring but has 

limitations on the amount of rings per area. 
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Upgrade needs at Mälarenergi city network 

• At least one 8692 routing card must exist on all core and distribution routers (Nortel 8600). 

Some already has this upgrade but an unknown amount hasn’t. 

• At least one enterprise SF/CPU daughter card on all core and distribution routers.  

• All Nortel 8600 must be upgraded to the software of version 4.1 or higher. 

• BECS needs to be upgrade when the new version is released. 

• PacketFront needs to release a new software version for their ASRs that can handle IPv6 and 

OSPFv3.  

• OSPFv3 needs to be configured in distribution and core-layer. 

• IPv6 ranges needs to be applied from each operator and they needs to be at least 32 subnets, 

best is if a continuous subnet of 32 or 64 that is possible to summarize into a /58 or /59 

network. 

Mälardalens Computer society network (MDFnet) 
MDFnet having a much smaller organization then MSN but still have a complex network, considering 

they are operating in two different towns and more types of networks. On the IP-plan, towns and all 

classes of networks are considered. On the upgrade parts there are two different equipments involved, 

one Cisco and one Netgear that both need to be investigated.  

IP addressing  

In the beginning of the IPv6 project at MDFnet a request was sent to Optosunet for an IPv6 range. This 

request was approved within a few hours and the network of 2001:6b0:30::/48 was assigned. Because 

of the larger address space in IPv6 the work of finding an airy solution that would minimize the risk of 

having a renumbering problem in the future was made. Due to the recommendation that the last 64bits 

should be used for host-id, and the assigned network is a /48 means that 16bits or 4 hex symbols can be 

used for subnetting. Sixteen bits means that there is 65536 different subnets which is a gigantic amount 

for such a small organization, but these only means that it can be made as airy as it minimize the risk of 

renumbering. On this 4 hexadecimal symbols you will assign all the networks which can be made in 

many different ways, but hopefully we can find the best way. The easiest way would be to just to assign 

every existing network a /64 and just take the first network, subnet 0000, the second 0001 etc. This is a 

very simple way but what if you want to add another /64 on any of the networks you would have a 

fragmented IP table that can’t be superneted which would collapse the external BGP routing and 

probably even the internal routing. There must be a better way so this approach was dismissed and new 

methods were used.  

The second step was to identify each type of network that existed in the today world of IPv4 and six 

different types described earlier was found (server, office, links, loopbacks, customer layer 2 and 
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customer layer 3). Six different type and some of these exists in both Eskilstuna and Västerås which 

makes the mess even bigger. What if the organization advances to another town, this is also something 

that should be considered in the design.  

Summary of questions that should be considered: 

• Types of networks. 

• Sizes of each network.  

• Hierarchical, which demands has the network hierarchical.  

• Geographically, almost every routing protocol wants to announce as large and as few networks 

as possible which can made by super netting. This is especially important if public BGP is used.  

When all this questions was considered, the plan was made out. The first hex-symbol would be used to 

identify the town which creates 2048 subnets in each town, and a limit to expand to 14 new towns 

which is very very far away considering only two are active today. Another benefit of this is that each 

town can announce itself as a /52 network. However this creates an interesting part in the discussion, 

when the type and hierarchical is discussed. What about links between two different town, which 

subnet should this one be taken form? Town A or town B? Due to the problem of links and other types 

of specific things that aren’t geographically assigned as links and loopbacks all these was place in the 

first /52 network. Since Västerås has the main headquarter they got the second and Eskilstuna the third.  

When each town has their own subnet how would the town divide the network? One easy way of 

handling it is to divide the internal networks (server, office etc) and all the external (customer) 

networks. Due to this the second hex-symbol was assigned as a category where zero is internal and one 

is external. The external is used for customer and in those towns where there is one layer 2 and one 

layer 3 network each received its own /56 network. This is the only three types currently assigned but 

there is a possibility of another 13 different ones if the need shows up. One type that has been 

discussed is to have an event category, which is being used for temporary happenings like expos, demo 

parties etc. Future will tell which categories that would be used and not. See appendix 11 for the whole 

IPv6 plan. 

Benefits and drawbacks of the current IPv6 plan   

Benefits: 

• Very big possibilities to expand. 

• Very airy. 

• Easy to use for routing and supernetting.  

• Designed by geographical. 
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Drawbacks: 

• Many subnets are being wasted and not used. 

• Difficult to give back unused subnets if needed in the future. 

• Not done in the CIDR way of “biggest network first”. 

Upgrade needs  

Since the network is quite small with very few units the upgrade is quite easy, however a few points was 

found 

• The core switch/router needs new IOS-software that can handle IPv6 and MP-BGP. 

• A 6to4 relay created at the core to handle the customers. 

• All DNS-servers must be configured to handle AAAA-records. 

• A DHCP server for the internal and office network that can handle IPv6 needs to be configured. 

Preparations about the Cisco 3750 

The MDFnet only have one Cisco 3750 and that one is running all the routing in the network so it should 

not be used for testing, since this could and would affect all the customers. Other types of preparations 

must be made. Since the Cisco 3750s old IOS(internetworking operating system) couldn’t handle IP 

version 6 the first step was to make planning for an IOS upgrade. The first version that was investigated 

was version advanced IP services k9 12.2-25.SEE4. The Cisco feature navigator [113] told us that this IOS 

could handle the basic IPv6 operations but with the limitations of not handling MP-BGP. Due to the need 

from MDFnets peering partner Optosunet to run BGP-peering a solution of this was needed to be made.  

First solution was to keep the 3750 for routing the IPv4 and handling the fibers and have a Cisco 2600-

series router attached to run MP-BGP and routing of IPv6. The planning was to trunk all the internal IPv6 

addresses from the 3750 to the 2600 and let the 2600 route these packets by BGP peers to the vlan-

numbers of 2 or 3. The traffic assigned for vlan 2 and 3 is then routed back to the Cisco 3750 which 

would send the traffic to the fiber trunk that goes towards the GSM7212 and peered out to Optosunet 

see appendix 12 for details. Another benefit of this was the possibility to create a 6to4 relay station at 

the 2600 which the 3750 can’t handle. 

However Cisco changed their ways of handling IOS for their 3750s and announced that the advanced IP-

service branch was going end-of-life. All the existing features in the advanced IP-service branch were 

moved to the IP-service branch. In may 2009 the new version of IOS called IP-services 12.2(50)SE1 was 

released with an support for IPv6 extensions for MP-BGP. This version can’t act as relay station of 6to4 

tunnels but the benefits of not having more equipment installed and the much simpler configuration 

were at the time bigger than the benefits of 6to4 relays. If Cisco will support 6to4 relay for the Cisco 

Catalyst 3750 is for the time unknown.  
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Implementations and future work 
The implementations and future work chapter describes what has been done at both organizations and 

the facts that are missing. There is quite a big difference in the technicality between those so the 

amount that has been done and what is left for the future is quite different.  

Mälarenergi City Network (MSN) 
Since there is no current support for the equipment delivered by PacketFront there do exists lots of 

work when possible.  

• Upgrade PacketFront Becs to a version that supports IPv6 when such version has been released. 

• Decide which of the IP-plans that suits the network. 

• Upgrade all Nortel 8600s that have the old 8691 CPU-cards to 8692ones. 

• Upgrade all Nortel 8600s with the software of version 4.1 or higher. 

• Upgrade all Advanced service routers (ASR) with new software that supports IPv6. 

• Test everything before doing a full scale operation (OSPFv3, IPv6 address resources…)  

• Get at least an IPv6 of /59 or even /58 from each Operator. 

Mälardalens datorförening network (MDFnet) 
MDFnet got a small and quite easy network to move over to IPv6, the upgrade wasn’t that easy but 

below is a presentation of what was done to make it all flow likes a river. 

Software upgrade of Cisco 3750 

Since the preparation for the Cisco Catalyst 3750 made it clear that the old Cisco internetworking 

operating system (IOS) was too old for IPv6 there were made an upgrade of this software. The Catalyst 

has limited resources of flash memory so the best way of having both the new and old IOS-image files 

stored at the same time could not be made. This limitation meant that the old IOS would have to be 

removed before the new one could be installed. Due to security reasons the old IOS-image was 

backuped to a laptop by trivial file transfer protocol (tftp) in case something goes wrong. When the old 

image was backuped it was removed from the switch and the new one was transferred by the same 

method to the switch. New boot parameters were configured and the switch was restarted as 

necessary. During the boot process the switch makes a power on self test (POST) to see that the Swich is 

healthy and everything is alright. This POST however generated a “portASIC CAM subsystem test failed” 

(see appendix 13 for details), if this was due to the IOS upgrade was at the moment not known. Since 

there could be the new software an emergency recovery was made by transferring the old IOS by the 

console-cabel and the xmodem software, which is a very slow process but after half an hour the old 

image was back in the system. After the new restart the same error occurred which looks like it wasn’t 

the software. The company responsible for the service level agreement (SLA) was contacted and they 

bounced the question to Cisco technical assurance (TAC) in Belgium. TAC considered it was a hardware 

problem and sent a new unit to replace the old one. The new unit was installed in the rack and all the 

cables were moved over. When all this was done a new try to install the new IOS was made and this 
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time it was successful. For configuration the old configuration file was put into the switch and after 

salving some problems with an access-list conflicting with MP-BGP everything worked as it should.  

Implementation of MP-BGP peering  

Since the Cisco 3750 had an allocation of their TCAM-table that didn’t support IPv6 the first step was to 

reconfigure this which needed a reboot of the switch. Four different vlan’s was configured to work as 

gateway for four different networks. Two was /126 link network owned by SUNET/Optosunet that was 

used for BGP-peering towards internet. The other two networks were assigned for the core-servers and 

one for the office (see appendix 15 for details). When the BGP neighboring relationships was configured 

problems with the TCP-connections occurred (see appendix 14 for details). At first the access control 

lists (ACL) was thought and removed from the interfaces but it didn’t salved the problem. Thoughts of 

that IOS has problems with IPv6 peer-groups were investigated but still no solution. After a time of 

debugging no problems, nothing was found. After discussions with Nordunet/Nunoc the problem was 

found at an inactivated peer group on their side and when that was changed everything work as it 

should. Test was made with both ping and http traffic to the non-IPv4 sites of ipv6.sunet.se and 

ipv6.google.com and all worked as it should.  

Future work  

Since many things are up and running not much needs to be done in the future. To be able to deliver 

IPv6 to their customer a link network must be configured towards MSN, a static route to that network, 

and the addresses space given to MSN for customer usage.  

Conclusion 
There is a citation floating around the internet made by a Gaurab Raj Upadhaya current working at a 

research organization named Packet Cleaning House in Berkley. This citation says “96 more bits, no 

magic”. I wouldn’t say this is 100% true but there is an unnecessary wariness over IPv6 transitions. If 

only the equipment can run IPv6 the difference between the two versions aren’t that big. Of course 

there are lots and lots of administrational work to move over and some of these steps are handled in the 

thesis. Start by analyzing what equipment that needs to be upgraded, start building up a smaller 

knowledge of the protocols. When this is done check the addressing schemas of today and think of the 

good and bad sides of it, make a new one based on the larger address space of IPv6.  

IPv6 aren’t magic in any way, IPv6 is not that difficult to implement but it aren’t the solutions of every 

problem that exist at the IT-apartment either. However the wolf will come and IPv6 will definitely be the 

network protocol of the future. 

List of abbreviations 
3DES  Triple Data Encryption Standard 

6to4  IPv6 to IPv4 tunnel 

10G  10 Gigabit 
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ABR  Area Border Router 

ACK  ACKnowledge 

ACL  Access Control List 

AES  Advanced Encryption Standard 

Afrinic  AFRIcan Internet Numbers registry IP addresses 

AH  Authentication Header 

Apnic  Asia-Pacific Network Information Centre 

Arin  American Registry for Internet Numbers 

Arp  Address Resolution Protocol 

AS  Autonomous System 

ASBR  Autonomous System Boarder Router 

ASN  Autonomous System Numbers 

ASR  Advanced Service Router 

BDR  Backup Designated Router 

BECS  Broadband Ethernet Control System 

BGP  Border Gateway Protocol 

Bind  Berkeley Internet Name Domain 

Brouter  Bridge router 

CAM  Content Addressable Memory 

CATV  CAble TeleVision 

CCIE  Cisco Certified Internet Expert 

CCNA  Cisco Certified Network Associate 

CCNP  Cisco Certified Network Professional 

CDCS  Central Database Control System  

CIDR  Classless Inter-Domain Routing 

CJM  Configuration Job Manager 

CLI  Command-Line Interface 

CPL  Call Processing Language 

CPU  Central Processing Unit 

CRE  Configuration Rendering Engine 

DAD  Duplicate Address Detection 

DBAPI  DataBase APplication Interface 

DDCS  Distributed Database Control System 

DCE  Data Collection Engine 

DES  Data Encryption Standard 

DHCP  Dynamic Host Configuration Protocol 

DHCPv6  Dynamic Host Configuration Protocol version 6  

DNS  Domain Name System 

Dot1q  Common nickname for the IEEE 802.1Q standard 

DR  Designated Router 

DRG  Digital Residential Gateway 

eBGP  External Border Gateway Protocol 

EAPI  External APplication Interface 

EM-BECS Element Manager Broadband Ethernet Control System 

EM-iBOS Element Manager Intelligent Broadband Operating System 

ESP  Encapsulating Security Payload 
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FIB  Forward Information Base 

FTTH  Fiber To The Home 

HMAC  Hash Message Authentication Code 

HTTP  HyperText Transfer Protocol  

I/O  Input and Output 

IANA  Internet Assigned Numbers Authority  

iBGP  Internal Border Gateway Protocol  

iBOS  Intelligent Broadband Operating System  

ICMPv6  Internet Control Message Protcol 

ICV  Integrity Check Value 

IETF  Internet Engineering Task Force 

IGMP  Internet Group Message Protocol 

IKE  Internet Key Exchange 

IKEv1  Internet Key Exchange version 1 

IKEv2  Internet Key Exchange version 2 

INA  Inverse Neighbor Advertisment 

INS  Inverse Neighbor Solicitation 

IOS  Internetwork Operating System 

IPD  Internet Protocol Dslam (Digital subscriber line access multiplexer) 

IPsec  Internet Protocol SECurity  

IPv4  Internet Protocol version 4 

IPv6  Internet Protocol version 6 

IP-TV  TV delivered by Internet Protocol (IP-TV) 

IR  Internet Registery  

ISATAP  Intra-Site Automatic Tunnel Addressing Protocol 

ISP  Internet Service Provider 

ISIS  Intermediate-system to Intermediate-system 

IX  Internet eXchange Point 

IXP  Internet eXchange Point  

L2  Layer 2 

L3  Layer 3 

Lacnic  Latin American and Caribbean Internet Addresses Registry 

LDP  Label Distribution Protocol 

LIR  Local Internet Registry 

LSA  Link State Advertisement 

LSAck  Link State advertisement ACKknowledge 

LSB  Least significant bit (often the rightmost bit) 

LSR  Link State Request 

MAC  Media Access Control  

MD5  Message-Digest algorithm number 5 

MDF  Mälardalens DatorFörening (Mälardalen computer society) 

MDFnet Mälardelens DatorFörening Network (Company name for the ISP part of MDF) 

MDH  Mälardalens högskola (Mälardalen university) 

MIB  Message Information Base 

MP-BGP Multiple Protocol Border Gateway Protocol 

MP  Mediation Point  
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MQ  Message Queue 

MSN  Mälarenergi StadsNät (Mälarenergi City network) 

MTU  Maximum Transport Unit 

NA  Neighbor Advertisement 

NAT  Network Address Translation 

NAT-PT  Network Address Translation Protocol Translation 

NAR  Network Action Request 

NDP  Neighbor Discovery Protocol 

NIR  National Internet Registry 

NLRI  Network Layer Reachablity Information 

NMS  Network Management System 

NORDUNET NORDic infrastrUcture for research and education NETwork 

NS  Neighbor Solicitation 

NTP  Network Time Protocol 

NUD  Neighbor Unreachability Detection    

OID  Object IDentifier  

OSPF  Open Shortest Path First 

OSPFv3  Open Shortest Path First version 3 

PAT  Port Address Translation  

PDU  Protocol Data Unit 

PI  Provider Independent  

portASIC port Application Specific Integrated Circuit 

POST  Power On Self Test 

QoS  Quality Of Service 

RA   Router Advertisement 

Rarp  Reverse Address Resolution Protocol 

RC-4  Rivest Cipher 4 (Named after the creator Ron Rivest) 

RFC  Request For Comment 

RIP  Router Information Protocol 

Ripe NCC Réseaux IP Européens Network Coordination Centre 

RIR  Regional Internet Registry 

RJ45  Registered Jack number 45 

RS  Router Solicitation 

RSVP  Resource ReSerVation Protocol 

SA  Security Association   

SE  Script Engine 

SF/CPU  Switch Fibric/Central Processor Unit 

SFP  Small Form-factor Pluggable (usually a fiber transceiver module for switches)  

SHA-1  Secure HAsh function number 1  

SM  Script Manager 

SMT  Subscriber Management Tool 

SMTB  Subscriber Management Tool Bridge 

SNPA  SubNet Point of Access (usually a MAC-address)  

SNMP  Simple Network Management Protocol 

SPD  Security Policy Database 

SPF  Shortest Path First 
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SPI  Security Parameter Index   

TAC  Technical Assistance Center 

TBN  True Broadband Network 

TCP  Transport Control Protocol 

tFTP  Trivial File Transport Portocol 

ToS  Type Of Service 

UDP  User Datagram Protocol 

Webgui  WEB based Graphical User Interface 

VLAN  Virtual Local Area Network 
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Appendixes  

Appendix 1 Topology of MDFnet today  

 

Appendix 2 MDFnet IPv4 plan 

Name Network Mask 

Links and loopbacks 193.11.112.0 /26 

Office Eskilstuna 193.11.112.64 /26 

Office Västerås 193.11.112.128 /25 

Core Server 193.11.113.0 /24 

Unused (for future use) 193.11.114.0 /23 

Customer Eskilstuna 193.11.116.0 /22 

Customer Västerås layer 2 193.11.120.0 /21 
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Customer Västerås layer 3 193.11.128.0 /20 

Appendix 3: The topology of the first attempt  
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Appendix 4: Detailed IP-plan for router R1-R15 IPv4  

R1 100.1.0.0/20 Loopback 10.1.15.224/27 

R2 100.1.16.0/20 Loopback 10.1.31.224/27 

R3 100.1.32.0/20 Loopback 10.1.63.224/27 

R4 100.2.0.0/20 Loopback 10.2.15.224/27 

R5 100.2.16.0/20 Loopback 10.2.31.224/27 

R6 100.2.32.0/20 Loopback 10.2.47.224/27 

R7 100.2.48.0/20 Loopback 10.2.63.224/27 

R8 100.3.0.0/20 Loopback 10.3.15.224/27 

R9 100.3.16.0/20 Loopback 10.3.31.224/27 

R10 100.3.32.0/20 Loopback 10.3.63.224/27 

R11 100.4.0.0/20 Loopback 10.4.15.224/27 

R12 100.4.16.0/20 Loopback 10.4.31.224/27 

R13 100.4.32.0/20 Loopback 10.4.47.224/27 

R14 100.4.32.0/20 Loopback 10.4.63.224/27 

R15 Unassigned 
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Appendix 5: Detailed IP-plan for router R1-R15 IPv6  

 

R1 1001:10:0:0::/64 

R2 1001:10:0:1::/64 

R3 1001:10:0:2::/64 

R4 1001:10:0:3::/64 

R5 1001:10:0:4::/64 

R6 1001:10:0:5::/64 

R7 1001:10:0:6::/64 

R8 1001:10:0:7::/64 

R9 1001:10:0:8::/64 

R10 1001:10:0:9::/64 

R11 1001:10:0:10::/64 

R12 1001:10:0:11::/64 

R13 1001:10:0:12::/64 

R14 1001:10:0:13::/64 

R15 1001:10:0:14::/64 
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Appendix 6: The topology of the second attempt version 1  

 

Appendix 7: The topology of the second attempt version 2  

  

Appendix 8 Topology of the Netgear test  

 

Appendix 9 Cisco 1812 6to4 client configuration  
The configurations file of the Cisco 1812 that was used at a customer of MDFnet to test a 6to4 tunnel. 

Interface FastEthernet0 was connected to internet and the FastEthernet1 was used for the Internal IPv4 
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network. Some parts of the file that doesn’t affect the IPv6 and or 6to4 configuration were removed due 

to security reasons.  

  

version 12.4 

service timestamps debug datetime msec 

service timestamps log datetime msec 

service password-encryption 

! 

hostname wasteland 

! 

boot-start-marker 

boot-end-marker 

! 

enable secret 5 <obmitted due to security> 

! 

no aaa new-model 

! 

ip cef 

! 

ip domain name homecode 

ip auth-proxy max-nodata-conns 3 

ip admission max-nodata-conns 3 

ipv6 unicast-routing 

! 

multilink bundle-name authenticated 

! 

username <obmitted> password 7 <obmitted due to security> 

! 

archive 

 log config 

 hidekeys 

! 

ip ssh time-out 15 

ip ssh authentication-retries 2 

ip ssh version 2 

! 

interface Tunnel0 

 no ip address 

 no ip redirects 

 ipv6 address 2002:C10B:8536::1/64 

 ipv6 enable 

 ipv6 mtu 1472 

 tunnel source FastEthernet0 

 tunnel mode ipv6ip 6to4 

! 

interface FastEthernet0 
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 ip address dhcp 

 ip nat outside 

 ip virtual-reassembly 

 duplex auto 

 speed auto 

! 

interface FastEthernet1 

 ip address 192.168.1.9 255.255.255.0 

 ip nat inside 

 ip virtual-reassembly 

 duplex auto 

 speed auto 

! 

interface BRI0 

 no ip address 

 encapsulation hdlc 

 shutdown 

! 

interface FastEthernet2 

! 

interface FastEthernet3 

! 

interface FastEthernet4 

! 

interface FastEthernet5 

! 

interface FastEthernet6 

! 

interface FastEthernet7 

! 

interface FastEthernet8 

! 

interface FastEthernet9 

! 

interface Vlan1 

 no ip address 

! 

ip forward-protocol nd 

ip route 0.0.0.0 0.0.0.0 193.11.133.1 

! 

ip http server 

ip http secure-server 

ip nat inside source list 1 interface FastEthernet0 overload 

ip nat inside source static tcp 192.168.1.4 3389 interface FastEthernet0 3389 

ip nat inside source static udp 192.168.1.4 3389 interface FastEthernet0 3389 

ip nat inside source static udp 192.168.1.4 1024 interface FastEthernet0 1024 
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ip nat inside source static tcp 192.168.1.4 1024 interface FastEthernet0 1024 

! 

logging trap warnings 

logging 192.168.1.4 

access-list 1 permit 192.168.1.0 0.0.0.255 

ipv6 route 2002::/16 Tunnel0 

ipv6 route ::/0 2002:C058:6301:: 

! 

control-plane 

! 

! 

line con 0 

 password 7 <obmitted due to security> 

 login 

line aux 0 

line vty 0 4 

 password 7 <obmitted due to security> 

 login local 

 transport input ssh 

! 

ntp clock-period 17179990 

ntp server 130.243.80.43 

end 

Appendix 10 Trace route to nearest 6to4 relay  
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Appendix 11 MDFnet IPv6 plan 

/52 networks 

Name Network Mask Amount of subnets 

Link-loopback 2001:6b0:30:0::  /52 2048 

Västerås 2001:6b0:30:1000:: /52 2048 

Eskilstuna 2001:6b0:30:2000:: /52 2048 

New town 1 2001:6b0:30:3000:: /52 2048 

 

Link-loopback network 

Name Network Subnet mask  Amount of subnets 

Loopback 2001:6b0:30:0 /60 16 

Links 1 2001:6b0:30:10 /60 16 

Unused for the future 2001:6b0:30:20 - 4046 

 

Västerås internal networks 

Name Network Subnet mask Amount of subnets 

Office 2001:6b0:30:1000 /60 16 

Server 2001:6b0:30:1010 /60 16 

Unused for the future 2001:6b0:30:1020  224 

Västerås external networks 

Name Network Subnet mask Amount of subnets 

Customer Layer 3 2001:6b0:30:1100 /56 255 

Customer Layer 2 2001:6b0:30:1200 /56 255 

Unused for the future 2001:6b0:30:1300  3331 
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Eskilstuna internal networks 

Name Network Subnet mask Amount of Subnets 

Office 2001:6b0:30:2000 /60 16 

Server 2001:6b0:30:2010 /60 16 

Unused for the future 2001:6b0:30:2020  223 

Eskilstuna external networks 

Name Network Subnet mask Amount of Subnets 

Customer layer 3(future) 2001:6b0:30:2100 /56 255 

Customer layer 2 2001:6b0:30:2200 /56 255 

Unused for future 2001:6b0:30:2300  3331 
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Appendix 12 Topology of first MDFnet IPv6 solution 

 

Appendix 13 Error output of Cisco 3750  
POST: CPU MIC register Tests : Begin 

POST: CPU MIC register Tests : End, Status Passed 

POST: PortASIC Memory Tests : Begin 

POST: PortASIC Memory Tests : End, Status Passed 

POST: CPU MIC PortASIC interface Loopback Tests : Begin 

POST: CPU MIC PortASIC interface Loopback Tests : End, Status Passed 

POST: PortASIC RingLoopback Tests : Begin 

POST: PortASIC RingLoopback Tests : End, Status Passed 

Waiting for Stack Master Election (around 30 seconds)... 

POST: PortASIC CAM Subsystem Tests : Begin 

CAM (asic:5) walking-one test failed 

 Write: 80_00010000_00000000-00_00000000_00000008  

 Read: 80_00000000_00000000-00_00000000_00000000  

POST: POST Failed 

POST: POST Pre Init Test Failed 

POST: PortASIC CAM Subsystem Tests : End, Status Failed 
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POST: CAM test failed 

POST Failed: disabling stack links and shutting down SDP 

driver class subsystem initialization failed 

 

Appendix 14 BGP debugging 
debug ipv6 packet 

debug bgp ipv6 unicast 

 

000310: 01:12:55: IPv6-Sas: SAS picked source 2001:6B0:1E:2::1A for 2001:6B0:1E:2::19 (Vlan3)              

000311: 01:12:55: BGP: 2001:6B0:1E:2::19 open active, local address 2001:6B0:1E:2::1A                    

000312: 01:12:55: IPv6: Looking up 2001:6B0:1E:2::19 [Source 2001:6B0:1E:2::1A] in FIB                    

000313: 01:12:55: IPv6: FIB lookup for 2001:6B0:1E:2::19 succeeded. if=Vlan3, nexthop 

2001:6B0:1E:2::19                

000314: 01:12:55: IPV6: source 2001:6B0:1E:2::1A (local) 

000315: 01:12:55: dest 2001:6B0:1E:2::19 (Vlan3) 

000316: 01:12:55:  traffic class 192, flow 0x0, len 64+0, prot 6, hops 1, originating                   

000317: 01:12:55: IPv6-Fwd: Sending on Vlan3 

000318: 01:12:57: BGP: 2001:6B0:1E:2::19 read request no-op 

000319: 01:12:57: BGP: 2001:6B0:1E:2::19 open failed: Connection timed out; remote host not 

responding, open active delayed 26124ms (35000ms max, 60% jitter)   

Appendix 15 The configuration of the Cisco 2800-series during Netgear test  

! 

version 12.4 

service timestamps debug datetime msec 

service timestamps log datetime msec 

no service password-encryption 

! 

hostname Router 

! 

boot-start-marker 

boot-end-marker 

! 

no aaa new-model 

! 

resource policy 

! 

memory-size iomem 10 

ip subnet-zero 

! 

ip cef 

no ip dhcp use vrf connected 

! 

no ip ips deny-action ips-interface 

! 
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ipv6 unicast-routing 

ipv6 dhcp pool VLAN10 

prefix-delegation 2001:1:2:10::/64 03 

! 

ipv6 dhcp pool VLAN20 

prefix-delegation 2001:1:2:20::/64 07 

! 

interface FastEthernet0/0 

no ip address 

duplex auto 

speed auto 

! 

interface FastEthernet0/0.1 

encapsulation dot1Q 1 native 

ip address 192.168.1.1 255.255.255.0 

no snmp trap link-status 

ipv6 address 2001:1:2::1/64 

! 

interface FastEthernet0/0.10 

encapsulation dot1Q 10 

ip address 192.168.10.1 255.255.255.0 

no snmp trap link-status 

ipv6 address 2001:1:2:10::1/64 

ipv6 dhcp server VLAN10 

! 

interface FastEthernet0/0.20 

encapsulation dot1Q 20 

ip address 192.168.20.1 255.255.255.0 

no snmp trap link-status 

ipv6 address 2001:1:2:20::1/64 

ipv6 dhcp server VLAN20 

! 

interface FastEthernet0/1 

no ip address 

shutdown 

duplex auto 

speed auto 

! 

interface Serial0/1/0 

no ip address 

shutdown 

clock rate 125000 

! 

interface Serial0/1/1 

no ip address 

shutdown 
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clock rate 125000 

! 

ip classless 

! 

ip http server 

no ip http secure-server 

! 

control-plane 

! 

line con 0 

line aux 0 

line vty 0 4 

login 

! 

scheduler allocate 20000 1000 

! 

End 

 

Appendix 15 Configuration Cisco 3750 at MDFnet 

Some of the configuration that doesn’t affect IPv6 has been omitted due to security reasons.  

Current configuration : 8129 bytes 

! 

! Last configuration change at 06:30:53 UTC Wed Aug 5 2009 by mdf 

! 

version 12.2 

service nagle 

no service pad 

service timestamps debug uptime 

service timestamps log datetime 

service password-encryption 

service sequence-numbers 

! 

hostname MDF_router-switch 

! 

boot-start-marker 

boot-end-marker 

! 

enable secret <omitted>  

! 

username <omitted> secret <omitted> 

no aaa new-model 

switch 1 provision ws-c3750g-24ts 

system mtu routing 1500 

vtp domain MDF 
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vtp mode transparent 

ip subnet-zero 

ip routing 

ip name-server 193.11.113.3 

no ip dhcp use vrf connected 

ip dhcp excluded-address 193.11.114.1 193.11.114.20 

 

ip dhcp pool kbit 

   network 193.11.114.0 255.255.254.0 

   default-router 193.11.114.1 

   dns-server 193.11.113.3 192.36.125.63 

   domain-name kbit.mdfnet.se 

 

ipv6 unicast-routing 

! 

password encryption aes 

spanning-tree mode pvst 

spanning-tree etherchannel guard misconfig 

spanning-tree extend system-id 

 

vlan internal allocation policy ascending 

vlan 2 

 name OptoSunet-green 

vlan 3 

 name OptoSunet-red 

vlan 11 

 name MDFNET-HQ 

vlan 12 

 name MDH 

vlan 100 

 name Server 

vlan 320 

 name Stud-bost_E-tuna 

vlan 500 

 name kbit 

 

interface Loopback0 

 ip address 193.11.112.56 255.255.255.255 

 ipv6 address 2001:6B0:30::1/128 

 

interface GigabitEthernet1/0/1 

 switchport access vlan 100 

 switchport mode dynamic desirable 

 

interface GigabitEthernet1/0/2 

 description Faramir_Gbit 
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 switchport access vlan 100 

 switchport mode dynamic desirable 

 

interface GigabitEthernet1/0/3 

 description Faramir_100Mbit 

 switchport access vlan 100 

 switchport mode dynamic desirable 

 

interface GigabitEthernet1/0/4 

 switchport access vlan 100 

 switchport mode dynamic desirable 

 

interface GigabitEthernet1/0/5 

 description Maul 

 switchport access vlan 100 

 switchport mode dynamic desirable 

 

interface GigabitEthernet1/0/6 

 switchport access vlan 100 

 switchport mode dynamic desirable 

 

interface GigabitEthernet1/0/7 

 switchport access vlan 100 

 switchport mode dynamic desirable 

 

interface GigabitEthernet1/0/8 

 switchport access vlan 100 

 switchport mode dynamic desirable 

 

interface GigabitEthernet1/0/9 

 switchport access vlan 100 

 switchport mode dynamic desirable 

 

interface GigabitEthernet1/0/10 

 switchport access vlan 100 

 switchport mode dynamic desirable 

 

interface GigabitEthernet1/0/11 

 switchport access vlan 100 

 switchport mode dynamic desirable 

 

interface GigabitEthernet1/0/12 

 switchport access vlan 100 

 switchport mode dynamic desirable 

 

interface GigabitEthernet1/0/13 
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 description Trunk_MDF-EoM 

 switchport access vlan 320 

 switchport mode dynamic desirable 

 

interface GigabitEthernet1/0/14 

 description Hugin_eth0 

 switchport access vlan 100 

 switchport mode dynamic desirable 

 

interface GigabitEthernet1/0/15 

 description Hugin_eth1 

 switchport access vlan 11 

 switchport mode access 

 

interface GigabitEthernet1/0/16 

 description Arwyn_em2 

 switchport access vlan 100 

 switchport mode dynamic desirable 

 

interface GigabitEthernet1/0/17 

 switchport access vlan 100 

 switchport mode dynamic desirable 

 

interface GigabitEthernet1/0/18 

 switchport access vlan 100 

 switchport mode dynamic desirable 

 

interface GigabitEthernet1/0/19 

 switchport access vlan 100 

 switchport mode dynamic desirable 

 

interface GigabitEthernet1/0/20 

 shutdown 

 

interface GigabitEthernet1/0/21 

 description Arwyn_em0 

 shutdown 

 

interface GigabitEthernet1/0/22 

 description Arwyn_em1 

 shutdown 

interface GigabitEthernet1/0/23 

 description Arwyn_em3_VLAN-320_E-TUNA 

 switchport access vlan 320 

 

interface GigabitEthernet1/0/24 
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interface GigabitEthernet1/0/25 

 description TOM_FIBER 

 switchport trunk encapsulation dot1q 

 switchport trunk allowed vlan 1,320,1002-1005 

 switchport mode trunk 

 

interface GigabitEthernet1/0/26 

 description MDF_to_ SUNET 

 switchport trunk encapsulation dot1q 

 switchport mode trunk 

 

interface GigabitEthernet1/0/27 

 description MDF_to_MSn 

 no switchport 

 ip address 193.11.112.5 255.255.255.252 

 

interface GigabitEthernet1/0/28 

 description TOM_FIBER 

 

interface Vlan1 

 ip address 192.168.1.1 255.255.255.0 

 

interface Vlan2 

 description Link to a2sth.sunet 

 ip address 193.11.20.154 255.255.255.252 

 ip access-group MDF-SUNET-OUT out 

 ipv6 address 2001:6B0:1E:2::16/126 

 

interface Vlan3 

 description Link to a3sth.sunet 

 ip address 193.11.20.158 255.255.255.252 

 ip access-group MDF-SUNET-OUT out 

 ipv6 address 2001:6B0:1E:2::1A/126 

 

interface Vlan11 

 description MDFNET HQ 65:an 

 ip address 193.11.112.129 255.255.255.128 

 ipv6 address 2001:6B0:30:1000::1/64 

 

interface Vlan100 

 description Server_vlan MDF 

 ip address 193.11.113.1 255.255.255.0 

 ipv6 address 2001:6B0:30:1010::1/64 

 

interface Vlan320 
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 description Stud_Bost_E-tuna 

 ip address 193.11.116.1 255.255.252.0 

 ip helper-address 193.11.113.4 

 

interface Vlan500 

 description Kbit 

 no ip address 

 shutdown 

 

router bgp 65419 

 bgp router-id 193.11.112.56 

 no bgp default ipv4-unicast 

 bgp log-neighbor-changes 

 neighbor OPTOSUNET peer-group 

 neighbor OPTOSUNET remote-as 1653 

 neighbor OPTOSUNET version 4 

 neighbor 2001:6B0:1E:2::15 remote-as 1653 

 neighbor 2001:6B0:1E:2::15 transport path-mtu-discovery 

 neighbor 2001:6B0:1E:2::19 remote-as 1653 

 neighbor 2001:6B0:1E:2::19 transport path-mtu-discovery 

 neighbor 193.11.20.153 peer-group OPTOSUNET 

 neighbor 193.11.20.153 transport path-mtu-discovery 

 neighbor 193.11.20.157 peer-group OPTOSUNET 

 neighbor 193.11.20.157 transport path-mtu-discovery 

 neighbor 193.11.113.5 remote-as 65419 

 neighbor 193.11.113.5 transport path-mtu-discovery 

 

 address-family ipv4 

  neighbor OPTOSUNET soft-reconfiguration inbound 

  neighbor 193.11.20.153 activate 

  neighbor 193.11.20.153 route-map optosunet-g-in in 

  neighbor 193.11.20.157 activate 

  neighbor 193.11.20.157 route-map optosunet-r-in in 

  neighbor 193.11.113.5 activate 

  no auto-summary 

  no synchronization 

  network 193.11.112.0 mask 255.255.240.0 

  network 193.11.128.0 mask 255.255.240.0 

 exit-address-family 

  

 address-family ipv6 

  neighbor 2001:6B0:1E:2::15 activate 

  neighbor 2001:6b0:1E:2::15 route-map optosunet-g-in in 

  neighbor 2001:6B0:1E:2::19 activate  

  neighbor 2001:6b0:1E:2::19 route-map optosunet-r-in in 

  network 2001:6B0:30::/48 
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 exit-address-family 

 

ip classless 

ip route 193.11.112.0 255.255.240.0 Null0 254 

ip route 193.11.120.0 255.255.248.0 193.11.112.6 

ip route 193.11.128.0 255.255.240.0 193.11.112.6 

ip route 217.150.78.247 255.255.255.255 193.11.112.6 

no ip http server 

 

ip access-list extended MDF-SUNET-IN 

 permit ip any any 

ip access-list extended MDF-SUNET-OUT 

 permit icmp any any 

 permit tcp host 193.11.113.2 any eq smtp 

 permit tcp host 193.11.113.3 any eq smtp 

 permit tcp host 193.11.112.135 any eq smtp 

 permit tcp host 193.11.112.136 any eq smtp 

 permit tcp host 193.11.112.141 any eq smtp 

 permit tcp host 193.11.112.144 any eq smtp 

 permit tcp host 193.11.112.152 any eq smtp 

 permit tcp host 193.11.112.160 any eq smtp 

 permit tcp host 193.11.112.163 any eq smtp 

 permit tcp host 193.11.112.180 any eq smtp 

 deny   tcp any any eq smtp 

 deny   tcp any any eq 135 log-input 

 deny   udp any any eq 135 log-input 

 deny   udp any any range netbios-ns netbios-ss log-input 

 deny   tcp any any range 137 139 log-input 

 deny   tcp any any eq 445 log-input 

 deny   udp any any eq 445 log-input 

 permit ip any any 

 

ip access-list extended SNMP 

access-list 80 permit 193.10.252.19 

access-list 80 permit 130.243.72.0 0.0.0.63 

access-list 80 permit 193.11.113.0 0.0.0.255 

access-list 80 permit 130.243.64.0 0.0.31.255 

access-list 80 permit 193.11.112.128 0.0.0.127 

access-list 80 permit 192.168.1.0 0.0.0.255 

access-list 80 permit 193.11.20.152 0.0.0.3 

 

ipv6 route 2001:6B0:30::/48 Null0 

 

route-map optosunet-r-in permit 10 

 set local-preference 50 

 



IP version 6 in larger city networks and at Internet service providers  Page 97 

 

route-map optosunet-g-in permit 10 

 set local-preference 100 

 

route-map optosunet-r-out permit 10 

 set metric 100 

 

route-map optosunet-g-out permit 10 

 set metric 50 

 

snmp-server user mdf mdf v3 

snmp-server community public RO 

snmp-server location a 

 

control-plane 

 

line con 0 

line vty 0 4 

 access-class 80 in 

 login local 

line vty 5 15 

 access-class 80 in 

 login local 

 

ntp clock-period 36029423 

ntp server 62.119.40.98 prefer 

ntp server 130.242.80.43 

end 

  


