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Abstract

This paper analyzes the timing performance of a persistent storage designed for distributed container-
based architectures in industrial control applications. The storage ensures data availability and
consistency while accommodating faults. The analysis considers four aspects: 1. placement strategy,
2. design options, 3. data size, and 4. evaluation under faulty conditions. Experimental results consider-
ing the timing constraints in industrial applications indicate that the storage solution can meet critical
deadlines, particularly under specific failure patterns. Moreover, this evaluation method is applicable
for assessing other container-based critical applications with timing constraints that require persistent
storage. Further comparison results reveal that, while the method may underperform current central-
ized solutions under fault-free conditions, it outperforms the centralized solutions in failure scenarios.

Keywords: Fault-tolerance, persistent storage, cloud, fog, edge, computing continuum.

1 Introduction

Providing reliable and persistent storage
in container-based architectures is an ongoing
research challenge [1-3]. Such services are critical
for stateful applications that need reliable stor-
age and immediate availability. Despite ongoing
research efforts, the provision of persistent storage
in container-based architectures remains an active
area of investigation.

Various cloud-native methods and tools are
available for deploying stateful applications in
orchestrated container architectures. For example,
[1] uses a deployment controller, while [4] involves
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third-party solutions such as Ceph storage. For
container-based fog architectures, there is a need
for local persistent storage that ensures data
consistency and availability, particularly for time-
sensitive stateful applications [5]. While existing
solutions address these challenges, they fail to
provide an effective storage system for stateful
applications that meet timing constraints in a
computing continuum architecture that spans all
system layers from cloud servers to edge sensors
and actuators [6].

To address this, we expand our prior study
[5], which leverages a Replicated Data Structure
(RDS) for local state storage on each device in the
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cluster together with a Storage Container (SC)
for data propagation and consistency. This solu-
tion offers data management, local state storage,
failure resilience, and data consistency through
the RAFT [7] consensus protocol. We present an
experimental study of a robotic application [5] to
evaluate how different storage placements in the
computing continuum layers [8] meet the applica-
tion runtime requirements. We aim to determine
the most suitable storage deployment tailored to
the specific application, addressing four research
questions:

RQ1: How does the storage at different comput-
ing continuum layers impact the application
response time?

RQ2: How do centralized or distributed storage
designs affect the application response time?

RQ3: How does varying data size affect the
response, access, and exchange times?

RQ4: How do different failure types impact
response time?

Specifically, our contributions are as follows:

1. We evaluate the runtime performance of our
solution [5] deployed at each layer of the
computing continuum architecture [8].

2. We evaluate application response time with
varying data access time and location under
different centralized and distributed designs.

3. We provide insight into using our solution
for different application timing and data size
requirements.

Outline. This article has eight sections. We give
a background on the considered robotic applica-
tion and its tolerable response time in Section
2. Section 3 reviews related work and identifies
the most relevant ones with respect to our com-
parison criteria. We describe the resources and
application model in Section 4, followed by pre-
sentation of two storage design options in Section
5. We explain the four-dimensional design of our
experiments in Section 6. Section 7, addressee
the research questions and discusses the results.
Finally,in Section 9, we conclude our work and
outline possible future directions.

2 Robotic Application

We study a stateful robotic use-case applica-
tion that avoids obstacles while moving toward
its goals, implemented using the Robot Operating
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System (ROS) [9]. Like most control applications,
the robotic application relies on exchanging mes-
sages, known as topics in ROS. We refer to these
messages, as states in our studies, representing
message history stored for future use by the same
or other applications. We deployed this robotic
application within a container-based architecture
using Docker, as outlined in [5].

This robotic application has timing require-
ments, and we are interested in understanding
its tolerable response time. The tolerable response
time of a robot depends on various factors such
as its speed, acceleration, sensing range, actuation
and sensing intervals, and the vicinity of obstacles.
A formula by Liu et al. [10] bounds the tolera-
ble response time to the robot’ sense-to-act time
t<T):

2
25#’ (1)
‘v-a
where v is the robot’s maximum velocity, a is its
maximum acceleration, and d is the sense range.

We derive the tolerable response time using a
specific robotic scenario with a maximum velocity
of 4.98 m/s, maximum acceleration of 5m/s?, and
sensing range of 4.5 m. The resulting sense-to-act
time of 0.9 s represents the tolerable response time,
t < 0.9s, used as a threshold in our experiments
for comparison to other solutions.

T =

3 Related Work

This section reviews existing storage solutions
for stateful applications in container-based archi-
tectures, summarized in Table 1.

3.1 Storage systems for container-based
architectures

Volatile storage for stateful applications.
Sharma et al. [20] proposed a distributed stor-
age system using an application deployment on
Kubernetes [23]. In contrast, Kristiani et al. [24]
proposed a persistent volume for containerized
applications deployed on the Kubernetes clus-
ter on an OpenStack platform. However, these
works do not consider data consistency in a dis-
tributed network. Additionally, the persistent
storage system in these studies and other related
ones [1, 4, 13] resides in the cloud layer with a
high response time for time-sensitive and safety-
critical applications control applications. To
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Table 1: Summary of related works

on container-based storage systems [11].

Feature Design D.am. D.am Fault-tolerant Fault Self-healing szmg Continuum Application Nodes
replication | consistency storage tolerance analysis layer
[5] Distributed v v v v v Fog Robotic <70
[1,12] | Centralized — — — v — v Cloud Video streaming 2
2] — v v — — — v Cloud Log producer 4
[4] Distributed v v Cloud Unspecified 3
13 — v v — — — v Cloud Log producer 4
14 Distributed v — Flocker v — — Edge Hadoop 3
15 — v v — v — v Cloud Log producer 4
16 Centralized v v Cloud Video streaming 4
[17] ]())fitrrlii?(di v v — v — v Fog Log producer 20
[18] | Centralized — — — v — v Fog VDCN 5
19 Distributed v v v — — — Cloud E-commerce 10
20 Distributed v Ceph Cloud
21 Distributed v v — — — Cloud — 4
22 Distributed — — — — — v Cloud — —

provide data storage for edge applications, Ismail
et al. [14] evaluate Docker Swarm for edge com-
puting considering four criteria: deployment and
termination, resource and service management,
fault tolerance, and caching. However, they did
not propose a unified fault tolerance mechanism
and ignored application reintegration.

Fault tolerant storage. Designing a distributed,

fault-tolerant storage system at the fog, edge, and

cloud layers requires two main considerations [25]:

Persistent data storage that supports reintegra-
tion and recovery after failure while opti-
mizing redundancy allocation in resource-
constrained networks;

Distributed data consistency using consensus pro-
tocols appropriate for the system require-
ments and the complexity of the protocol.

For example, Netto et al. address the volatile stor-

age issue by proposing the use of state-machine

replication in containers [2], incorporating the

RAFT consensus protocol in Kubernetes [15].

Although the level of data protection against con-

tainer failure is high compared to other studies in

the literature, the overhead increases the container
footprints, changing their lightweight character-
istics heavier than expected. This overhead is
contrary to their lightweight nature, suitable at
resource-constrained fog and edge layers, which
reduces resource consumption and response time.

Contribution. The need for a persistent storage
system to manage stateful applications and ensure
timely data access at the fog layer arises from
our robotic use-case [25]. We propose container-
based storage applications that offer a distributed

Table 2: Failure and timing analysis papers.

Centralized ‘ Distributed

§ [12] ‘ [14]
8 [1, 16] [15]
S [17] 5]
R 18] ‘ 17]

155 storage system and recover from failure by adopt-
156 ing RAFT protocol fulfilling correct data deliv-
157 ery, safety, liveliness, and fault-tolerance proper-
s ties [11, 26]. Table 1 explores existing container-
159 based storage solutions in the computing contin-
1o uum, compared to our method.

e 3.2 Criteria-based selection

162 To compare our proposed solution with related
163 works, we categorize the storage solutions into four
e categories, illustrated in Table 2. We filter out less
s relevant solutions that do not meet our compari-
166 son criteria, such as timing performance and level
167 of fault tolerance, and exclude papers that do not
s consider node failure recovery and timing analysis.
10 In addition, a thorough comparison is impossi-
o ble unless enough metrics and data are available.
i Therefore, we select the papers that fulfill these
w2 two requirements for the analysis. In the following,
173 we explain why we choose the papers highlighted
w4 in green.

s Centralized cloud storage. Several works [1-4,
we 12, 16, 19] provided persistent storage for stateful
w7 applications deployed using container-based archi-
ws  tectures, as described in Section 3.1. Among them
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works, Vayeghani et al. [1, 12, 16] consider both
timing analysis and node recovery after failure. We
choose the latest work [12] for further evaluation
since, as an extension of the previous works [1, 16].

Distributed cloud storage. From two papers
falling into this category, we choose the work by
Netto et al. [15], as an extension of [3].

Centralized fog storage. The work of Ismail et
al. [14] does not provide timing measurements,
and thus, we do not consider it. Johansson et al.
[18] implemented persistent volume placed in the
master node of the Kubernetes cluster at the fog
layer and simplified the assumption of a failure
to the master node. Denzler et al. [17] compared
different storage solutions at the fog layer, includ-
ing the timing performance of centralized and
distributed storage solutions on physical devices.
Therefore, this work falls into centralized and
distributed storage at the fog layer.

Distributed fog storage. We select our previous
work [5] that includes the timing performance of
distributed storage at the fog layer, extended in
this paper to the other layers (cloud and edge).
While our solution outperforms the centralized
cloud solutions, the centralized storage at the fog
layer needs further investigation.

4 Model

We need a suitable representation of the
involved entities to understand the conceptual
construct of the computing continuum architec-
ture [8]. We provide a solution model in this
section, comprising related components, resources,
and interactions. For the sake of clarity, Table 3
summarizes the notation used in the paper.

4.1 Computing continuum

We model the computing continuum across
three layers, Cloud, Fog, and Edge [27], differen-
tiated by location, computing power, latency, and
bandwidth, explained in the following paragraphs.

Cloud layer. The cloud is at the top of the
computing continuum and has high-performance
resources. However, they have high latency
and low bandwidth, best suited for computing-
intensive services that are not time-sensitive.
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Table 3: Model notations.

Notation Definition
- A Set of applications
S A; Application
§ ma; Application data size
= Af Application processing demand A;
% A{” Application memory demand A;
Af Application storage demand A;
R C Computational resources
S | Co/Fp/ép Physical and virtual machines in Cloud/Fog/Edge
§ Njq Network connection between C; and Cq
£ Ljq/Bjq Latency/bandwidth between C; and Cy
§ cP Processing capacity of C;
E CJ}” Memory capacity of C
CJS Storage capacity of C;
ea; Execution time of an application
7(4,9) Data transmission time between C; and Cy
& Data exchange time (distributed)
Fsc, SC fetch delay
R! Raft protocol delay
Wse, SC write delay
. &f Failure overhead on data exchange time
§ NC] Startup delay of C;
g dsc; Deployment latency of SC;
a/\/B Maximum number of SC/ device/ application failures
'ril/rgl Application response time (centralized/distributed)
Ra, /Wa, Application read/write delay
rir /'ri‘ic Failure overhead (centralized/distributed)
r%tfp Application worse-case response time (distributed)
Fog layer. The fog consists of storage and com-

puting resources located between the cloud and
the edge layers. These resources are in smaller
facilities with limited capacity but offer higher
bandwidth and lower latency than the cloud.

Edge layer. The edge includes small computing
resources located between the fog and physical IoT
devices like sensors and actuators. These comput-
ing resources are directly connected to the sensors
and actuators, providing faster response times and
greater data transfer speeds than the fog layer.
Two sets characterize these computing layers:

Computational resources. C = {Ci,...,C,}
refer to physical and virtual machines that host
applications, commonly called devices. They have
a triplet of resources C; = [C’f,C}W,CJS], where
CJP represents the processing speed ! (in a million
instructions per second (MIPS)), CJM represents
the computer’s Random Access Memory (RAM)
size (in MB), for managing processed data, and
C'JS denotes the storage capacity (in MB). Tools
used for measuring MIPS, bandwidth and latency
are specified in Section 6.

We presume that the measurements have been normalized
over time and under varying workloads, ensuring that process-
ing speeds and other factors are comparable, even when there
are variations in instruction sets and architecture.
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Network connections. N = {nj.|| 1 <j,¢ <n}
between the computational resources is a set of
tuples njq = (Ljq, Bjq), where Lj, represents the
delay and Bj, the bandwidth between the devices
Cj and C|.

4.2 Application model

We model a containerized robotic application
developed in a ROS based on the use-case studies
described in [5]. An application runs on different
devices (i.e., fog, cloud) and interacts with other
applications to provide a well-defined function,
such as moving toward a conveyor belt.

Let A={A1,A, A3,...,4,} be a set of
robotic applications.

Robotic application. Every application A4; € A
has a triplet of computational demands
A; = [AF, AM A7], where AP represents the
application’s processing load (in millions of
instructions (MI)), AM represents the required
memory (in MB), and A% represents the required
storage (in MB). The storage demand depends on
the application size, the total data it generates,
and the number of application iterations.

Runtime model. Applications have two runtime
metrics, deployment and execution times, that
vary depending on the hosting device. This sim-
plified notation helps analyze the characteristics
of individual applications without excessively rep-
resenting specific device associations.

Deployment time. da, of an application A; rep-
resents the duration of the startup of scripts and
initialization of the application.

Execution time. ea, of an application A; on a
device Cj is the ratio between its processing load
and the device’s processing speed.

AFP
cr

(2)

€A; =

Execution model. Each application A; runs for a
defined number of iterations. After each iteration
of execution, applications write their state m; of
a size given in the application specification to the
defined storage location, as explained in Section 5.

Data transmission time. Tj, between two devices
C; and C, aggregates the link delay £;, and
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321

the ratio of the message size m; to the network
bandwidth Bj, between the device C; hosting an
application and the device C, storing the state:

size (my)

B;

Tjq = Ljq +

3)

5 Storage Design and Modelling

In this section, we present two storage design
models evaluated in the context of our robotic
application:

Distributed storage based on our previous solu-
tion [5] and extended by placing the storage
at different layers of the computing contin-
uum;

Centralized storage inspired by existing cloud
solutions [17, 28], implemented and com-
pared when located at different computing
continuum layers.

5.1 Distributed storage

We implement a persistent storage space called
Replicated Data Structure (RDS) and Storage
Containers (SC) that manages data of RDS and
is combined with the RAFT consensus protocol.
The storage is distributed at all devices in the clus-
ter while the applications are deployed at the edge
and fog layers.

Design. Figure 1 illustrates the structure of the
design. Applications write the state variables in
a local RDS storage available on the device. The
RDS stores the state variables of the application
in the cluster in each device and keeps the replicas
consistent. A state update must always propagate
to all the devices in the cluster, with the help
of SCs, so that other applications can access it.
SCs automatically restart after a failure (as appli-
cations) and take responsibility for propagating
state updates in the cluster. Still, applications do
not block from reading and executing while data
propagates through the devices. One SC, elected
as a leader, is responsible for data consistency
in a cluster of devices. For any state update on
devices, the corresponding SC sends the updates
to the leader, which broadcasts the updates to the
other SCs. Thus, any changes in a state variable
propagate to the whole cluster in a bounded time.
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Fig. 1: Distributed computing continuum storage.

Data exchange time. & is the time required by
one state value to be propagated to the system as:

sg}giéc Wse.d,
(4)

Fgc, is the time required by an SC to fetch data
from a local RDS;

Tjq is the time required to propagate the data
transmitted to the SC leader to the cluster;

R! is the Raft protocol delay. When all the SCs
receive the state value from the leader,

Wse, is the time SC; requires to write the state
value in its local RDSs.

1,j,q are integer numbers, 1 <1,7,q < n.

l
€ = Fic + 30+ R+ g i+

Failure overhead. &7 generated by a device or

an SC failure during a data exchange adds a

corresponding delay to the data exchange time:

&N =max{\-dsc, + BN, }, (5)

dsc, represents the SC deployment time;

Ng, represents the device startup time;

A, B are the maximum number of SC and device
failures that can occur on a device during the
data exchange delay.

Application response time. ’I"Ei includes applica-

tion writing, reading, deployment, execution, fail-
ure, and recovery time for re-execution. In fault-
free conditions, the application response time is:

Ti ZRAi-i-dAi-l—eAi-l-WAi-l-g, (6)
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Ra,, W4, are the application read and write time
from, respectively to the local storage;

da,, ea, are the application deployment and exe-
cution times.

Failure overhead. to the response time is:

i =(a+B+1)-ra, + 8- (Ng,) +&7, (7)

«a, B are the number of application and device
failures occurring at the worst possible time,
immediately before completing the task;

r4, is application response time;

Ng¢, is device startup time;

&' is the failure overhead time.

we—D

TAi on

(8)
ri is the application response time in distributed

fault-free conditions;
is the corresponding failure overhead.

Worst-case response time (WCRT).
failures is:
wc—D

_,D Df
T4, —TAi"’TAi»

f

D
A

5.2 Centralized persistent storage

We implement a centralized solution at all
three layers, cloud, fog, and edge, to help us:
1. compare the distributed solution in an extended
fog and edge layers environment; 2. identify the
possibilities and limitations of improving our solu-
tions based on the findings of the experiments.

Design. Figure 2 illustrates the data flow using
centralized storage, where applications directly
write their state to the database located either
at the same layer (see Figure 2-A) or at the
cloud layer (Figure 2-B). We consider a replica for
the database to avoid a single database point of
failure. However, it is time-consuming and inef-
ficient to redirect applications to the replica of
the database to access their states. We use the
timing parameters from [12] and [17] for stor-
age re-integration in the case of cloud and fog
locations, respectively.

Data access time. © is the time required by one

state value to be accessible by the applications:
©=Ra, +Wa, +2-7jq; 9)

Ra,, Wy, represents the application read and

write times from, respectively, to local stor-
age.
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Fig. 2: Centralized persistent fault-tolerant storage in computing continuum.

Tjq is the data transfer time between the applica-
tion deployment device C'; and the central-
ized storage node.

Failure overhead. ©f accounts for the restart

and data re-transmission time if an application or

a node hosting it fails during data access:
©f =max{\- (dsc,) + B (Nc,)}, (10)

A, B are the number of SC and device failures;

dsc; is the SC deployment time;

Ng, is device startup time;

Application response time. r%i in fault-free set-
tings is:

S, =da, +ea, + 6, (11)

da,, ea, are the application deployment and exe-
cution times.

O is the read and write time to the centralized
storage in the network, including the data
transition time from the application running
device to the storage.

Cf

Failure overhead. r}’ to the response time is:

ri{ = (oz—l—ﬁ—&—l)-rii + - Ng; +0e/, (12

«, [ are the number of application and device
failures occurring at the worst possible time,
immediately before completing the task;

Ng, is device startup time;

O is the failure overhead on data access time.
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Worst-case response time (WCRT). of an appli-
cation response accounts for the failure time of the
entities involved, calculated when using central-
ized storage as follows:

reC =G+ (13)
To meet the application requirements, the worst-
case response time must be shorter than the

tolerable response time.

6 Experimental Design

This section outlines our experimental design
using an in-house discrete event simulator devel-
oped in Python 2. We examine the impact of
storage placement, storage design, data size, and
failures on application response time, as intro-
duced in the research questions in Section 1.

6.1 Infrastructure design

We run experiments on the computing contin-
uum infrastructure distributed across the cloud,
fog, and edge layers, as summarized in Table 4.

Cloud layer. The cloud contains virtualized
instances provisioned on-demand on high-end
data centers in AWS in Virginia, Google in Frank-
furt, and Exoscale in Sofia.

2Simulation files are available on a GitHub repository:
https://github.com/ZeinabBa/Comparison-Persistent-Storage
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Table 4: Computing continuum testbed.

Computing layer Cloud ‘ Fog Edge
Provider AWS Google Al / Exoscale Klagenfurt University of Klagenfurt
Instance type t2.xlarge | n2.standard-4 | large medium medium ‘ large | NJN ‘ RPi4 ‘ RPi3
Location Virginia Frankfurt Sofia | Klagenfurt, Vienna, Munich Klagenfurt Klagenfurt
Processing speed [MIPS] 11200 10100 14000 7200 58 000 21700 | 4080 | 5100 3500
Processing cores 4 4 4 2 12 8 4 4 4
Memory [GB] 16 16 8 4 32 16 4 4 1
Storage |GB] 3 8 10 10 32 32 16 16 16
Bandwidth [Mbit /s 100-710 500-800 450-850 300-920
Latency [ms] 15-100 10-30 7-28 1-2

Table 5: Application specification.

Identifier 1 2 3 4 5 6 7 8 9 10
CPU speed [GHz] 1 2| 1.1 3.2 1] 14| 1.2 2| 13| 16
Memory [GB] 2 3 3 4 1 4 2 4 3 4
Storage [GB] 2 4 3 3] 0.8 2 3 3 1 2
Workload [MI] 1487 1823 | 1851 | 2542|2073 | 2591 | 1758 | 2261 | 1971 | 2480
Tterations [No] 2 3 4 2 4 4 5 3 4
Fog layer. The fog contains virtualized instances

Exoscale
at the

provisioned on-demand from the
provider, and bare-metal instances
University of Klagenfurt [8].

Edge layer. The edge consists of NVIDIA Jet-
son Nano (NJN) running Linux for Tagra,
Raspberry Pi-3 (RPi3), and thirty Raspberry Pi-4
(RPi4) with Raspberry Pi OS at the Univer-
sity of Klagenfurt.

6.2 Application design

We define the robotic applications based on the
ROS [28] specifications, comprising their resource
demands, tolerable response time, and number
of iterations for each application as summarized
in Table 5. We deploy 250 applications for each
experiment based on the scalability analysis per-
formed in previous work [29]. We set the ratio
of nodes hosting the applications based on their
resource demands. We measure MIPS using the
p7zip tool and the latency and bandwidth using
the iperf and icmp echo tools at average
network load 3.

6.3 Storage placement (RQ1)

We defined two scenarios to investigate the
impact of storage placement at different com-
puting continuum layers on the response time
regarding RQ1. Moreover, they provide a better
understanding to the other research questions.

3When the network is operating without any unusual spikes
or extreme levels of traffic or usage.
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Table 6: Percentage of cloud, fog and edge
resources in dispersed deployment scenarios.

Scenario Cloud [%] | Edge (%] | Fog [%)]
CLOUD-2 2 49 49
CLOUD-7 7 46 47
CLOUD-11 11 44 44

Colocated deployment. This scenario examines
the timing performance when placing the applica-
tions and storage in the same layer, as follows:
EDGE application and storage at the edge.
FOG application and storage in the fog.

Dispersed deployment. This scenario examines
the impact of cloud storage on the application per-
formance, evenly scattered across both the edge
and fog layers, using the percentage of devices pre-
sented in Table 6. We limit the use of cloud devices
to 11 %, which is sufficient for storing the data
sizes used in our experiments.

6.4 Storage design (RQ2)

To address RQ2, we used the same scenarios as
in Section 6.3 with two storage design variations:
centralized and distributed (see Section 5).

6.5 Storage data size (RQ3)

To address RQ3, we use the scenarios in
Section 6.3 to analyze the effect of data size on
the response time, incrementally increased in five
steps: 64kB, 512kB, 2MB, 5 MB, and 10 MB.

6.6 Failure Scenarios (RQ4)

To examine the impact of failures on response
time (RQ4), we design three types of failures.

Fault-free serves as a baseline comparison.

Random failures injected into the system at
arbitrary times follow a normal distribution with
an upper limit of 10 % of cluster components.
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Specific failure corresponds to worst-case sce-
narios for distributed and centralized storage.

Distributed storage. We identify specific faults
through a formal verification explained in [30]. For
instance, recovery after failure takes longer when
a leader fails, requiring a leader election.

Centralized storage. We simulate specific fail-
ures by introducing faults where a single stor-
age system is responsible for data management.
Despite the presence of a replica for the central-
ized storage, we consider it a potential single point
of failure, as the time required to take over the
primary storage result in an increased overhead.

7 Evaluation

As the basis for answering the research ques-
tions introduced in Section 1, we evaluate three
key metrics, response time, data exchange time,
and data access time, under the conditions and
scenarios outlined in Section 6. We format the
results using a uniform graph representation as
follows:

X-axis represents the data sizes.

Y-azis represents the time in milliseconds.

Bars represent the response times.

Red dashed lines indicate the threshold for the
tolerable response time.

Line charts display data access and exchange
times.

Side bars differentiated by colors present response
times in centralized and distributed designs.

Overlaying bars show the response times in base-
line scenarios and under failure conditions.

We conclude each experimental analysis with sev-

eral insights.

7.1 RQ1: Impact of storage placement
on response time

We address RQ1 by examining the collocated
and dispersed deployment scenarios outlined in
Section 6.

Colocated deployment. The results for colocated
deployment are shown in Figure 3. We observe
that the application response time for deploying
applications and accessing storage at the edge
layer exceeds the tolerable threshold by 35.6 %.
However, allocating the applications and the stor-
age in the fog layer significantly reduces the
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Fig. 3: Collocated deployment performance
results.

response time by 80.4% compared to the edge,
which is 63.4% below the threshold. We further
observe that data exchange and access times are
relatively low. The high response time experi-
enced at the edge layer is primarily due to the
relatively high application deployment and exe-
cution time caused by limited resources. These
findings highlight the importance of considering
storage placement in the fog layer and leveraging
its resources to achieve tolerable response times.

Dispersed deployment. The dispersed deploy-
ment results in Figure 4 highlight that utilizing
more cloud nodes increases response time due to
increased communication time, as indicated by
data exchange and data access times. For example,
in the CLOUD-2 scenario shown in Figure 4a, the
response time for a data size of 64 kB is 486.7 ms
for centralized and 611.1 ms for distributed stor-
age. Notably, this impact is slightly higher on the
distributed design than on the centralized design.
In the subsequent subsections, we will elaborate
on various factors affecting timing performance in
a dispersed deployment scenario.

Concluding insight. Using the edge layer to place
applications and storage results in an intolerable
response time for all data sizes, even in fault-free
conditions and regardless of its centralized or dis-
tributed design. The high application execution
time imposes significant overhead on the overall
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Fig. 4: Dispersed deployment performance results.

response time, primarily due to the limited com-
putational resources at the edge layer. Therefore,
we do not recommend deploying applications and
placing the storage solely at the edge.

7.2 RQ2: Impact of storage design on
response time

To answer RQ2, we simulate colocated and dis-
persed deployment scenarios using distributed and
centralized designs.

Colocated deployment. Figure 3 shows that the
response time is slightly higher in the distributed
design compared to the centralized design. In par-
ticular, we observe an average increase of 7% in
response time for applications colocated at the
edge and a 16.4 % increase in the fog using the dis-
tributed design compared to the centralized one.
These results correspond to failure-free conditions
and may vary in the presence of failures. The lower
performance of the distributed storage at both
edge and fog layers is due to the overhead caused
by data exchange within the consensus algorithm.
However, distributed and centralized designs have
relatively low data exchange and access times.

Dispersed deployment. Figure 4 shows that the
distributed storage decreases the response time by
an average of 36.7% by placing the distributed
storage leader in the cloud, in contrast to the cen-
tralized design that places both the storage and its
replica in the cloud. However, this trend changes
as the number of cloud storage nodes increases.
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Figures 4b and 4c reveal that increasing the num-
ber of cloud resources to 7% and 11 % increases
the response time by 21% and 46.2% compared
to CLOUD-2 scenario. Meanwhile, the centralized
design demonstrates relatively stable performance
without significant changes. In the CLOUD-11
scenario, the centralized design provides a 4.3 %
lower response time than the distributed design.

Concluding insight. Leveraging a centralized
storage design demonstrates superior timing per-
formance at both edge and fog layers compared to
the distributed design.

Based on the obtained results, we conclude
that increasing the ratio of cloud resources for
data storage in the distributed design significantly
increases the data exchange time. Consequently,
it worsens the response time due to the consensus
algorithm, necessitating distributing states over
the entire cluster for each data.

7.3 RQ3: Effect of data size on response
time

We report colocated and dispersed scenario
results while varying the application data size for
centralized and distributed storage designs.

Colocated deployment. Intuitively, as the data
size increases, the response time increases in all
scenarios for centralized and distributed storage
designs. The response time at the edge becomes
intolerable even for the smallest data size of 64 kB.
Scaling the data to 10 MB increases the response
time at an average rate of 5% and 3.1% in
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response time for the centralized and distributed
designs. In the fog, the response time increases
by 22.2% and 10.5% from the initial 64kB data
size to 10 MB in the centralized and distributed
designs. However, this increase is not drastic.

Dispersed deployment. As the data size
increases, the response time increases across all
dispersed deployment scenarios. However, the
response time for different data sizes in the
distributed CLOUD-2 and CLOUD-7 designs
remains tolerable. On the other hand, the
response time exceeds the threshold only at
10 MB data size in the centralized design. The
situation changes in the CLOUD-11 scenario
when the response time becomes intolerable at
the 10MB data size for both distributed and
centralized designs due to the latency between
different computing continuum layers.

Concluding insight. As data size grows, the
response time increases. It is worth noting that
the increase in response time is not drastic, as
observed within the range of data sizes from 64 kB
to 10 MB. Nevertheless, utilizing cloud resources
for data storage results in higher response times
as data size grows compared to placing the stor-
age at fog layer. This can be attributed to the
latency between different layers of the computing
continuum architecture.

7.4 RQ4: Influence of failures on
response time

We analyze the performance of the robotic
application in the presence of failures using the
worst-case response time under fault-free condi-
tions as a baseline. We exclude the colocated
EDGE scenario from our analysis since its worst-
case response time exceeds the tolerable threshold
even in fault-free conditions.

Random failures.

FOG. Figure ba illustrates that the WCRT of
the application colocated in the fog remains con-
siderably lower than the acceptable threshold
despite an average increase of 69.8% and 16 %
for centralized and distributed designs. The cen-
tralized storage design showcases superior per-
formance despite random failure. However, the
results indicate that the response time remains
significantly below the threshold, and the impact
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of failure on both the centralized and distributed
designs is relatively comparable.

CLOUD-2. Figure 5b shows that the applica-
tion’s worst-case response time remains acceptable
for both centralized and distributed designs for a
data size below 2 MB. However, the response time
exceeds the threshold for data sizes larger than
5MB in the centralized design and for data sizes
larger than 10 MB in the distributed design.

CLOUD-7. The response time in the central-
ized design exceeds the threshold for data sizes
of 2MB and larger. Similar to CLOUD-2, the
response time in the distributed design surpasses
the threshold for data sizes larger than 10 MB.
The average increase of 20% and 11% in the
worst-case response time for centralized and dis-
tributed designs, respectively, compared to the
fault-free experiments. The distributed storage
design demonstrates improved performance.

CLOUD-11. The situation differs for this sce-
nario. As expected, based on the fault-free con-
dition results of this scenario, the response time
for the distributed design is slightly higher upon
random failures. Consequently, There is an aver-
age increase of 32% and 20% in the worst-
case response time for centralized and distributed
designs, which exceeds the acceptable response
time for data sizes larger than 2 MB.

Specific failures.

Colocated FOG. As depicted in Figure 6a, the
worst-case response time of the distributed design
remains tolerable for all data sizes. However,
despite exhibiting better performance in fault-free
conditions, the centralized design experiences a
significant decline upon specific failures, exceeding
the acceptable response time for all data sizes.

Dispersed CLOUD. Despite adding a replica in
the centralized design to enhance data availabil-
ity, specific failures in the centralized database or
its replica significantly impact the timing perfor-
mance. Figures 6b, 6¢, and 6d illustrate that the
worst-case response time of the centralized design
exceeds the tolerable response time in the presence
of specific failure for all scenarios and data sizes.
In contrast, the response time increase remains
within the acceptable range for data sizes below
2MB for the distributed design.
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Fig. 6: Response time in the presence of specific failures.

Concluding insight.

Fault-free execution. In fault-free conditions,
centralized storage generally outperforms the dis-
tributed design in most scenarios. The reason is
the synchronization overhead in the distributed
design, particularly when locating the leader in
the cloud layer, and the number of nodes increases,

leading to an increased data transfer time.

Faulty execution. The results change when run-
ning applications with random and specific fail-
ures. For all scenarios, the distributed design
performs better than the centralized design. Nev-
ertheless, the centralized design maintains perfor-
mance within the tolerable threshold in both a
colocated fog deployment and a dispersed deploy-
ment for data sizes up to 2 MB. On the other hand,
specific failures introduce a drastic increase in
response time for the centralized design, rendering
it intolerable for all scenarios. In the distributed
design, however, even in the presence of specific
failure, the response time remains well below the
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threshold when placing applications and storage
at the fog layer for data sizes up to 2 MB.

8 Justification of the Approach

We built our simulation upon the real testbed
infrastructure presented in Table 4 and replicated
the device resources, communication patterns, and
workloads using parameters obtained from the
actual setup. Additionally, we incorporate appli-
cation specifications and allocation algorithms
derived from measurements. The choice of using a
simulator instead of the actual setup derives from
three primary reasons.

Iterative and optional design. We assess the fea-
sibility of our fault-tolerant distributed storage
system through a comparative analysis, encom-
passing four dimensions as explained in Section
1. Each dimension introduces a complexity layer
within the iterative design process and the range
of available design choices. Using simulation-based
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evaluation helps us delve deeper into the design
and implementation of various comparison dimen-
sions. For example, simulation facilitates com-
paring our approach and a centralized design.
Implementing the latter in an actual environment
could be expensive and time-consuming.

Data generation for comprehensive evaluation.
To thoroughly evaluate our system, we need to
gather more data involving exploring diverse sce-
narios and generating substantial data as the
foundation for analysis. Simulations help us by
testing different scenarios and generating sufficient
data for analysis, which is challenging to collect
from real experiments.

Long-term studies and collaboration. Conduct-
ing extended studies and collaborating effectively
can be complex when dealing with the actual
infrastructure testbed demanding physical pres-
ence and continuous maintenance, potentially
causing interruptions in its original purpose. Sim-
ulation allows us to conduct experiments conve-
niently without geographical limitations. Simulat-
ing the setup also provides a platform for other
researchers to access and utilize it as a foundation
for their investigations. This approach promotes a
collaborative research environment and facilitates
easy accessibility for interested researchers.

Validation. Leveraging simulation based on the
actual setup also enables us to validate the accu-
racy of our results, achieved by comparing the
simulation outcomes with sample real testbed
tests. This comparison process ensures that our
simulation faithfully represents the real system’s
behavior, enhancing the trust in its accuracy.

9 Conclusion

We have evaluated a close-to-edge persistent
fault-tolerant storage for a robotic architecture
in container-based architectures. We assess its
behavior with increasing data size and compare
it to alternative centralized design options. We
also explore the impact of different placement
strategies within the computing continuum frame-
work under random and specific failure scenarios.
Our primary objective is to compare the timing
performance of our solution against existing alter-
natives. The evaluation results demonstrate that
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the distributed persistent storage design outper-
forms the current centralized design alternatives
when facing random and specific failures.

In future research, we aim to expand our
investigations to a wider range of applications.
Moreover, we will carry out real-world experi-
ments to further validate the simulation results
and the approaches proposed in this work.
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