
Mälardalen University
School of Innovation Design and Engineering

Västerås, Sweden

Thesis for the Bachelor Program in Computer Network Engineering -
15 credits

SYSTEM DESIGN FOR IMPORT AND
EXPORT OF CLASSIFIED

INFORMATION OVER LESS SECURE
SYSTEMS

Daniel Eneroth
deh20001@student.mdu.se

Pontus Åberg Lindell
pal20002@student.mdu.se

Examiner: Johan Åkerberg
Mälardalen University, Västerås, Sweden

Supervisor(s): Svetlana Girs
Mälardalen University, Västerås, Sweden

Company Supervisor(s): Michael Buczek
Basalt AB, Stockholm, Sweden

07/06/2023



Daniel Eneroth & Pontus Åberg Lindell

Abstract

This thesis aims to define a secure system design for reducing the security classification of a
document. A reduced security classification makes it possible for the document to traverse an
intermediate system with lower security measures before reaching a system with sufficient security
measures to manage the original document.

A pressing requirement for companies and governments to secure their digital assets arises with the
digitization of societal functions and the continuously escalating tensions in world politics. Digital
security as a software implementation is no longer sufficient due to the ongoing race between digital
offense and defense. It has become imperative for security to be an integral consideration at every
stage of system design, such that it is implemented in a manner that prevents software from being
transformed into a liability.

In Sweden, actors in both the private and public sectors that are deemed of national importance
are required to comply with several laws and regulations if they possess an IT system. A key
principle in most of these regulations is the requirement for military-approved signal protection if
an actor intends to transmit classified information through an intermediary system that does not
conform with the system´s implemented security measures.

Our design proposes using an information manager and a secret sharing scheme, the contents of
the original document are encrypted in such a way that no decryption key is required while still
achieving information-theoretic security. We can ensure integrity and confidentiality by using a
dual-diode configuration for import- and export systems. This implies that as long as an antagonist
does not have the resources to eavesdrop on all communication, the integrity and confidentiality
of the sending and the receiving systems, as well as the transported document, can be ensured.

i



Daniel Eneroth & Pontus Åberg Lindell

Förord
Vi vill framföra vårt innerliga tack till Svetlana Girs och Michael Buczek för er ovärderliga insats
som handledare för denna uppsats. Utan ert stöd och kloka vägledning hade vi aldrig kunnat nå
detta resultat. Vi vill också uttrycka tacksamhet till alla lärare involverade med nätverksingenjör-
sprogrammet på Mälardalens Universitet. Era insatser har drivit oss att sträva efter anskaffning
av kunskap och problemlösning i en ingenjörsmässig anda.

Vi vill också ge ett särskilt erkännande till Sara Lundahl och Linus Carlsson. Sara, ditt ständiga
stöd och uppmuntran till dina elever har varit en oändlig källa till motivation. Linus, du har
beväpnat oss med den kunskap och självsäkerhet som krävs för att tackla matematiska problem
med samma självförtroende och attityd som vi skulle hanterat ett datavetenskapligt sådant.

Vi kan inte nog betona betydelsen av era bidrag. Ni har varit de osynliga krafterna som har hjälpt
oss att nå denna milstolpe. Vi vill också rikta vårt varma tack till våra familjer och vänner för
deras ovärderliga stöd och tålamod under denna process.

Med er hjälp har vi nu fullbordat denna uppsats och lämnar detta kapitel bakom oss. Tack för att
ni har delat denna resa med oss, vi hoppas att vi har gjort ett lika bestående intryck på er som ni
har gjort på oss.

Daniel Eneroth & Pontus Åberg Lindell
2023-05-24

ii



Daniel Eneroth & Pontus Åberg Lindell

Contents
1. Introduction 1

2. Information Security 2
2.1 CIA triad . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2

2.1.1 Confidentiality . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2
2.1.2 Integrity . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2
2.1.3 Availability . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2
2.1.4 Traceability . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

2.2 Tools . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3
2.2.1 Data Diodes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3
2.2.2 Secret sharing Scheme . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4
2.2.3 Apache Kafka . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

3. Swedish Regulations for Informational Security 6
3.1 Laws, Regulations, and guidelines . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6

3.1.1 Information Classification . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7
3.2 KSF . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8

3.2.1 Communication Between Systems . . . . . . . . . . . . . . . . . . . . . . . . 8
3.2.2 Compromising Electromagnetic Emanations (RÖS) . . . . . . . . . . . . . . 9
3.2.3 Signal Protection . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10

4. Related Work 11

5. Problem Formulation 12

6. Method 13

7. Ethical and Societal Considerations 14

8. Conceptual Design 15
8.1 Sending System Design . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16
8.2 Receiving System Design . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17
8.3 Forward Operating Base . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17

8.3.1 Separated Import and Export . . . . . . . . . . . . . . . . . . . . . . . . . . 18
8.3.2 Uni-directional Informational Flow . . . . . . . . . . . . . . . . . . . . . . . 20

8.4 Data Inspection . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21
8.5 Information Manager . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23

8.5.1 Secret Sharing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
8.5.2 Apache Kafka . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24

9. Design Analysis 26
9.1 Design Evaluation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27

9.1.1 Attack Evaluation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 28
9.2 Thesis Limitation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 28

10.Conclusions 30

References 33

Appendix A SF Categories 34

iii



Daniel Eneroth & Pontus Åberg Lindell

List of Figures
1 Pointing the data diode in an outwards direction from a closed system, integrity will

be achieved as no traffic can flow into the closed system. . . . . . . . . . . . . . . . 4
2 Pointing the data diode in an inwards direction to a closed system, confidentiality

will be achieved as no traffic can flow out of the closed system. . . . . . . . . . . . 4
3 The basic concept of secret sharing. The secret goes through an algorithm that

produces n shares that can be distributed. . . . . . . . . . . . . . . . . . . . . . . . 5
4 The reconstruction process by assembling at least k out of n shares to reconstruct

the original secret, where k ⊆ n. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
5 A visual representation of the laws and regulations that have to be followed when

dealing with classified information. Top to bottom, laws presented by the Swedish
parliament, government regulations, internal regulations, and lastly guidelines and
manuals. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

6 Graphical view on the workflow. The grey boxes are considered beyond the scope
of this thesis. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13

7 Our problem scenario where system A sends a restricted document over an interme-
diate system B accredited with less security. The receiving system C is accredited
for the same security as system A. . . . . . . . . . . . . . . . . . . . . . . . . . . . 15

8 Our proposed export system consists of inspect out, standard crypto, SSS/Kafka,
TCP-proxy, data diodes, export module, and lastly VPN tunnel through the less
secure system. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16

9 Our proposed import system consists of a VPN tunnel endpoint, import module,
TCP-proxy, data diodes, SSS/Kafka, standard crypto, inspect in, and lastly the
original restricted document. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17

10 Representation of two TCP proxies on either side of a data diode. The TCP proxies
utilize a stateful connection to the applications and utilize a stateless connection
over the data diode. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21

11 A simplified view on the concept of how SSS could be used for declassifying a
document from level of consequence X to X − 1. . . . . . . . . . . . . . . . . . . . 24

12 Apache Kafka combined with SSS, TCP proxy, and data diodes. The SSS function
works as a producer and publishes the shares to logically or physically separated
partitions. The TCP proxy works as a consumer and reads the shares from the
partitions and converts it over to UDP before sending them over a data diode. . . 25

13 Visiualisation of an eavesdropping attack on three different locations in our design.
The skulls numbered 1, 2, and 3 represent the attacker. . . . . . . . . . . . . . . . 28

14 Implementations to meet security requirements according to KSF [1]. . . . . . . . . 35

iv



Daniel Eneroth & Pontus Åberg Lindell

List of Tables
1 Classification levels for sensitive information [1], [2]. . . . . . . . . . . . . . . . . . 8
2 The four exposure levels for the systems presented by MUST [1]. . . . . . . . . . . 9
3 Level of security based on the level of consequence and level of exposure. . . . . . . 9
4 Regulations from PMFS2022:1 [15] and MUST [1] we fulfill. . . . . . . . . . . . . 22
5 System component mapped to the corresponding concept from the CIA triad. . . . 26

v



Daniel Eneroth & Pontus Åberg Lindell

1. Introduction
The main objective of this work is to design a solution that adheres to Swedish Military Intel-
ligence and Security Service (MUST) [1] and Swedish Security Service (SÄPO) [2] guidelines for
importing and exporting data while considering confidentiality, integrity, and accessibility. The
main problem addressed in this thesis is confidentiality and integrity in a classified system. The
necessity to send information over an intermediate system with less security measures is not some-
thing new. However, the complexity of the security requirements increases when the information
is deemed of national importance [1], [2]. In this thesis, we will consider a common scenario that is
typically solved with military-approved signal protection. However, the process of acquiring such
protection is complex and time-consuming, which is why we want to explore an approach that does
not rely on such protection. The thesis is written in collaboration with Basalt AB, with the aim of
helping the company gain further insight into how requirements from MUST and SÄPO can be met.

Securing information and systems, particularly those handling sensitive or critical information, is
a widely discussed topic. The National Defence Radio Establishment (FRA) [3] predicts in their
2020 yearly report that the battlefield of the future is digital. With the increasing digitization and
connectivity of societal functions, digital attacks aimed at disrupting informational infrastructure
could have serious consequences. A cyber attack on a nation’s critical infrastructure could cause
significant damage to societal function and, in extreme cases, even cause the whole state to col-
lapse. An infamous example is the now historical Stuxnet worm [4], which was introduced into
the Natanz uranium enrichment plant in Iran via a USB drive in 2010, with the original purpose
of manipulating the main script in the Programmable Logic Controllers (PLC). The worm later
spread and infected around 100,000 computers and systems worldwide. It has been theorized that
a tactical implementation of data diodes could have lessened the impact of the attack [5], [6] by
making it impossible for the worm to penetrate into the industrial control system (ICS) while still
allowing telemetry to exit the network.

Systems handling classified information can and will be targeted by attackers aiming to disrupt
their functionality or extract information [7]. The increasing digitization of classified information
through digital means, poses a challenge for system developers. In 2022, Stockholms Handelskam-
mare [8] compiled a report showing Sweden ranking second in Europe when it comes to digital
development but ranks fifth from the bottom of all European countries, and last of all the Nordic
countries in terms of cybersecurity. The NIS2 [9] directive will be implemented in 2024 [10] as
an effort to strengthen and standardize cybersecurity throughout the European Union, which will
increase requirements for cybersecurity in Sweden. Sweden´s current ranking in the European
cybersecurity-sector, increased requirements on cybersecurity with the NIS 2 directive, together
the increasing use of cyberattacks aimed at critical infrastructure and actors vital to societal func-
tion, leads to the conclusion that cybersecurity in Sweden is a task that has to to be addressed.

At the time of writing, the Swedish state has invested heavily in creating guidelines and regulations
for designing secure IT systems to help companies and actors deemed critical for Sweden’s defens-
ive capabilities and safety. These systems may manage classified information that would cause
harm if exposed to an actor with malicious intent, or they may be systems that are crucial to the
functioning of society, such as military systems with details of Swedish defensive strategies or the
electrical grid. Regardless of their function, confidentiality, integrity, and accessibility are crucial
requirements. For systems deemed of national importance, MUST demands proof from the system
owner of adequate safety measures to ensure functionality and resilience against attacks [11] [12].
The aforementioned guidelines and regulations have been developed to help achieve functionality
and resilience for sensitive systems, and they make up a significant part of the foundation upon
which the digital reinforcement of the Swedish state rests.
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2. Information Security
In this section, we will introduce relevant concepts within the information security context as well
as the tools used to achieve these concepts. In section 2.1, confidentiality, integrity, availability,
and traceability will be explained, commonly known as the CIA triad. In section 2.2, a brief
explanation of data diodes, Secret Sharing Schemes, and Apache Kafka is provided. Data diodes,
Secret Sharing Schemes, and Apache Kafka are the tools used by us to achieve the concepts of the
CIA triad.

2.1 CIA triad
Information security is frequently categorized into three concepts, confidentiality, integrity, and
availability [2], [13]. These three concepts are described as the CIA triad due to how they interact
with each other [13], [14]. Information can have different requirements for protection, i.e., not all
aspects of the CIA triad are necessary to fulfill at the same time. It may even be impossible to
do so, e.g., information published on an authority website: confidentiality is irrelevant since the
information is intended for public access. However, integrity and availability are essential to ensure
that the information is correct and available whenever requested.

2.1.1 Confidentiality

Confidentiality can be described as the protection of information from unauthorized access or
disclosure by individuals or entities that should not have access to it [2], [12], [13]. To achieve
confidentiality, various actions can be taken, the most common is to encrypt the information using
cryptographic functions. If the organization or system manages classified information (see section
3.1.1), the cryptographic functions are required to be approved by MUST [2]. However, using ap-
proved cryptographic functions does not ensure the confidentiality of the information. According
to SÄPOs guidelines [2] for securing information, it is crucial to control the information flow to
ensure confidentiality. Informational flow control can be achieved through strict access policies and
user privileges that restrict user access to only approved information and systems.

2.1.2 Integrity

Integrity is defined as guaranteeing that the information is correct and has not been altered [2], [12],
[13]. This is a requirement that in contrast with confidentiality, always is required. To reference
back to the aforementioned example in section 2.1 regarding the information on a governmental
authority website, for the information to have value, the information has to be real and correct. If
that is not the case, misinformation could be spread and e.g., harm the credibility of the authority
or put the citizens in danger. To achieve integrity, e.g., hashing algorithms can be used [13]. The
original message and the hash based on the message can now be encrypted using a cryptographic
key. The receiver can then decrypt the message using the same cryptographic key and use the same
hash function on the original message and then compare it to the hash sent by the sender, if these
match, the receiver knows that the message has not been changed. Another key to ensure integrity
is privilege management in systems. This can be achieved by limiting user access to only approved
information and systems, strict access policies and user privileges can help maintain the integrity
of information, e.g., if the user should have read or write privileges after being granted access. This
could also be used to create traceability for changes made to the document if user access was logged.

2.1.3 Availability

Availability can be described as the concept of ensuring that the information is accessible when
needed. If the information can not be accessed when requested, the information has no value
no matter the integrity and confidentiality. A common attack on the availability is Denial of
Service (DoS) attacks [13], [14]. DoS attacks target the availability of information or service with
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the purpose of making the information inaccessible for the intended user. To ensure availability,
SÄPO [2] recommends using continuity measures when handling security classified information,
e.g., having redundant servers, avoiding relying on digital storage, and also having physical copies
of the documents. Another aspect of availability is to ensure that the information is recent and
relevant, i.e., the information has not been delayed to the degree that it is not relevant anymore
[13]. An example of when availability is required, is information from the stock market, if the
receiver receives old information (not the current stock price), the receiver might choose to not
buy or sell stocks based on old or irrelevant data.

2.1.4 Traceability

When considering the security of information systems, it is essential to treat traceability as its own
factor that should encompass all other aspects of the CIA triad [12]. Even though traceability is
usually excluded from the CIA triad, it is required in classified systems [15]. Traceability refers to
having a clear record of who accessed the information when they did it, and what changes were
made. This can be achieved through several methods, such as user authentication, access logs,
and version control. All of these methods share the requirement of assurance that traceability logs
cannot be tampered with or altered.

2.2 Tools
To be able to manage the concepts in the CIA triad, different tools can be used. Tools we use in
our proposed design are data diodes for confidentiality and integrity, and Secret Sharing Scheme in
combination with Apache Kafka for confidentiality and availability. These tools will be explained
to give the reader a basic understanding of their purpose and functionality.

2.2.1 Data Diodes

A data diode is a piece of hardware or software that allows only uni-directional data streams
and consequently prohibits bi-directional communication [6], [16]. This is typically achieved by
removing the receiving component of the sending system and the transmitting component of the
receiving system. [17]. Depending on the placement of the data diode, different aspects of the
CIA triad can be addressed. E.g., if the data diode was to be placed as the only exit out of an
air-gapped (i.e., physically separated) network, no data would be able to enter the network, and
the air-gapped network would maintain its integrity.

The unidirectional nature of data diodes consequently results in connection-aware transport pro-
tocols such as Transmission Control Protocol (TCP) becoming unusable [18]. If the functionality
is implemented in hardware, the uni-directionality is a result of the physical properties of the com-
ponents. Thus, hardware-defined data diodes necessitate minimal firmware and no software [19]. If
the diode functionality is implemented in software, more flexibility is gained, but at the cost of the
possibility that the software contains bugs, vulnerabilities, misconfigurations, etc. As mentioned
by M. Borges de Freitas et al. [19], when using software-defined data diodes the functionality can
be instantiated on a per-need basis, thus achieving a high grade of flexibility. When in the same
report comparing hardware-defined and software-defined data diodes, the first is concluded to be
the one least prone to being compromised.

Data diodes can point in two directions: inwards or outwards from the perspective of the classified
system. When the data diode points in the direction outwards from a closed system (figure 1), the
integrity of the closed system can be assured. By physically blocking return traffic or initiation re-
quests from the open system, we reduce the risk of any unauthorized changes or input of malicious
data into the closed system. Thus, when placing a data diode in an outwards-facing direction of a
system we ensure that nothing can be changed inside the system from an outside source, i.e., from
the open system.

When the data diode is pointed inwards towards a closed system (figure 2), we can ensure confid-
entiality. By physically blocking any outgoing data from the closed system, we allow information

3
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Figure 1: Pointing the data diode in an outwards direction from a closed system, integrity will be
achieved as no traffic can flow into the closed system.

to enter the system (such as critical software updates for clients inside the closed system) while
ensuring that no information inside the system leaves it. This ensures the confidentiality of the
information in the closed system.

Figure 2: Pointing the data diode in an inwards direction to a closed system, confidentiality will
be achieved as no traffic can flow out of the closed system.

2.2.2 Secret sharing Scheme

Secret Sharing Schemes (SSS) are used to protect information by splitting a secret into shares,
each share by itself posing no risk if exposed. The shares are distributed to multiple participants.
When the shares are combined, the secret can be interpolated [20]–[22]. Each share by itself can
not be used to reconstruct the secret, but when combined with the other shares the original secret
can be reconstructed. By generating shares from the secret and sending these shares over multiple
channels, the probability that the attacker will be able to reconstruct the secret decreases, i.e.,
even if the attacker compromises one channel and is able to get hold of that particular share, the
attacker will not be able to decipher the secret (see figures 3 and 4).
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Figure 3: The basic concept of secret sharing. The secret goes through an algorithm that produces
n shares that can be distributed.

Figure 4: The reconstruction process by assembling at least k out of n shares to reconstruct the
original secret, where k ⊆ n.

2.2.3 Apache Kafka

Apache Kafka is an open-source platform used for distributed event streaming with a publish/sub-
scribe functionality [23]. Apache Kafka based communication is structured into producers, con-
sumers, and topics. A producer produces something (publishes it to a topic), while the consumer
consumes data from that topic (doing so by subscribing to the topic). Both the producer and the
consumer take part in this publish/subscribe functionality by being connected to a Kafka server
or in Kafka terminologies a broker. When a topic is distributed on several servers, these servers
are considered to be a part of a Kafka cluster [23]. In one Kafka cluster, multiple brokers could
manage one or more topics published and subscribed to by one or more producers and consumers.
What gets published to the cluster is defined by the publisher and how the data consumed is used
is defined by the consumer. A consumer can consume several topics as well as act as a producer.
This concept of application-defined data streams results in a user-configurable platform that can
support a plethora of functions and applications [23].
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3. Swedish Regulations for Informational Security
In Sweden, laws and regulations from the parliament, government, and the Armed Forces define
how to manage classified information. When designing classified systems, it is mandatory that
the system complies with these laws and regulations. These laws and regulations build upon each
other or expand and clarify sections from other documents. This potentially makes it challenging
to see the relevance of sections or how they all work together towards a common goal. Therefore,
we provide an explanation of these laws and regulations and how they interact in section 3.1.
Further, we explain the level of classifications defined by säkerhetssyddslagen (2018:585) [24] and
MUST [1] in section 3.1.1, we also provide a deeper explanation of the guidelines in KSF - Krav
på IT-säkerhetsförmågor hos IT-system by MUST [1] in section 3.2.

3.1 Laws, Regulations, and guidelines
There are two laws regulating information that should be managed with secrecy: offentlighets-
och sekretesslagen (2009:400) (OSL) [25] and säkerhetsskyddslagen (2018:585) [2], [12], [24]. OSL
outlines the rules regarding what information should be managed with secrecy, while Säkerhetssydd-
slagen is directed to civil and military organizations and personnel that manage information falling
under OSL to protect Sweden. säkerhetssyddslagen (2018:585) contains the information classific-
ations mentioned in 3.1.1. These laws comprise the parliamentary level in figure 5.
Government regulations complement the laws. The primary complementary regulation for inform-
ation security is säkerhetsskyddsförordningen (2021:955) [26] from the Department of Justice. This
regulation complements säkerhetssyddslagen to further define the protection of the Swedish nation.
This regulation comprise the governmental level of figure 5.

Specific regulations exist for actors that are deemed of importance for the safety and functionality
of the Swedish state. These regulations build upon parliamentary and governmental laws and reg-
ulations to provide detailed guidance for applicable cases within the actor’s field of operation. The
Swedish Defence Forces have internal regulations försvarsmaktens föreskrifter om säkerhetsskydd
(FFS) [27] and försvarsmaktens interna bestämmelser (FIB) [1], which apply to both military and
non-military agencies that manage information related to the Defence Forces. PMFS2022:1 [15]
from SÄPO is applicable for other actors deemed of importance for the safety and functionality of
the Swedish state. These regulations comprise the internal regulations level of figure 5.

Guidelines and manuals contextualize and explain all previously mentioned laws and regulations.
These guidelines are provided to help develop classified systems. The main one published for mil-
itary systems is KSF - Krav på IT-säkerhetsförmågor hos IT-system by MUST [1] and for actors
that are non-military but deemed of importance for Swedens security is Vägledning i säkerhetsskydd
Informationssäkerhet1 by SÄPO [2]. These comprise the guidelines level of figure 5.

The European Parliament is currently implementing a new directive called the NIS2-directive, or
The Directive on Security of Network and Information Systems 2 [9], [10]. The directive aims
to establish a unified standard of cybersecurity throughout the European Union by defining 11
highly critical sectors, such as energy, banking, health, and water, as well as 7 other critical sectors
including postal and courier services, waste management, and research [9]. Organizations within
these sectors have until late 2024 to implement the requirements outlined in the directive, which
include, among others incident reporting, risk analysis, and cryptographic strategies. The directive
aims towards establishing a standardized and secure cyberspace across the European Union, and
its impact may extend beyond the regions it directly governs. By setting specific requirements and
guidelines for critical sectors, the directive aims to increase the overall resilience of these sectors
against cyber threats.

1SÄPO is said to be releasing an updated version in the spring of 2023 to conform with the new PMFS2022:1,
but at the time of writing, the guidelines are based on PMFS2019:2. We evaluated this not to be an issue, if any
inconsistency occurs, PMFS2022:1 will take precedence.
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Figure 5: A visual representation of the laws and regulations that have to be followed when dealing
with classified information. Top to bottom, laws presented by the Swedish parliament, government
regulations, internal regulations, and lastly guidelines and manuals.

3.1.1 Information Classification

If the exposure of information were to disrupt or cause harm to the Swedish nation or state in
any way, it is required to give the information a security classification. The classification described
by SÄPO [2] and Säkerhetsskyddslag (2018:585) [24] is a four-grade scale based on the damage it
would cause the Swedish nation if revealed. The classifications are restricted, confidential, secret
and top secret, where restricted would cause the least damage and top secret the most. By classi-
fying information, security measures can be dimensioned to help mitigate threats to the Swedish
nation, e.g., espionage, sabotage, and terrorism [28]. See table 1 for details.

There are cases where a single document with one level of classification, when combined with other
information on that level, is re-classified to a higher level, due to an increased risk level [13], [2].
This scenario is called aggregation and may cause the system to be re-classified with a higher
classification.

7



Daniel Eneroth & Pontus Åberg Lindell

Table 1: Classification levels for sensitive information [1], [2].

Level Classification Consequences Explanation

5 Top secret Exposure can entail ex-
tremely serious damage

On exposure the consequences will result in
a serious threat against the nation and is
very difficult to restore

4 Secret Exposure can entail ser-
ious damage

On exposure the consequences can result in
a serious threat against the nation and is dif-
ficult to restore

3 Confidential Exposure can entail not
insignificant harm

On exposure the consequences will result in
negative consequences for the nation, but
only to a limited extent such as jeopardize
or creating bigger disruptions

2 Restricted Exposure can entail only
minor damage

On exposure the consequences can result in
negative consequences for the nation, but
only with minor damages such as weaken or
disrupt

1 Open Information that is not
considered sensitive

On exposure the consequences will be negli-
gible to the nation

3.2 KSF
KSF is a handbook developed by MUST [1] to help develop and design secure systems with in-
formation that falls under säkerhetskyddslagen [24] and OSL [25]. When developing systems for
use in or associated with the military, following the requirements set by KSF is mandatory. As
mentioned in section 3., all handbooks and regulations are built upon the idea of complement-
ing and explaining laws and regulations established by the Swedish parliament and governments.
Thus, KSF has more strict and more defined guidelines than, e.g., SÄPO [2], and we can therefore
assume that if we fulfill KSFs requirements, SÄPOs guidelines will also be fulfilled.

To comply with the KSF handbook, an evaluation of required security measures is performed by
taking into account the level of exposure of the system (see table 2) and the potential consequence
for the Swedish state if the information was exposed (see table 1). Combining these two results
in a three-grade scale (see section 3.2.1). Each grade of security measures has correspondent re-
quirements for functionality and assurance of functionality. When the level of protection increases,
additional and more rigorous requirements are added.

KSF defines two categories of requirements, functional Security Requirements (SF) and Assurance
Requirements (SA) [1]. SF defines the minimum security requirements a system has to fulfill and
SA defines how the system can provide assurance that the system meets the functional require-
ments required. Both SF and AF are divided into further categories. Every category name starts
with either SF for functional requirements or SA for assurance requirements2. For details on the
functional security requirements and how those can be fulfilled based on the environment of the
implementation, see appendix A.

3.2.1 Communication Between Systems

The functionality of sending information across networks and systems is a common requirement
and is normally straightforward when dealing with non-classified systems. However, if the system is
deemed important for the function and safety of the nation, a consequence, and exposure evaluation
is required. MUST [1] assesses the consequence of the system being compromised on a five-grade
scale rising from 1-5, 5 being the most severe. The consequences are evaluated based on the effects
it would have on Sweden’s nation (see table 1). The level of exposure of the system is also assessed

2We consider SA outside the scope of this thesis and will not be covered further.
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and given a classification. The exposure grades in a scale from E1-E4, where E4 is used to describe
the highest level of exposure (see table 2). The level of exposure of a system paired with the
level of consequence will decide what level of protection is required for the system. The level of
protection is defined in three levels Basic/Grundläggande (B/G), Increased/Utökad (I/U), and
High/Hög (H/H) (see table 3). These levels of protection are defined as well as their requirements
by MUST [1].

Table 2: The four exposure levels for the systems presented by MUST [1].

Grade Access Information flow

E4 Every case when E1-E3
is not fulfilled Every case when E1-E3 is not fulfilled

E3

All personnel with ac-
cess to a system interface
is required to complete a
security test

Every system that exchanges information is
required to be accredited for a higher level
of consequence or accredited for the same
level of consequence with exposure level not
exceeding E3

E2

All personnel is required
to be cleared for access
to the information with
the highest level of con-
sequence in the system

Every system that exchanges information is
required to be accredited for a higher level
of consequence or accredited for the same
level of consequence with exposure level not
exceeding E2

E1
Every personnel with ac-
cess are cleared for all in-
formation

The system does not exchange information
with any other systems

Table 3: Level of security based on the level of consequence and level of exposure.

Level of Consequence Level of exposure
E1 E2 E3 E4

5 H/H H/H H/H H/H
4 I/U H/H H/H H/H
3 I/U I/U I/U H/H
2 B/G I/U I/U I/U
1 B/G B/G B/G B/G

When communicating with another system, the originating system will indirectly be exposed to
actors with access to the other system [1]. To be able to claim that such an exchange of information
does not mean increased exposure or risk for the originating system, a thorough description of how
security measures in either system can ensure that no unauthorized access can happen as a product
of the communication. In turn, this also means that if a thorough description of how a security
implementation in one system secures another system, the other systems can account for these
security implementations as well.

3.2.2 Compromising Electromagnetic Emanations (RÖS)

Besides the risk of leakage of information due to an external actor gaining access to a system with
the intention of gathering said information, there is also a potential risk for the devices handling
information unintentionally generating electromagnetic signals when processing data [29]. These
unintentionally generated signals can be listened to by an external actor with the intention to use
these signals to decipher the original information. This generates the problem that even though
advanced cryptographic methods can be used to obscure the content of a message when traversing
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the medium of choice, the original message can be deciphered by listening to, e.g., the electrical
wiring connected to the cryptographic machine [29]. If the medium used to carry information
generates electromagnetic fields, there is also a risk of cross-talk between wires. If the medium
used to carry classified information is physically close enough to a medium that is non-secure,
this cross-talk means that it would be possible for a malicious actor to potentially gain access to
the signal carrying sensitive information [29]. These two phenomena are generally managed in
two ways. Either by shielding the media or source of information by means of obstruction, e.g.,
shielded wires or Faraday cage, or by making sure that there is no way for a malicious actor to be
close enough to listen to electromagnetic signals or fields within the propagation distance of the
source of the electromagnetic signal.

3.2.3 Signal Protection

Signal protection is a method to provide confidentiality and integrity for classified information [30].
Signal protection can be divided into multiple sections, signal protection materials (such as VPN-
crypto), cryptographic keys (such as digital certificates, key pairs, etc), and instructions on how
to use and manage the signal protection. The main difference between a commercial VPN-crypto
and a signal protection VPN-crypto is that the latter is approved and reviewed by the Swedish
military [1], [2], [30].

To be assigned signal protection, the application process involves proving that signal protection
is necessary [30]. Most commonly, signal protection is provided for organizations that exchange
classified information (see section 3.1.1). To be approved for signal protection, completion of a 12-
step process3 is required. The applicant goes through multiple meetings and security analyses with
The Swedish Civil Contingencies Agency (MSB) and FRA. In later steps, education for a signal
protection manager, key manager, administrators, etc, and lastly an order is to be submitted to
FRA to apply for hardware. MSB is the authority responsible for the approval whilst the order of
hardware is managed by FRA.

3FRA provides a checklist for the 12-step application process https://fra.se/signalskydd/komigang.4.
55af049f184e92956c42a94.html (2023-04-25)
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4. Related Work
Cyber attacks directed at accessing or corrupting sensitive information are growing in numbers.
According to Sibi Chakkaravarthy et al. [31], this may be due to the ease of acquiring working mal-
ware, such as the Kali Linux operating system that comes with over 600 penetration testing tools
and scripts for usable malware4. Something that has grown significantly in numbers in the last
couple of years is directed attacks by and directed against nations and large organizations. This
type of directed attacks can be considered more advanced because they are designed to disrupt,
sabotage or gather information from specific systems or even hardware components [31], [32]. This
type of attack has come to be called Advanced Persistent Threats (APT). Some examples of APT
attacks targeted against nations and critical infrastructures are Stuxnet, GhostNet, and operation
Aurora [4], [31], [32].

To prevent remote attacks on a network, an air gap has been used with state-of-the-art firewalls
in an isolated environment [6], [33]–[35]. This method isolates sensitive networks from less secure
ones by blocking all traffic originating outside the network. However, this has been proven insuf-
ficient due to social engineering attacks making it possible for attacks to originate from inside an
air-gapped environment [4], [7]. M. Guri [36] proves that even if a network is considered totally
isolated there is a possibility that signals leak from hardware and cables, which means data can be
intercepted. In his experiment, he proves that an ordinary Ethernet cable is leaking data through
electromagnetic emissions which can be intercepted. Guri continues to show how it is possible to
exfiltrate data using the noise from Graphic Processing Unit (GPU) fans [37] and vibrations from
the internal fans [38]. Notable is that in all these cases, malware was injected into the compromised
hosts. Therefore, eliminating data flows into an air-gapped network to neutralize one attack vector
is necessary. Still, there is a possibility for physical attacks on the devices in the air-gapped net-
work, e.g., with a portable device, such as believed in the Stuxnet attack or by social engineering
[4]. As Plėta et al. [7] mentions, in 95% of cybersecurity breaches human action or lack thereof
was the main cause.

Complete isolation of systems and networks is not always a viable solution. In some cases, it is
necessary to share information with an external party, but no requirement for return traffic, e.g.,
telemetry data [6]. Research has shown that data diodes are a viable solution to secure one-way
communication. To our knowledge, most research has been done to secure Industrial Control Sys-
tems (ICS) [5], [19], [39]. This thesis will not necessarily be directed towards ICSs but the purpose
of our work is the same as in the aforementioned works, controlling the data flow so that malicious
actors cannot exploit the infrastructure to help their cause. This is also mentioned by MUST and
SÄPO, the data import/export method has to be done in a controlled manner [1], [2], [40].

A critical function in our proposed design is the ability to declassify a document to a lower clas-
sification. This, to our knowledge, has not been done in a commercial approach, i.e., not using
military-approved signal protection. Commercial solutions for sharing secrets are widely researched
in the form of encryption algorithms, we consider solely relying on encryption of the document
to be an insufficient solution for de-classifying a document as the content of the document is
still there, available to anyone with the decryption key. A part of the solution we explore in the
thesis is Secret Sharing Schemes. These schemes are informational-theoretic secure [41] as well
as there are existing quantum-safe secret sharing schemes [42]. In comparison algorithms using
asymmetrical keys, such as Rivest–Shamir–Adleman (RSA) are not considered quantum-safe [43],
nor information-theoretically secure. As far as our research goes, we have not found any imple-
mentation where SSS is used to communicate a secret peer-to-peer spread over multiple channels.
The closest we found is recent work using SSS to store Electronic Health Records (EHR) in public
cloud providers and still ensure patient confidentiality [44]–[46].

4Information on Kali Linux: https://www.kali.org/docs/introduction/what-is-kali-linux/ (2023-04-25)
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5. Problem Formulation
For the scope of this thesis, we will propose a system design for import and export systems where
the information will travel through an intermediate system with less security. For information leav-
ing a classified system, assurance that the information in transit is no longer classified or has been
secured in such a way that any potential malicious actor cannot read or modify the information
is required [1]. This is done most commonly by implementing military-approved signal protection
[1], [12]. The military-approved signal protection is a system that usually includes some form
of cryptographic functions with a high level of auditability, i.e., the assurance that there are no
malicious actors with a back door into the system [1]. Military-approved signal protection is a
viable solution for scenarios in which information traverses less secure systems, but the application
process for such a system is complex and time-consuming.

To avoid the application process for military-approved signal protection, we want to explore a more
commercial approach in which the steps for military approval are avoided. A scenario will be used
as an example of functionality, where a document classified as restricted (i.e., level of consequence
2 in section 3.1.1) is to be sent from a system A to another system C through an intermediate
system B. Both the system A and C are accredited to manage documents classified as restricted
while the intermediate system is not. In this scenario, we define system B as an open system that
we do not have control over, e.g., the Internet. Considering the scenario, our research questions
can be formulated as follows:

• RQ1: How can a potential system design for the import and export of a restricted document
traversing over a less secure system without a military-approved signal protection look like?

• RQ2: Which regulations and guidelines from MUST and SÄPO is our proposed design
compliant with?

Limitations for this thesis are the evaluation and testing of the design, as the design is of an
abstract nature. This means that every aspect of our design requires more research regarding how
it should be implemented in the real world. We also see that complying with all regulations and
guidelines (e.g., authentication, logging, Virtual Private Network (VPN) tunnel, etc.) is beyond
the scope of this thesis as we focus mainly on the import and export design for a document. Some
functionalities in our design, such as inline and offline inspection are more widely researched and
will therefore not be covered in detail.
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6. Method
During this thesis work, we used a methodology used in system development research that provides
us with a dynamic workflow to help solve complex and unexplored questions [47]. The procedure
will consist of five steps with the ability to revisit earlier steps at any moment if more knowledge is
required. The last two steps from the original methodology will be considered out of scope for this
thesis as this thesis is part of a collaborative effort of Basalt AB. A graphical view is presented in
figure 6, and in the list below is a deeper explanation of each step

Construct a conceptual framework: We gathered information to formulate our research ques-
tions and to get a deeper understanding of our main subject in the project, i.e., information
security and why it is important to secure sensitive information. Further, we also gathered
information on components that help secure the information, e.g., data diodes are an im-
portant component of our project. All information gathered in this step helped us construct
a scenario where informational flow conforms with governmental regulations.

Develop an architecture: We started our main work and try to develop an architecture or design
that is in compliance with governmental regulations and Basalt ABs requirements. The
architecture step defines what requirements for each classification. When the requirements
had been established we proposed a design to try to match the established requirements.

Analyze the solution: We performed a comparative analysis of the architecture solution we
created in the earlier step against our research questions. A critical variable in this step is
to see if we have created a solution that answers our research questions. If not the case, we
revisit earlier steps to complement the solution.

Build the prototype system: This step in the methodology is outside of the scope of the thesis
and leaves it to Basalt AB to develop and test a practical solution to our findings.

Experiment, observe, and evaluate the system: Despite the observation and evaluation of
a finished system is an important part of the research methodology, it will be considered
beyond the scope of this thesis and will be left as a further object of study.

Figure 6: Graphical view on the workflow. The grey boxes are considered beyond the scope of this
thesis.
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7. Ethical and Societal Considerations
All research conducted in the writing of this thesis is based solely on publicly available materials.
No information concerning systems or personnel has been managed. Although this thesis is written
in cooperation with Basalt AB, a company that manages classified information, our work remains
isolated from any information that could be deemed classified. Therefore, we see no ethical implic-
ations of our work.

Our thesis primarily explores topics related to information security. In light of the fact that
information security has recently become more prominent in the public consciousness, any discourse
within this field could have potential implications for both individuals and companies. However, it
is unlikely that our proposed system design will affect individuals since its implementation would
be impractical for private use. For commercial companies and organizations, implementing our
system could result in benefits, as it would be less complex than obtaining military-approved
signal protection. As the market for information security continues to expand and the discourse
around it continues to evolve, any research made publicly available will be accessible to both
antagonistic and protagonistic individuals. Consequently, it is essential that security be achieved
through design rather than solely relying on the secrecy of the system’s design.
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8. Conceptual Design
Our proposed system design requires functionality to decrease the potential impact of a malicious
actor gaining access to the information as well as decreasing the probability of it happening. Ac-
cess to the information could happen in one of two ways, either by intercepting the information as
it traverses the intermediate system and copying it, i.e., eavesdropping, or by injecting malicious
code into either the sending or receiving system with the goal of planting malware that covertly
or overtly ex-filtrates information once inside the system.

To ensure that no malicious code is injected into the receiving system, we propose the use of
data diodes, access control lists, and inspection of the decrypted message are used. To prevent an
attacker from gaining information by eavesdropping, we propose implementing redundant confid-
entiality mechanisms. Three different encryption mechanisms with different functions are placed
in three different locations. The first cryptographic function is done by a commercially available
crypto on the original document and works as an authentication method for the exporting system as
only the importing system shall have access to the decryption key. Safe key exchange and whether
symmetrical or asymmetrical keys should be used to ensure that these safety mechanisms cannot
be used as an attack vector is beyond the scope of this thesis. The second cryptographic function
is the Secret Sharing algorithm that divides the secret into shares, and as long as ≥ n − (k − 1)
shares are safe, the document is not reconstructible. By sending over multiple channels the risk of
an attacker gaining access to all shares is mitigated. The third cryptographic function is a Virtual
Private Network (VPN) tunnel between exporting Forward Operating Base (FOB) and importing
FOB, also acting as an access control list.

Our proposed system design is based on the scenario of sending a document from a system accred-
ited to the level of consequence 2 (i.e., restricted according to section 3.1.1). Due to the lack of
evaluation of exposure of the system, we cannot establish the required security measures. Therefore
the security measures will be considered X and can be either B/G or I/U, see table 3 for reference.
The document will traverse an intermediate system accredited for security X − 1 before reaching
the receiving system with the accredited security level X and allowed handling of consequence
level 2. For a visualization of the problem, see figure 7. As the intermediate system lacks the same
security measures, the risk of antagonistic activity within the intermediate system increases. This
in turn means that the intermediate system is not allowed to manage the information contained
within the document.

In the following sections, we will present our proposed system design for importing and exporting
a document with the level of consequence 2 (i.e., restricted) over an intermediate system with less
security (see figure 7). In this case, the intermediate system will be the internet or an open system,
i.e., a system we do not have control over. Further, an in-depth explanation of every module in
our design is provided.

Figure 7: Our problem scenario where system A sends a restricted document over an intermediate
system B accredited with less security. The receiving system C is accredited for the same security
as system A.
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8.1 Sending System Design
Figure 8 visually represents our export system design. We propose using several cryptographic
functions in several steps to assure the integrity and confidentiality of the subsystems (i.e., subsets
of functionalities or parts of a system). This also implies that no function relies on the functionality
of an earlier function.

Inspect out: Unencrypted data is inspected before being encrypted to ensure that data-in-transit
is of the correct format, within reasonable limits concerning size, and is allowed to leave the
system. For detailed information see section 8.4.

Standard Cryptography: The Standard Cryptographic module uses a Commercial Off-The-
Shelf (COTS) solution to encrypt the original information to provide an additional layer of
confidentiality and integrity. This approach ensures that even if an attacker gains access to
k shares, they would still require the COTS decryption key to decrypt the secret. Moreover,
this method can also serve as an authentication mechanism. Specifically, if a message can
be decrypted using decryption key A, then it can be confirmed that the message came from
system A. Furthermore, if system C has access to the decryption key A, then messages from
system A can be interpreted and read by system C. It is important to note that the key
exchange and encryption methods fall beyond the scope of this thesis, see Section 9.1.1.

SSS: The SSS module would be working as a producer to the Kafka module creating and dis-
tributing the shares to lower the consequence level of the information. Each share by itself,
would not contain any information about the original document. For detailed information
see section 8.5.1.

Kafka: A Kafka cluster would be responsible for creating and distributing and partitioning the
shares into individual queues n channels. For detailed information see section 8.5.2.

TCP Proxy: A TCP-proxy module is placed on both sides of the data diode to simulate a stateful
connection. The left TCP Proxy would work as a consumer to the Kafka module. For detailed
information see section 8.3.2.

UDP/data-diode: The data diode will act as a one-way gateway to achieve integrity in the
sending system, i.e., allowing data to pass out of the system but allowing no data in, for
detailed information see section 8.3.2.

Export: The export module in the FOB would act as an access control list at the system border
making forwarding decisions, i.e., making forwarding decisions based on packet meta-data
and/or packet headers. Additionally, it will act as an endpoint for the Virtual Private
Network (VPN) tunnel connecting sending and receiving systems. For detailed information
see section 8.3.1.

Figure 8: Our proposed export system consists of inspect out, standard crypto, SSS/Kafka, TCP-
proxy, data diodes, export module, and lastly VPN tunnel through the less secure system.

16



Daniel Eneroth & Pontus Åberg Lindell

8.2 Receiving System Design
Figure 9 visually represents our import system design. As in the export system, there are several
cryptographic and security mechanisms. These functions and mechanisms work together with the
functions and mechanisms in the export system, whilst providing stand-alone features.

Import: The import module in the FOB would act as an access control list at the system border
making forwarding decisions, i.e., making forwarding decisions based on packet meta-data
and/or packet headers. Additionally, it will act as an endpoint for the VPN tunnel connecting
sending and receiving systems. For detailed information see section 8.3.1.

TCP Proxy: A TCP-proxy module is placed on both sides of the data diode, simulating a stateful
connection. The right TCP Proxy would work as a producer for publishing the shares to the
Kafka module. For detailed information see section 8.3.2.

UDP/data-diode: The data diode will act as a one-way gateway to achieve confidentiality in the
receiving system, i.e., allowing data to pass into the system but allowing no data out. For
detailed information see section 8.3.2.

Kafka: The Kafka module collects shares received at the TCP-proxy module to prepare the shares
for reassembly. For detailed information see section 8.5.2.

De-SSS: The de-SSS module would work as a consumer to the Kafka module, reassembling the
shares into the original encrypted document. For detailed information see section 8.5.1.

Standard cryptography: The standard cryptography module is placed before the inspect in
module and functions as an authentication method for the sending system and decrypts the
secret into plaintext. If a message can be decrypted using the decryption key A, then it can
be confirmed that the message came from system A. Furthermore, if system C has access to
the decryption key A, then messages from system A can be interpreted and read by system
C. It is important to note that the key exchange and encryption methods fall beyond the
scope of this thesis, see section 9.1.1.

Inspect in: A last inspection is required to allow the clear text message to be passed into the
system. This is to ensure that data has not been altered in transit, as well as to ensure that
the sending system has not been compromised, for detailed information see section 8.4.

Figure 9: Our proposed import system consists of a VPN tunnel endpoint, import module, TCP-
proxy, data diodes, SSS/Kafka, standard crypto, inspect in, and lastly the original restricted doc-
ument.

8.3 Forward Operating Base
In accordance with the regulations outlined in PMFS2022:1 [15], it is explicitly mandated that
communication has to occur in a controlled manner. However, the utilization of bi-directional
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communication protocols presents challenges in maintaining effective control due to the potential
of hiding malicious content within covert channels, e.g., unused protocol headers [48]. SÄPO re-
commends splitting the import and export (IMPEX) into two separate pieces of functionality and
using one-way communication for increased control of the communication [40]. This strategy can
be used in conjunction with the use of data diodes to further harden the IMPEX of a system.
The usage of data diodes in this manner reduces the external attack vectors for malicious actors
seeking to exfiltrate information hosted in the system or regarding the system. This as the im-
port module can not be leveraged into revealing information regarding interior infrastructure or
potential weaknesses of the system when it is built to not respond at all. This does not mean
that external threats are completely mitigated or removed, an actor with sufficient resources could
potentially gain sufficient knowledge of the system over time to be able to use the full functionality
of the separated IMPEX to exfiltrate information or use the import to infiltrate malicious code or
malware into the system.

According to PMFS2022:1 [15]

§ 14-17 IMPEX has to be done in a controlled manner between intra-system compon-
ents or systems, as well as between other systems that do not conform to equivalent
security protection measures. Systems of level of consequence restricted or confidential
has to be at least logically separated, and systems with a level of consequence secret or
top secret have to be physically separated.

This implies using "lateral" communication (i.e., communication between systems that has the
same level of consequence and grade of exposure) would to an extent necessitate fewer implementa-
tions of security functions. If using bi-directional communication, the communicating systems could
be considered one system, this is due to how system-to-system interaction would differ compared to
systems communicating using only uni-directional communication. Uni-directional communication
using a separated IMPEX functionality would mean that the underlying communication protocol
could not be used to generate automatic responses to received messages, thus elevating the level
of control over the data flow achievable in the system. A separated uni-directional IMPEX would
also yield the benefit of separation of systems as the import and export are unable to interact on
a native level. As import can only happen as a product of another system pushing data through
their export, we are thus able to separate them into two individual systems. In comparison, a bi-
directional communication protocol would have to rely on logical separation through configurable
components, which leaves configuration in the hands of administrators and consequently, the risk
of faulty configuration through human error is present [19]. The level of consequence can not be
mitigated or lowered by the usage of specific infrastructure due to it being defined by the inform-
ation and/or function of the system. To be able to lower the level of consequence, the information
has to imply less harm if leaked. To address this we propose using SSS in combination with Apache
Kafka to distribute the shares in separated channels, this is discussed further in section 2.2.2.

8.3.1 Separated Import and Export

To an extent, a large part of assuring secure communication involves assuring that only intended
data is sent, and on the receiving side, only allowed data is received [49]. This has proven to be
difficult when using bi-directional communication due to inherent covert channels that could come
as a result of e.g., hiding malicious content in unused protocol headers [48]. To achieve a higher
level of control by limiting the use of bi-directional communication (see section 8.3.2), we propose
using a logically or physically separated import/export functionality using only uni-directional
communication for systems at system boundaries. Our model is based on using an information
manager such as Apache Kafka (see section 8.5.2), which is customizable and as such could be
used for a plethora of applications. For the scope of this thesis, it will fill the function of creating
secret sharing scheme shares [50] (see section 8.5.1) of a document and passing these shares to
separate queues. We combine this concept with the use of a hardware-implemented uni-directional
informational flow as well as mechanisms for information flow control to yield a plausible, modular,
and secure model for classified system design.
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Export: The export module in our proposed system (see figure 8), does not explicitly state one
point of exit. But rather a junction in the information flow which all information intended
for export passes through. We propose that this module should be designed in accordance
with the Dstar framework proposed by N. Zeldovich et. al. [49] in which strict rules are
applied to systems for where data can flow to and from, and where data can flow from at
a system boundary. A higher level of data flow control could be achieved by asserting data
export control rules.

Our proposed rules for the Export module are:

• Export validity - Is the data-in-transit classified to be allowed to traverse the interme-
diate system?

• Receiver validity - Is the receiving system allowed to receive the data in transit?

• Path validity - Is the path to the target system a valid path?

If the export module strictly adheres to these rules, it would ensure that no errant information
would exist beyond system boundaries and that only valid information would cross the system
border. It would supply a control mechanism by ensuring that if errant information is caught
as data-in-transit, an error has occurred. The assumption will be made that by using the
Kafka/SSS module (see section 2.2.2), data in transit will not exceed the level of consequence
for intermediate systems and will be classified as such.

Import: The import module in our proposed system (see figure 9) does not necessarily mean one
point of entry into the system, but rather a junction through which all imported information
has to pass through. We propose that this module should be designed in accordance with
the Dstar framework proposed by N. Zeldovich et. al. [49] in which strict rules are applied
to systems for where data can flow to and from, and where data can flow from at a system
boundary. A higher level of data flow control could be achieved by asserting data import
control rules.

Our proposed rules for the Import module are:

• Import validity - Is the imported information classified for a level of consequence ≤ in
this system?

• Sender Validity - Is the sending system allowed to send to this system?

• Path validity - Has the information followed a valid path to get to the system?

If by design, the import module adheres to these rules when importing information. We can
assure that a system only receives information of a consequence level the system has proper
security implementations to manage, as well as that it does not receive information from a
system it was not intended to receive from.

By implementing two redundant separate mechanisms aiming to achieve the same goal, we achieve
a part of what the Dstar framework [49] aim to achieve, namely:

"information can flow from system A to system B if, and only if system A can send to
system B and system B can receive from system A" [49]

The Import/export modules paired with functionality provided by the Kafka/SSS modules would
imply a form of no read write-up down [51] rules for subsystem inter-system-communication. Al-
though not explicitly as a system of a higher level of consequence would be able to write down
to a system of a lower level of consequence as well as the ability for a system of a lower level of
consequence would be able to write up to a system of a higher level of consequence. Taking into
account the functionality provided by the Kafka/SSS module we propose that it should be possible
to split a document into shares containing no information regarding the original document and
separate the partitions from each other thus reducing the level of consequence of one data stream.
With this separation comes the implication that any data stream crossing the export module will
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have its content tailored to meet the specifications of any intermediate system. Thus, achieving a
form of no read write up down [51].

An additional layer of control, traceability, and integrity is achieved by adding the requirement for
a system to validate the intended path of data. If every data flow path is known and used as a tool
for data flow control, this would lessen potential attack vectors such as compromised systems trying
to ex-filtrate data through covert channels. This would as such fulfill the requirement in PMFS
2022:1 c.4 §14, which states that all communication should be done in a controlled manner.

8.3.2 Uni-directional Informational Flow

It is necessary to harden the external borders of a system in such a way that the ability of a
malicious actor to ex-filtrate information through covert or non-covert channels is minimized or
eliminated. Existing literature [7], [34], [35], [52] suggests that the usage of traditional security
implementations such as firewalls might be insufficient when dealing with system handling clas-
sified information [3], [7], [15]. This is due to the inherent nature of software-based intrusion
detection/prevention mechanisms requiring configuration as well as being prone to errors/bugs,
zero-day vulnerabilities, etc [16]. To ensure normal function as well as security within a system or
network, traditional mechanisms are still usable and a part of creating a secure system.

To achieve this control whilst not being vulnerable to the shortcomings of software-based intrusion
prevention/detection mechanisms, we propose using a simpler, hardware-defined method in con-
junction with software-based methods, the data diode. For any system that exchanges information
with another system, we propose using a dual-diode configuration [53] i.e., one diode placed in the
output direction of the sending system (see figure 1) and one diode placed in the input direction of
the receiving system (see figure 2). This configuration allows us to gain a high degree of integrity in
the sending system as no external access could be gained to the system. For the receiving system,
a high level of confidentiality would be achieved as no traffic could exit the system, thus making
it impossible for a malicious actor to ex-filtrate information regarding the system covertly or overtly.

Uni-directional data streams can not rely on stateful transportation protocols. We propose using
User Datagram Protocol (UDP), as the UDP protocol is widely adopted and well-used. UDP also
has the benefit of being a fairly straightforward protocol and as such it makes it harder to covertly
infiltrate or ex-filtrate information by hiding information within e.g., protocol headers [54]. The
stateless nature of uni-directional data streams results in the sender being unaware of whether or
not the message was received. This problem has been researched and viable methods have been
proposed to assure delivery [52]. Our proposed system design using data diodes would comply with
PMFS 2022:1 c.4 §15 - §17, and the use of a stateless communication protocol would also help
achieve PMFS 2022:1 c.4: §14.

In many applications, stateful protocols such as TCP are used. This implies that the stateful
protocol has to be converted into a stateless protocol. We propose using a TCP proxy on either
side of the data diode. The TCP proxy has the responsibility of keeping the communication
stateful on either side of the data diode. To send the data packets through the data diode the TCP
proxy converts TCP to UDP. Figure 10 is a visual representation of the TCP proxy module. The
Application (i.e., Apache Kafka in our design, see section 8.5.2) establishes a stateful connection
with the TCP proxy, which converts the communication to a stateless connection and sends it
through the data diode. The receiving TCP proxy then creates a stateful connection to the
receiving end.
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Figure 10: Representation of two TCP proxies on either side of a data diode. The TCP proxies
utilize a stateful connection to the applications and utilize a stateless connection over the data
diode.

8.4 Data Inspection
In figures 8 and 9 we propose the placement of four modules that inspect traffic as it passes from one
system to another. In this section, the reasoning for the placement of the Inspect Out, Inspect In,
Export, and Import modules is explained. Table 4 provides information on which module achieves
compliance with which specific regulation. How data should be inspected will be considered out
of scope for this thesis, as it is a more widely researched topic.

A requirement stated by the regulations is the inspection and prevention of unintended packets that
might flow through systems [1], [2]. This is a common requirement for all systems. However, there
are some differences between regular systems and systems that will manage classified information.
A difference is that a system that manages classified information is regulated both by KSF [1] and
SÄPO [28] which states that the data that flows should not be too complex. E.g., it might be
necessary to restrict the ability to send images through systems as images are difficult to inspect [1].

Another method is to create a covert channel to hide malicious content in valid communication
between peers [48]. This can be considered a steganographic scheme and is difficult to discover. In
the case of a covert channel, the hidden communication can happen in small bits and over a long
stretch of time. One example is to write data in unused bits of the TCP header, even though the
quantity of data per packet is small, only a small quantity of bits is required for some attacks. One
scenario is that an attacker is able to get hold of a password and needs to extract it to another
system, by using a 4-bit/segment field in the TCP header, the attacker can in a couple of segments
transfer the password over the systems.

Predictability is the key when it comes to being able to inspect traffic effectively. The more we
know about the data that travels through a system, the more effectively we can stop abnormal
and potentially harmful behaviors. If we know what kind of information that will be sent through
a system, e.g., we know that only text files will be sent from system A, we can implement file
inspection accordingly. If it does not match the criteria, the packet is discarded. Further actions
can then be taken, e.g., sending the packet to an offline inspection for a deeper analysis and using
the result to fine-tune the inline inspection for file validity checks. As mentioned by Caviglione
[48] inspection of both the packet itself and the bandwidth utilization, can help find irregularities
in the information flow. By examining the packet, headers, and payload, we can detect things such
as data injected in what should be unused fields in the header or malicious content in the payload.
Further, if we analyze the bandwidth utilization, deviations such as increased bandwidth can be
noticed, analyzed, and reacted upon.

The common solution to the regulations in table 4 could be an inline inspection tool that is able
to decrypt the data. PMFS2022:1 c.4 §24 only states that some kind of function for intrusion
detection and prevention is required, this is elaborated in SÄPO:s guidelines [2]. One solution pro-
posed is to execute the data in a sandbox environment, i.e., a controlled and isolated environment
that executes and then evaluates the data to ensure that it is not malicious or harmful. Other
functions are Network Intrusion Detection Systems (NIDS), Network Intrusion Prevention Systems
(NIPS), Host IPS/IDS, and application firewalls. They also point out the weight of placements for
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Table 4: Regulations from PMFS2022:1 [15] and MUST [1] we fulfill.

Regulation Description Placement
PMFS2022:1 c.4 §24 If the system is of security-

sensitive operation and commu-
nicates with other systems, there
have to be functions for intrusion
detection and prevention

Import, Export, Inspect
In, and Inspect out

SFIS_KUT.2 For outgoing data, a baseline for
data inspection has to be fol-
loweda

Inspect out and
Kafka/SSS

SFIS_KUT.5 Functions for controlling the
amount of data over a longer
stretch of time

Inspect Out

SFIS_KIN.1 For incoming data, a baseline for
data inspection has to be fol-
lowedb

Inspect In

SFIS_KIN.3 (B/G, I/U) Inspection should be done on ap-
plication layer

Inspect In

SFIS_KIN.8 (H/H) Deep inspection of the data and
prevention functions to stop non-
approved data. Some formats
may be too difficult to inspect
and therefore should be avoided,
e.g., images

Inspect In

SFSK_KUT.1 Inspection for malware on all
outgoing traffic

Inspect out

SFSK_KIN.1 Inspection for malware on all in-
coming traffic. If the data is en-
crypted, functions for decrypting
the data has to be available

Inspect in

a The data is not too sensitive for leaving the system, the data is within reasonable limits, e.g.,
file size, packet size, and the data is of the expected format, e.g., correct file type
b Approved characters, reasonable file size, the information is within reasonable limits, and coding,
e.g., strings and data structures

these functions. NIDS is a more passive solution that is placed offline and the traffic is mirrored to
be analyzed and logged to not disrupt the traffic flow. NIPS on the contrary is placed in line with
the traffic for analysis and has the ability to prevent the traffic if it is deemed harmful. HIPS/HIDS
and application firewalls are placed closer to the end systems.

Our design proposes an inline inspection, that implies that some kind of IPS, sandbox environment,
and/or firewall is necessary for the analysis and prevention of traffic flow in real-time. However,
which kind of IPS/firewall is the most effective for our design requires to be further researched.

While SÄPO and PMFS2022:1 c.4 §24 does not specify what should be inspected, KSF [1] is
more specific and defines minimum requirements for inspection. We can see that there are some
overlapping requirements for outgoing and incoming traffic. This can be seen in, SFSK_KUT.1
and SFSK_KIN.1, that the file size should be inspected and, in SFSK_KUT.2 and SFSK_KIN.1,
that inspection for malware should be done.

Notable is that SFSK_KIN.1 mentions the requirement that the decrypted data should be
inspected. This imposes the requirement of decryption keys for the inspection systems or the
decryption should be done before entering the inspection system. A suggestion from SÄPO [2]
is to place the inspection behind a load balancer that manages the decryption functions before
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sending the traffic further. SFIS_KIN.3 also states that inspection shall be done on the applic-
ation layer, which makes it necessary to decrypt the packets to be able to analyze the content.
Because SFIS_KIN.3 only applies for security level B/G and I/U the H/H is complemented by
SFIS_KIN.8 which states the requirement for deeper inspection and restriction of complicated
formats, whilst maintaining the requirement for analysis on decrypted data.

8.5 Information Manager
Our design requires us to reduce the consequence level of documents to send them over a system
with a lower security level. To comply with SFIS_KUT.7, messages can only be transferred to a
system with a greater or equal security level. Figure 7 illustrates the scenario: system A, accred-
ited for the security level X, wants to send a document with consequence level 2 over a system
accredited with security level X − 1. One possible solution is to use military-approved signal pro-
tection through the intermediate system. We aim to explore an alternative method: to split and
encrypt the document in such a way that no subset of shares imposes a danger if intercepted or read.

In the following sections, we will explain SSS in combination with the information manager Apache
Kafka to split the original documents into shares that can be spread over multiple channels. The
aim of using a SSS algorithm is to reduce the consequence if a message is leaked. An SSS algorithm
in combination with an information manager that is able to spread the shares over multiple chan-
nels would reduce the risk of an eavesdropping antagonist extracting valuable information in an
intermediate system.

8.5.1 Secret Sharing

To approach the problem of downgrading a file´s consequence level we see that a possible solution
is to use a Secret Sharing Scheme (SSS) algorithm to split the secret into shares. The strength of
SSS algorithms is that a defined threshold of k shares is required for the reconstruction of the file,
even if the attacker gets a hold on k−1 shares, the attacker will not be able to reconstruct the file.
One of the most popular and well-known SSS-algorithm is a Polynomial Secret Sharing Scheme
(PSSS) created by A. Shamir [50]. Shamir’s Secret Sharing takes a secret S and creates n shares.
The shares are produced by using a polynomial function of k− 1 degrees, where f(x) = share = y
and x ∈ Z. The combination of (x, y) is sent which by itself cannot be used to yield any information
regarding the polynomial function or the secret. Only when the threshold k of the n shares are
collected can the shares be used to interpolate the secret. This means that even if the attacker has
k − 1 of the shares, a reconstruction of the original secret S will not be possible. We decided not
to include other SSS algorithms that possibly could be used for the same purpose as well as the
mathematical proof for Shamir’s secret sharing scheme. This is as we propose using a multiparty
computation concept such as SSS for reducing the consequence level of a single document or file,
not a particular algorithm5.

Each share would by using a SSS algorithm be indistinguishable from random data as all other
data combinations would have an equal mathematical correlation to the secret as k − 1 shares
[50]. To further mitigate the probability of data leakage through eavesdropping, the use of mul-
tiple channels can be used to spread out the information, i.e., the attacker has to eavesdrop or
manipulate all channels to be able to get hold of the shares. The separation of channels depends
on the consequence level of the original file. As an example, if the consequence level X is secret,
then the consequence level X − 1 is confidential, which necessitates at least logical separation of
the channels (e.g., Virtual Local Area Networks (VLAN), Virtual Machines (VM)) according to
PMFS:2022:1 c.4 §15.

There are some limitations to SSS algorithms, especially older ones such as Shamir’s. One such
limitation is that the size of each share has to be at least the size of the original secret [21]. While
this may work for smaller messages like cryptographic keys, it can become unsustainable when
dealing with larger documents and files due to high bandwidth utilization. Additionally, the task

5If interested in the mathematical proof, multiple references cited in this thesis provide the proof
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of splitting a file into shares can be time-consuming, which can also be a limitation [22], [55].

In figure 11 an SSS model has been implemented in System A to split the file with consequence
level X into smaller unrecognizable segments, and therefore a declassification may be possible to
X − 1. The file shares are spread over different channels through the intermediate system that is
approved for security level Y − 1. When Reaching System B a reverse SSS algorithm is made to
restore the original file with consequence level X.

A bullet list describing what we achieve with the use of the SSS algorithm is shown below

• Generate shares from the original file with a lowered level of consequence to fulfill SFIS_KUT.7
that states messages shall only be allowed to be transferred to a system with greater or equal
security level

• Spread the information over multiple channels to reduce the probability of eavesdropping on
valuable information

• Make original file unrecoverable with less than k keys/segments

• By spreading it over multiple channels we can achieve a logical or physical separation and
fulfilling PMFS2022:1 c.4 §15-16

Figure 11: A simplified view on the concept of how SSS could be used for declassifying a document
from level of consequence X to X − 1.

8.5.2 Apache Kafka

We consider the use of an information manager such as Apache Kafka a suitable solution to distrib-
ute the shares created by SSS over multiple logically or physically separated channels, complying
with PMFS2022:1 c.4 §15-16 [15]. As mentioned earlier, this reduces the risk of an attacker
extracting valuable information if eavesdropping, i.e., it is more unlikely that an attacker has com-
promised all channels compared to compromising a single channel.

In figure 12, we provide a visual explanation of a SSS to Kafka architecture. The main idea is
that SSS works as a producer of topics spread out in separate partitions. These partitions are
logically or physically separated from each other, this depends on the consequence level of the
original document, e.g., if the original document has consequence level 2 (restricted), according to
PMFS2022:1 c.4 §15 it has to be at least logically separated. In that case, the brokers can be
placed on different virtual machines in different VLANs. Further, we placed a TCP proxy as a
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consumer to retrieve the shares and send them out through a data diode. The TCP proxy converts
the TCP protocol that Apache Kafka uses to UDP. By sending it through a data diode and UDP,
no return traffic is allowed back into the system.

Figure 12: Apache Kafka combined with SSS, TCP proxy, and data diodes. The SSS function
works as a producer and publishes the shares to logically or physically separated partitions. The
TCP proxy works as a consumer and reads the shares from the partitions and converts it over to
UDP before sending them over a data diode.
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9. Design Analysis
Our proposed system design solves the problem of an intermediate system not having adequate
security measures by ensuring that in no singular data stream exists enough information for an
antagonist to decipher or in any way deduce the original secret message. This, paired with data
diodes and traditional methods for intrusion prevention and detection, results in a hardened system
with a high level of data flow control.

Our proposed system design has several security functions, which achieve data flow control. To
assure that no malicious data can enter, or catch abnormal behaviors, the Inspect module analyses
plaintext data as it leaves or enters a system. To authenticate the sender and the receiver and
encrypt the plaintext data as it traverses the internal system, a COTS cryptographic function is
used. To lower the consequence level of k − 1 data streams, the SSS/Kafka module is used. To
achieve integrity in the sending system and confidentiality in the receiving system data diodes and
TCP proxies are used. To establish a stateful encrypted communication tunnel between export
and import systems the forward operating base is used. In table 5, the system components are
mapped against the CIA triad. Data diodes force the usage of a simpler communication protocol
which mitigates the risk of an antagonist using the transport protocol to exfiltrate data or infiltrate
malicious code past the FOB. Additionally, as long as an antagonist does not have the ability or
resources to copy k data streams, the SSS/Apache Kafka module would lessen the grade of con-
sequence for any number < k of data streams. As our proposed design is an abstract model and all
sub-systems/modules are as such also on an abstract level, it is necessary to further research every
sub-system/module of our proposed design. This research is out of scope of the current thesis work.

Table 5: System component mapped to the corresponding concept from the CIA triad.

Component Export Import
Inspect C/I C/I

COTS crypto C/I C/I
SSS/Kafka C C

TCP proxy and data diode I C
FOB C/I/A C/I/A

In this section, bullet lists correlated to our research questions RQ1 and RQ2 are provided.
Further, in section 9.1 we discuss the limitations we identified in our proposed design and as well
provide an evaluation based on potential points of attack. Lastly, in section 9.2, we discuss the
conscious limitations we set throughout this thesis work.

• RQ1: How can a potential system design for import and export of a restricted document
traversing over a less secure system without a military-approved signal protection look like?

– The integrity of the exporting system can be ensured with the use of data diodes by
only allowing uni-directional data streams to leave the system, i.e., no information can
covertly or overtly be infiltrated into the exporting system.

– The confidentiality of the importing system can be ensured with the use of data diodes
by only allowing uni-directional data streams to enter the system, i.e., no information
inside the importing system can covertly or overtly be ex-filtrated from the system.

– The design provides redundant security for ensuring the confidentiality of the informa-
tion by having a triple encryption on the document in multiple locations. All crypto-
graphic functions implemented use different cryptographic methods and decryption has
to be done in the specified sequence when decrypting6. The standard crypto encrypts
the original document, SSS creates shares where < k shares do not impose any risk,
with the help of Apache Kafka the shares can be spread over separated channels, and
lastly a VPN tunnel protects the traffic traversing the intermediate system.

6Decryption in sequence order: 1. VPN-encryption 2. SSS-algorithm 3. COTS cryptographic key
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– To ensure the confidentiality of data in transit, it is necessary to ensure that < k chan-
nels are compromised or eavesdropped upon. The risk of compromised or eavesdropped
channels is reduced if system B can be accredited with security implementations. Con-
sidering a scenario in which system B is under our control, e.g., system B is accredited
to manage restricted documents, which implies that system B has security implementa-
tions accredited for B/G or I/U. We can then assume that the probability of the system
being compromised is reduced compared to an open or insecure system or network.
Considering this scenario where we control system B, as long as multiple channels are
available in system B to distribute the SSS shares, we can ensure the confidentiality of
information traversing system B.

– If we assume an antagonistic actor with unlimited resources and the ability to eavesdrop
on all channels, confidentiality can not be ensured with our design. However, if ≥
n − (k − 1) shares were withheld, or through other cryptographic means it would be
made unfeasible to decrypt k shares, and confidentiality would be achieved. This has
not been achieved in our design but rather left for future research.

– Considering organizations and companies that do not experience the same threats as
the military or state, i.e., the threat evaluation deems the risk of k channels being
eavesdropped unlikely. Our design is a viable solution to exchange company secrets or
classified documents between sites over a less secure network without the necessity for
military-approved signal protection or expensive cryptographic hardware.

• RQ2: Which regulations and guidelines from MUST and SÄPO is our proposed design
compliant with?

– By using uni-directional communication through data diodes, data would be sent one
way between logically or physically separated systems, thus complying with PMFS2022:1
c.4 §15 - §17.

– With the import/export modules, the encrypted data can be checked to assure the
validity of the import/export, thus complying with PMFS2022:1 c.4 §14.

– If through threat analysis, potential antagonists are deemed able to eavesdrop on less
than k channels, the SSS/Kafka module would make the proposed system design com-
pliant with SFIS_KUT.7. This is by reducing the consequence of any number < k of
compromised channels.

– The in-line inspection as well as the off-line inspection have to be designed and di-
mensioned according to the functionality and nature of the system. Using commercial
off-the-shelf hardware and software it should be possible to comply with SFIS_KUT.2,
SFIS_KUT.5, SFIS_KIN.1, SFIS_KIN.3, SFIS_KIN.8, SFSK_KUT.1 and
SFSK_KIN.1, and PMFS2022:1 c.4 §24. This is by placing in-line inspection mod-
ules as the first step in the export system and the last step in the import system.

9.1 Design Evaluation
Throughout the thesis, we have discussed our theoretical design and have identified several limita-
tions. One such limitation is the complexity required to fulfill the infrastructural requirements as
stated in KSF [1] and PMFS [15]. We evaluated different design configurations to determine the
optimal placement of each module. Initially, we considered placing the inline inspect module at the
exit and entry points in the export and import system. However, this was deemed suboptimal due
to the requirement to inspect decrypted data as specified in KSF [1], particularly SFSK_KIN.1.
Therefore we had to place the inspection module in such a way that it could inspect plaintext data.
It is worth noting that SÄPOs guidelines [2] also mention potentially requiring the inspection of
decrypted data, although it is not explicitly stated PMFS2022:1.

Apache Kafka in its nature is built using TCP as the transport protocol, this might add to the
complexity when designing a system that combines Apache Kafka with data diodes. Even though
data diodes are well researched [16], [19], [33], [39] and this research implies that TCP through a
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uni-directional data stream is possible with the help of a TCP proxy, we have not been able to
find any research on the combination of data diodes and Apache Kafka. Despite this, we do not
consider converting a stateful protocol to a stateless one a necessarily difficult task to accomplish
in development. A complexity in development could be guaranteeing delivery, as the stateless
nature of unidirectional communication protocols gives no such guarantees. L. Honggang [52]
states in a report that using an optimal packet size of 1460 bytes in combination with Forward
Error Correction (FEC) improves the performance of stateless protocols. If we combine it with
sending multiple copies, we further reduce the error probability.

9.1.1 Attack Evaluation

The goal of implementing redundant security like our proposed design is to achieve a zero trust data
flow, i.e., no single system or sub-system is trusted with the information of another system or sub-
system, no matter if it is inside a closed and controlled environment or an open and uncontrolled
environment. As displayed in figure 13, we see three possible places an attacker can eavesdrop
on the data in transit. The first is in the X − 1 zone (in our scenario the internet), the second
is in our FOB zone, and lastly inside our system, i.e., zone X. The less secure the zone is, the
higher the probability that an attacker could be eavesdropping on the traffic, and therefore more
redundant security is required. As the information gets closer to the open system, additional
security measures are implemented, i.e., additional security barriers for the attacker to breach to
be able to decrypt the information. Below is a list of actions necessary for an attacker to decrypt
the secret depending on location, also displayed in figure 13:

3. The attacker requires the cryptographic key for the original document

2. The attacker requires k shares to reconstruct the original encrypted document and the cryp-
tographic key for the original document to decrypt the document

1. Protected by the VPN, k shares required to reconstruct the original encrypted document,
and additionally, the cryptographic key for the original document

Figure 13: Visiualisation of an eavesdropping attack on three different locations in our design. The
skulls numbered 1, 2, and 3 represent the attacker.

9.2 Thesis Limitation
Beyond the limitations detected with our design, conscious decisions for limitations were made.
A conscious limitation was to pick the relevant requirements from SÄPO [2], PMFS2022:1 [15],
and KSF [1]. Not all requirements are relevant to our goals and thus could be disregarded.

Another conscious limitation in our proposed design was to omit authentication, logging, traceab-
ility, and offline inspection. All these subjects could in and of themselves result in separate works
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to later include in our design, which could result in a system that meets all requirements from
SÄPO [2], PMFS2022:1 [15], and KSF [1]. Despite this, they are not included in this thesis. To
some extent authentication, logging, traceability, and offline inspection were kept in mind when
working out the design. An example is logging, all parts of the modules are meant to and are ima-
gined to have the ability to record and log events. This leads to traceability, everything requires
traceability, therefore a log server has to store all events. A log server also opens the ability to do
offline inspections of data for deeper analysis. These will be considered separate systems, which
means design requirements have to be proposed for how to combine them with our design.
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10. Conclusions
In this thesis, we have proposed a system design for import and export of classified information over
a less secure system based on a given scenario where normally, military-approved signal protection
is a valid alternative. The complex and time-consuming process to apply for military-approved
signal protection creates an opportunity to develop a commercial solution that ensures confidenti-
ality and integrity for both the systems and the information in transit. In cooperation with Basalt
AB, we proposed a secure system design to de-classify a document before transporting it over in-
termediate systems with lesser security measures before reaching a system with sufficient security
measures to be able to read the contents of the classified document. By using an information
manager and a secret sharing scheme, we can encrypt the contents of the original document so
that no decryption key is required while still achieving information-theoretic security. By using a
dual-diode configuration for import and export, integrity and confidentiality can be assured.

In this thesis, two research questions are addressed to evaluate the proposed design. The first
question, RQ1, was evaluated through analysis of a fictive scenario finding potential benefits and
limitations. The second question, RQ2, was evaluated by summarizing the requirements from
MUST [1], SÄPO [2], and PMFS2022:1 [15] our design fulfills. Finally, we evaluated the con-
sequences of eavesdropping by an attacker at three points in the design.

The goal of this thesis was to propose a design that in future work could be developed, tested,
and constructed as an alternative to military-approved signal protection. Several aspects of this
design require further examination: Further research is required, either to make < k shares available
through eavesdropping or to make the gathering of ≥ k shares unfeasible. The COTS cryptographic
function as well as the VPN tunnel requires further research to determine the exact scope of their
functionality. Which type of COTS cryptographic function and how to guarantee a safe key
exchange needs to be determined. Building a prototype system and evaluating the system for
further insights into how the system would act in practice is a crucial step for further refinement.
To further understand the effects on system security and the interplay between customizing the data
stream with Apache Kafka, usage of UDP, and the data inspection modules, additional research is
required. The ability to de-classify documents by selectively choosing information from a document
by an information manager such as Apache Kafka is a topic worth further investigation. Finding
a SSS algorithm that is suitable for large file transfers is required to optimize our solution.
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A SF Categories
Down below are the SF categories described:

SFGK - common requirements: Common requirements for all security functions in IT sys-
tems.

SFBK - access control: Requirements for access control to prevent unauthorized users to access
IT systems. Traceability to track each user’s actions and ensure that every user can be
personally responsible for their actions.

SFID - intrusion detection: Requirements for detecting ongoing and successful penetrations.

SFIS - intrusion prevention: Requirements to prevent un-authorized penetrations.

SFSK - protection against malware: Requirements to prevent malware and other harmful
code from entering and spreading between IT systems.

SFSL - security audit: Requirements for keeping logs for traceability.

SFRS - compromising emissions (RÖS): Requirements to prevent compromising emissions
from IT systems.

SFOA - protection against unauthorized listening: Requirements for securing communica-
tions with information that does not require signal protection approved by the Swedish
Defense Forces.

Functional security requirements can be fulfilled differently depending on how the IT system is im-
plemented and how the environment will operate [1]. If a system is completely isolated in a secure
location with armed guards where only authorized personnel are granted access, there are lesser
requirements for securing IT systems due to the nature of exposure the system will be subjected
to. This means that security can be achieved either by hardening the system through processes in
the system or by controlling the environment and the connections the system has, e.g., software
implemented to track users and their activity, or by placing the system in an environment without
connectivity and strict entry control so that no malicious actors can gain physical access to the
system. To an extent, this means that it is either necessary to limit access to the system or imple-
ment a system for protection/detection of malicious behavior or access or a combination of both
approaches. As required security implementations are a product of the level of consequence and
level of exposure, systems with differing levels of consequence and grade of exposure can have the
same security requirements. In figure 14 an abstracted representation of how the requirements by
KSF can be fulfilled is presented.
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Figure 14: Implementations to meet security requirements according to KSF [1].
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