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Abstract

The wireless communication methods Near Field Communication (NFC) and Radio Frequency
Identification (RFID) are today used in different products such as access cards, smartphones, and
payment cards. An effective attack against this type of technology is cloning attacks. Cloning at-
tacks can deceive access control systems which may cause serious damage to organizations such as
information leakage and financial loss. This type of attack attempts to deceive a system with an
illegitimate cloned card that may be an identical copy of all the data on a card, parts of the data, or
perhaps only by using its identification number. Therefore the existing security flaws that cloning
attacks exploit are an important threat for organizations to acknowledge and manage.

This thesis focuses on evaluating three different access control systems in use and demonstrates
security flaws that exist in these systems. The systems are evaluated by how data can be extracted
from the access control cards, this includes the time to collect all the data, reading distance, and
interfering objects. Systems are also evaluated by what information the systems validate. Compat-
ible equipment for evaluating the different systems is necessary such as readers, writers, and other
penetration testing tools. The type of card that the systems use is called Mifare classic whereas
two of the systems used a 1K version and one a 4K version, specifying the amount of available
memory on the card itself. The equipment also made it possible to perform and verify cloning
attacks through different processes such as simulation and sniffing to explore what information cer-
tain access control systems deem necessary on the access cards.

Rigorous experiments on the systems and the results reveal that crucial information on the access
cards could easily be extracted, reused, and simulated for accessing two of the systems. One system
proved to be more secure since it required more advanced methods to clone cards that the system
accepted. The results of this thesis demonstrate that the evaluated access control systems cannot
be considered secure without additional layers of security added to them, instead, it is important to
keep the back-end system maintained through various applicable means.
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1. Introduction

Radio Frequency Identification (RFID) or Near Field Communication (NFC) is probably used
every day without any awareness of the technology. This type of technology is widespread and
incorporated in products and services such as entrance cards used to access buildings and offices,
tags that protect valuable assets, and it can also be seen as a contactless payment solution in stores
or when traveling by public transportation to name a few examples [1][2]. Both RFID and NFC
are two wireless communication methods while NFC can be seen as a subcategory to RFID. The
operating frequency used by RFID can vary, e.g between 120-140 kHz or 3.1-10.6 GHz [3]. The
range of the technology is dependent on the frequency and power source. RFID using a passive
power source with an operating frequency of 10.6 GHz can communicate over a range of 10 m
while instead, using an active power source the technology can communicate over 100 m. Unlike
RFID, NFC has a set frequency and can only communicate over a distance of about 10 cm [2].
The short-range communication of the NFC technology makes it a viable candidate for transmit-
ting sensitive information such as bank account details or when identifying an individual accessing
premises. The technology can replace many of the cards in wallets and instead be incorporated into
smartphones. This however raises questions such as how safe it is to use and if any vulnerabilities
need safeguarding.

There is a number of previous work that has investigated RFID and NFC from different perspect-
ives. While researching the RFID and NFC technologies and their vulnerabilities it was therefore
noted that there are many different research paths to explore. This thesis narrows down its focus
on the investigation of cloning attacks. This type of attack is performed by reading the necessary
data from a legitimate access control card to either write the copied data onto a new card or by
simulating the copied information through a tool [4]. The ultimate goal of the attack is to trick
the system into gaining unauthorized access. Therefore access control systems are vulnerable to
cloning attacks to a greater extent in comparison to more sophisticated attacks. Thus, first, an
understanding of the vulnerabilities that cloning attacks use and how to hinder them is necessary
before delving into more advanced attacks such as relaying and code injection. This thesis aims
to address vulnerabilities found in access control systems and help organizations and researchers
understand and prevent threats such as unauthorized access.

To understand the structure of this thesis, a brief overview of each section is given below. In
Section II an explanation regarding the RFID and NFC technology is provided. This section also
covers some of the known vulnerabilities and a brief discussion regarding the topic of cloning at-
tacks. Different hardware and tools were required to perform the various cloning experiments and
these are described here as well. In Section III, some of the earlier research regarding NFC and
RFID cloning and the current state-of-the-art is presented. Namely, a brief overview of what has
been done earlier and explored concerning cloning attacks. The problem formulation and Research
Questions (RQs) that were chosen based on the research up to this point are presented in Sec-
tion IV. For each of these RQs, a brief discussion is provided to theorize how each of them best
should be handled. Section V presents the chosen research method and the tools used to tackle
the problem formulation and why this path was chosen. In Section VI the ethical and societal
considerations for the thesis work are discussed. A description of the work that has been done
and how the cloning attacks and related experiments were performed on the different systems is
seen in Section VII. The three different access control systems that were tested and how the tools
were used are shown here. Section VIII describe the results from the cloning attempts experiments
and measurements. Section IX outlines some of the technical issues and noteworthy results. Fi-
nally, Section X attempts to tie everything together and conclude the thesis work while Section XI
discusses interesting future work that could be explored.

1
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2. Background

This section outlines the background information. It will cover some of the technical details of the
RFID and NFC technologies, some known vulnerabilities, and the type of hardware and tools used
during the implementation phase.

2.1 RFID and NFC
Radio Frequency Identification (RFID) is a wireless technology that often uses (smart) cards or
tags1 together with readers and possibly an underlying back-end system [3]. These cards can either
be active with their own power source or passive without any power source. When the cards are
passive, the power is gained from the reader’s transmitted energy. RFID technology can operate
using many different frequencies such as 125 kHz, 13.56 MHz, or even 2.45 MHz. RFID technology
is widespread in our society, for example within the domains such as logistics, healthcare, military,
etc. RFID can also be seen in many different situations such as when tracking animals, automated
toll systems on roads, or even as airport radar when given enough power [2].

Near Field Communication (NFC) is a subcategory of RFID that also communicates wirelessly
but at a shorter range [5]. NFC devices can both act as readers or emulate cards. The promin-
ent use of NFC can be seen in smartphones with contactless payments. It can also be seen with
access control systems such as when accessing rooms and offices in a business. It is mainly used
with systems that carry sensitive data. The biggest benefit of using NFC over other wireless com-
munication protocols is its simplicity [6]. One example is when using contactless payments, the
transaction is initialized automatically by touching the reader with a card.

NFC has three modes of communication which are: Peer-to-peer, Reader/Writer mode, and Card
Emulation mode [1].

• Peer-to-peer: Bi-directional communication between two active devices. However, the limit-
ations are high protocol overhead and the use of proprietary libraries.

• Read/write mode: Uni-directional data transfer between, for instance, a passive card and an
active reader.

• Card Emulation mode: Smartphone device may act as a contactless smart card when used
in card emulation mode. This is frequently used as a payment and ticketing system on
smartphones.

There are many standards under the RFID and NFC umbrella for different types of implement-
ations. A common standard seen with contactless smartcards is ISO 14443 [7]. This is an inter-
national standard that describes the communication stack of contactless smartcard systems, for
example, the radio frequency and transmission protocol.

Since both technologies are similar to each other, it is important to understand some key dif-
ferences between NFC and RFID [2]. NFC must communicate in close proximity of approximately
10 cm while using a fixed frequency at 13.56 MHz as opposed to RFID which is more flexible
and the frequencies can vary. Depending on the power output and frequency that is used, RFID
can communicate up to approximately 100 km in extreme cases when given a high amount of
power. Therefore, NFC can be seen as a more secure solution against attacks such as eavesdrop-
ping and man-in-the-middle due to the shorter range it facilitates. Even though differences exist
it should be known that many developers, vendors, and literature use the two terms, RFID and
NFC, interchangeably which may cause some confusion.

1From this point onward, the term card will be used to refer to tags as well.
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2.2 General vulnerabilities with NFC and RFID
A large part of the security with NFC lies under the assumption of a limited communication range
between a card and its reader [8]. NFC cards can communicate wirelessly with readers over a
distance of between 5 to 10 cm. This can be seen as a form of security through obscurity where
the security mainly lies in the secrecy between the card and reader, i.e. no one else should be able
to listen. This is generally considered a bad security principle to follow when for example looking
at recommendations from the National Institute of Standards and Technology (NIST) [9].

Many of the well-known threats to generic computer systems can also be found when looking
at RFID and NFC. For instance, sniffing, spoofing, replay and relay attacks, tracking, denial of
service and malicious code [10]. Since the communication between the card and reader is wireless
it is possible to intercept the sent messages in transit as a man-in-the-middle attack. The purpose
here might be to relay these messages to another device in form of a relay attack, to spoof a system
using the captured messages, to manipulate the data before re-transmission, or simply to log and
save the data. There is also the denial of service types of attacks that attempt to tamper with
the overall functionality of a system. The latter might be accomplished by signal jamming or with
code that for example shuts a back-end system down. Due to the short-range nature of NFC, there
have been attempts to increase this range by researchers [8]. This can for example be done by
developing more powerful readers or by attempting to amplify the signal in some way.

2.2.1 Reading, cloning and modifying cards

One effective attack against systems that use RFID or NFC technology is called cloning attacks
which in essence attempts to maliciously steal the information stored on legitimate access con-
trol cards that the access control systems accept [11]. Typically the technology is implemented
as the communication method between the legitimate access cards and the reader of the system
protecting access to premises or services. Cloning attacks against RFID and NFC are performed
by an attacker first copying the necessary data, or parts of it, from a legitimate card [4]. The
copied information can then either be written to another card or simulated with different tools.
The duplicate card, or simulated information, can later be used in the same fashion as the original
card and show similar or exact characteristics. A clone attack threatens RFID and NFC systems
that only use the uniqueness of a card to verify the owner of the card. RFID and NFC systems are
widely used with access control systems in different facilities or services. A cloned card can allow
an unauthorized person to get access to a facility or service if no other authentication but the card
is needed. This means that cloning attacks can cause serious damage to an organization such as
sensitive information being leaked or financial losses. Several different methods such as eavesdrop-
ping and reading devices are needed during a clone attack to obtain the data from the original
card and create a copy. Eavesdropping refers to when someone in the vicinity of a device tries to
intercept or receive the information between the communication channel [1]. Reading devices such
as Proxmark2 are needed to write the information from the original card to another card [4].

It is also possible with NFC to store data in the form of NFC Data Exchange Format (NDEF)
records [12]. Different hardware vendors may use different types of records. To present examples,
Android smartphones can use records to exchange information between devices over WiFi, the
records can be used to store an URL or used to store plain text messages. The records may also
be chained together for a larger amount of information and stored on sectors on Mifare cards.

Two approaches that attempt to impede or hinder cloning attacks are: prevention and detection
[13]. Prevention methods are trying to provide different security measures such as cryptography
and encryption technology to smart cards. But this approach has not stopped the cloning attacks
completely and it is a problem with low-cost cards due to the storage and power constraints.
Detection methods are instead trying to identify the cloned cards via different checks [14]. There-
fore, detection is the more suitable approach for low-cost cards. Detection relies more on pattern
matching and machine learning rather than encryption to detect a counterfeit card.

2Proxmark is a well-known tool for RFID security research.

3
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2.3 Cards, hardware and other tools
The following section describes the different cards, hardware, and tools that were used during the
implementation and testing phase.

2.3.1 Cards

There are many cards and tags available on the market. Some are standardized and follow strict
protocols and guidelines whilst others are lesser copies or use black box type of systems. To go
more in-depth regarding possible security flaws some technical knowledge is required regarding
how the cards are structured. Here follows a brief background regarding the different access card
types that were used in the experiments.

Cards can store a certain amount of data on their chips, on passive cards this is usually stored
and organized in different sectors and blocks [10]. The exact amount of total storage differs for
different types of cards, but to provide some estimation it is within the ranges of 128 B to 128 kB
[15]. The sectors and blocks, or parts of them, may be read-only, write-once, and read-multiple
or write-multiple and read-multiple. A typical RFID system first reads the data from the card
to its RFID reader. The reader then processes the data with some middleware application. This
step is done to for example authenticate the card. If everything is in order, it may then be sent to
a back-end system for logging, as an example. The majority of the contactless cards used today
are based on the ISO 14443 standard which is intended to work at a distance of less than 10 cm [16].

It is difficult to summarize and generalize common characteristics that our cards and tags have.
However, one important characteristic that all the cards had that were encountered during this
thesis was their unique identification number or ID [17]. This ID can look different on different
types of cards but in general, it consists of a value that the manufacturers set during the production
of the card. Most of these IDs consist of 4 bytes and because of this restriction, not all card IDs
are unique after having been mass-produced.

2.3.1.1 Mifare Classic 1K and 4K

The smartcard system vendor NXP Semiconductors is one of the world’s biggest suppliers and a
majority of their products are based on the previously mentioned ISO 14443 standard [18]. They
supply three-quarters of the world’s contactless cards [19]. One of their first smart cards is the
so-called Mifare Classic products that come with between 1-4 kB of available memory on the cards
and a Unique Identification Number or Unique ID (UID) to identify a particular card and a certain
card lifetime [20]. The UID can be found on sector 0 block 0 on the card in 8-digit hexadecimal
notation [21]. It varies in size depending on the type of card, however, for Mifare 1K and 4K, it
ranges between 4 and 7 bytes. For an overview of the cards structure see Appendix one. All the
information stored in a Mifare 1K and 4K card is organized by the Electrically erasable program-
mable read-only memory (EEPROM) [22]. It contains 16 sectors where each consists of 4 blocks
and one block can store 16 bytes of data. The UID is a manufacturer-written and locked block on
the cards which are part of their security. The Mifare cards use a stream cipher called CRYPTO1
between the card and the reader for authentication and encryption that has been reverse-engineered
so that the secret keys are easy to discover [23].

To read and/or write data on a Mifare card sector, two individual keys are required known as
"Key A" and "Key B" [11][22] whose locations are illustrated in Appendix one. These keys consist
of a 6 byte hexadecimal string and are located in the sector’s last block called the trailer, one such
example can be seen below. Here the access conditions are also specified for the sectors blocks in
the form of access bits, i.e. what operations can be performed on that particular block such as
read, write, increment and decrement, etc. With the help of a brute force attack, the keys can be
found within milliseconds according to Jain et al in [11]. Once it is possible to read the information
stored on the card, it is also possible to alter and copy most of the data. There are also several
other vulnerabilities that we will briefly summarize in Section III. Instead of the Classic cards,

4
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Mifare has developed different newer types of smart cards with stronger security, based on some
form of encryption as one example.

Mifare Classic 1K and 4K factory default "Key A" and "Key B":
FF FF FF FF FF FF

To write a new UID to a card, a Block Check Character (BCC) value must be taken into consid-
eration [21]. This is because an invalid BCC value will cause certain cards to be bricked. This
means that the card is no longer usable. The BCC value is calculated by performing some XOR
logic operations on the UID value and is used as a form of checksum for validating the card. It
can normally be found on the fifth byte on a Mifare 1K card, see Appendix one.

Another security measure that many ISO 14443 cards have, such as the Mifare cards, is a Select
Acknowledge (SAK) value [24]. They consist of a 2-digit hexadecimal read-only value typically
found on the sixth byte on a Mifare 1K card that the manufacturers set during production, see
Appendix one. The manufacturers set the SAK depending on what type the card is e.g. the SAK
for Mifare Classic 1K is 08 and the SAK for 4K is 18 in hexadecimal [25]. The values can be used
to prevent cloning and as a detection mechanism for many readers.

2.3.1.2 Magic Cards

After the popularity of Mifare Classic cards came to be, manufacturers began creating chips that
were capable of forging the previously manufacturer unique UIDs [26]. The first generations of
Mifare Classic had a special unlock sequence to be able to write to these locked fields. These unlock
sequences eventually became well-known and used to forge cards; in response to this, the sequence
was also used as a detection mechanism for cloned cards. This in turn spurred new generations of
magic cards that allowed writing data anywhere on the cards. This includes setting a custom UID,
BCC, and SAK. There are many different types of magic cards that can be used to clone UIDs
and re-write UIDs onto the same magic card. Here, it is implied that cloning all the data from a
4 kB card at least requires the equivalent memory space on the magic card. The structure of the
data in other types of cards than Mifare may also differ and therefore the equivalent type of magic
card is required, e.g. to clone a Mifare card a Mifare magic card is needed.

2.3.2 Readers and writers

During the experiment different types of readers/writers and related equipment were needed to
clone cards and perform the different experiments. These different tools will be discussed in this
section.

2.3.2.1 RC522 RFID module and Arduino

The RC522 module is a 13.56 Mhz RFID reader/writer which is often used in attendance sys-
tems[27]. It is designed to specifically communicate with ISO 14443 systems. The reader can
typically gather information from a card at a range of a maximum of 5 cm but depending on the
antenna size and tuning the range can vary. The reader can only read passive tags that operate on
the 13.56 Mhz frequency. This module has many publicly available libraries which makes it rather
easy to install and use and complements Raspberry Pi or Arduino projects.

The Arduino is a simplistic micro-controller board with basic capabilities such as input and output,
a reset button, and a small amount of processing power and memory capabilities[28]. It is mar-
keted for entry-level engineering projects, as an educational tool and is also suggested to be used
in other development projects. There are many different Arduino boards and kits available for dif-
ferent needs. One way of creating projects with the Arduino is in offline mode via a USB-B cable.
For this to work some drivers must be installed on the connected PC along with an Integrated
Development Environment (IDE) to upload C-like code to the Arduinos 32 kB flash memory.

5
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2.3.2.2 ACR122U

The ACR122U is a contactless smart card reader and writer that supports Mifare, ISO 14443 cards
and others [29]. The device can effectively read and write to various NFC cards. It offers different
features such as a Read/Write speed of up to 424 Kbps, and a built-in antenna that can read cards
up to a distance of 5 cm depending on the card type. ACR122U is using common drivers which are
called CCID and PC/SC to operate, which already are built inside the Windows Operating System.
The ACR122U can be connected to a PC through a USB cable. When the device is connected to
a PC it will serve as an intermediary device between a contactless card and the computer.

2.3.3 Other penetration testing tools

There are many penetration testing tools available on the market for RFID and NFC techno-
logy. These are often more specialized with advanced functions. For the European market, one
distributor of such tools we used is called Lab401.

2.3.3.1 ICopy-XS

One powerful standalone tool is called the ICopy-XS [30][31]. This is a handheld device that is
based on Proxmark software. Proxmark was originally developed in 2009 as a multi-purpose low-
and high-frequency tool to for example analyze signals, eavesdrop on traffic or simulate cards. It
has since then been further developed into Proxmark3 with additional support for different ISO
types and more capabilities. The ICopy-XS supports a large number of cards and tags with a build
dictionary for already known passwords/keys. It can also be connected to a PC and be used with
command-line tools, many of which can be found on the devices’ memory.

2.3.3.2 ChameleonTiny

The ChameleonTiny is a powerful and flexible tool that can be used for RFID and NFC security
analysis [32]. It can create clones of many of the existing cards used today. The tool can be used
for many different attack scenarios such as replay, relay, and sniffing communication. The tool
provides human-readable commands to configure its behavior and settings. The ChameleonTiny
can internally store up to eight different contactless cards, each configurable or acting as an active
NFC reader. The ChameleonTiny may also be used with an application on an Android smartphone
that connects via Bluetooth.

2.3.3.3 RFID Diagnostic Card

The RFID Diagnostic Card is a simple credit card-sized tool that can aid in easily identifying
whether NFC or RFID reader or terminal is using high- or low frequency for communication [33].
The card has two different LED indicators that light up with increasing intensity as more power
is gained from the transmitting reader or terminal.

The LEDs can also be used to indicate the duty cycle of a reader or terminal [33]. When the
RFID Diagnostic Card is placed on a typical Android Phone the LED will flash on and off approx-
imately every half a second. This indicates that the duty cycle is checking for cards every half a
second. In comparison a typical Mifare reader will make the LED light-up constantly, indicating
that there is no duty cycle and the reader draws more power to always be available.

2.3.3.4 NFC Tools and Mifare Classic Tool

NFC Tools is a smartphone and PC application that can be used to write and read NFC cards
[34]. NFC Tools can read and recognize several different types of cards from different manufactur-
ers. The information given when reading a card is data such as the card type and manufacturer,
information regarding the memory, and if the tag is writable or not. The write function allows for
storing NDEF records such as contact details, a phone number, or even a location on a card. The
writing functionality can also be used to program NFC cards to automate actions, e.g. setting an
alarm or controlling the volume on a phone after scanning the programmed card.
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Mifare Classic Tool is a smartphone application that can be used to interact with Mifare Classic
cards [35]. The application offers different features such as reading, writing, and cloning. The tool
is designed to be user-friendly for users with little knowledge about this type of technology. To
read any Classic cards, a specific key is needed for the card. The application comes with some
standard keys and a list of well-known keys. The application can write to magic cards which allow
for writing to the first block and sector and can therefore fully clone a Mifare card.
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3. Related work

There has been significant research regarding the security of RFID and NFC in the past couple of
years. As previously explained, this thesis mainly deals with cloning attacks, and the state-of-the-
art works related to these topics are discussed in this section. Several related works has succeeded
in carrying out cloning attacks, e.g. [23], [36] and [19].

Garcia et al. showed that cloning attacks on Mifare classic cards were fast enough to allow an
attacker to wirelessly "pickpocket" a victim’s card [23]. In other words, they showed that a cloning
attack can be performed by standing next to a victim’s card and within a few seconds an access
card can be cloned. This was suggested based on four different attacks, each with a different set of
circumstances. In contrast to the previously suggested cloning attacks, Garcia et al. only needed
access to a legitimate card to clone the content. To tackle the vulnerabilities they suggested system
hardening procedures relating to cryptography, diversification of Mifare keys, and integrity checks
in the back-end system.

Pereira et al. explore the vulnerabilities using RFID technology in universities [36]. They present
several problems regarding RFID that can compromise the effective use of the technology as an
authentication method, such as the lack of awareness among IT professionals. The authors show
that it was quite straightforward to clone and thus exploit the RFID cards of the students at a
university. With low-cost hardware and open-source software, it was possible to clone an ID card.
To carry out the cloning attack they used a Raspberry Pi and an RC522 module. The suggested
system hardening improvements that Pereira et al. suggested were similar to those of Garcia et al.
such as extending the functionality of the cards by adding data onto the unused sectors and blocks.

Abellon et al. focused on the risks of leaving Mifare cards out in the open and therefore being
vulnerable to cloning [19]. As mentioned in Section II Mifare is a well-known brand of contactless
cards. The Mifare cards are also fairly known for their vulnerabilities which can enable an attacker
to both read and potentially write to the cards. The authors performed an attack by reading the
contents on a Mifare Classic 1K card and then copying a UID. This was performed with a Prox-
grind Chameleon Mini-rebooted, the RC522 module, and a UID-writable card e.g. a magic card.
The cloned card was tested on a simulated access control system which consisted of a CH340G
Arduino board, the RC522 module, and some LEDs to represent if access is allowed or not. The
cloning attack was successful since the access control system acted in the same fashion as it would
with the original card. Abellon et al. recommend testing these attacks against actual systems and
also testing the possibility of reading multiple cards at once. This is because people normally tend
to store multiple cards stacked in a wallet.

In comparison to these three related works, this thesis has evaluated and compared three dif-
ferent access control systems in use and performed measurements of variables that determine a
successful cloning attack. The experiments used some of the same equipment, but this thesis also
compared these tools to different specialized penetration testing tools. The underlying technology
is the same and the type of cards have been from the Mifare Classic line of products throughout
this thesis and the related works.
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4. Problem formulation

RFID and NFC technologies are widely used in our daily lives which is already discussed within
the scope of Section II. The technologies are often used as a payment solution in stores and with
local transport systems. Organizations also use RFID and NFC technologies with access control
systems for accessing their premises. There are several vulnerabilities with these technologies that
expose them to threats such as relaying, sniffing, and cloning attacks. This thesis focuses on the
cloning attack applied to access control systems and transportation systems. Cloning attacks can
deceive access control systems by using a counterfeit card to gain access to a facility or service.
Due to the vulnerabilities and the possible gain, the RFID and NFC technologies are lucrative
targets to exploit. The goal of this thesis is to evaluate cloning attacks, compare them to state-
of-the-art work, and compare different access control systems using various hardware, tools, and
scripts. This is to gain a better understanding of the security flaws that can be observed today in
real-life scenarios. The aim is to acknowledge that a threat exists and help organizations prevent
the threats like unauthorized access which consequences may lead to economical loss. Considering
the problem statement defined above, we can formulate the following Research Questions (RQs):

• RQ1: How can data be extracted from access control cards with the equipment used?

• RQ2: What parts of the extracted information are validated in an access control system?

• RQ3: Can any system hardening suggestions be identified for the potential weaknesses?

To answer RQ1, the equipment described in Section 2.3 will be used such as the RC522 module to
read and write and the ICopy-XS for cracking and other tasks. Given the background information
of how the technology works and the related work, the first sub-goal is to understand how data can
be extracted from different cards available to us. For this sub-goal, different variables control the
limitations of what data can be extracted and how it can be extracted. Considering real cloning
attack scenarios these variables include distances, time, card location, keys, etc., these will there-
fore be addressed. As different systems can use different types of cards comparison of cards in use
and different types are also considered.

To address RQ2, work is conducted with certain access control systems in a university, in an
organization, and in a public transportation system. The assumption is that system vendors do
not publish all technical details of how their product works, as this would only make the systems
more vulnerable to would-be attackers. Therefore, given how and what data can be extracted in
regards to RQ1, RQ2 aims to investigate if the readers, middleware, or back-end components of
an access control system can differentiate between a real and cloned card or limitations there within.

To tackle RQ3, an analysis of the results was conducted and then compared to the various harden-
ing suggestions from the related work aiming to address the vulnerabilities. Assuming that no
system can be fully protected, various tactics to impede or hinder an attacker are therefore dis-
cussed. This is necessary to attempt to fulfill the aim of the thesis, namely to aid in mitigating
the prevailing threats.

To gain a better understanding of the underlying technology a simulated access control system
will be configured with available hardware. Copying or modifying cards will not be considered for
contactless payment systems such as those using common credit cards. As stated in the previous
section, vulnerabilities can be exploited in several different ways and therefore a limitation here
will be by only using suitable methods with the available tools. For example, when carrying out
the cloning attack attempts, smartphone tools and scripts will be used in a non-destructive and
non-harmful way. This means the creation of new more advanced exploits is beyond the scope of
this thesis. The budget for equipment and materials for this thesis is also limited and evaluating
middleware or back-end systems is also beyond the scope. Instead, the focus will lie on the cards
themselves and how their respective readers respond to various experiments.
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5. Method

This section presents the research method applied to this thesis work. The research method was
first approached by gathering information to understand the underlying RFID and NFC technolo-
gies and evaluate the possible vulnerabilities to examine further. An overview of different related
works was then studied from the possible interesting topics to gain a better understanding of those
existing vulnerabilities, available tools, and recommendations for future work. Further information
gathering was then conducted to attempt to understand the state-of-the-art for the chosen topic.
Once this research had been conducted a discussion regarding identifying possible research gaps
was initiated. Here, it was also noted that some hardware and software components were required
to perform the experiments and evaluate the systems and cards. With the aid of a company,
some useful hardware was then identified and ordered. Some time was spent understanding how
these different tools work and their limitations. Due to the nature of our experiments, some of
the results formed new ideas and thoughts which in return caused a need for other experiments
to be performed and additional information to be gathered. Therefore the research method was
performed cyclically as described in Figure 1.

The experiments were conducted with help of various tools that had been purchased. The de-
cision regarding which tools to purchase was decided based on the access control systems and
cards that were accessible to the thesis work. A brief control of our cards showed that, despite all
the security concerns, a majority of our cards were from the Mifare Classic line of products. We
have also seen several sources such as [23], [36] and [19] that show how common they are in our
society. Therefore the majority of the equipment that was acquired was chosen for its compatibility
with the Mifare line of products. Tools such as the RC522 module and ACR122U were used to
read from- and write to Mifare cards. To experiment with writing to cards and cloning them,
compatible magic cards were also chosen. Different applications on a smartphone were used for
verification and measuring purposes, but also tested to perform cloning attacks. Other useful tools
such as the ChameleonTiny and ICopy-XS were acquired which offered different functionality such
as cloning, sniffing and much more as earlier mentioned in Section II. When attempting the first
cloning attacks it was conducted on a simulated access control system environment. This approach
was performed to acquire a better understanding of the technologies before attempting the attacks
on systems that were in use.

Information 
gathering

Research 
related
works

Identify
possible
research 

gaps

Experiments

Data 
collection & 

analysis

Figure 1: A flowchart of the research method.
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6. Ethical and societal considerations

As discussed cloning attacks are a threat that attackers perform by copying information from a
legitimate access control card to gain unauthorized access or cause economical loss. These types
of access control systems can be found in organizations, on public transportation systems, or even
used by individuals as a part of their home security systems to present a few examples. The know-
ledge about the underlying technologies and how secure a particular system is not well-known as
the vendors do not publish technical details of their systems; these systems can therefore be viewed
as black box types of systems. Since the purpose of these systems is to protect premises and assets
there are many societal considerations that could affect many different areas in our society where
these systems are used. During the research of this thesis different systems were encountered in
various areas in our society ranging from critical systems controlling the physical access to the
heating systems within a municipality to lesser impacted systems protecting groceries and clothes.

During the implementation phase of the experiment, it is important that no unauthorized in-
dividuals can access the collected data. This information will only be used for research purposes
and will be deleted or protected after being analyzed. Any sensitive information that is extracted
when reading the various access cards will be censored to protect the various organization and
cardholders. The main focus of the thesis lies in exploring and comparing vulnerabilities of differ-
ent access control systems, therefore to whom the systems belong will be anonymous. However, the
findings of the research will be published for future researchers and organizations to understand
system limitations and possible security hardening procedures. The aim is to reveal the prevailing
threats and to create awareness of how to impede or hinder cloning attacks based on RFID or NFC
technology. To induce reproducibility, the details of how the experiments are conducted will be
shared throughout this thesis as well.
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7. Implementation details and experiments for carrying out
cloning attacks

In an attempt to answer the different research questions, information needs to be gathered and
various experiments are performed with the different tools mentioned earlier. This section is
covering a description of all the experiments. It is first divided into four subsections for each of
the access control systems. These include a simulated environment, a university system, a public
transportation system, and a Mifare 4K access control system. The fifth and last section covers
the different measurement experiments.

7.1 Simulating an access control system
Before exploring cloning attacks on access control systems in use the thesis has decided to build
a simulated system to gain knowledge regarding how a system could operate in a realistic envir-
onment. This will be simulated using equipment compatible with the Mifare 1K card type. The
simulated environment is set up with the help of the RC522 module which is connected to an
Arduino Uno Rev.3 SMD with a breadboard and jumper wires according to specifications seen
here [37], see Figure 2 for the setup along with some of the legitimate and magic cards. Once the
Arduino is set up it is connected to a computer, then the Arduino software along with its associated
drivers are downloaded from the official website [38]. With the Arduino software installed, differ-
ent libraries can be downloaded and tested from various GitHub projects. Therefore research is
conducted to decide which library would be the best fit for cloning Mifare cards. The conclusion is
that the library called MFRC522 would be suitable [39]. This is due to the library seemingly being
one of the more popular libraries used in many different projects with a history of over three years
of updates and bug fixes. As with many Arduino libraries, the MFRC522 library contains many
useful pre-made example scripts used for analyzing some of the Mifare type of cards, an overview
of the ones used in this work can be seen in Table 1. Initially, in our case, there were some troubles
with getting the RC522 module and sample scripts to work as they only print connection errors to
the terminal. It was discovered that this was due to a faulty connection on this particular RC522
module that had to be soldered and, after each pin connected properly the scripts started working.

After the Arduino and RC522 module is set up and the RC522 module can gather information from
the cards with the MFRC522 library, a program called XAMPP is downloaded from the official
website found at [40]. XAMPP is an open-source web server that provides necessary software
components for developing MYSQL and PHP projects with an Apache webserver. With XAMPP
a local database is created with a table that contains the information that can be seen in Figure 3.
Once the database is configured the thought is to make the information on the cards be compared
with the table information on whether access should be granted or not. To achieve this, the first
step is through writing the extracted information from the cards to a file. The Arduino software
does not have the functionality to write to a file, therefore another application called CoolTerm is
downloaded. CoolTerm is a terminal application that can exchange data with hardware connected
to a serial port, e.g. together with the Arduino [41]. CoolTerm is using the scripts by the MFRC522
library to capture and write the gathered serial communication to a file. Since a card contains
several bytes of data, an idea is to only write the first four bytes of block 0 where the UID resides
to a file. This is because the UID is considered to be the most vital data on the cards as discussed
in Section II. To accommodate the needs of this project the ReadNUID script from the MFRC522
library is modified to only read and write the UID to the terminal which CoolTerm captures to
a file. A PHP script is then created to first query the database with the latest captured UID
found in the file and then print the result based on the query. Finally, a Bash script is executed
continuously to control when the UID file is updated and then it runs the PHP script when a file
change has occurred, e.g. when a new user has presented a card to the reader. The simulated
environment behavior can be described in the following fashion: the user places a card on the
reader, the reader sends the UID information from the card to a file with the help of CoolTerm,
the Bash script notices that the file is modified and then runs the PHP script to query if the UID
exists or not in the local database. If the UID exists the card has access otherwise it is denied
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whose responses can be seen in Figure 4.

Figure 2: Here is an Arduino Uno Rev.3 SMD connected with seven jumper wires to the breadboard
with the RC522 module. The jumper wires are connected according to [37]. Furthermore, depicted
are the two magic cards, Card A and Card B, along with the legitimate student B access control
card.

Scripts
ReadNUID Reads the UID on a card to the terminal.
DumpInfo Reads all the sectors and blocks on a card to the terminal.
ChangeUID Writes a new UID to a card.
MifareClassicValueBlock Writes new values to any block in any sector except the trailer blocks.
rfid_deafault_keys Reads a block with the help of specified keys.
ReadAndWrite Writes to a specific block with values chosen by the user.

Table 1: The MFRC522 library scripts used and a brief description of their purpose.
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Figure 3: The MYSQL database table of users who has access in the simulated environment. Note
that these are not authentic UIDs that we have encountered.

Figure 4: Responses in the simulated environment when access cards were presented to the RC522
module.

7.2 Cloning and evaluation of an access control system in a university
The first cloning attacks on systems in use are conducted with an access control system in a
university that is using Mifare Classic 1K cards. At the university, there are many rooms where an
access card is required. Some of the rooms require both an access card and personal identification
number (PIN) authentication e.g. student computer rooms while other rooms only require a card
as authentication to gain access to the room. An access card can also be used for different services
such as for printers and copiers where the access card can be used for charging a print job for
example. In this section, different tools and methods are described how the system is evaluated.

7.2.1 Cloning using the RC522 module

To evaluate the university access control system using the RC522 module, the same hardware and
setup are used as seen in Figure 2. With the help of the MFRC522 library, one legitimate access
control card, and one magic card the cloning process is attempted in two steps. Both of the cards
are of the Mifare 1K type which this system uses. The cloning is first performed by executing the
DumpInfo script given by the library and then by placing a card on the RC522 module to read
and dump the information to the terminal. After the script is executed the UID from a card is
presented in the terminal in hexadecimal notation as "C5..." along with all the data stored on
the sectors, see Figure 5 for an extract of the terminal output. The validity of the previously
extracted information is also verified with the Mifare Classic Tool application as seen in Figure
6 where the first two sectors are shown in hexadecimal notation and the same UID is displayed.
With the UID information, the ChangeUID script from the library is ready to be executed. Be-
fore executing the script the previously extracted UID from the DumpInfo script is written to the
ChangeUID script. When the ChangeUID script is executed and a new card is placed on the reader
it writes the new UID to the card in sector 0. The results of the cloning attempt can be seen in 8.1.

To further test the access control systems limitations, two access control cards with the same ac-
cess rights are used, namely student access cards A and B which can be seen in Figure 7. After
analyzing the information via the DumpInfo script it was observed that the only differentiating
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information between student access cards A and B are stored in sector 0, block 0 according to the
terminal output as seen in Figure 8 and Figure 9. This introduced a hypothesis of exactly what
parts of the access control cards can be modified while still working as intended. In other words,
does the access control system validate anything besides the information on sector 0, block 0?

To test this hypothesis an iterative process is implemented to overwrite, or scramble, more and
more data on a cloned access control card while continuously controlling when the functionality
breaks i.e. when access is no longer granted. This is tested with the MifareClassicValueBlock
script and the previously mentioned ChangeUID script. The card chosen for this experiment is the
magic card A, as depicted in Figure 2, which now contains a copy of the information of student
access card A. The MifareClassicValueBlock script is used to change the data on all the blocks
correlating to sectors 1-15, the structure of the data can be seen in Appendix one. The script
changes the data by adding and subtracting the existing values in the blocks and then overwriting
the data onto the card, see Figure 10 for one overwritten sector. After every couple of overwritten
sectors and blocks, the card is tested with the reader. Eventually, only the data on sector 0, block
0-3 remains intact. Subsequently, the same method is used to modify the data on blocks 1-3 in
sector 0. Finally, the only unmodified data is located in sector 0, block 0 on the magic card where
the unmodified UID, BCC, and other values are stored such as on student access card A originally.

From here the same method is attempted again to scramble the final data on sector 0, block 0
using the MifareClassicValueBlock script, this is however rejected by the code. Subsequently, the
ChangeUID script is modified to successfully write 15 bytes to the magic card along with the
correct UID. Attempting to use the DumpInfo script to read the now completely scrambled data
failed and in fact, the card is no longer recognized by the Mifare Classic Tool or the access control
system at all. It turns out that the card is bricked and in the worst-case scenario no longer usable.
Fortunately, the ICopy-XS features an erase function that can restore some bricked cards. Using
this function the card is completely wiped and given a completely new UID, corresponding BCC,
and pseudo-manufacturer data in block 0. At this point, the ChangeUID script is executed once
again to re-write the correct UID onto magic card A without any issues.

To further test modifying the information on the card, the ReadAndWrite script is used. In
contrast to the previous experiment, it was later observed that the trailer blocks on all the sectors
were not modified by the MifareClassicValueBlock script since information in the sectors still could
be read as usual by the MFRC522 scripts. This indicates that the keys and access bits are unmodi-
fied. The ReadAndWrite script can however modify all the data by manually entering which block
to modify and what data to write, including the trailer blocks. This is therefore used to overwrite
the three trailer blocks of sectors 0-2. The location of the access bits and keys is illustrated in
Appendix one. The results of these iterative overwrites are described in 8.1.

Figure 5: The extracted UID from the legitimate student B access control card consisting of C5
A1 E5 ...
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Figure 6: A snippet of the information dump from the Mifare Classic Tool verifying the previously
extracted data. The UID is visible as the first eight hexadecimal characters in purple.

Figure 7: Student access cards A and B.

Figure 8: Student access card A data in sector 0, block 0.

Figure 9: Student access card B data in sector 0, block 0.
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Figure 10: Changing the data on sector 1 on card A using the MifareClassicValueBlock script.

7.2.2 Cloning using the ACR122U

Another reader that is used during the cloning of the university access control system is the
ACR122U. The operating system that is chosen for testing this device is Linux with a Ubuntu
distribution. The first step is setting up the communication between the reader and the computer,
thus it is necessary to download PC/SC drivers for the ACR122U on the official website at [42].
Additionally, it is necessary to download the pcscd service which coordinates communication with
smart card readers that are connected to the system [43]. Once the drivers and the service is
installed, a tool called pcsc-tools is downloaded to verify that the reader can communicate with
the computer. With the help of the pcsc-scan command from pcsc-tools it is observed that when
a card is presented on the reader, information regarding the card is shown in the terminal such as
the card type and the UID. To attempt to start writing to a card using the ACR122U, the library
Libnfc is downloaded from the GitHub repository found at [44]. After Libnfc and the associated
dependencies are installed the commands that can be used to write to a card, unfortunately,
experience errors. Therefore other libraries and scripts concerning the ACR122U are located on
GitHub and both installed and evaluated. The reading functionality works on the majority of the
libraries and scripts but when attempting the write functions different errors are always produced.
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Figure 11: The ACR122U reader connects via USB to a computer.

7.2.3 Cloning using the ChameleonTiny

To begin using the ChameleonTiny an application called Chameleon is downloaded on an Android
smartphone. With this application, the device is connected to an Android phone via Bluetooth. It
offers different functionalities such as UID-clone, cracking, sniffing and, detection, where the device
and interface can be seen in Figure 12. The detection function is used to identify the card type
that the access control system uses. Once the type of card is found, the UID Clone functionality is
used to clone the UID from a card to a specific slot on the ChameleonTiny. Unfortunately, during
the experiments, the device stopped working as intended. With further research on the subject,
it seemed that technical errors with the magnetoresistive random access memory (MRAM) had
occurred [45]. The issue that appeared when trying to clone an access card with the ChameleonTiny
is that the UID is incorrectly modified. This hindered the thesis work from testing other functions
that are available with the tool.

Figure 12: The ChameleonTiny and a snippet of the Chameleon application interface on the
smartphone.
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7.2.4 Sniffing and simulating an access card

The troubles with ChameleonTiny subsequently lead to evaluating more functions that the ICopy-
XS offers to gather and analyze more information. The ICopy-XS can also be used to sniff the
wireless communication between a reader and a card. This is accomplished by simply choosing
the sniffing option on the device and placing it in close proximity between a reader and a card
when the card is read. A selection of the captured information is seen in Figure 14 and in Figure
15 where the UID is exchanged between the reader and a card. When cross-referencing these two
captures with other sources such as [46] it is verified that part of these captures represents the
anticollision part of the RFID ISO 14443 communication stack where the UID is selected. This
function can also be used in the scenario when more than one card is presented to the reader. The
only other differentiating information between these three captures other than the UID and BCC
is the 2 byte CRC value ("0d 6a" or "bb b6") that follows.

Another useful feature of the ICopy-XS is the simulate function. With this function, one option is
to simulate a card after first scanning it. Another option is to manually enter a UID to simulate.
Both of these methods are tested in the university access control systems to see if access is granted.
The results of this can be seen in 8.1.

Figure 13: The ICopy-XS with its protective plastic component covering the antenna.

Figure 14: A sniff of a successful entry into a university room with student access card B. The last
part of the UID and BCC is concealed.
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Figure 15: A capture from student access card A, again concealing the UID and BCC. Note that
the only differentiating information in the response from the reader (Rdr) is given after the UID
is sent from the card (Tag) in comparison to Figure 14.

7.3 Keys and a public transportation system
After evaluating the university access control system in regards to cloning attacks more data from
other systems is valuable to compare findings. One similar access control system is found within
many public transport systems used around the world. To gather data, one particular system is
therefore chosen with the associated public travel card depicted in Figure 16. With this particular
system, tickets or travel funds are purchased and registered to the card through an online portal
or by using different service agents. The online portal requires a user to log in where this user can
register purchases to a specific registered card number. The service agents can be found all over
the city such as in different kiosks and stores. After travel funds have been registered to the card
they can be consumed on the public transportation system by placing the card on a reader that
activates the trip.

To begin testing the travel card, the MFRC522 DumpInfo script is used with the card. The
script uncovered that this too is a Mifare 1K card with a UID belonging to it however, unlike
the university access cards, not all the information is readable as depicted in Figure 17. However,
when attempting to extract the card information with the ICopy-XS more data is recovered. This is
partially due to this device having several known Mifare keys in a dictionary file stored in memory
and partially due to the device running a more advanced attack algorithm. With the ICopy-XS
connected to a computer and the ICopy-XS running in PC-mode a proxmark terminal application
called "RUN.bat" is executed to gather more information and perform various tests. With this
application the following proxmark command is used to attempt to display all keys on the card:

hf mf chk *1 ?

This resulted in the terminal output as seen in Figure 18. In this figure, the output shows that all
of the sectors "key A" are found and that the sectors can be read as indicated by the one under
"res". This figure also shows that the optionally configured "key B" for the first six sectors are not
read as these keys remained unknown as indicated by the zero under "res". To be able to read all
of the sectors the proxmark command seen below is instead used with the resulting output seen
in Figure 19. This command took 21 s to run and generated three files containing a dump of the
travel card, a selection of this dump in JavaScript Object Notation (JSON) format can be seen
in Figure 20. Here a decision is taken: to further test the travel card a dump of the card data
will also be taken after charging the card with travel funds and after using the card in the public
transport system to check if there are any differences in the card.

hf mf autopwn

Further investigation of the MFRC522 library shows that it also has a script called rfid_default_keys
with eight known keys whereas one of them was identical to the key that the ICopy-XS had found
after the first proxmark command. The other seven "key B" from the second proxmark command
are however completely unfamiliar. Further research found a large number of well-known keys
available online that the Mifare Classic Tool use which can be seen in the GitHub repository at
[35] under "Mifare Classic Tool/app/src/main/assets/key-files/". After cross-referencing the seven
new "key B" against this list neither one of them is found in the GitHub repository. The different
scripts in the MFRC522 library can be used again as long as the correct keys are manually updated.

After all the keys are located it is possible to create a clone of the travel card. With the ICopy-XS,
a built-in feature is the Auto Copy function which performs a scan, read, and write operations
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with one button press. This automates the key finding process described above and is used to
clone the travel card to be tested against the system. To further test the limitations of the public
transportation system a separate experiment is conducted. Namely, using the MFRC522 with the
ChangeUID script to only write the identical UID, BCC, and SAK to a magic card. The purpose
of this experiment is to compare this system against the results from the two other systems, e.g. if
the system validates more information. The results of attempting to use the cards from these two
experiments are discussed in 8.2.

Figure 16: A partially censored public travel card.

Figure 17: Sectors 0-6 could not be dumped from the travel card according to the errors in
communication and authentication.
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Figure 18: Here all the "key A" information was found. However "key B" for sectors 0-6 remained
hidden with the "res" 0 for these rows meaning that the sectors could not be read.

Figure 19: All the keys were eventually found and a dump of the card data was saved into three
different files.
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Figure 20: A selection of the data on the travel card is saved in a JSON file.

7.4 Cloning and evaluation of a Mifare 4K access control system
The final system that is evaluated to gain more data is a Mifare 4K access control system. Accessing
a room in this system requires PIN authentication and an access card. The data structure is similar
to the 1K variant and can be seen in Appendix one. The experiments on this system are executed
using some of the same tools and scripts that were used in Section 7.2. The first tests on this system
are conducted with ChameleonTiny. This was fortunately tested before the tool stopped working
as intended. During the test, ChameleonTiny is first used to detect the card type. Once it was
confirmed that the card type is a Mifare 4K access card it is possible to use the UID clone function.
As for the RC522 module and the ICopy-XS Auto Copy function, they require an equivalent type
of card to create perfect clones, e.g. 4 kB of data requires 4 kB of memory. Depending on what
the system validates as tested with the university system and due to the unavailability of Mifare
4K magic cards, experiments are instead performed with the available 1K cards and the ICopy-XS
simulation and sniffing function. The results of these tests can be seen in 8.3.

7.5 Measurements and RFID protection
There are at least three other important variables when performing a cloning attack. The first
variable is the distance between the victim’s card and a reader. The second variable is if there are
any other interfering materials in between a card and a reader such as textile or other cards. The
last variable is the amount of time needed to collect the information. In many organizations using
access control systems, there is a requirement of having the access card visible on the employee as
a form of identification. In other cases, the cards are usually stored in our wallets or pockets. A
form of protective measure found on the market is the RFID blocking products such as sleeves,
wallets, or cards.

Using the different available tools it is tested if there are any differences between the cards and
readers regarding reading distances, the amount of time it takes for a reader to gather all the data
stored on a card and if any materials would interfere with the communication. For distance testing,
various tools are used such as a measuring tape and different cards. Four different readers, namely
the RC522 module, ACR122U, ICopy-XS, and a smartphone with the Mifare Classic Tool applic-
ation are also compared. The measurements are done by controlling at what distance the reader
reacts and can gather information from a card. The cards that are compared are the university
access card, a magic card, the travel card, and a Mifare 4K card.

The test to measure the amount of time it takes for a particular reader to gather all the information
stored in a card is conducted with a timer and the RC522 module, ICopy-XS, and Mifare Classic
Tool. With the RC522 module, the DumpInfo script from the MFRC522 library is used along with
the Read Tag function from the ICopy-XS. The cards that are used during this test are a Mifare
1K card, more specifically a university card, and a Mifare 4K card. The reason why the university
card is chosen as the Mifare 1K card instead of the travel card is that both the university card and
the Mifare 4K card use the same keys on all the trailer blocks, e.g. the factory default key seen in
Section II. Depending on how many different keys are used on an access card the amount of time it
takes to gather all the information on the card would differ based on the experiments on the travel
card. Therefore it makes more sense to compare the time difference between the readers using two
cards with identical keys on all trailer blocks. The DumpInfo script requires manual input of keys
in between each execution of the script while the ICopy-XS uses functions that calculate the keys
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automatically.

The experiments that are testing interference from materials between a reader and a card use
a wallet, other cards, clothing, and the RC522 module as the reader. This test is conducted in the
following fashion: First, a wallet that contains five different cards is placed on the reader, then
the wallet that contains one card is placed on the reader and lastly, clothing is placed in between
the reader and a card. An RFID protective sleeve is also evaluated as seen in Figure 21. The test
is conducted by placing the cards in a protective sleeve and then seeing if the readers react. The
readers and cards that are used during this test are the same as in the previous distance test. The
results of these measurements can be seen in 8.4.

Figure 21: All of the cards and the RFID protective sleeve that are used during the measurement
experiments with some information censored.
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8. Results

Here are the results when attempting to use the cloned cards in their respective access control
systems. Due to the many different systems, cards, tools, and experiments performed, this section
is divided into several subsections for each respective access control system.

8.1 University access control system
The result of the initial cloning with the RC522 module was successful which can be seen in Figures
22 and 23. Our iterative research process showed that not all of the information stored on the access
control cards was necessary for the magic card to act as intended and without the access control
system noticing any differences. From the previous Figure 10 access was still granted when the
data on sectors 1-15 had been modified. The functionality also remained intact when overwriting
the data on sector 0, block 1-3. In fact, when all the sectors and blocks except the UID and BCC
had been changed as seen in Figure 24, testing this card against the access control system it was
still granted access. This was also verified by the ReadAndWrite script experiments which allowed
modification of the access bits, the bits that specify if a particular sector can be read or written
to, as an example. As seen in Figure 25 the "Key A" and "Key B" have been modified along with
the access bits. It is however noteworthy here that the UID "F4..." could not be recognized by
either of our scripts after these access bits had been changed even though the card still worked
as intended. This test shows that all that stands between entry into this particular access control
system is 5 bytes or 8 hexadecimal characters.

It was also noted that the SAK value, which is stored in the sixth byte, had been changed from
88 to 08 in one of the experiments without any change in functionality as seen in Figure 24. This
means that this particular access control system does not use SAK values as a prevention mech-
anism for detecting cloned cards as suggested in the Section II.

The ACR122U experiments were in the end unfruitful since the device could not be used to write to
cards. The cloning tests with the ChameleonTiny on the university access control system proved to
be successful. The ChameleonTiny was used to clone three different legitimate cards on this system
and showed success each time. This was further proven by the PIN authentication, since it was
required to use a PIN to gain access to certain rooms, it was necessary to test that when cloning
an access card that the correct PIN associated with the card had to be used. This would confirm
which of the legitimate access card had been cloned. The cloning function with the ChameleonTiny
took less than two seconds and provided access to the system. The simulation using the ICopy-XS
also proved to be successful in the university access control system. Both the tests showed to be a
success, in other words, both when scanning a card to simulate it and when manually entering the
UID, the ICopy-XS could act as a legitimate card.
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Figure 22: The previously extracted UID, C5 A1 E5 ..., was successfully overwritten onto the
magic card with the help of the MFRC522 library and its ChangeUID script.

Figure 23: Entry was granted with cloned card when presented to the university reader.

Figure 24: The only data that remains the same on the cloned card A is the UID "F4..." and
corresponding BCC value.

26



Philip Kärrström & Sebastian Leclerc Cloning attacks against access control systems

Figure 25: The ReadAndWrite script wrote, "Key A" as "010203040506" and "Key B" as
"FF0B0C0D0E0F" along with "0400468E" to the access bits in sector 0, block 3. The card is
still granted access through the access control system even though the dump script recognizes an
unknown UID "E6..." in block 0 as depicted in the dump.

8.2 Public transportation system

Using the proper keys to clone the travel card with travel funds to a magic card with the ICopy-XS
Auto Copy function and then attempting to use the magic card was successful. The cloned magic
card could be used for traveling. Unlike the university system which only validated the UID and
corresponding BCC, the now tampered travel card did not work in the same manner. The card
now only had identical UID, BCC, and SAK as seen in Figure 26. When read by one of our
readers it registered accordingly, i.e. it was not bricked in the same manner as experienced earlier.
However, when attempting to use this card in the public transport system it did not react at all
by the reader. The dumps of the travel cards that were taken before charging it with funds, after
charging with funds, and after traveling were also compared as described earlier. These dumps
were identical to each other, i.e. no data on the card itself had been modified.

Figure 26: Sector 0 on the cloned travel card. Note the difference, for example in block 1, compared
to the original dump as depicted in Figure 20.
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8.3 Mifare 4K access control system
As mentioned earlier we did not have any Mifare 4K magic card accessible to us, it was however
possible to clone the information from the first 16 sectors on the legitimate 4K card onto a 1K
magic card. This cloned 1K card now contained part of the 4K card, i.e. the one quarter that fit on
the 1 kB memory. Testing this card on the access control system granted access, the system did not
identify that the card was a clone or that it was a different type of card. The UID-clone function
on the ChameleonTiny was also successful on this 4K system. This was tested with three different
cards and all the cards showed the same result. PIN authentication was still needed and when
using the ChameleonTiny and the associating PIN, access was granted into a room. Attempting
to simulate 4K cards with the ICopy-XS was however not successful. Neither by first copying a
card onto the ICopy-XS memory and then simulating it nor by manually entering the UID on the
device to simulate allowed access.

8.4 Analyzing cloning attempts
To present an overview of the results of the cloning attacks on the different access control systems,
this section will attempt to summarize what tools worked during the experiments which can be
seen in Table 2. Note that this table does not represent if a reader can be used to create a cloned
card on a certain system. When using the RC522 module the only information that was copied to
a magic card was the UID and BCC. The RC522 can be used to create perfect cloned cards, i.e.
all the information on a legitimate card can be copied to a magic card. The ICopy-XS was used to
create perfect cloned cards and used to simulate the UID on cards. The ChameleonTiny simulated
the UID, BCC, and SAK.

Access control system RC522 ACR122U ICopy-XS ChameleonTiny
University YES N/A YES YES

Public transportation NO N/A YES N/A
Mifare 4K YES N/A YES YES

Table 2: An overview of the cloning attempts carried out on the three access control systems.
YES - The tool was used to successfully clone a card that the access control system accepted.
NO - The tool was not used to successfully clone a card that the access control system accepted.
N/A - The tool could not be tested due to discussed circumstances.

8.5 Evaluation of range, time and interference when cloning
The results of the distance measurements can be seen in Table 3. This table shows an approximation
of the maximum distance when a specific reader reacted to a card that was presented to it. The
reading ranges depend on several different factors where the key variable is the minimum amount
of received power to activate the chip in the card [47]. Other important variables include the
reading antenna characteristics and the propagation environment [27]. The results for the time
measurements can be seen in Table 4. This table provides an approximation of the amount of time
that was required for a reader to gather all the information for a specific card type. The RC522
module used the DumpInfo script from the MFRC522 library and the ICopy-XS used the Read
Tag function. The main explanation of why the time varies is due to the 4K cards having four
times as much data to read. The results when using a protective sleeve can be seen in Table 5.
This table shows if a specific reader reacted to a card or not when it was completely placed in
an RFID protective sleeve. Other materials may also hinder a successful cloning attack. When
testing to read a card when placed in a wallet containing several RFID or NFC cards, e.g. a stack
of cards, it was shown to be difficult, and results varied. But when a single card is placed in a
pocket, or a reader is disguised in a bag or backpack, however, the textile materials do not hinder
a successful read.
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Card RC522 ACR122U ICopy-XS Mifare Classic Tool
University 4 cm 5 cm 7 cm 3.5 cm

Travel 3 cm 4 cm 5 cm 2 cm
Mifare 4K 2.5 cm 3.5 cm 4 cm 2 cm

Magic 2.5 cm 4 cm 5.5 cm 4 cm

Table 3: Maximum reading distance from a specific card to a specific reader in cm. The left column
is showing the card types and at the top of every row, the reader is noted. The Mifare Classic Tool
was used on a Samsung Galaxy S8 smartphone.

Card type RC522 ICopy-XS Mifare Classic Tool
Mifare 1K 5 s 17 s 4 s
Mifare 4K 20 s 35 s 10 s

Table 4: The amount of time to gather all the information on a specific card type with a specific
reader in seconds. The Mifare 1K card used during this experiment was one of the legitimate
university cards. The left column is showing the card type and at the top of every row, the reader
is noted.

Card RC522 ACR122U ICopy-XS Mifare Classic Tool
University Protected Protected Protected Protected

Travel Protected Protected Protected Protected
Mifare 4K Protected Protected Protected Protected

Magic Protected Protected Protected Protected

Table 5: RFID protective sleeve evaluation. The left column is showing the specific card type and
at the top of every row, the reader is noted.
Protected - The reader did not detect the card when presented.
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9. Discussion

The results of our experiments show that cloning attacks could be performed with various tools
and without any deeper technical expertise. One access control system proved more difficult to
clone cards for and required specialized equipment while the remaining two systems only validated
the UID and BCC. In this section the discussion is organized in the order of our RQs, starting with
RQ1, and then continuing the discussion with our other tools, experiments, and observations that
were formed. Data can be extracted using many different tools while some are better utilized in
some situations than others. To read the data on a card to clone, an attacker might utilize social
engineering in certain situations which is why factors such as distances, amount of time to read
the information and card location are interesting to discuss. The average distance needed to read
the data according to our results is approximately 4 cm but when using the ICopy-XS the distance
was extended by 1-2 cm. A drawback of this is the price of the device which is more expensive
than the RC522 module together with an Arduino and related equipment. The ICopy-XS can
however be used completely handheld while the RC522 module is more elaborate to set up and
use. Even smaller still is the ChameleonTiny although it, unfortunately, stopped working in our
case. Perhaps the most subtle tool for cloning cards is a smartphone, seeing as this would not
cause most people to think that there are any malicious intentions with this device as Abellon et
al. also discuss in [19]. This however only works for such cards that the smartphone is capable of
reading with NFC Tools, Mifare Classic Tool, etc. We noticed throughout our experiments that
the cards and all the tools we used in practice at least always managed to extract the UID in a
matter of a second. The fact that UIDs are easily extracted is a vulnerability for systems only
evaluating them as discussed later in this section.

When measuring the total amount of time to extract all the data on a card, which was neces-
sary for the public transportation system according to our results, a possible explanation of why
the differences are noticeable is partially due to the complexity of the code that is executed and
partially due to the processing power of the device extracting the data. In other words, the pro-
cessing power of the Samsung Galaxy S8 is much greater than that of the Arduino. As described
earlier the ICopy-XS’ Auto Copy performs more advanced functions automatically. Namely, the
key recovery process is executed when the device is presented with unknown keys such as those on
the travel card. The algorithm for recovering the keys with the ICopy-XS is more complex since
it uses many different attacks as depicted in Figure 19. The ideal tool to use and the amount of
time taken is therefore also dependent on the keys, e.g. if they are known and pre-programmed
into a software dictionary file or not. The ICopy-XS managed to find all six new keys used by
the travel card after 21 s. To put this into perspective, Garcia et al. discuss in [23] four different
attack approaches for recovering these keys which are described as taking in between a second up
to 15 min depending on the attack and circumstances. The keyspace is rather limited since it only
consists of 12 hexadecimal characters which are not enough to hinder cloning attacks as we have
seen. Yet, we have to consider that without the ICopy-XS the key finding process would have been
more difficult with the other tools accessible to us. For example, the Mifare Classic Tool dictionary
we found at [35] did not include either of the travel card keys. One method of recovering new and
unknown keys is through brute force. The time it would take to perform the brute-force attack
and extract all the data would be affected by the processing power of the device used and the
efficiency of the software doing the attack as two examples.

When looking at the access control systems themselves and what information they control con-
cerning our RQ2 the results varied. As seen when sniffing the traffic using the ICopy-XS between
a reader and a card it confirms that only the UID and BCC were needed for both the university-
and the 4K access control systems. When comparing Mifare 4K- and 1K cards the obvious main
difference is the amount of storage space on the cards. Since the 4K cards consist of 255 blocks
in total, it takes a longer time to read all of the card data as seen from the results. Generally,
more memory is more expensive. However, if the system reading the 4K card only validates the
UID and BCC, these cards are as vulnerable as their 1K counterparts since the UID and BCC still
consist of five or eight bytes, which in turn means that the additional cost is not justifiable. This
was also verified since we were able to clone one quarter from the legitimate 4K card onto the 1K
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magic card and still gain access, i.e. there is no reason to use 4K cards together with this system
from our experiment. Another important note of discussion for these access control systems that
guard university computers or company assets is if PIN authentication is required or not. From
what we can see, some organizations or parts of their premises do not require any PIN codes.
Such functionality requires additional hardware on all the doors that uses it, i.e. more advanced
readers with keypads that also control the PIN, this brings additional costs but may very well be
worthwhile depending on what the system is guarding.

The required card information for a given access control system is a determining factor of what
information to write onto a magic card or simulated by other tools. During the writing experiments
to test this, one such experiment with the ChangeUID script resulted in a bricked card. A possible
explanation of this based on our research is that we did not specify a valid BCC value for the
selected UID. The script is meant to only modify the 4 bytes, which a UID consists of, and then
the script automatically calculates a corresponding BCC to write. We rewrote this script to write
our values to the whole block without considering the BCC value at the time. Cards may also be
bricked when invalid access bits are chosen in the trailer block [48]. During the later experiments
which modified both the keys and access bits on the trailer blocks, this test resulted in unexpected
behavior. When first attempting to dump the information on the card via the ICopy-XS it resul-
ted in errors, which is expected with new unknown keys as seen in Figure 28. We then confirmed
via the ICopy-XS that the trailer block had been changed with our new keys and access bits but
noticed that the UID was displayed as an, to us unknown "E6..." value. The card still allowed
access to the university access control system with the PIN associated with it. Our interpretation
is that the modified access bits confused the reading process but our known UID was still present
on block 0 since we only changed block 3. Through simulating the unknown "E6..." UID with the
ICopy-XS access was not granted in the system, verifying that this UID was not in use and that
the valid UID was intact from the access bit and key rewrite experiment.

As discussed in the results section the comparison of the travel card dumps depicted in Figure
29 showed no difference in the data after charging funds or using the card. Therefore our results
show that the funds are not stored on the card. Rather, a possible explanation of this system is
that the card information is validated in a back-end system with some centralized database, i.e.
a trip is subtracted or registered as active in a database when using the card. It is also possible
to purchase travel funds online through a website without any interaction between the card and
the physical system. Since it was also observed that the public transportation system required
more information compared to the other systems, a confirmation to see what is sent between a
reader and a card via sniffing would also be interesting. Confirming this communication through
sniffing was however not tested. More research comparing different card types and other public
transportation systems would be valuable to identify security flaws etc.

Overall, the cloning process does not require expensive equipment or any deeper technical expertise
in certain situations. Cloning with the ICopy-XS is rather quick and automatic in comparison to
other tools since it requires no setup and can be done handheld with only one button and two
cards. The RC522 module and necessary libraries to clone cards could be optimized better. Dur-
ing our tests, we had to manually switch between different scripts, manually modify these scripts
with keys, etc. and re-upload them onto the Arduino. Depending on the goal and its surrounding
requirements some optimization and automation can be done here to save time.

Regarding our suggestions on how to harden these access control systems and attempt to hinder
or impede cloning attacks relating to our RQ3, some ideas were formed based on our experience
and from what the related work had suggested. Since it was possible to change all the data on
the cards except the UID and BCC and still gain access to two of the access control systems,
one suggestion is to add cryptographic information on the unused memory on the cards as Gar-
cia et al. also mention in [23]. Our suggestion is to combine the UID with some other piece of
information, such as the card holder’s domain username, and run the combined string through
a hash function which results are stored in the card’s available memory e.g. in the form of an
NDEF text record. From the tests performed on the Mifare 1K cards, only six bytes are required
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for the UID, BCC, and SAK in addition to 256 bytes for the keys and access bits, the remain-
ing 762 bytes should be sufficient to store such cryptographic information on the card without
tampering with the functionality of the card. This however requires the underlying access control
system to read this information and then control it in the back-end and it will also slightly slow
down the system depending on factors such as hardware and type of encryption. Other factors
that will affect such a suggestion are the card’s lifetime and that more resources would be required.

Other system hardening suggestions to impede cloning attacks would be to purchase systems
that control the SAK value, as neither the university- nor the 4K access control system did. The
SAK can be used as a prevention mechanism, though due to our experience of how effortlessly the
reading and writing process is, this additional layer of security would not slow down an attacker
enough. Due to our experiments with the travel card and its keys, another strategy would be to
diversify the keys used on the access cards as discussed in both [23] and [36]. However, this is only
an effective strategy if the system controls more than the UID and BCC, such as with the public
transportation system. As experienced earlier, even if the keys are unknown, the UID can still be
found. Thus, changing the keys manually or ordering a set of cards with pseudo-randomized keys
would not make any difference for systems such as the university one. Our tests with the protective
sleeves showed that this might be one of the better solutions for preventing cloning attacks. If the
organization requires the employees to have visible ID badges, which also act as access cards, these
badges could be combined with such RFID blocking features. This puts a requirement on employ-
ees to take the card out of its sleeve each time it is used but it would protect against cloning attacks.

It was also observed that a stack of cards, or at least two different cards using the same frequency,
made it difficult to isolate and read only one of them. More thorough testing is however required
here which Abellon et al. also mention in [19]. From our measurement experiments the results
varied, e.g. running the DumpInfo script and placing two cards on the reader, the terminal either
displayed nothing through communication errors or a part of a card’s information depending on
the placement of the two stacked cards. One simple but perhaps administratively time-consuming
and expensive suggestion is to change the cards, UIDs, or other data associated with them every
month as an example. This would not hinder cloning attacks but would make them more difficult.
Furthermore, it is recommended to perform regular maintenance of the back-end system such as
removing old employee access permissions.

Regarding the other tools, the ChameleonTiny stopped working when we tried to read the in-
formation stored in one of its slots with the ICopy-XS. This was tested to see what information
except for the UID the ChameleonTiny is simulating after using its UID clone function. The
ICopy-XS did not react to the ChameleonTiny and did not provide any information. Although it
is not confirmed that this was the root cause, briefly after this had been tested the device started
acting unexpectedly and according to [45] similar behavior had occurred before. The ICopy-XS
also has a simulation function as mentioned earlier. However, neither when scanning a card with
this device nor when manually entering a UID to simulate was successful against the 4K system,
therefore in our experience, the ChameleonTiny is a better simulation tool.

While Linux was used during the tests with the ACR122U, we also looked at different scripts
that could be used with Windows as an alternative. The research did not provide any working
scripts or libraries for that particular operating system. The device could be used to read the
university access cards which means that the UID could be extracted. As mentioned earlier, two
systems only validated the UID and BCC, therefore the ACR122U could be used for this extraction
purpose. But all of the other readers could also extract the UID from an access card and therefore
this reader was rather impractical in our experience.

Finally, the RFID Diagnostic Card we acquired was not as useful for our work since we had many
other tools available to us such as the ICopy-XS Scan function that discovers most card types. But
it can be useful as a reconnaissance tool if the frequency of the target system is unknown and no
other tools are available.
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Many of these access control systems can be seen as black boxes, i.e. a system is purchased
from a vendor who advertises it as being secure, but few have any deeper knowledge of the under-
lying technology. During our work, we have encountered vendors who for example sell systems with
RFID technology as home alarm systems with inferior tags lacking any meaningful encryption or
other security mechanisms between the tag and reader or on the tag itself. Naturally, it is advisable
to do some research before buying an access control system and ensure it fulfills an organization’s
risk assessment.

Figure 27: Communication errors while attempting to read the data on certain sectors and their
respective blocks.

Figure 28: The Proxmark script attempted reading the information with the same keys it had
earlier registered for the UID "F4..." unsuccessfully. Therefore the script also attempted using its
default keys unsuccessfully.

Figure 29: The dumped travel card data before charging with travel funds, after charging, and
after traveling with the card were compared. No change was seen in the JSON files.
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10. Conclusions

The purpose of this thesis was to evaluate three different access control systems that use NFC
technology and compare the security vulnerabilities concerning cloning attacks. The aim was to
help organizations understand the security flaws in current systems and to suggest countermeasures
against cloning attacks. The scope of the research questions explored how data can be extracted
from cards, the limitations of what different access control systems validate, e.g. what information
the systems control when reading their respective access cards, and possible suggestions for coun-
tering the threats. The systems that were evaluated used both Mifare Classic 1K- and 4K type of
cards as authentication. To experiment with the technology different equipment such as readers
and more specialized penetration testing tools were used.

When comparing two systems used for accessing different premises in a university and an organ-
ization similar vulnerabilities were discovered based on our results. The main difference between
these two systems was that one used a 1K card and the other a 4K card. This determines the
amount of available memory on the cards as being either 1024 B or 4096 B while the organization
of the data is similar. The experiments with the equipment used for sniffing the traffic between
a card and reader and the different experiments writing data to magic cards proved that both of
these systems only validated the UID and corresponding BCC for the respective cards. Naturally,
more memory results in a higher cost, and therefore the more expensive 4K cards are not justifiable
when no other card data is controlled. Our experiments show that Mifare 1K cards could be used
to access the system that used the 4K type of cards, in other words, an attacker only has to clone
five bytes of data, the UID and BCC to create a card with the same functionality.

In contrast to the previously mentioned systems, we found that the third system, a public transport-
ation system was more secure. This was due to this particular system validating more information
on the travel card. Attempting to clone a travel card required a more advanced and time-consuming
approach. This shows that the Mifare Classic line of cards can be relatively secure if the back-end
system is capable of handling more information. Related works researching this topic have sugges-
ted different hardening processes such as adding cryptography to the access cards as an additional
layer of security. The system itself has to be able to manage this additional functionality however
and in general knowledge of RFID and NFC technology is limited.

In the end, the biggest security concern lies with the owner or user of a card, e.g. that the
owner does not misplace the card or lose it. Cloning attacks involve many variables such as dis-
tances, time, and card placement that determine their success. A user can protect their cards by
using RFID blocking products. From the systems point of view, the access cards we encountered
are generally not very secure as the UIDs are easily extracted through various means, which is
especially a security concern if PIN authentication is not used. Therefore, securing the back-end
system is crucial to keep attackers at bay whether it is through changing cards every so often and
regular maintenance of the system.
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11. Future work

As described in the Section II discussing the different vulnerabilities with RFID and NFC there are
many possible attack vectors to explore. In fact, when the topic of this thesis was chosen, different
related works exploring such possibilities inspired us to learn more about the underlying techno-
logy. One of the early reasons for building a simulated environment was due to the possibility of
investigating how code can be injected into the back-end systems from the cards. This vector and
others were later put on hold.

Regarding the access control systems that this thesis performed various experiments on there
are many research possibilities to investigate further. One of them is to gain access to and explore
both the middleware and back-end systems. This would require close cooperation with the or-
ganizations aiming to secure their systems. One such example regarding the public transportation
system would be to sniff the traffic, control what the back-end system validates and how the overall
structure is designed.

During the thesis work, other cards and tag types were also encountered such as ICODE and
low-frequency EM410x. Here it would be interesting to see how systems using these types behave
against cloning attacks and compare them to this work. Additionally, exploring other similar sys-
tems such as different public transportation systems and other Mifare systems would be beneficial.
Another area using NFC can be seen with contactless payment cards such as VISA and MasterCard
but also with services such as Apple- and Google pay. Therefore, the possibility of cloning these
payment solutions should be considered.

Furthermore doing more thorough research regarding measuring distances, time and stacked cards
with various equipment is necessary to understand the limitations of performing cloning attacks.
This knowledge would aid in developing more secure access control systems, cards, and protective
solutions.
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A Appendix one

Figure 30: Mifare Classic 1K with 4 byte UID Sectors and Blocks. Each block contains of 16 bytes
where each sector contains of 4 block. The last block is called the trailer block and block 0 contains
the UID and BCC [22].
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Figure 31: Mifare Classic 4K with 4 byte UID sectors and blocks. Each block contains of 16 bytes
where each sector from 0-31 contains of 4 blocks, but sector 31-39 contains of 16 blocks. The last
block is called the trailer block and block 0 contains the UID and BCC.
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