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Abstract

Service-oriented architecture is a possible solution to the increasing complexity of automotive soft-
ware systems. We conduct a systematic mapping study investigating the use of service-oriented ar-
chitecture in automotive software. This study aims at providing information on publication trends,
available architectural solutions, main benefits and challenges in automotive service-oriented ar-
chitecture. From an initial set of 341 peer-reviewed publications, we selected 28 primary studies,
which we classified and analysed using a thorough protocol. We provided both quantitative and
qualitative analyses using vertical and orthogonal analysis. We found that there has been a sig-
nificant increase in the number of publications recently, and that the studies focused on defining
functionalities and data flow between them. Functionality was found as the most recognized benefit
when applying service-oriented architecture in the automotive domain, while security, safety and
reliability are the most recognized challenges.
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1. Introduction

In recent years, there has been a great rise in the number of embedded systems. An embed-
ded system represents a system that is designed especially for a certain task or purpose. That
system is embedded as a component of an even larger system that may include mechanics and
hardware [1]. Embedded systems are applied in many different domains including avionic, railway
and automotive. In the automotive domain, embedded systems are used for delivering all the
vehicle functionalities, replacing traditional mechanical components and functions. For example,
embedded systems in a vehicle are used for controlling airbags, anti-lock braking systems, collision
avoidance systems, automatic parking systems and many other functions [2]. All of these functions
are controlled with the help of so-called Electric Control Units (ECUs). Users requirements and
expectations on automotive software are always increasing as available technology becomes more
and more advanced. In order to perform advanced tasks such as autonomous driving, ECUs started
developing from simple microcontrollers of the past to highly advanced computing machines. The
Electrical and Electronic (E/E) architecture of a vehicle consists of ECUs, their connections and
the software that runs on them. Traditionally, vehicle architectures consisted of up to 150 ECUs [3]
linked together via bus systems like Controller Area Network (CAN) and organized in various do-
mains. Nowadays, the E/E architecture [4] is undergoing a drastic change in order to support
new technologies which include electrification, connectivity or autonomous driving. The future
E/E architectures will be more centralized with the goal of increasing the update and upgrade
ability of vehicle systems in order to live up to the dynamic market changes and various customer
requirements. In order for this change to happen, Service-Oriented Architectures (SOAs) are being
introduced with the goal of allowing dynamic communication at the run time in the absence of
static dependencies which are mapped on ECUs [5]. SOAs are considered as one of the key fac-
tors, which are required to provide more flexibility, on-demand functions, integration of external
services and a better abstraction of low-level hardware and sensors [4]. Together with the increase
of standardized operating systems, SOAs allows transparent, simplified and dynamic access to the
data throughout the whole vehicle system.

As a research area grows there is often a large increase in the number of reports and results,
which become available and it becomes important to summarize and provide an overview of the
research area [6]. For this reason, systematic mapping studies are designed to give an overview
of the research area by counting contributions and classifying them into categories in accordance
to the relation between them. This process involves searching the literature for the purpose of
knowing which topics have already been covered in the literature and where the literature has
been published [7, 8, 6]. By conducting systematic mapping study we provide future researchers,
who are looking into this domain with information on the current publication trends, main benefits,
challenges and existing automotive solutions. This provides them with important information on
the current state of research in the automotive SOA.

1.1. Thesis contribution

In this thesis, we report on the definition and execution of a systematic mapping study focusing on
automotive SOAs. In particular, we provide a snapshot of publication trends, SOAs architectural
solutions, benefits and limitations. To the best of our knowledge, this thesis represents the first
systematic study investigating automotive SOAs. Starting from an initial set of 341 publications,
we selected 28 primary studies using a rigorous selection process. We extract the relevant data
with the help of a classification framework and analysed this data using vertical and orthogonal
analyses. Like we previously mentioned, this thesis represents the first systematic study investi-
gating automotive SOAs. This study provides information on the main benefits that SOAs offers,
challenges it faces, current publication trends and currently available solutions of SOAs in the
automotive domain.

1.2. Thesis outline

This thesis is organized as follows. In Section 2. we describe the history and application of the
automotive domain and its various software architectures. In Section 3., we discuss some of the
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existing works in this field. In Section 4., we describe the research methodology used in this study.
In Section 5., we discuss possible threats to validity and mitigation strategy. In Section 6., we
present the results of the systematic process while in Section 7. we discuss them. Eventually, we
conclude the work and provide final remarks in Section 8..
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2. Background

In recent years, vehicles switched from being mechanic intensive to software-intensive systems [9].
As a result, the automotive Original Equipment Manufacturers (OEMs) are also becoming software
companies [9, 10].

Automotive software development has to take into consideration the need for new technologies,
which include, e.g., autonomy, electrification, and several software and system qualities, e.g., safety,
security. In the future, vehicles are expected to become advanced robots, which will run inside
crowded cities where precise assumptions on other vehicle or system behaviours are impossible.
In this context, the E/E architectures play a crucial role in understanding the automotive sys-
tems, their components and connections, and enabling effective communication in the automotive
ecosystems among different stake-holders [11, 12]. Researchers and practitioners have proposed
several E/E architectures although there is still no E/E architecture that is considered a standard
or common by vehicle manufacturers. However, there is an agreement in terms of the trends and
main concepts. Some of the E/E architecture from well-known companies are: Common Module
Family (CMF) [13] created by Renault and Nissan, the Premium Platform Electric (PPE) by Audi
[14], Modular Electric Drive MAtrix (MEB) [15] made by Volkswagen for electrical vehicles and
the Scalable Product Architecture (SPA) from Volvo cars [16]. In general, the E/E architectures
can be categorised into three main groups: distributed E/E architectures, domain centralised E/E
architectures, and vehicle centralised E/E architectures [12].

Distributed E/E architectures represent traditional automotive architectures, which were used
in the past. This architecture consists of several ECUs which are connected with a broadcast bus.
The ECUs are integrated by wiring harnesses, which results in limited to no interaction between
the different ECUs. However since each function in this architecture is delivered using a specific
ECU, this results in high modularity. Sensors, actuators, mechanical operations and electronic
functions are controlled by a micro-controller which is embedded in the ECUs which are connected
to the vehicle network. As a result of tight interconnection between hardware and software a
problem of vendor lock-in rises [12].

The current automotive architectures are represented by the domain centralised E/E architec-
tures. Contrary to the distributed E/E architectures the main focus is on software qualities such as
robustness, maintainability and scalability. Domain centralised E/E architectures adopt a layered
architectural style (Component/Sensor/Actuator/Domain Control Layer) and introduce the con-
cept of domain, which is used for grouping ECUs. Domain allows ECUs to directly communicate
with ECUs as long as it belongs to the same domain. This results in a significant reduction of
the harness of the vehicle wire. The communication between ECUs in different domains is done
through a gateway with the help of domain controllers. Each domain has a domain controller and
the communication with ECUs and gateway is done using broadcast busses. Besides broadcast
busses, the architectures also allow connectivity to the Internet. In order to keep communication
secured, the architectures utilizes point to point busses (gateway to secure gateway) and wireless
protocols (secure vehicle to the public Internet) [12].

Vehicle centralised E/E architectures represent the architecture of the vehicles that will be
utilized in close future. The architecture is centred around the concept of High-Performance Com-
puting (HPC) [17] servers, which represent the main components or brains of vehicles. Just like
domain distributed architectures, this architecture implements a layered architectural style (Com-
ponent/Sensor/Actuator Layer) with the addition of two more layers, Control/Middleware layer,
and Management/Application layer. HPC and increased connectivity make vehicle centralised
architectures suitable to the use of emerging technologies such as neural networks, artificial intel-
ligence, cloud, and over-the-air (OTA) updates [18]. OTA allows many benefits including frequent
updates such as new algorithms, updated maps, navigation entertainment without the need of
vising a workshop, but it also provides a potential risk of malicious software that could be installed
since the vehicle is connected to the public Internet. In order to prevent this and manage safe
and secure OTA updates, dedicated gateways might be set in order to guarantee security. The
communication between the physical components is established with the help of nodes. Just like
ECUs, nodes communicate via gateways and they realise various vehicle functions. The gateways
will communicate with servers with the help of switches and like previously mentioned, servers will
play a big role in coordinating future vehicles architectures. Servers will be connected to the Inter-
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net with the help of wireless protocols [12]. Vehicle centralised E/E architectures will play a huge
role in enabling the adoption of the Service Oriented Architectures (SOAs) [19] in the automotive
domain.

SOA describes a way to make software components reusable and interoperable via service
interfaces. Services use an architectural pattern and common interface standards so they can be
rapidly integrated into new applications. This takes off the tasks from the application developer
who previously duplicated or redeveloped an existing functionality or had to know how to provide
interoperability with existing functions or connect them [20]. SOA bring several benefits to the
enterprise:

• Faster time to market, greater business agility; : Rather than rewriting and reintegrating
with every new development project, assembling applications from reusable services - i.e.
building blocks, enables developers to build applications much faster in response to new
business opportunities [20].

• Ability to use legacy functionalities as leverage in new markets: A well developed SOA
enables developers to take functionality from certain computing platform or environment and
extend it to new environments and markets rather than having it ‘locked’ in one particular
platform [20].

• Improved cooperation between business and IT: Rather than technical, services in SOA can
be defined in business terms (e.g., ‘generate insurance quote’ or ‘calculate capital equipment
ROI’). This allows business analysts to work more successfully with developers on important
insights [20].

In recent years, there has been an increased effort in bringing SOAs into the automotive domain.
One of the main ideas behind automotive SOAs is to implement functional components such as
sensors, actuators, and modular run-time integrated services [21] together with vehicle functionali-
ties. These services, along with their description, will be stored in a service registry. There will also
be a cloud registry, which will store services, which are offered outside of the vehicle for example
vehicles offering services to each other or to nearby infrastructure. In the context of Systems of
Systems (SoS) [22], this will enable new collaborative functionalities where, e.g., surrounding vehi-
cles will be able to alert each other about the presence of an ice or other object on the road [12]. In
the remaining of this paper we will talk about the technical benefits that implementation of SOAs
architecture is expected to bring but along with the benefits, there are still several challenges that
have to be addressed.

4
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3. Related Work

To the best of our knowledge, this thesis represents the first systematic mapping study focusing
on automotive SOAs. In the remainder of this section, we discuss some of the existing works on
SOAs and automotive software architectures.

Haghighatkhah et al. conducted a mapping study focusing on automotive software [23]. The
authors noticed a significant increase in the number of publications from 2014 to 2015. Although
we focused on automotive SOA, our collected data confirmed this growing trend. Their findings
indicated that future research needs to focus on deriving a comprehensive architecture, reducing
complexity and improving development processes. Our results showed that research has been
trying to solve those problems among the others.

Dersten et al. carried out a systematic literature review focusing on the effects of introducing a
novel open automotive standard [24]. They found that after introducing AUTOSAR improvements
have been noticed in software complexity, reliability, reusability and flexibility among some other
company functions. Comparing the results of [24] to the results of our RQ3, we noticed similarities
in the benefits introduced by SOA and AUTOSAR.

The work by Daud et al. looked for quality attributes and classified the results using the
taxonomy proposed by the standard ISO 25010 [25]. Besides, they looked into techniques for
measuring quality attributes. Similar to Daud et al., we elicited quality attributes for SOAs
architectures even though we specifically focused on automotive SOAs. The authors leveraged
a similar research method, although they used a smaller set of scientific databases and indexing
systems and considered grey literature sources. Similar to our RQ3, this work identified the quality
attributes that SOAs focus on. They did not limit their scope to the automotive context. The
study found that security and performance are the most addressed quality attributes and this
finding is partially consistent with our results. As we did not find any mention of performance
benefits, but the security is consistently found in the automotive SOAs challenges.

Niknejad et al. carried out a systematic literature review on SOAs [26]. The paper found that
the SOAs research focused on SOAs practices, adoption, impact and concepts. We noticed these
trends in the automotive domain as well. Most of the papers from automotive SOAs research
proposed concepts and discussed the implementation of SOAs.

The work by Chaves et al. looked into the use of agile methods in SOAs based applications [27].
First, they collected SOAs based solutions. Then, they determined that the use of agile methods
still lacks studies that provide rigorous data that can be analyzed.

Alireza et al. conducted a systematic literature review focused on factors that influenced
SOAs adoption and implementation. The study took into account works published between 2009
and 2015 [28]. The authors found that research in SOAs mostly focuses on its migration and
implementation. Focus on implementation is also noticed in automotive SOAs works, meaning
that implementation is a serious topic in the automotive context as well.

5
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4. Research methodology

We conducted this thesis using a research method based on the guidelines for conducting systematic
studies in software engineering by Petersen et al. [8]. Our method consisted of three phases:
planning, conducting and reporting which are shown in Figure 1. In the first phase of our method,

Figure 1: Research method phases

we focused on (i) identifying the need for this study, (ii) defining the research goal and questions,
(iii) defining and reviewing the protocol, which we used for conducting the study. The main
outcome of this phase was the research protocol. In the conducting phase, we carried out all the step
defined in the protocol, which were search and selection, classification framework definition, data
extraction and data synthesis. During the search and selection step, we performed an automatic
search of peer-reviewed literature on a set of four scientific databases and indexing systems. We
filtered the obtained candidates using selection criteria. We complemented the initial automatic
search with an exhausting backward snowballing (on Google Scholar) as suggested by Wohlin et
al. [29]. In the classification framework definition, we identified the set of parameters that we used
classifying and comparing the primary studies. We defined the set of parameters starting from
the research questions and by systematically and iteratively applying the standard key-wording
process [30]. Once we reached the final classification framework, we used it for analysing and
extracting data from each of the identified primary studies. We collected and aggregated the data
for their analysis and synthesis. We analysed the extracted data using both vertical and orthogonal
analyses with the aim of providing answers to the identified research questions. In the reporting
phase, we reported on the main threats to validity and related mitigation strategies and wrote this
report.

We also include a replication package that includes data from our initial study search to the
final data extraction. This replication package can be used by other researchers to replicate the
study.

6
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4.1. Research goal and questions

This study aimed at:

identify, classify, and analyse current service-oriented architecture solutions for auto-
motive software systems

We defined the above Research Goal (RG) using the Goal-Question-Metric perspectives [31] as
shown in Table 1.

Purpose Identify, classify, and analyse
Issue current service-oriented architecture solutions
Object for automotive software systems
Viewpoint from the point of view of researchers and practitioners

Table 1: Research goal

We identified the following Research Questions (RQs), which contribute in different and unique
aspects of our investigation.

RQ1: Which are the current publications trends in automotive SOA research? Research in auto-
motive SOA is relatively young with contributions coming from different areas.

RQ2: How are the software architecture solutions described in automotive SOA research? Re-
searchers propose solutions with different types of architectural solutions.

RQ3: Which are the main benefits of automotive SOA? Automotive SOA is linked to several benefits
ranging from technical to business ones.

RQ4: Which are the main open challenges related to automotive SOA? The adoption of SOA in
the automotive domain is hampered by a set of open challenges.

By answering RQ1, we provide the set of academic venues where research on automotive SOAs
is presented and discussed together with the density of scientific interest in it. By answering RQ2,
we classify software architectures of automotive SOAs by the type of architectural solutions. By
answering RQ3, we provide a catalogue of benefits associated with the adoption of automotive
SOAs. Eventually, by answering the last research question, we provide the set of open challenges,
which are hampering the adoption of SOAs in the automotive domain.

4.2. Search and selection process

The search and selection process started with an automatic search on four of the largest and
most complete scientific databases and indexing systems in software engineering [32], being: IEEE
Xplore Digital Library, ACM Digital Library, SCOPUS, and Web of Science. We selected these
sources based on their high accessibility and reputation [33]. We searched the above databases
with a search string that we created starting from the research goal and questions of this thesis.
The string is:

“service-oriented architecture” AND automotive

We kept the string simple and minimal as so to minimise possible threats to validity. The initial
automatic search resulted in 341 possible studies. From this set, we removed duplicated studies and
impurities and obtained a new set of 265 studies. We applied the following selection criteria [34]:

• Inclusion criteria

– Studies are written in English.

– Studies addressing SOAs in the automotive context.

7
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• Exclusion criteria

– Studies not available as full text.

– Studies not subject to peer-reviews.

– Studies in the form of tutorial papers, short papers (≤4 pages), poster papers, editorials,
manuals, because they do not provide enough information.

– Secondary or tertiary studies.

We only selected those studies meeting all the inclusion criteria and none of the exclusion criteria. If
we could not make a decision, we proceeded by reading the full texts of the studies. By applying the
selection criteria, we obtained a new set of 30 studies. To minimise potential threats to construct
validity and to complement our set of 30 studies, we performed a backward snowballing activity.
Backward snowballing benefits from looking at the references of the selected papers and potentially
finding other relevant papers [29]. As a result of this activity, we found 1 additional peer-reviewed
study, which led us to a total of 31 primary studies. There is also a forward snowballing activity
which, contrary to the backward snowballing benefits from looking at where the papers from the
obtained set were cited [29]. Since our search string was very simple and inclusive, we did not
preform this activity. The complete search and selection process is shown in Figure 2.

Figure 2: Search and selection process

4.3. Classification framework

We created a classification framework to extract relevant information from the primary studies.
The classification framework consists of four clusters, one for each research question. Table 2 shows
a tabular representation of the classification framework.

For RQ1, we added standard information on the publication details such as publication year,
publication venue and venue type. For RQ2, we used the classification proposed by Bass et al. [35].
An architectural pattern is a description of elements and relations along with constraints on how
they may be used [35]. Reference models represent functionalities and data flow between them [35].
Reference architecture is a reference model where functionalities are mapped into software elements.
This mapping is not strictly one to one as a software element may implement a part of a function

8



Nemanja Kukulicic, Damjan Samardzic Automotive SOAs: a SMS

Collection Category Description Value

RQ1

Authors Identifies the list of authors String
Publication title Identifies the title of the study String
Venue name Identifies the name of the venue String

Venue type Identifies the type of the venue
Conference, journal,
workshop, book

Year
Identifies the year of the
publication

Numeric value
(e.g., 2021)

RQ2
Software
architecture
solution type

Identifies how a software
architecture solution is described in
the study according to [35]

Architectural pattern,
reference model,
reference architecture,
complete software
architecture

RQ3 Benefits
List of benefits identified in
the studies according to the
ISO/IEC 9126 standard

String

RQ4 Challenges
List of challenges identified
in the studies

String

Table 2: Classification framework

or multiple functions [35]. Reference models and architectural patterns together create a reference
architecture, out of which a complete software architecture is derived. For RQ3 and RQ4 we
performed a keywording systematic process [8], which means we first collected related keywords
and concepts and then arranged these into groups similar to the sorting phase of the grounded
theory methodology [36].

4.4. Data extraction

We used the above classification framework for extracting relevant information from the primary
studies. We collected further information that we deemed relevant, but that was not captured by
the current classification framework. We used this added information for extending the classifica-
tion framework. Eventually, we re-analysed the primary studies using the refined framework. 28
out of 31 papers yielded relevant results, other 3 papers did not provide any relevant results to our
research questions even though they passed the selection criteria (Figure 2). Table 3 reports the
complete list of primary studies.

ID Title Author Year Ref

P1
Towards an On-Demand Redundancy Concept for Au-
tonomous Vehicle Functions using Microservice Archi-
tecture

Liu et al. 2020 [37]

P2
Model-Based Design of Service-Oriented Architectures
for Reliable Dynamic Reconfiguration

Oszwald et
al.

2020 [38]

P3
Playground for Early Automotive Service Architecture
Design and Evaluation

Cebotari et
al.

2020 [39]

P4
An Overview of Automotive Service-oriented Architec-
tures and Implications for Security Countermeasures

Rumez et al. 2020 [40]

P5
Cost perspective of a service oriented architecture in ve-
hicle design

Schegolev et
al.

2020 [41]

P6
A QoS Aware Approach to Service-Oriented Communi-
cation in Future Automotive Networks

Cakir et al. 2019 [42]

P7
A Dynamic Service-Oriented Software Architecture for
Highly Automated Vehicles

Kampmann
et al.

2019 [43]

9
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P8
Model-Based Resource Analysis and Synthesis of Service-
Oriented Automotive Software Architectures

Obergfell et
al.

2019 [44]

P9 On the Nature of Automotive Service Architectures
Cebotari et
al.

2019 [45]

P10
Microservice Architectures for Advanced Driver Assis-
tance Systems: A Case-Study

Lotz et al. 2019 [46]

P11
Future Automotive Architecture and the Impact of IT
Trends

Traub et al. 2017 [47]

P12 Research challenges for a future-proof E/E architecture Kugele et al. 2017 [48]

P13
A CAN-based communication model for Service-oriented
Driver Assistance Systems

Wagner et al. 2012 [49]

P14
Automotive Cloud Service Systems based on Service-
Oriented Architecture and its evaluation

Iwai et al. 2011 [50]

P15
A SOA-based middleware concept for in-vehicle service
discovery and device integration

Eichhorn et
al.

2010 [51]

P16
A service Oriented ontology management framework in
the automotive retail domain

Jinghui et al. 2008 [52]

P17
Model-based management of embedded service systems
- An applied approach

Illner et al. 2006 [53]

P18
Hybrid service-oriented architectures: A case-study in
the automotive domain

Baresi et al. 2005 [54]

P19 Securing SOME/IP for In-Vehicle Service Protection Iorio et al. 2020 [55]
P20 On Service-Orientation for Automotive Software Kugele et al. 2017 [56]

P21
SOAcom: Designing Service communication in adaptive
automotive networks

Ballesteros
et al.

2013 [57]

P22
Functional Safety and Development Process Capability
for Intelligent Transportation Systems

Meroth et al. 2015 [58]

P23
Formal verification of an automotive scenario in service-
oriented computing

Beek et al. 2008 [59]

P24
Formal analysis of the startup delay of SOME/IP service
discovery

Seyler et al. 2015 [60]

P25
A Methodology for the Design of Safety-Compliant and
Secure Communication of Autonomous Vehicles

Passerone et
al.

2019 [61]

P26 Experiences with Automotive Service Modeling Iwai et al. 2010 [62]

P27
Extent and Characteristics of Dependencies between Ve-
hicle Functions in Automotive Software Systems

Vogelsang et
al.

2012 [63]

P28 Service-oriented modelling of automotive systems Bocchi et al. 2008 [64]

Table 3: List of primary studies from which data was extracted

4.5. Data synthesis

We analysed the collected data with the purpose of providing answers to the elicited RQs. In
this thesis, we performed both quantitative and qualitative analyses using vertical and orthogonal
analysis techniques [65]. During the vertical analysis, we looked at the extracted data with the
purpose of collecting information regarding each facet of the classification framework. According
to the instructions by [66], we first analysed each primary study in isolation, with the goal of
tabulating and documenting its main characteristics following the classification framework. Later,
we analysed the whole set of primary studies for identifying potential trends and patterns. During
the orthogonal analysis, we aimed at identifying possible correlations between different facets of
the classification framework. We achieved this using cross-tabulation.
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5. Threats to validity

In this section, we discuss potential validity threats and related mitigation strategies that we
adopted.

5.1. External validity

Threats to external validity affect the generalization of the results and outcomes [66]. The gener-
alizability of our study could be affected by having a collection of primary studies, which is not
representative enough for the topic of our research. To avoid this threat, we conducted an auto-
matic search on four of the most well-known electronic databases and indexing systems in software
engineering (ACM, Scopus, WoS, IEEE). The selected studies were complemented with a backward
snowballing activity. During the selection process, we excluded studies that were not written in
English. We believe that the threat of excluding relevant studies is negligible since English is the
de-facto language for scientific studies in software engineering.

5.2. Internal validity

Threats to internal validity represent the level to which external variables impact the design of
the study [66]. In order to avoid biases and minimize the threat to the internal validity, we
conducted this study according to well-established guidelines for the systematic studies [8]. By
using descriptive statistics, we avoided potential threats concerning the validity of the analyzed
data. The consistency of the extracted data was ensured by performing sanity checks. Furthermore,
any uncertainties were resolved by consulting with our supervisor.

5.3. Construct validity

Threats to construct validity affect the ability to derive correct conclusions from the relations
between treatment and outcome [66]. As mentioned before, the initial search was performed on
four different data sources and complemented with snowballing activities. We minimised threats
related to a badly designed search string by using a simple, yet inclusive string, which did not
need extra attention when constructed. We used well-documented selection criteria for filtering
the potential studies obtained from the search.

5.4. Conclusion validity

Threats to conclusion validity impact the relation between the extracted data and obtained re-
sults [66]. To avoid these threats, we followed widely accepted systematic methods, which are
described and documented in the study protocol. We also provided a replication package.
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6. Results

6.1. Vertical analysis

We analysed the primary studies and classified their features according to the classification frame-
work summarised in Table 2. It is possible that we extracted multiple values or no value at all
from a single study. Hence, the number of occurrences in the following graphs may be different
from the total number of primary studies.

6.1.1. Publication trends (RQ1)

This question aims at identifying publication trends with respects to publication year, venues
and venue types. First published paper on automotive SOAs appeared in 2005 (Figure 3). After
that, the number of primary studies on automotive SOAs stayed relatively stable until 2017. In
2019 and 2020, the number of primary studies doubled with respect to 2017 (Figure 3). We
believe this is related to the increasing complexity of current vehicle systems, which are expected
to implement complex and heterogeneous functions such as fuel injection, transmission control,
engine control, cruise control, integrated powertrain control, suspension, infotainment, navigation,
collision avoidance, driver-assistance and many other advanced functions [67]. Most of the primary

Figure 3: Number of primary studies over time

studies were published as conference papers (71.4%) (Figure 4). Journal papers are the second
most common type of publication accounting for 21.4% of the primary studies. Workshop papers
account for 7.1% of the primary studies. Even though the number of studies is low, the quality is
high, and we expect to see even higher quality and quantity of papers in the future as SOAs in
automotive software is yet to be widely accepted and currently vehicles with SOAs software are
rare [40]. Regarding the specific venues, studies are spread out across different venues so there is
no venue which stands out.

6.1.2. Type of architectural solution (RQ2)

This research question aims at classifying automotive SOAs solutions with respect to their level of
detail and abstraction. As mentioned above, we used the classification presented by Bass et al. [35].
Most of the primary studies (47.6%) use reference models hence a simple division of functionalities
and data flow between them (Figure 5). Meaning that most studies when describing a software
architecture, described functionalities and data flow between them while lacking descriptions of
specific software components. Iwai et al. discuss a reference model enabling service communication
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Figure 4: Primary studies by venue type

Figure 5: Types of architectural solutions in primary studies

and suggest that a domain-specific modelling language [68] for automotive SOAs is needed [62].
Traub et al. present a reference model for automotive SOAs that will enable the E/E architec-
ture [47], and suggests using SOAs in automotive software as functions are getting increasingly
complex and creating greater complexities. Architectural patterns are the second most common
type of solutions and account for 33.3% of the primary studies. An example of this is provided
by Çakır et al. who describes software components using an architectural pattern along with pro-
tocols for the component communication [42]. Reference and software architectures account for
14.2% and 4.7% of the primary studies, respectively. Kampmann et al. describe a complete soft-
ware architecture, which focuses on automated vehicles [43]. They present their ecosystem built
around SOAs and use a web-based architecture specification tool. Additionally, they evaluate their
architecture and present benchmarks.

It is worth noticing that 7 of the primary studies (25%) did not discuss any architectural
solutions for automotive SOAs. But they did recognize benefits and challenges of automotive
SOAs which is why they are included in the study.
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6.1.3. Benefits (RQ3)

By answering this question, we identify the set of benefits linked to the use of SOAs in automotive
software. Specifically, the listed benefits are technical benefits linked to the quality attributes of
automotive SOA, these quality attributes follow the ISO/IEC 9126 standard. Hence, we did not
focus on other benefits such as, e.g., business benefits. The primary studies identified a set of
9 different benefits (Figure 6). The topmost mentioned benefit is, by far, functionality, which

Figure 6: Benefits of SOAs in automotive software

accounts for 46.1% of the total benefit findings. Functionality is the ability of the system to do the
work for which it was intended, multiple elements need to be coordinated to be able to complete a
task. If these elements are not coordinated or they have not been assigned the right responsibilities,
the system will not be able to provide the needed functionalities [35]. Bocchi et al. in [64] claim
that functionality is enhanced with the use of SOAs because services are defined during run time
instead of only design time. Baresi et al. in [54] make the case that practical solutions should be
hybrid and support functionality. The second most mentioned benefit is maintainability (15.3%).
This benefit represents how efficient and effective modifying a system is in order to improve, correct
or adapt it [69]. Kampmann et al. in [43] state that automated vehicles will require updatable
software architectures and achieve that through modular and decouple services. Iwai et al. also
recognize that using SOAs in automotive software will improve maintainability in [62]. Reusability,
safety and availability follow maintainability and account for 7.6% of the studies, each. Kugele
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et al. in [48] state that the use of SOAs is necessary when aiming for high or full automation,
and that it facilitates reusability. Bocchi et al. in [64] used a reference modelling language and
recognized that it offers improved safety. Liu et al. in [37] proposed a redundancy concept using
SOAs to increase the availability of non-safety critical components in autonomous driving vehicles.
Other mentioned benefits are portability, reliability, interoperability and usability.

6.1.4. Challenges (RQ4)

With this research question, we aim at identifying the biggest open challenges of using SOAs in
automotive software. Just like benefits these mostly take the form of quality attributes following the
ISO/IEC 9126 standard and they are addressing the technical challenges of software, some of the
challenges are not quality attributes but some specific challenges. The primary studies identified
a set of 13 different challenges (Figure 7). The two top-mentioned results are security and safety

Figure 7: Challenges of SOAs in automotive software

accounting for the 28% and the 20% of the total occurrences. These are followed by reliability at
12%. While the other ten challenges account for 4% of the total occurrences, significantly lower
than the top three challenges (Figure 7).

Automotive SOAs can be a target of Denial-of-Service, fingerprinting, buffer overflow caused by
IP fragmentation, Address Resolution Protocol (ARP) cache poisoning and spoofing attacks [40].
Security describes the level of protection that software has against malicious attacks. An overview
of security standards, protocols and development methods in automotive SOAs is presented by
Rumez et al. in [40]. This work attributes the rise of security issues to new protocol diversity
and communication paths, which are no longer statically defined. The security issue of SOAs is
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recognized in [37] by Liu et al.. They state that services could become unavailable during cyber-
attacks, so the work proposes an on-demand redundancy concept.

Safety focuses on consequences and severity of software failure [70]. Some of the software-
controlled safety-critical devices are Anti-lock Braking Systems, Adaptive Cruise Control, Elec-
tronic Stability Program, Emergency Brake Assistant, Brake By Wire, Steer By Wire, airbags,
light control, dashboard, tire pressure and lane departure warning [70]. Automotive software has
safety-critical functions, especially in autonomous driving vehicles, which makes safety an issue that
can not be overlooked. An investigation of SOAs concepts in safety-critical automotive software
systems was conducted by Kugele et al. in [56].

The degree of reliability describes the probability of failure-free operation [71]. Safety and
reliability are recognized as critical requirements for automotive software in [50] by Iwai et al.,
and proposes an architecture based on SOAs. Passerone et al. recognize safety and security as
upcoming challenges in [61] and propose a design methodology that will improve safety with the
use of a contract-based approach.

6.2. Orthogonal analysis

In this section, we performed an orthogonal analysis and presented charts, from which we make
some conclusions. Each graph contains a list of results from two categories along with the number
of results. When looking at these numbers we can come to conclusions about their correlation.

6.2.1. Software architectural solution types vs benefits

From Figure 8, we notice that the studies which used reference models recognized significantly
more benefits than others. Functionality is consistently recognized in most studies, especially in
studies that used a reference architecture. We can also notice that 66.6% of studies that used
reference architectures recognized functionality as a benefit. Other benefits are inconsistent and
are found in only some architectural solution types.

6.2.2. Benefits vs challenges

From Figure 9 we notice that 41.6% of the papers that recognized functionality as a benefit also
recognized security as a challenge, which accounts for 71.4% of security challenges. When looking
at the studies which recognized maintainability as a benefit, we notice that 50% of those studies
also recognized safety as a challenge. Other benefits and challenges did not form any noticeable
pattern in the chart.
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Figure 8: Correlation between recognized benefits and architectural solution types

Figure 9: Correlation between recognized benefits and challenges
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7. Discussion

In this section, we discuss the results from the vertical and orthogonal analyses.
Analysing the publication year of primary studies, we noticed that the idea of automotive

Service-Oriented Architectures (SOAs) dates back to 2005 although SOAs were not often used
as signal-oriented communication was sufficient. The steep increase in requirements, such as im-
plementing new software functions during the life cycle of vehicles, gave rise to new architecture
designs [40]. This is also acknowledged by the number of primary studies collected for the last two
years, which doubled those from 2018.

Regarding the type of architectural solutions used in the primary studies, we concluded that not
all studies that address SOAs in automotive software include some type of software solution. But
those studies still managed to yield results relevant to our other research questions that looked into
the benefits and challenges of automotive SOAs, meaning that even though a study does not include
some kind of architectural solution, it can still provide useful information about automotive SOAs.
Only finding one study for which we could say that it describes a complete software architecture
was surprising, as we were hoping to find more complete software architectures. We expected to see
complete software architectures presented by the top automotive companies but there were none.
The only exception is the paper by Traub et al. at Bayerische Motoren Werke AG, where the
authors described a study about software architecture in future vehicles [47]. Most of the papers
that did describe a software architecture solution only did it partially by describing functionalities
or focusing on how services communicate, making reference models and architectural patterns the
top two results. We think that as SOAs becomes more standardized and widely implemented, we
will see an increase in available complete software architectures.

When looking at the benefits which SOAs can bring to automotive software, we notice signifi-
cantly more results of functionality followed by maintainability, safety, reusability and availability.
Functionality is the top result that can be attributed to defining feature of SOAs, which is defining
components and functionalities as services and enabling their communication. SOAs are replac-
ing their predecessor signal-oriented communication, which has statically defined dependencies on
Electric Control Units (ECUs) [72]. Increased functionality is highly beneficial as automotive soft-
ware is gaining a high number of functions, which require software components, so enabling their
functionality is a huge benefit. Safety as a benefit of SOAs is interesting because safety is the
second-highest result in challenges. Our list of benefits contains technical benefits, but some other
benefits which we found are cost reduction and self-organization.

Looking at the challenges, we concluded that security and safety along with reliability are the
biggest issues that should be resolved. As cars are safety-critical it is expected to see safety high
on the list of challenges, especially in autonomous driving vehicles, which are recently gaining
attention. While security is a challenge that comes with SOAs because security should be provided
at suitable layers within the software, but, providing security for services that can be used by other
applications is almost unachievable [73]. Currently, there have not been any public attacks focusing
on the SOAs of a vehicle. This may be the case as there are not many cars that use SOAs meaning
that this could change as there are more SOAs enabled cars on the road [40]. Even though there
are no recorded cyber-attacks focusing on the SOAs of automotive software currently, that will
most likely change in the future as SOAs is vulnerable to Denial-of-Service, fingerprinting, buffer
overflow caused by IP fragmentation, Address Resolution Protocol (ARP) cache poisoning and
spoofing [40], therefore this vulnerability should not be overlooked. The focus on reliability can be
mostly attributed to the rise of driving assistance and autonomous driving enabled vehicles which
require high reliability of their services such as steering, throttle control, brake control, sensors,
cameras and others.

When looking at Figure 8 from the orthogonal analysis, we conclude that functionality is the
most consistent and the most popular benefit recognized across architectural solutions. While
reference models are the ones that recognized the highest variety of benefits, with twice as many
different benefits as architectural patterns. Since reference models present functionalities and
data flow between those, about which we could assume that that way researchers can look into
multiple aspects of software architecture and recognize most software qualities. As studies that
used architectural patterns recognized a lower variety of benefits, we assume that these studies
focused on a specific aspect of SOAs, which explains the lower variety of recognized benefits.
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In the other orthogonal analysis (Figure 9), we notice the correlation between the benefit
of functionality and the challenge of security. Even though SOAs increases the functionality of
automotive software, they also reduced security. Signal-oriented communication in vehicles was
venerable to attacks by directly connecting to physical bus lines or Bluetooth [74], SOAs could be
attacked using the Internet connection while the software components are being updated during
the product life-cycle, making it less secure than its predecessor.

When we looked at the use of SOAs in other domains we found the following. An SOA was
implemented in a prototype by Gazzarata et al. in [75], they used an SOA for clinical data
interchange. Their prototype fulfilled all requirements, but they mentioned their concerns relating
to security and scalability. Another use in the medical domain by Velickovski et al. who made
a decision support system and recognized functionality and interoperability enabled by SOA [76].
We can notice similarities between our results of RQ3 and RQ4 and these two works [75, 76]. We
noticed that there is a high number of uses in the medical domain, while not finding many examples
in other domains.

Introducing SOAs in automotive software will provide abstracted services for the system, we
learned that this could reduce system complexity, enable reusability and functionality. Car man-
ufacturers design multiple new cars every year, and because of that, having reusable and non-
complex software will benefit them immensely by lowering design time, cost and time to market.
As modern cars are gaining a high number of different functions, the functionality of these services
is important. These are some of the things that are interesting to software engineers, especially
the ones in the automotive industry.
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8. Conclusion and future work

This thesis reports on a systematic mapping study that investigates the use of SOAs in automotive
software. The study followed the guidelines proposed by Petersen et al. [8]. Starting from an initial
set of 341 studies, we selected 28 primary studies using a rigorous selection process. Using our
classification framework, we extracted data from these studies by means of the classification frame-
work and analysed them using vertical and orthogonal analyses. The results contain information
about publication trends, software architectural solutions, SOAs benefits and challenges.

From our results, we can conclude that there has been an increase of interest in automotive
SOAs in the last two years as the number of publications showed. Studies are equally spread out
across different venues, while conferences are the most popular venues. When describing SOAs
automotive architectural solutions, most studies focused on functionalities and data flow between
them, while not providing many details about specific software components. A quarter of the
studies did not describe an architectural solution but they addressed automotive SOAs without an
architecture and provided data about benefits and challenges. Functionality is the most recognized
benefit, which significantly stands out in the results. Security, safety and reliability are the three
most recognized challenges, which stand out among other challenges. Studies that used reference
models and the ones which used none of the software architecture description types recognized the
most benefits, and functionality is the benefit that is consistently recognized across most software
architecture description types.

The work of this thesis can be used as guidance for future researches on automotive SOAs. We
would like to see some in-depth analysis of our most recognized benefits in automotive SOAs. Also,
perhaps if some researchers looked into the challenges that we recognized and proposed solutions or
improvements, it would enhance automotive SOAs. Using the results from our orthogonal analysis
and looking into the relation between some benefits and challenges could yield interesting results
as well. Future work could describe a complete software architecture and perhaps implement
a prototype that uses SOAs, we believe that this would help new researchers fully understand
automotive SOAs.
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F. Bauer, A. Knoll, D. Marmsoler, and H.-U. Michel, “Research challenges for a future-proof
e/e architecture - a project statement,” 09 2017.
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