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Abstract 

With growing life expectancy and decreasing of fertility rates, demands of additional healthcare services 

is increasing day by day. This results in a rising need for additional healthcare services which leads to 

more medical care costs. Modern technology can play an important role to reduce the healthcare costs. 

In the new era of IoT, secure, fast, low energy consumption and reliable connectivity are necessary 

qualities to meet demands of health service. New protocols such as IEEE 802.11ax and the fifth 

generation of mobile broadband have a revolutionary impact over the wireless connectivity. At the same 

time, new technologies such as cloud computing and Close Loop Medication Management open a new 

horizon in the medical environment. This thesis studies different eHealth@home architectures in terms 

of their wireless communication technologies, data collection and data storage strategies. The 

functionality, benefits and gaps of current distance health monitoring architecture have been presented 

and discussed. Additionally, this thesis proposes solutions for the integration of new wireless 

technologies for massive device connectivity, low end-to-end latency, high security, Edge-Computing 

mechanism, Close Loop Medication Management and cloud services.  
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1 Introduction 

According to the statistics, the number of people aged 65 or older is expected to double from 12% in 

2015 to 22% in 2050. At the same time, the fertility rates are decreasing but life expectancy is 

dramatically increasing due to the improvement of life quality [1]. This phenomenon results in a growing 

need for additional healthcare services that leads to more medical care cost. Chronical diseases including 

diabetes, cancer, asthma etc. are another factor that leads to a high cost for health care system. Research 

shows that cardiovascular disease is the main cause of death in the world and costs about $190 billion 

per year just in the US [2] [3]. Long life expectancy and chronic diseases lead to be the major cause of 

high cost for society and affect many people. Modern technologies can play a key role to reduce medical 

costs and at the same time offer high-efficiency healthcare. 

eHealth@home architectures with the combination of new wireless technologies like the fourth and fifth 

generation of wireless communication (4G and 5G), can have a major impact on reducing the cost of 

healthcare. By using heterogeneous networking technique, eHealth@home architectures offer real-time, 

secure and reliable distance health monitoring. Health data can be transmitted from the patient to a server 

and the medical team can have access to the data that transmits in real-time. eHealth@home technology 

offers anywhere and anytime connectivity. The result is that the patient’s physical location is not limited 

or restricted to a specific geographical area [4]. Combination of eHealth@home architectures and 

modern wireless technology can open a new horizon in the medical environment. 

Problem formulation. In recent years, different wireless technologies have been introduced in the 

eHealth environment. To design a new system architecture, it is necessary to study the benefits and gaps 

of the existing eHealth monitoring system. This demands the need to compare the most recent system 

architectures in terms of their wireless communication technologies, data collection and data storage 

strategies. It is important to discuss on all the required components to design and develop an 

eHealth@home use case considering the current low-power wireless networks and 5G technologies.  

The structure of the thesis will be driven by the following research questions:  

• What are the benefits of existing health monitoring systems, and what are the gaps?  

• Which wireless technologies are used in health monitoring applications?  

• What are the common use cases addressed within remote health monitoring?  

• What are the main parameters of dosing management application? 

  



Mälardalen University  Bachelor Thesis 

__________________________________________________________________________________ 

__________________________________________________________________________________ 

2 

 

2 Background 

Wireless technology is evolving day by day and demand of high speed, secure and reliable connectivity 

is increasing. In the era of IoT with millions of devices connected to the internet, these requirements are 

necessary to meet the needs of all wireless devices. To provide remote health monitoring and respond 

to the demand of the new era of connectivity, the IEEE standards make the wireless communication 

happen. 

2.1 BLE 

Bluetooth Low Energy (BLE) is a wireless technology standard for short-range communication usually 

used for personal area networks. BLE use 2.4GHz ISM frequency and defines the Medium Access 

Control (MAC) and Physical layer of the OSI model. BLE determine 40 different channels, 37 of them 

use for bidirectional and 3 channels for unidirectional communication. Because of BLE’s very low 

power consumption characteristic, it is generally used in smartphones, laptops and healthcare devices. 

The low power consumption of BLE 4.0, its low cost, low latency, easy installation and multivendor 

compatibility made this protocol very popular in different industrial and medical sectors. Therefore, 

BLE is one of the most popular technologies used in healthcare monitoring devices and generally 

connects the monitoring devices to the mobile application. BLE uses the synchronous connection 

between devices, which means that both the connected devices (slave and master) wake up 

synchronously. This future helps devices to consume very low power [5] [6]. 

2.2 Zigbee 

Zigbee is based on IEEE 802.15.4 protocol and is a wireless communication technology generally used 

for personal area network. Zigbee is used in different areas for sensing and monitoring and is created to 

carry small data packets in close area network. There are many similarities between Zigbee and BLE 

standard. Similar to BLE, Zigbee is known for the low power consumption, low bit-rate, low-cost and 

operate in 2.4 GHz radio frequency. Zigbee follows the standard for Medium Access Control (MAC) 

and Physical layer covered in IEEE 802.15.4 among with application and network layer of the OSI 

model. ZigBee is designed to operate in three different network topologies: star, tree, and mesh. These 

characteristics of Zigbee standard led to use this protocol in IoT field such as health monitoring, 

automation and control. Zigbee is widely used in wireless sensor networks in the industrial and medical 

environment [6]. 

2.3 Wi-Fi 

Wireless Local Area Network (WLAN) is a telecommunication technology that offers network service 

access using radio waves instead of wired communication. WLAN shares resources and makes 

communication possible between devices that support wireless technology. This offers anytime and 

anywhere connection without using hard-wired access to the network. Many remote health monitoring 

devices use Wi-Fi to reach the gateway and send the information to the cloud or database. Because of 

the cheap, secure and reliable connectivity, Wi-Fi is widely used in eHealth architecture devices. The 

IEEE 802.11 family is the most important and known standard using physical (PHY) and medium access 

control (MAC) layer of the OSI model. There is three physical layer unit that uses in this standard: two 

radio units operating in the 2400-2500 MHz band and one baseband infrared unit.  Some protocol in 

IEEE 802.11 operates even in 5 GHz band [7] [8].  
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The 802.11 family consists of different protocols starting with 802.11 in 1997 followed by new released 

protocols such as 802.11 a/b/g/n/ac/ax. Over the last 21 years, the characteristics of the WLAN protocols 

in IEEE 802.11 family have changed remarkably starting with IEEE 802.11 that has 2 Mbits/s data rate 

to reaching the speed of almost 10 Gbit/s with IEEE 802.11ax. Besides, other features such as security, 

stability, and scalability have changed radically. One of the most significant features in the last decade 

of WLAN’s history was introduced in 2009 with the IEEE 802.11n standard called MIMO (Multiple 

Input Multiple Output) antenna. MIMO boosts the throughput using multiple antennas for transmitting 

and receiving data [8]. The differences between some of the most important WLAN standards and their 

characteristics are shown in Table 1.  

Table 1 – Comparison between IEEE 802.11 protocols [9] [10] [8] [11]. 

2.3.1 IEEE 802.11ac  

The fifth generation of WLAN – the so-called IEEE 802.11ac standard – was introduced in April 2013 

with the ability to use 5GHz band and provide very high-throughput. The main technology used in 

IEEE802.11ac is MIMO-OFDM with using of channel bandwidth from 40MHz to 160MHz [12]. 

IEEE802.11ac supports multiple antennas to add more performance to the system. 802.11ac standard 

differentiated from the previous standards in three aspects. The first characteristic is channel bonding 

that increased from 40 MHz in 802.11n to 160 MHz with a speed increase of 333 percent. Another 

characteristic is using of 256 quadrature amplitude modulation (QAM) that leads to speed burst at 

shorter by 33 percent. The third characteristic is using eight spatial streams (MIMO) instead of four in 

802.11n standard. This feature increases the data throughput speed by 100% compared to the previous 

standard 802.11n that use four spatial streams. 802.11n standard use single-user multiple input multiple 

output (SU-MIMO) that permit to send multiple spatial streams at a time but only to a single device. 

With multiple user-MIMO (MU-MIMO) the AP can use the same frequency spectrum to send multiple 

frames to multiple devices. IEEE 802.11ac standard operates only in 5GHz band and client with 2.4GHz 

802.11 

Protocol 

Release 

date 

Frequency 

(GHz) 

Band-

width 

(MHz) 

Max 

stream 

date 

rate 

(Mbit/s) 

Allowable 

MIMO 

streams 

 

Modulation 

Antenna 

Tech. 

Approximate 

range 

(m) 

Indoor outdoor 

802.11 1997 2.4 22 1,2 N/A 
DSSS, 

FHSS 
20 100 

802.11 a 1999 5 20 54 1 OFDM 35 120 

802.11 b 1999 2.4 22 11 1 DSSS 35 140 

802.11 g 2003 2.4 20 54 1 
OFDM, 

DSSS 
38 140 

802.11 n 2009 
2.4 20 

600 4 
OFDM 

(MIMO) 

70 250 

5 40 70 250 

802.11 ac 2013 5 
20,40 

80,160 
3 Gbps 8 

OFDM –

MU-MIMO 
35 - 

802.11 ax 2019 
2.4 20,40 9.6 

Gbps 
8 

OFDMA 

MU-MIMO 

- - 

5 40,80,160 - - 
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band use 802.11n standard. The dual-band feature has been integrated into IEEE802.11ax that will be 

released in 2019 [13]. 

2.3.2 IEEE 802.11ax 

IEEE 802.11ax is one of the newest members of 802.11 family which is under development and will be 

released in 2019. The main characteristics of 802.11ax are similar to the previous generation 802.11ac 

with significant improvement [14]. With the new technologies such as virtual reality (AR/VR), 4K 

videos and being in the era of IoT, the demand for high-efficiency wireless is very high. At the same 

time, healthcare sensors, manufacturing and other sensor related environment demand low power and 

ultra-reliable low-latency communication (URLLC). Therefore, high-efficiency wireless is one of the 

main goals of developing 802.11ax, especially in ultra-high-density (UHD) environments [9]. 

To deliver high efficiency in wireless technology, 802.11ax has increased the QAM from 256 used in 

802.11ac to 1024 QAM which increase the peak rates by 10/8=1.25 times, suitable for short range. 1024 

QAM require the same amount of spectrum and antenna like 256 QAM and this property helps to 

implement it in the existing physical system. This characteristic makes the 802.11ax the first commercial 

wireless technology that can reach gigabit speed by using just a single antenna. 802.11ax increased even 

symbol duration TS to 12.8 µs from 3.2 µs and three Guards interval (GI) option (0.8, 12.6 or 3.2 µs) 

that gives 94 percent efficiency for peak throughput which was 88.9 in 802.11ac [9].  

Another factor that helps to get more speed with the 802.11ax protocol is using OFDMA which is similar 

to cellular/LTE radio networks. OFDMA helps to contention-free transmission to multiple devices in 

upload and download within a respective of single transmit opportunity (TXOP). Another factor in 

IEEE802.11ax multiuser is Enhanced Distribution Channel Access (EDCA) which is added to uplink 

Orthogonal Frequency Division Multiple Access (UL-OFDMA) and permits the AP to influence over 

priorities of clients over their channel access. These two characteristics allow the AP to have precise 

control of transmission in both uplink and downlink and with the help of contention, it will have less 

packet loss and jitter. Table 2 shows the differences between 802.11ac and 802.11ax protocols [9].  

 

Table 2 –  Calculating the speed of 802.11ax and 802.11ac [9]. 

  

Physical 

Bandwidth 

(as number 

of data 

subcarrier) 

 
Data bits per 

subcarrier 

 

 

Time per 

OFDM 

symbol 

(800 ns 

GI) 

 

 
1 SS 3 SS 4 SS 8 SS 

802.11ac 

234 (80 

MHz) 

x 

5/6 × 

log2(256) ≈ 

6.67 

/ 

4 µs 

= 

390 

Mbps 

1.17 

Gbps 

1.56 

Gbps 
- 

2 x 324 (160 

MHz) 

780 

Mbps 
- 

3.12 

Gbps 
- 

802.11ax 

980 (80 

MHz) 5/6 × 

log2(1024) ≈ 

8.33 

13.6 µs 

600 

Mbps 

1.8 

Gbps 

2.4 

Gbps 

4.8 

Gbps 

 

2 x 980 (160 

MHz) 

1.2 

Gbps 

3.6 

Gbps 

4.8 

Gbps 
- 
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2.3.2.1 Power saving scheduling in IEEE 802.11ax 

Another advantage of 802.11ax compared with the prior 802.11 standards is the integration of new 

power-saving mechanism called Target-Wakeup Time (TWT). Normally, low power devices use 

Unscheduled Automatic Power Save Delivery (U-APSD) or Wi-Fi Multi-Media Power-Save (WMM-

PS). These two technologies allow the client to immediately buffer a transmission to the AP, instead of 

sending it. AP uses Traffic Indication Message (TIM) to inform the client about the availability of data 

in periodic beacons. With this method, the client can use the power saving mechanism and turn off the 

radio receiver and wake every 102.4ms to get beacons. This method is not suitable for IoT devices 

because they don’t require frequently channel access like mobile phone device. 802.11ax solves this 

problem using a new technology called Target-Wakeup Time (TWT). With TWT and OFDMA 

scheduling, the station just requires a schedule from the AP to wake up at any time. Another benefit of 

this technology is that it is possible to use an uplink scheduling mechanism akin to UL-OFDMA. This 

method improves the power saving in IoT devices [9]. This technology is very useful in distance 

monitoring devices and permits the patients monitoring device to stand longer without need to charge. 

Figure 1 shows the comparison between TWT and U-ASPD power-saving mechanism. 

 

 

 

Figure 1 –  TWT and U-APSD power-save options [15]. 

2.4 Broadband cellular network 

The main criteria of wireless network communication are high bandwidth, reliability, large coverage 

area and non-complexity in the network building [16]. Broadband cellular network helps reach that 

criteria, and statistics reveal that by 2020 more than 70% of the population on earth will use smartphones. 

This makes the cellular network one of the most used technology in the communication field and it is 

used in many distance health monitoring devices. The new generation of cellular network promises high-

efficiency connectivity in the era of IoT devices [17].  

2.4.1 4G 

Fourth generation (4G) is a broadband cellular network technology with the characteristics of low delay, 

wide network spectrum and high bandwidth [18]. 4G is compatible with the previous version 3G and is 

based on OFDM that provide multi-channel interference resistance, higher speed, lower delay, higher 

data throughput, better security and has low latency. These characteristics make the 4G one of the most 

advanced technology in the field of data communication and meet the demand for remote health 
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monitoring devices and mobile network architectures [19]. Technologies such as Multimedia Messaging 

Service (MMS), high definition mobile TV, Digital Broadcasting (DVB) and video chat are applications 

made to be used with 4G technology [20]. 

2.4.2 5G 

Fifth generation (5G) is the latest version of series in broadband cellular network technology. It is 

expected that by 2020, the 5G will support 50 billion connected devices and 212 billion connected 

sensors. 5G is not just an extension of previous mobile network technology. Instead, it’s a heterogeneous 

network that integrates different wireless access technology such as 4G, millimeter wave and Wi-Fi 

[21]. There are remarkable improvements in 5G in comparison with 4G technology and make it an 

important part of communication in distance health monitoring.  Requirements for the 5G are shown in 

Table 3. 

Figure of merit 5G requirement Comparison with 4G 

Peak data rate 10Gb/s 100 times higher 

Guaranteed data rate 50 Mb/s - 

Mobile data volume 10Tb/s/km2 1000 times higher 

End-to-End latency Less than 1ms 25 times lower 

Number of devices  1 M/ km2 1000 times higher 

Total number of human-oriented terminals ≥ 20 billion - 

Total number of IoT terminals ≥ 1 trillion - 

Reliability 99.999% 99.99% 

Energy consumption - 90% less 

Outdoor terminal location accuracy  ≤ 1 m - 

Table 3 – Requirements for 5G wireless technology [22]. 

Regarding standardization, there are three important principle usage scenarios: “enhanced Mobile 

Broadband (eMBB), ultra-Reliable Low Latency Communications (uRLLC), and massive Machine 

Type Communications (mMTC), have been defined by the International Telecommunication Union 

(ITU) and followed by many organizations and groups” [23].  There are several challenges that are 

addressed in 5G: “higher capacity, higher data rate, lower end-to-end latency, massive device 

connectivity, reduced cost and consistent Quality of Experience provisioning”.  

5G will use different new technology such as massive MIMO (MaMi), millimeter wave (mmWave) 

beamforming (BF), non-orthogonal multiple access (NOMA), full-duplex (FD) to meet challenges [23]. 

One of the main technologies used in 5G is massive MIMO, which is expected to use thousands of base 

station antennas. Massive MIMO leads to increase significant performance, low complexity signal 

processing and improve energy efficiency. Even in the security field, thanks to the use of many spatial 

degrees of freedom, massive MIMO helps to protect a cellular network against active and passive 

snooping. Massive MIMO has still some challenging problems. For example, using many antennas for 

base station, demand design of new user association algorithms and resource allocation [22].  

 2.5 Close Loop Medication Management 

Medication-related errors are one of the most principal causes of death in the world. A report shows that 

each year, just in the United States between 44000 to 98000 people die because of medication error so-

called iatrogenic injury [24]. In Norwegian hospitals in 2014, 80% of medical errors occurred under 
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dispensing and administration of medication [25]. Therefore, safety has been considered one of the most 

important aspects in medication field. Specifically, in administration, prescription and medication in the 

healthcare system. To improve safety an end-to-end medication delivery system can be used. To achieve 

better security and safety in medication, Close Loop Medication Management (CLMM) with seamless 

interfaces can be implemented. CLMM has been recognized as a global standard that electronically 

processes the management of medication and administration between different systems. Reports have 

shown a reduction of error in administration and medicine prescription where CLMM has been 

implemented. Observation has estimated a reduction of medicine administration errors by half; from 

8.6% to 4.4% [25] [26].  

CLMM can be used as a monitoring and medication delivery to patients. This system can be made by a 

controller, control algorithm and a closed loop control for monitoring the control algorithm. The sensor 

monitors the patient’s condition and is in communication with the controller. Data will be sent from the 

sensor and closed loop control to the rule-based application. When data is received rule-based 

application control the risk of medication for the patient. The controller decides a predetermined risk 

threshold; if the result of control is under the risk threshold the therapy or medication will be done. If 

the result is over the risk threshold intervention of the medical team or assistant will be required [27].   

Implementation of CLMM in hospitals and using this technology in a combination of eHealth system 

architectures can have a huge impact on the healthcare field. This method can reduce errors, provide 

better and more efficient documentation and traceability for medication and minimize the risk for 

iatrogenic injuries for patients [25].  

2.6 Cloud services 

Cloud computing is one of the fundamental elements of IoT and distance health monitoring. By offering 

fast networks, fast processing and a large amount of RAM and memory space makes them the perfect 

place for computing and storing data [28].  

2.6.1 Amazon Web Service 

AWS started in early 2006, is one of the top leaders in cloud computing and is the first provider of 

Infrastructure as a service (IaaS) that permit users and organizations to rent a virtual machine. Amazon 

Elastic Compute Cloud (EC2) is one of the important parts of AWS, which permits clients to allocate 

the computer resources they need to run their application on computers called instances. Users can 

create, edit, lunch and terminate these instances as they desire [29]. AWS has the benefit of being 

flexible and has support for other platform but has a weakness in hybrid cloud strategy. AWS doesn’t 

support private clouds, and this can be considered as a problem for organizations that want to store data 

in their own data centers [30].  

2.6.2 Microsoft Azure Cloud 

Microsoft Azure was released in 2010 and is the second major cloud provider.  Microsoft Azure provides 

Platform as a Service (PaaS) and Infrastructure as a Service (IaaS) and has support for many 

programming languages. Azure allows users and organizations to build and manage their own 

application and service [29]. One of the important pulls for Azure is that Microsoft already has a 

significant presence in many companies and organizations. This can be an advantage for Microsoft and 

transition of data to its cloud service Azure which is compatible with other Microsoft services such as 

Windows Server and Active Directory. Microsoft Azure is not as flexible as AWS with supporting other 

platforms and it can be considered one of Azure's weakness [30].     
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2.6.3 Google Cloud 

Google Cloud was launched in 2011 and is considered as the third major cloud provider. Google Cloud 

provides computing, machine learning, data storage and data annalistic [31]. Google Cloud has a large 

platform and support for programming language such as PHP, Java, Go, Python, C# etc. and compute 

engine to run Microsoft Windows and Linux. This allows developers to create and integrate mobile 

applications into the cloud server. In the networking field, Google Cloud provides Cloud VPN, NAT, 

DNS, CDN, VPC and Armor [32]. One the major force points of Google Cloud is the good support for 

open source community but has difficulty to enter into the enterprise market [30]. In Table 4, the three-

cloud services Microsoft Azure, Amazon Web Services (AWS) and Google Cloud are analyzed and 

compared. 

 

Table 4 – Comparison between AWS, Microsoft Azure and Google Cloud [33]. 

  

 AWS Microsoft Azure Google Cloud 

Virtual Servers Instances VMs VM Instances 

Platform -as-a-Service Elastic Beanstalk Cloud Services APP Engine 

Serverless Computing Lambda Azure Functions Cloud Functions  

Docker Management ECS Container Service Container Service 

Object Storage S3 Block Blob Cloud Storage 

Archive Storage Glacier Archive Storage Coldline 

File Storage EFS Azure Files ZFS / Avere 

Global Content Delivery CloudFront Delivery Network Cloud CDN 

Managed Data Warehouse Redshift SQL Warehouse Big Query 
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3 eHealth management  

Over the last decade, wireless technologies have had a massive advancement, and this has led to a better 

development, design, and improvement of various mobile and wireless technologies. At the same time, 

wireless sensor technologies have become smarter, more reliable and energy efficient. These 

characteristics of wireless infrastructures introduced new possibilities to integrate them in different 

aspects of our life. One of the most important sectors that involved wireless technologies at a high level 

is the healthcare system. Motivated by increasing healthcare costs because of long life expectancy and 

chronic diseases, wireless technologies integrated with the eHealth environment introduced new 

possibilities to a cheaper, high efficiency and reliable healthcare [34]. 

3.1 Mobile Healthcare Management 

With the help of portable wireless technology and medical device, Mobile Healthcare Management 

(MHM) monitors and collects vital information like blood pressure, pulse, body temperature, and other 

important physiological information. MHM enables ubiquitous and proactive monitoring of the patient’s 

health status. Monitoring and collecting this data help the medical center to have a constant view of the 

patient’s health condition. At the same time, the patient himself can have access to data collected by 

MHM and have a better understanding of his/her health status [34].  

MHM system can be used on cell phones, tablet PC or be integrated into medical devices. All 

information collected from the patient can get collected, analyzed and sent to the server. Collected 

physiological data can be accessed by medical personnel, pharmaceutical companies, patient, insurance 

agencies and other organizations anytime anywhere. This creates an advantageous situation for all 

parties to be informed of the patient’s medical records [34]. 

MHM focuses on two specific goals, the invisibility of computing and the availability of medical records 

anywhere and anytime. Modern wireless technologies such as 4G and 5G help to complete this process 

and play a key role in the monitoring of patient’s health status. This process can be summarized in Figure 

2 [34]. 

 

Figure 2 –  4G based MHM [34]. 
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3.2 eHealth architectures 

To provide eHealth and respond to demand of the new era of IoT in the medical field, many devices 

have been introduced. The differences, similarity, and characteristics between some advanced 

eHealth@home architectures will be discussed in Section 3.3 and 5.     

3.2.1 MySignals  

MySignals is a development platform for different medical devices with the possibility to connect 

different sensors such as electromyography (EMG), electrocardiography (ECG), Spirometer, blood 

pressure, and many other sensors. The data get collected through cable or Bluetooth, it’s gets encrypted 

and sent to the Libelium cloud through the Wi-Fi or using a 4G connection. With API Cloud used in 

MySignals, there is even the possibility to send the data to a third-party cloud such as Microsoft Azure, 

AWS or Google Cloud, using TCP/IP or HTTPS. Data stored in the cloud can be accessed via web 

browser or a dedicated mobile application for Android and iOS App’s that has the possibility to show 

the health information in real-time.  

MySignals is Arduino compatible and gives the opportunity to manually choose wireless sensors and 

other components such as extra radios, radios on board and sensor readings. For sending health status 

information, six different connectivity options can be used: Wi-Fi, 3G, GRPS, LTE, Bluetooth, ZigBee 

and 802.15.4. MySignals support wireless camera to send real-time image diagnosis do the clinic or 

medical center. To secure the communication, My Signal uses AS128 for 802.14.5/ZigBee and WPA2 

for wireless communication. For Wi-Fi communication, MySignals uses Wi-Fi module Roving RN-171 

a small form factor, ultra-low power embedded TCP/IP module [35] [36]. Data transmission methods 

in MySignals are shown in Figure 3. MySignals has CE certification and has a special kit adapt for EU, 

UK and USA regulation [35]. 

 
Figure 3 – Data transmission methods in MySignal [35]. 

 

3.2.2 OpenBCI 

Open Brain-Computer Interface (BCI) is an open source hardware certified with eight biopotential input 

channels, such as muscle activity (EMG), heart rates (ECG) and brain activity (EEG). OpenBCI 

integrates wireless communication such as RFDigital RFD22301 and Bluetooth Low Energy (BLE). 

The Wi-Fi shield allows to use messaging protocols such as stream JavaScript Object Notation (JSON), 

Message Queuing Telemetry Transport (MQTT) or just send the raw data to cloud services like Amazon 

Web Services, Microsoft Azure or Google Cloud. OpenBCI follows the GDPR law in the EU and use 
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SSL technology to encrypt the data. They specify that OpenBCI may transfer personal data to countries 

outside of US and EU, but they still flow the EU and US privacy shield. [37] [38].  

3.2.3 Coala 

Coala heart monitor is a portable device for recording heart sound and ECG. With cloud-based 

algorithms Coala can analyze and detect Atrial Fibrillation in 30 seconds. The result of the analysis is 

sent via BLE to the Coala application on the mobile device and is stored in the Coala cloud in Microsoft 

Azure data center in EU. Data can be accessed with app or web portal by patient and medical team. 

Coala is a Swedish product, works worldwide using Bluetooth and has even the possibility to connect 

to SOS International. Coala has CE and ISO 13485 certification and follows the General Data Protection 

Regulation (GDPR) law for security and data collection. Coala uses Internet Protocol Security (IPsec) 

for authentication, integrity and security of the data over the network [39]. The communication is 

encrypted by TLS/SSL and uses AES-256 for encryption. Microsoft uses BitLocker for the encryption 

of hard discs and Transport Data Encryption for “data at rest” in Azure SQL Database [40].  

3.2.4 ResMed 

ResMed is a portable device for helping patients with sleep apnea and breathing disorder. The device 

pump needed oxygen to the body and imbedded sensors analyze the breath mechanism. The collected 

data get encrypted with AES 256 bit and sent every hour to the data center. All communication is 

encrypted by SSL between the device and data center. With the integration of AirView, the medical 

team and patient himself have access to the information and can monitor the status. With Remote assist 

function, the medical staff can adjust the settings of the device remotely and send it securely to the 

patent’s device using wireless communication. ResMed also has CE and ISO 13485 certification, 

follows the GDPR law and is active in more than 120 countries. ResMed specifies that the personal data 

may be transferred outside of the EU but they secure that the data privacy follows regardless which 

region the data is sent to. [41] [42]. 

3.2.5 Actiste 

Actiste is a system architecture designed to control blood glucose and injection of insulin. All 

mechanism such as glucose value controller, insulin injector and data storage are integrated into the 

same device. Actiste records the exact volume of insulin that has been injected and the blood glucose 

value. Actiste uses Wi-Fi to get connected to the internet and all data from the device are saved in the 

cloud where caregivers can have access to them. Patients can even have access to the data and even see 

the records on the device screen [43]. Actiste is a new product, not available in the market yet, as they 

are waiting for CE certification. Actiste omits to provide detailed information about the connectivity 

mechanism and security used in their system architecture.   

3.2.6 iHealth Smart 

iHealth smart is a wireless system for monitoring blood glucose. It stores the blood glucose and uses 

Bluetooth 3.0 to send the data to the iHealth mobile application and store the information in the cloud 

using secure data transfer [44]. The patient can have access to the records and share the data. iHealth 

has also CE and ISO 13485 certification. However, they do not provide any details about the security 

mechanism used in their products. 
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3.3 Comparison between eHealth architectures 

There is both similarity and diversity in different fields between studied eHealth architectures. In 

wireless communication concept, the most common wireless technology used in all devices is Bluetooth. 

Characteristics such as low power consumption, low cost, low latency, and multivendor compatibility 

are probably the main reason for using BLE. For reaching the gateway, Wi-Fi is preferred to 3G and 4G 

which is considered more cheaper and has higher availability. Just two products offer both cellular 

network and Wi-Fi to reach the gateway. The cellular network is helpful in outdoor where Wi-Fi 

connectivity can’t always be available. 

The security factor is another characteristic which is shared by all vendors, but some companies don’t 

provide detailed information about the security mechanism used in their products. For transferring 

information SSL is the most common method with AES-256 encryption mechanism which is standard 

security measurement. Regarding privacy, almost all architectures are available in Europe and are forced 

to follow GDPRs law. However, just Coala and ResMed mention it specifically. But all architectures 

specify that they follow the rules for privacy and integrity in the marketing regions. All products except 

OpenBCI, and Actiste has CE certification, which allows them to sell their products in the EU. Coala, 

ResMed and iHealth Smart have even ISO 13485 certification.  

All system architectures offer data storage and use different cloud services. MySignals and OpenBCI 

permit to send the data to the private database too. They also provide third connectivity, which permits 

the medical team to have access to the patient’s data. Another common aspect is using of the mobile 

application to monitor and review the health status. All six products offer the patient to access the health 

status data and share it with the healthcare team.  

Close Loop Medication Management, which is considered an important and useful technology is used 

just in two cases. ResMed and Actiste allow the medical team to have access to the device remotely and 

change the parameters and settings of the device. This eliminates the need for continuous patient 

monitoring by the medical team and permits the patient to have more freedom. Table 5 shows a more 

detailed comparison between different eHealth@home architectures with focus on wireless technology, 

data storage, and security.  

System 

architectures 
ZigBee BLE Wi-Fi 

Cellular 

network 

Data 

storage 
CLMM Security 

MySignals        

OpenBCI        

Coala        

ResMed        

Actiste        

iHealth Smart        

Table 5 – Comparison between different eHealth architectures. 
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3.4 Ethical implications of remote health monitoring 

eHealth monitoring systems offer advantageous services both for patients and healthcare organizations. 

With help of wireless technologies and embedded sensors, medical team and the patient himself can 

have continuous access to the health data. Wireless communication offers an efficient way to share 

medical records, which leads to a better, cheaper and more reliable healthcare.  

However, this requires continues access to the different type of sensitive information such as name, 

location, pathologies etc. Sharing sensitive information raise important ethical issues and challenges 

regarding privacy and security. Using unprotected or less secure connectivity create unreliable 

monitoring and put the patient’s integrity and privacy at risk. Revealing sensitive information violates 

the privacy of the patients and can have drastic consequences [45]. For example, routing attacks, 

snooping and spoofing can affect the confidentiality and privacy of data which create the possibility for 

third-parties to get access to the patient’s information and use it for malicious activity. Therefore, the 

security aspects of transferring, storing and accessing to the medical records should have high priority 

[46]. 

The collection, storing and transferring of data require secure hardware and software to guarantee the 

privacy and integrity of the patient. Different studies on the security aspects of Wireless Body Area 

Network (WBAN) show the importance of encryption and decryption mechanism and their key-role to 

secure the data [46]. Besides the encryption mechanism, other factors such as anonymity and 

unobservability are considered as fundamental privacy principles [45]. 

Regarding the security in wireless communication, the Advanced Encryption Standard algorithm (AES) 

and Temporal Key Integrity Protocol (TKIP) are two standards used in WPA2. With using Dynamic 

Session Key and Automatic key Distribution and using EAP for authentication, AES offers better 

security than TKIP and provides confidentiality, integrity, and authentication. Using WPA2 is highly 

recommended to have a more secure wireless connectivity. Another mechanism, such as the 

implementation of VPN and restricting user access and control can reduce the threats and attacks [47]. 

Different standards and laws have been introduced to protect the privacy and integrity of users. 

Standards like OpenEHR and ISO EN 130606, which are compliant with the Health Insurance 

Portability and Accountability Act (HIPAA), are an important part for regulation of the electronic 

healthcare records [48]. Another example is GDPR law, which has been introduced in the European 

Union to protect the data privacy and integrity for all individuals in the EU. GDPR permit individuals 

to have control over their personal data [49]. Even if different standards and laws have been introduced, 

there is still the need for a specific standardization for IoT-based healthcare. 
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4 Methodology 

eHealth@home is a vast technology with the focus on different systems in the medical field. To 

understand the differences, benefits, and gaps of various systems, it is necessary to comprehend them, 

and the technology used in these systems. In order to accomplish this, the study has been divided into 

three phases: preliminary, writing and finishing work.  

In the preliminary phase, the writing process has been planned, analyzed and processed to understand 

the goal and task of the study. Various research work and study related to eHealth@home monitoring 

architectures from scientific papers and companies’ websites have been collected and analyzed. Based 

on their relevance and importance, most related studies in term of wireless communication technologies, 

data collections and data storage strategies have been compared. All information gathered from the study 

have been summarized, evaluated and presented to give a better perspective of actual technology in 

eHealth@home architectures.  

In the writing phase, the result of the study has been presented in a structural report.  

In the finishing work phase, the report has been corrected and edited where it was necessary. Most 

studies and sources in this report are published in IEEE and other relevant database in the health and 

technology field such as Informa Healthcare, Google Scholar, DiVA etc. Most of eHealth architectures 

that have been chosen, analyzed and compared are winners of prizes in eHealth field and use the most 

advanced technology in communication.  
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5 Evaluation 

In this section, the conclusion of the study is evaluated by showing the benefits, gaps, and comparison 

of existing eHealth architectures. Showing a comparison between devices helps to have a better 

understanding of used technologies and shows the force and weakness of different architecture.  

5.1 Benefits of the existing health monitoring architectures 

Study of different eHealth devices shows the potential and important rule of health distance monitoring 

in the new era of IoT in medical and telemedicine field. The advanced wireless protocols such as 4G, 

BLE, and Wi-Fi used in presented architectures make a secure, reliable and fast connection happen. By 

using anywhere anytime connectivity concept, named architectures can send data to the cloud server 

using security protocol such as https and encryption methods like AES256. Healthcare teams can have 

secure access to the cloud, analyze the result of medication and follow the patient’s health status 

remotely. In some devices like ResMed, with the use of Close Loop Medication Management 

technology, healthcare team can remotely connect to the device and adjust the settings for the patient.  

One of the most important benefits of distance monitoring architectures is that the patient is not limited 

or restricted to a specific area. It means that there is no need for the patient to visit the hospital physically 

and it reduces the costs both for the patient and the healthcare system. The same concept can be used in 

hospitalization; the medical team can monitor the health status of the patients remotely without the need 

to be present physically. This reduces the time-consuming process of status monitoring and gives the 

medical team the opportunity to have better control over more patients at the same time. Statistics show 

that by 2020 more than 70% of the population on earth will use smartphones [17]. This creates the 

possibility of using broadband cellular network and benefits of 4G and 5G of network connectivity. This 

can have a huge impact on all population, especially for people who are living in rural areas and 

developing countries that don’t have easy access to healthcare organizations.  

Computing the data is another important factor to consider in health monitoring. Study of novel edge-

based architecture - called BodyEdge - revealed that the edge-processing has some advantage respect to 

cloud computing [50]. BodyEdge consists of a mobile client module with connected sensors to collect 

the vital information. The result of real heart rate traces from a study on workers and athletes got 

computed with three different platforms, Raspberry Pi3, Nano PC, and Azure Cloud. Table 6 shows that 

the roundtrip time delay to transmit the data to Nano PC and Raspberry Pi3 and get back the result to 

the client had almost half of delay time respect to Azure Cloud. At the same time Azure Cloud and Nano 

PC had a faster processing time with the increasing of data [50].  

Edge platform Workers Athletes 

Raspberry Pi3 123ms 152ms 

Nano PC 120ms 148ms 

Azure Cloud 244ms 388ms 

Table 6 – Round Trip Time delay for different edge platform [50]. 

This reveal that the edge-computing has a lower delay and it’s suitable for devices that need the real-

time processing with low-delay dependency. Another study on the Mobile Edge-Computing (MEG) for 

use in real-time decision-making such as disaster incident confirm the previous study and shows that 
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computing should happen as near as possible to the data sources. Edge-computing offers fast processing 

time and lower latency in communication [51].  

Another force point in the new era of connectivity are cloud services which have the benefit of saving 

the data automatically and presenting the result of medication digitally. This mechanism reduces the risk 

of human mistake in administration and medication process. Studies reveal that lowering the medication 

error can save the life of 50 000 people just in the US [52]. Using remote health monitoring and 

collecting the data in the cloud give the opportunity to involve other groups in the medication process. 

The Insurance company, laboratory, pharmacy, and other actors can have direct access to the full or 

partial part of the patient’s health status report.  

Research community confirm that new IoT devices in distance health monitoring need low latency, fast 

and secure connectivity. This can be reached by using new technologies such as 5G, 802.11ax, BLE, 

CLMM, cloud and edge-computing.  

5.2 Gaps of the existing health monitoring architectures 

With the benefits of existing eHealth architectures and advanced technology used in them, there is still 

need for improvement. One of the important elements in eHealth devices is the independence from the 

gateway used in the home network. Which network type is more appropriate for eHealth devices is an 

open issue. BLE has short-range connectivity and it’s not suitable for outdoor devices but a good 

solution for indoor architectures. Many of eHealth architectures use Wi-Fi to reach the gateway. This 

creates a dependency to a third device for connectivity to the cloud services. Lack of direct connection 

with embedded 3G or 4G network, forces the patient to have access to Wi-Fi and it affects the anywhere 

connectivity concept. This create a problem for outdoor use of the device. The absence of mobile 

broadband connectivity is considered a gap for outdoor devices and force the patient to find another 

solution. For example, combination of BLE and Wi-Fi for indoor, implementing mobile broadband as 

backup, redundancy and outdoor connectivity, could be an appropriate solution for indoor-outdoor 

architectures. 

Using legacy wireless standards and not using the benefit of the latest wireless protocol such as BLE 

4.0 and 802.11ac can be considered a significant issue. 802.11ac and BLE standards have better 

throughput, more reliable and secure connectivity, and a better battery saver mechanism. Lack of these 

characteristics in wireless communication can cause important difference and influence negatively the 

quality of data transmission. Security, high throughput, low latency, and good battery saver mechanism 

are crucial qualities to offer e high-level communication service. 

Another gap in existing devices is the use of CLMM technology. Studying and analyzing different 

architectures show the absence of CLMM technology in eHealth field. The result of this survey shows 

that just two devices among six different devices use this technology in their products. Even if, CLMM 

can have a huge impact on eHealth field, there is still a lack of improvement in combining this 

technology with eHealth architectures. 

The absence of a specific standardization for IoT-based healthcare systems is another issue to consider. 

Many companies have started to produce different type of products and services, but they didn’t follow 

a common standard for compatible interfaces and protocols and this create interoperability problems. A 

new standardization should be created that take in consideration different aspects of communication, 

management and healthcare professional registration [53]. 
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6 Discussion 

The new era of IoT has created a perfect place for new standards and protocols. New technologies have 

a huge impact on our lives and this has led to a growing demand for secure, reliable and fast connectivity. 

With the increase of life expectancy, these qualities of connectivity have become necessary in the 

medical field. The current eHealth architectures present good qualities of connectivity. However, there 

is still need for improvement in different fields such as security, privacy and connectivity.  

In the last years, new protocols and standards in the communication field have been studied and crated. 

The fifth generation of wireless (5G) and IEEE 802.11ax are good examples of the latest protocol in 

wireless communication. Qualities such as ultra-reliable low-latency communication in the ultra-high-

density environment, using advanced technologies such as UL-OFDMA and massive MIMO make these 

two standards suitable for the new era of IoT, with billions of devices connected to the internet.  

5G, creating a new ecosystem that includes a heterogeneous network with the integration of Wi-Fi, cloud 

infrastructure and intelligent edge services, has the ability to answer to the demand of the new era of 

communication. Technologies such as massive MIMO make the end-to-end latency less than 1ms, and 

create a fast network with a peak data rate of almost 10Gb/s. This also leads to improve energy 

efficiency, more secure and low complexity in signal processing, which are important elements for a 

better communication [21]. Nevertheless, 5G is still in a transaction phase and is not in commerce yet. 

5G will be introduced worldwide in 2019 and has still some challenging problems such as the installation 

of antennas for base stations [22]. 

IEEE 802.11ax as well, has a significant improvement in comparison with the previous generations. In 

short range communication has 802.11ax increase QAM value from 256 to 1024 which increase the 

peak rates by 1.25 times. Another important aspect of this new standard is UL-OFDMA, which permits 

the AP to have much better transmission control and less pack loss and jitter. These are advanced 

technologies that can operate in ultra-high-density environment, for example, a hospital with hundreds 

of devices connected for monitoring.  

Another important aspect in the era of IoT is the power-saving mechanism. Many small devices with 

different sensors need to be more efficient and work longer and offer a better and reliable service. 

802.11ax with the integration of TWT can play an important role in the power-saving mechanism. With 

this technology, a station requires just a schedule from the AP and wake up at any time instead of 

traditional U-APSD or WMM-PS method. In PS methods, clients use the buffer mechanism and can 

sleep between AP beacons. This allows the clients to sleep for a very short time (some milliseconds). 

With TWT, AP and the client create a schedule for the communication with long multi-beacon interval. 

It permits the client to sleep for minutes or hours and when it’s time to wake-up, the AP sends a trigger 

frame to the client and exchange the data with the him [15]. Like 5G, IEEE 802.11ax is going to be 

released in 2019. 

These new features in wireless communication can have a huge impact on IoT devices, such as 

eHealth@home architectures. With a faster, more reliable and new energy saving mechanism, great 

opportunities can be achieved in the medical fields, especially in distance monitoring architectures. 

However, to have a realistic view of these technologies, it is necessary to see them in real-world 

operations.  

Besides the new technology in the wireless network environment, there are new possibilities in cloud 

services. With cloud computing, support for different platform and flexibility in application 
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management, the cloud services play a key role in data collection and storage. Cloud services such as 

AWS, Microsoft Azure and Google Cloud offer different services to manage data. 

Most architectures studied in this report use one of the named cloud services. Fast, secure and flexibility 

are the main characteristics of these cloud services that present them as leaders of cloud computing, data 

storage, and application management. Cloud services have grown and data collection and storage in the 

cloud, gives the possibility to store and access the data securely. By using advanced technologies such 

as BLE, Zigbee, different Wi-Fi standards and cloud services, they offer anytime anywhere connectivity. 

However, there is still need for improvement in different fields. The question of privacy and security 

becomes more visible day by day. How data get stored, managed and transferred has become a 

challenging concern for many actors. New laws such as GDPR, has been introduced to protect the data 

and privacy for all individuals. This trend is growing widely and the need of new laws to protect the 

citizens and their privacy has become an urgent issue in many countries.      

Another important aspect of cloud services is computing. By running and managing different 

architectures, applications and services, Cloud environment offers new possibilities and plays a key role 

in in the era of connectivity. Cloud and Edge-Computing have become a big topic for the research 

community. For example, in services in need of real-time processing, benefits of Edge-Computing are 

more than distance cloud service. However, cloud computing can be physically moved close to Edge-

connectivity. A combination of Edge-Computing and data-transferring using 5G or 802.11ax is 

considered a suitable combination for real-time operations such as distance surgery. 

Close Loop Medication Management (CLMM) is another feature that can play an important role in 

distance health monitoring. Medical teams can have access to the eHealth devices and manage them 

remotely. For example, in ResMed devices, the medical team can see the results of the patient’s breath 

status and remotely adjust the settings according to the result of analysis. This eliminates the need of 

continuous visiting and it’s an effective way to reduce medical costs, especially in rural areas and 

developing countries. 

It’s remarkable that existing eHealth architectures have great potentials. However, with the upcoming 

of new technologies in different fields such as communication, store and management of data, 

intelligence computing, security, privacy and standardization, the new era of IoT will grow faster than 

ever and will play a crucial role for the current and new generations.  
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7 Conclusion and future work 

In the new era of IoT, many devices have been introduced for distance health monitoring, and eHealth 

has become a crucial technology. This thesis studied different eHealth system architectures and 

presented their benefits, gaps and technologies used in them. In addition, to better understand the 

communication mechanism of IoT devices in medical field, this thesis studied several wireless 

technologies such as Zigbee, BLE, Wi-Fi and broadband cellular network. Important aspects like 

transmission mechanism, security and energy saving of existing and upcoming standards were presented 

and discussed. The important aspects of new technologies were presented for future eHealth architecture 

development. 

This thesis report surveyed various solutions for computing, management and storage of data and 

showed solutions to improve the quality of service for real-time operations. Important aspects of security 

and privacy were discussed and various security mechanism in data transmission and storage were 

presented. Furthermore, necessary solutions like CLMM reviewed and new requirements for eHealth 

were identified.   

This thesis provides detailed information about upcoming wireless technologies. The possible future 

work would be to elaborate, develop and evaluate these technologies in a real eHealth architecture.  
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