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Abstract

Context: In order to provide more functionalities and services, systems collaborate with each other
creating more complex systems called Systems of Systems. Exploiting security vulnerabilities in such
complex systems has an impact over system safety and it is not sufficient to analyze them sepa-
rately in the development process. Observing these safety and security interdependencies together
can be done via the process of attack modeling where attack models deploy a model for detecting
vulnerabilities and possible mitigation strategies while observing system security from an adversary
point of view. Objective: The aim of the thesis is to explore the interdependencies between safety
and security concerns, to provide details on attack model(s) and affected safety requirements of
given system, to argument that the system is acceptably safe to operate, and to contribute to the
identified business challenges. Method: The thesis work consists of: (i) a literature survey on in-
terdependencies between safety and security, and a literature survey on the existing attack models;
(ii) a demonstration on a use case where the argument that the given system is acceptably safe
with respect to the selected attack model has been provided using Goal Structuring Notation (GSN).
Conclusion: The first literature survey conducted on the topic of interdependencies between safety
and security has resulted in a number of papers addressing the importance of investigating safety
and security together. Reviewed papers have been focused either on proposing new approaches or
extending the existing ones in different industry domains like automotive, railway, industrial, etc.
The literature survey on existing attack models has resulted in a number of papers elaborating at-
tack models in general and showing domain-specific attack models such as those in control systems,
vehicles, Cloud Computing, IoT, networks, RFID, Recommender Systems, etc. To provide an ar-
gument that the given system is acceptably safe by using GSN, investigated results from the selected
attack model in [1] showed how to protect system while observing it from an adversary point of view.
Including security countermeasures, i.e. data and identity authentication and implementation of
access control in the system development process can produce an acceptably safe system, whilst,
at the same time, affect different business aspects by introducing latency and delay to the system.
However, avoiding such mitigation techniques may have catastrophic impact on the system and its
environment when attacks are launched.
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1 Introduction

Modern system development process is more focused towards systems containing a number of com-
ponents being systems themselves. These individual systems are independently developed but they
collaborate with each other providing more complex functionalities, and improved services. They
are called Systems of Systems - SoS’s. An example of SoS collaboration is a vehicle platooning [2].
Many companies are focusing on development of vehicle platoons that incorporate several concepts
covered in this paper - system of a system, autonomous system and a safety critical system. Safety
critical systems are those systems whose failure could lead to consequences that are determined to
be unacceptable such as loss of life, or severe damage to the environment [3]. The core principle of
platooning vehicles is to have one vehicle with driver and other autonomous vehicles following it.
All of the vehicles in the platoon drive at very close distance at the the speed and direction given
out by the platoon leader - handled by the driver. Point of this complex half-autonomous system
of a system is to increase the fuel efficiency and increase road safety [4]. With the idea already in
production, there is still a lot of safety related security issues to be addressed.

Traditional system development practice is separating implementation of non-functional re-
quirements (i.e. safety and security). Safety means assurance that the system does not produce
any threats that could harm any of its stakeholders nor produce damage to any of its physical
components. Security means assurance that no outside threats can harm system itself nor any
of its stakeholders. This practice led to creation of separate domains of ensuring a specific non
functional requirement of a system with their own strong and established methods, approaches
and standards. Two communities of safety and security engineers have worked for years in their
own domains, rarely actively taking involvement in the area of expertise which is not their own.

With advances in Internet technologies and increase in an interconnectivity of system compo-
nents, modern system development faces a new challenge. Exploitation of system security vulner-
abilities may cause breaches in system safety. Such dependency implies that ensuring safety of
the system relies heavily on understanding of system security properties as well. In that manner,
traditional development approach falls short. To produce safe and secure system, two domains of
security and safety assurance must come together after years of separate development. If not, Jeep
hacking of 2015 by Charlie Miller and Chris Valasek [5], who managed to take over a 2014 Jeep
Cherokee through Internet connection, may become a regular frightening occurrence.

To address these issues, the research and industry efforts towards joint safety and security
analysis have been investigated in this paper. Several approaches to this problem have been found.
For example, some papers used STPA (System-Theoretic Process Analysis) [6, 7, 8, 9, 10, 11, 12,
13, 10, 14] as a basis for creating a new, updated, approach which would take into account security
of the system. Other approaches had a different vision. A number of authors proposed updating
FMEA (Failure Mode and Effects Analysis) [15, 16, 17, 15] - an approach that is widely used by
safety industry professionals. Several works have been noted to combine attack trees and fault
trees [18, 19]. One of the main points of division between found proposed methods is their origin
domain.

Moreover, ensuring safety and security of the system where their interdependencies have been
observed can be done through attack modeling. Attack modeling provided modeling a system
from adversarial point of view [20]. Attack models deploy a model from which is possible to
observe system security from an adversary point of view, detect vulnerabilities and possible ways
how to exploit them. Attack modeling starts with defining system assets. Then, definition of
vulnerabilities which could be exploited to attack those assets is done. By observing the system
from the perspective of an attacker better quality of safety and security can be achieved. Different
possible attacks on the system can be taken into account and mechanisms to mitigate those attacks
can be implemented.

In this work, interdependencies between safety and safety-related security properties compared
to the existing state-of-the-art are explored. Then, existing attack models and their comparison
with state-of-the-art are identified. Next step includes making a connection between the selected
attack model and corresponding safety requirements for an autonomous construction site. The
work is supposed to provide an argument that a system is acceptably safe given that there exists a
set of attack models identified. These findings will be illustrated using Goal Structuring Notation
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(GSN) which is used as a common notation for individual elements of different safety arguments
and a relationship between them. In addition to this, contribution to the business of these results,
i.e. work efficiency and effectiveness, are considered too.

To summarize, the aim of the thesis is the following:

• Given a set of safety requirements for an example of an autonomous SoS (an autonomous
construction site provided by Volvo Construction Equipment), one should explore the in-
terdependencies between the safety and security concerns and identify possible assets of the
system that should be protected;

• Based on the collected information the thesis is expected to provide details on possible attack
models and corresponding safety requirements that can be affected using the combined safety
and security reasoning.

• To contribute to the business such as work efficiency and effectiveness;

• Finally, using GSN thesis should provide an argument that a system is acceptably safe to
operate given the set of attack models identified in the previous step and taking into account
safety-related security properties.

The paper is organized as follows. The background information regarding safety, security and
attack models has been described in Section 2. In Section 3, the problem has been formulated
and research questions with corresponding methods have been presented. Section 4 is dedicated
to the first literature survey on interdependencies between safety and security. In Section 5, the
second literature survey on existing attack models has been analyzed. In section 6 security aware
approach has been elaborated. In section 7, Volvo use case, selected attack model have been
described, and the final results presented using GSN. In Section 8 discussion on research questions
has been provided. Finally, the paper has been concluded with Section 9.

2 Background

In this section, the important terms and concepts used in this paper are explained.
Safety can be defined as ”the avoidance of catastrophic consequences on the environment

or harm to human lives” [21], where a system can be acceptably safe, and not absolutely safe.
Hazards represent a state or a set of unsafe conditions that when in contact with environment
conditions can lead to an accident - an unplanned event resulting in harm.

Security is defined as a system property that allows it ”to perform its mission or critical
functions despite risks posed by threat” [22]. Threats refer to any circumstances or events with the
potential for an adversary to affect system operations, assets or individuals by using unauthorized
access, disclosure, information changing, etc. [22], whilst attacks realize threats and are considered
to be an attempt that aims to achieve unauthorized and intentional access to a system and its
services, information or resources [22]. Countermeasures refer to be actions, techniques, etc.,
which tend to minimize the vulnerability of the system. According to [23], they can be divided into
the following categories: (1) preventive (e.g. encryption), (2) detective (e.g. intrusion detection
systems), (3) responsive (e.g. forensics).

The main purpose of attack models is to show how an attacker achieves the final goal by
using different methods for launching a specific attack, and to show security issues, threats, and
vulnerabilities that are the target for such an attacker [24].

Technological and industrial advances have enabled the development of autonomous systems
of systems (SoS’s). These systems represent a composition of different components that are
systems themselves and are able to function independently but are used as a part of a more complex
system in order to do or deliver a certain, often more complex service or a product. SoS’s were first
introduced in the 1990s, in air traffic control and defense systems [25]. Since then, technological
improvements - in both hardware and software - allowed for an immense increase in complexity of
developed software-immersive systems of systems. In such SoS’s, their subcomponents - systems
themselves - act autonomously enhancing the functionality of an overall SoS. These systems within
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SoS’s, in most cases, share their resources and capabilities in order to achieve new functionalities,
provide better performance or higher level of efficiency when compared to traditional systems.
SoS paradigm increases the complexity of a system, which causes the analysis of its properties as
one of the major challenges. Behavior of SoS’s might evolve as well due to their dynamic nature.
Additionally, autonomous SoS’s are expected to increase the production efficiency and decrease
the human effort in harmful environments. In such systems it is important to be able to guarantee
critical properties such as safety. Due to the nature of such systems and the fact that they are more
open, and connected to public, or semi-public networks, security becomes an important property
to take care of, as well.

As complex systems - made out of smaller systems connected together through different in-
terfaces - increase in size, so does the number of interdependencies inside them. It is important
to gain insight into the effect of increased system complexity on safety and safety-related security
properties as well as to identify assets of the system that should be protected. Assets refer to
system objects and concepts that have to be protected from attacks by focusing on identification of
common security goals like authorization, availability, confidentiality, etc [23]. This is a topic with
a great deal of interest from both academia and industry due to the fact that SoS’s are becoming
more popular. It is becoming extremely important to investigate overlapping properties of security
and safety in those systems for their vulnerability may be fatal.

3 Problem formulation

Historically, safety and security in systems have been treated separately with focus on their
own distinct methodologies and tools. Systems have been isolated and it has not been unusual for
their properties to be analyzed by separate teams. Lower system complexity - compared to the
systems developed today - allowed for dependability to be achieved with such an approach.

In the 1990’s researchers started realizing that both security and safety properties of the system
share similar points and that a joint approach in their analysis should be made [26, 25]. From that
period, understanding of interdependencies between these two dependability traits has increased.

As systems increase in size, their natural complexity increases as well, making them unman-
ageable. To solve this, large systems are broken down to smaller subsystems creating Systems of
Systems. Approach in an analysis of the mentioned safety and security properties of these Systems
of Systems still remains the same as for the traditional systems. However, for the reason of a much
greater complexity of developed SoS’s, safety and safety-related security properties are starting to
greatly overlap - with much greater degree than traditional systems due to the new communication
means that are established (i.e. WiFi, Cloud Computing, etc.) between them. Consequently, they
must be viewed and analyzed together rather than separately if all of the aspects of the system
are to be covered.

In [27] authors showed that an analysis should consider both security and safety properties and
that they can no longer be observed as separated areas. In this work, authors have presented how
security can bring additional vulnerabilities to the system, making safety requirements no longer
satisfied.

In [28] authors presented a medical domain where issues and reliance on interconnectivity
between safety and security are particularly intense. They investigated a case of connected medical
devices that could perform multiple tasks required of human clinicians. These systems are able to
improve patient safety and efficacy of care, but at the same time are challenging since they are
exposing important functionalities over a network interface, and, creating new threats to patients
privacy and integrity. With respect to that, they have discussed how a new hazard analysis
technique called Systematic Analysis of Faults and Errors enables an integrated approach to safety
and security analysis.

One more example which addresses the importance of analyzing interdependencies between
safety and security has been discussed in [29]. Authors presented a safety critical system in the
railway domain. To be more precise, they investigated a railway signaling system which enables
controlling railway traffic in a safe way by tracking train movements and avoiding train collision
on the track. These safety critical systems are exposed to different security threats since they
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transmit and receive sensitive information. This paper shows a relationship between the activities
performed and the standard concerns, and a case study which demonstrated that it is essential to
incorporate security in certification process of safety critical systems.

Communication infrastructure of aforementioned types of complex systems tends to increase
efficiency, sustainability, and reliability by wide openness of their services, which leads to more
exposed vulnerabilities. For example, sensors and controllers are connected over some network
medium where attackers have an opportunity to access and exploit sensitive data [30]. Furthermore,
embedded systems, often considered as Cyber Physical systems, are usually the target of attacks.
In [31], authors described a number of attack examples against these systems. One of the cases,
presented in [32], have been physical and remote attack surfaces in vehicles, where an attacker is
authenticated as Telematics Call Center and gains a full control over the observed car by replaying
response packet. Being aware of these threats, authors proposed an attack taxonomy for embedded
systems which can be used for ”a better understanding and the identification of security risks in
system analysis and design” [31].

Generally, systems are designed and implemented without deeper analysis of security breaches.
Therefore, they contain flaws that lead to security vulnerabilities where an adversary exploits these
vulnerabilities in order to violate the CIA principles [33]. CIA principles are network security terms
standing for attacks and breaches in data confidentiality, integrity and availability. To protect
systems against such attacks, it is required to get familiar with the system design, aspects, and
possible detection methods with the understanding of nature of cyber attacks as well.

Many safety standards produce successfully safety-certified systems which are potentially un-
safe due to the lack of security analysis in followed standards [34]. In other words, excluding
security can make safety demonstration as incomplete or unconvincing. Even though research
community started to accept interdependencies between safety and security and to observe them
together, current approaches to the analysis of system non-functional requirements of safety and
safety-related security lack dedicated tools and methods. No dedicated methods or tools for joint
analysis of safety and security traits in development of complex software-intensive systems have
been fully successfully developed - given the existing literature.

Based on the collected information, the thesis is expected to answer the following research
questions:

• RQ1: What are the types of interdependencies between safety and safety-related security
properties compared to the existing state-of-the-art?

• RQ2: What are the existing attack models and how do they compare to the existing state-
of-the-art?

• RQ3: Does an argument, provided in GSN, exist for an acceptably safe system of autonomous
construction site for the selected attack model(s) identified in the previous step?

3.1 Business Challenges

By the definition of safety critical system itself, the failure to implement dependable and a secure
system may lead to a loss of human lives and/or great damage to the high value equipment.
With such high stakes at question, it is great business challenge to ensure that a failure of such
a disastrous scale never happens. The next-step towards safer large scale safety critical systems
comes with introduction of autonomy. Development and successful deployment of autonomous
SoS’s in the industry has its motivation in reduced cost and time, increased efficiency and
higher level of safety and security in business products. Beside the increase in higher
level of safety and security in systems it is of great benefit for the business to increase production
efficiency and reduce its cost and time.

In [35], it is discussed that the huge number of road accidents results in fatality - hundreds of
thousands people killed every year while millions left injured - where only 10% of those accidents is
caused by vehicle defect and the rest by human error. Furthermore, it argues that there exists great
business market push towards autonomous vehicle systems where the mentioned fatality numbers
would decrease significantly due to decrease in accidents caused by human error.
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Implementation of autonomous systems of systems may find its way into great number of
industries where the purpose is to increase efficiency of production, remove human workers from
high risk environment, increase overall safety of the system, reduce delivery time and many other
socio-economic factors. However, as these - safety critical - systems are developed, security aspects
must be addressed and developed as well [36]. It is business challenge as well to tackle security
without jeopardizing existing reliability and safety of the system.

3.2 Methods

To answer research questions, the thesis work will consist of the following parts:

1. Literature survey on interdependencies between safety and safety-related security properties
and literature survey on the existing attack models and their mapping into context of given
system including documentation of attack models.

Literature survey, as the selected method, would provide the understanding on the fundamen-
tals and state-of-the art of the interdependencies between safety and safety-related security
properties, and, dedicated tools and methods. In addition to that, a survey will give more
insight into existing attack models and their mapping into context of a given system [37].

2. Use case method where we will practically, using GSN, provide an argument that the given
system is acceptably safe with respect to attack models identified and analyzed beforehand.

Use case method is, according to [32], ”an empirical method aimed at investigating contem-
porary phenomena in their context”.

The considered use case for this paper is an autonomous construction site provided by Volvo
Construction Equipment. We will use the use case of an autonomous construction site to
analyze potential security attacks - based on the selected attack model(s) beforehand - and
give a solution on how to protect the site processes with respect to the selected attack.

We chose the use case method due to the fact that the Volvo CE autonomous construction
site is an actual project (developed use case) in development with all of the core properties
and potential problems we are addressing - autonomous system of a system with a need to
address safety related security.
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4 Literature survey on interdependencies between safety
and security

Safety critical systems engineering and traditional safety analysis for decades have been focused
on problems caused by natural or accidental phenomena without security concerns. Traditional
hazard analysis techniques consider how the safety of a system could be affected by a component
degradation or accidental misuse, but they do not consider possibilities of sabotage or intentionally
destructive behavior. For example, a commonly used hazard analysis technique - Failure Mode
and Effect Analysis (FMEA), does not explicitly consider security.

However, an increase of complex systems lead to an interweaving of security, safety, availability
and reliability concerns. Modern systems cannot be reliable and safe if they are not secure [38].
The main reason for safety and security being separated in two different processes is the lack of
communication between these two communities. It has been stated in [9] that the fundamental
challenge of both security and safety professionals is to prevent losses - be they operational, financial
or mission losses. Furthermore, both communities develop novel models and techniques that could
potentially benefit each other. But the sharing culture is not developed since both of these fields
have been traditionally viewed separately.

Safety and security should be considered together due to the need to consider trade-offs be-
tween these two (i.e. highly encrypted messages in vehicles would slow down the communication
process affecting functional goals of the system) [7]. It is becoming increasingly relevant to exploit
commonalities and tackle safety and security development with concurrent methods [17]. Based on
the state of the art findings, one can state that in recent years both academia and industry have
been focusing on proposing more integrated and unified methods or updating existing ones. In the
following section we provide an overview on the approaches that have been focusing on safety and
security as a common effort. We divide our findings based on the roots the approach comes from.

4.1 Approaches based on STPA (System-Theoretic Process Analysis)

System-Theoretic Process Analysis (STPA) has been broadly used in the analysis of system
safety or security. It is based on a model called System-Theoretic Accident Model and Processes
(STAMP) [6]. Using STAMP method to analyze security risks would follow the exact same method
as the current safety analysis methods but the final technical cause for a hazard would be a type
of a security breach rather than a i.e. software fault [7]. For example, STAMP approach has
been used to model systems as hierarchical structures in the co-engineering framework showing a
possible way on how functional safety and security should correspond [8].

Since STPA does not achieve an integrated analysis of safety and security [14], many methods
have been using STPA in a combination with other approaches [11], or improving it with new
functionalities to resolve issues in this area [9, 10]. One of these combinations with STPA is a
novel approach for analysis of safety and security [11]. It combines NIST SP800-30, a framework
used for identifying threats and evaluating the risk, and STPA to cover safety analysis. This
approach is based on defining security and safety constraints (instead of using requirements), and
driving a scheme for automatic detection of conflicts between those constraints. In this way, more
interaction between teams responsible for security analysis and teams working with safety analysis
is achieved.

Nonetheless, it is necessary for security issues to be address more explicitly. To overcome this
issue, an upgrade from STPA, STPA-Sec, has been developed, and, can be useful for securing
complex systems against cyber attacks [9]. Compared to existing security approaches, it is a top-
down analysis process (starts at the highest-level), with an aim to detect and constrain vulnerable
states of a system. However, many challenges in regards to STPA-Sec have been discussed, and
many extensions and improvements of STPA-Sec have been proposed. The method does not
provide the needed steps in the matter of counter measurements that should be taken [9], it is
more suitable in the concept phase, and there is a room for improvement in a combination with
different approaches that are more focused on the network and architecture of a system [12]. For
example, several limitations recognized in STPA-Sec are: challenging application in identifying
intentional causal scenarios, and exclusion of attackers influences outside its control model [12].
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In addition to this, STPA-Sec does not provide severity of impact, or evaluation of the relative
likelihood [13].

The motivation behind the technique called STPA-Priv, which is an extension of STPA-Sec to
address privacy, is in the need for different approach in technical analytical methods [6]. STPA-Priv
can constrain behavior that can affect system privacy by ensuring systematic analysis of complex
systems. Furthermore, STPA-Sec has been used in a combination with FMEA - a component-
centric analysis method that considers threat effects. This proposed method, Systems-Theoretic
Likelihood and Severity Analysis (STLSA), enabled authors to address gap and leverage advantages
of these two, and, evaluate and identify security and safety risks [13].

STPA-SafeSec, a novel analysis methodology and a derivative from STPA, has been presented
in [10]. It has been described that safety and security constraints have to be investigated together
to identify all possible scenarios which could lead to system losses. Results of STPA-SafeSec
approach discovered a broader set of hazard scenarios, made results more comparable, and allowed
an application of time consuming analysis tasks to critical parts of observed system. Since this
is a system-based hazard analysis technique, it does not provide quantifiable results but it allows
application of extensions like (HAZard and OPerability studies) HAZOP or methods to quantify
attack trees.

Even though STPA-SafeSec is an improvement, compared to STPA and STPA-Sec, Systematic
Analysis of Faults and Errors (SAFE) hazard analysis technique, as a modified form of STPA, of-
fers a more consideration in identifying threats and their effects, due to its more rigor analysis and
functionality [14]. Mentioned advantages of this method are: theoretical grounding, relying on ex-
isting literature, integration with architecture of a system, partial composition and parallelization,
tool support.

4.2 Approaches based on FMEA (Failure Mode and Effect Analysis)

Failure Mode and Effect Analysis (FMEA) is a structured technique that takes into account system
failure modes, effects, with an aim to improve system safety, reliability and/or availability [15]. A
limitation of FMEA is a restriction to be focused on only one single cause of effect in a system,
and, therefore, there is a need to improve it with some multi-stage attacks [16].

One of the extensions of FMEA can be seen in a Failure Mode, Vulnerabilities and Effects
Analysis (FMVEA) - an approach in safety and security joint analysis, with security analysis
extension [16]. It uses FMEA as a template for a vulnerability cause-effect chain analysis and is
an unified model (for security and safety). From the security perspective, an essential precondition
for a security breach of a system is a weak spot or vulnerability which is comparable to a failure
cause. One of the benefits of FMVEA is in the more easier verification and validation of complex
critical systems. However, an improvement is needed with regards to fault tree analysis (FTA)
and attack trees (ATs) in order to be able to cover all security risks [16], and these terms will be
described more in detail in the next section.

It is becoming more clear that existing methodologies require some improvements or should
be used in a combination with other approaches to enable more advantages and more effective
analysis of both safety and security. Plsz et al. proposed a method that works with approaches of
STRIDE and FMEA, and uses a combined catalog which addresses threats and failures. STRIDE
threat model approach is one of the commonly used approaches to cover security. It is developed
by Microsoft Corporation, can be used for detection of security design flaws, and uses threat
modeling technique for it [17]. STRIDE states for the acronym for different threat categories to
which a component can be exposed: Spoofing, Tampering, Repudiation, Information disclosure,
Denial of Service, and Elevation of privilege. The first step of this method described in [15] is
to create a system model using Data Flow Diagram of the use case, which depicts components
in a system as interacting processes. Then, a security threat catalog and adapted methodology
for safety threat catalog is created. The algorithm that works with security threats can be easily
extend to work with safety, so the same model can be used. Therefore, their approach shows that
a time-consuming analysis of safety and security of industrial systems can be automated by using
a risk analysis guidelines and a common model. Moreover, advantages of combined approaches of
FMEA and STRIDE are: saving effort, raising awareness by utilizing the combined catalog of both
areas, decreasing the problem and therefore enabling multi-dimensional decision making.
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4.3 Approaches that combine Attack Trees and Fault Trees

Fault trees (FTs) referred to be an industry-standard tool that can be used for analyzing safety and
reliability of systems [18]. They can describe how one component can lead to system-wide failures.
Furthermore, their concept has been used as an inspiration to define attack trees (ATs) [18]. ATs
are able to analyze vulnerability of system which can lead to malicious attacks while following the
same structure as FTs.

ATs are a commonly used starting point when it comes to covering the security area. Many
combinations with attack trees have been presented in recent works. In [18] authors described a
meta-model for ATs - covering security and FTs - covering safety, and provided translations to
and from different formalisms. Application to case studies demonstrated the usefulness of meta-
model and transformations in the area of critical systems and potential malicious attacks. Abdo
et al. proposed a new methodology which combines bowtie for safety analysis and AT for security
analysis. This provided many advantages such as understanding on how attackers can exploit
different systems’ functions, realizing the importance of considering security risk during safety
analysis, etc. However, since the proposed method is based on qualitative approach, it opens new
challenges which could lead to inaccurate results [19].

4.4 Approaches inferred from safety domain

We have identified several approaches that origin in safety domain but have been extended to
address security part as well. Safety and security constraints have to be investigated together to
identify all possible scenarios which could lead to system losses and to prevent security violations
that may cause safety hazards. It is useful to simultaneously analyze safety and security of a
system [39]. Many proposed methods are specific in the manner that the techniques described in
them are based primarily on safety analysis techniques, and, then, extended to include security
aspects. Some of the existing papers in this domain acknowledge the lack of guidance for identifying
failures and attacks [40], while others noticed lack of security analysis in their previous hazard
identification approach [41, 39].

One of these approaches that is inferred from safety domain is realized in integration of Six-
Step Model (SSM) with Information Flow Diagrams (IFDs) and extended IFDs. It helped in
identification of possible failures and attacks, enabled selecting appropriate safety and security
countermeasures, and improved vulnerability analysis of communication channel in CPS [40]. It
starts with identification of system failures and safety countermeasures, and, after that, attacks
and security countermeasures are added to the model.

Piesik et al. identified the possibility of undesirable external events or malicious acts influencing
the system by threatening to perform the safety-related functions in case of low security level. Since
the low level of security might reduce the safety integrity level (SIL) when the SIL is to be verified,
an approach [42] starts with SIL verification and then includes security measures into the whole
process.

In order to ensure safety and security of complex systems, high number of elements, relations
and functions, have to be taken into the account. One of the examples of such systems are Cyber
Physical Systems (CPSs) consisted of embedded computing technology integration into the physical
phenomena [40]. Examples of these systems are smart grid, transportation, water treatment, or
smaller systems like insulin pump, pacemaker, etc. Systems Engineering based approach that deals
with complexity of such relationships of systems has been proposed in [43]. The approach consists
of SysML based model which is associated with a procedure to ensure the safe and secure design
of CPSs. The approach starts with definition of safety use cases, continues to security analysis,
and ends with resulting security structure compared to the safety use case. Troubitsyna et al.
propose an approach that enables a structured integrated derivation of both safety and security
requirements by relying on the safety cases [44].

Accordingly in [45], Amorim et al. justified the safety starting point with the explanation that
an approach is focused on the safety concerns to be the main engineering drivers, and therefore
security should be considered in the latest stages of the final architecture. Hence the approach
starts with Safety Pattern Engineering and continues to Security Pattern Engineering. To pre-
vent security jeopardizing system safety and safety causing unforeseen vulnerabilities, they have
introduced the Safety and Security Co-Engineering Loop. The proposed loop begins with Safety
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Pattern Engineering where safety engineers analyze how the recently added security patterns im-
pact safety of the system. Then, the loop considers the new changes in systems safety that may
imply more vulnerabilities to the system. The loop stops when the system fulfills safety and
security requirements.

Moreover, SAHARA - a method in joint safety and security analysis of safety critical systems,
as explained in [17], combines automotive HARA and security domain STRIDE to trace impacts
of security issues on safety goals on the system level. The approach shows many advantages like
the consistent way of consolidating different system attributes at early design phases, and more
explicit dependencies between security and safety.

The benefit of approaches that origin from safety is that they can increase a number of iden-
tified failures and improve final results. For example, STPA-SafeSec approach, closely described
in [10], discovered a broader set of hazard scenarios, made results more comparable and allowed
an application of time consuming analysis tasks to critical parts of observed system. Another
approach that takes safety properties as an input has been described in [46] using safety guards in
a case of protecting CPSs. Authors wanted to make sure that set of safety critical requirements
always remain satisfied even when all failures or security attacks are not identified. Safety guards,
which are reactive components attached to the original systems to protect them against catas-
trophic failures, should be automatically synthesized. However, authors have discussed many open
problems using this approach like a lack of formal specification for safety properties, less efficient
implementation of safety guards. a problem with scalability of the guard synthesis algorithms,
etc. Furthermore, other limitations have also been shown in an analysis method, presented in [47],
where authors pointed out that the main limitation is to evaluate security parameters of a model
which has an aim to identify and rank risks leading to safety issues.

4.5 Approaches inferred from security domain

Even though a larger number of existing methods begin with safety approach, and, then continue to
the security analysis, methods which primarily use security analysis techniques and then extending
it to the safety aspects are being used as well [48, 49, 50, 51]. For example, the approach that
extends SECFTs - a quantitative safety analysis, works with different rating schemes for safety and
security events, and, enables rating of effects on safety of a system based on consideration of security
causes for safety failures [48]. Islam et al. proposed a Risk Assessment Framework that shows how
to substitute the gap that exists in security risk management, determines a Security Level and
derives high-level security requirements. After system evaluation, the framework continues with
threat analysis followed by risk assessment, and results with high-level security requirements [50].
Furthermore, in [51] security attacks influencing safety of safety critical systems have been analyzed.
The paper describes the approach to stochastic modeling of a selected device, and takes into account
three types of attacks which may or may not immediately affect safety of a device. In [49] explained
architecture is pivotal to define the security policy that is to be enforced by the platform, and to
design safety mechanisms such as redundancies or failures monitoring.

4.6 A summary of approaches based on the specific phase of develop-
ment they address

In this section, we identified a list of approaches that are suitable for a specific phase in the system
development and its safety work. System development life cycle (SDLC) follows different phases
of a model called V-model prior the products release [52]. These stages are as follows: concept
of operations, requirements and architecture, detailed design phase, coding and implementation,
followed by test and integration phases. The V-model is depicted in Figure 1:

Papers that follow ISO 26262, also considered a V-development-model. The phases of this
lifecycle model are as follows: concept phase, product development phases, production and opera-
tion phase. The product development phase is consisted of the sub-phases which contain product
development at system level, hardware level, and software level. Additionally, these sub-phases
within theirs steps follow a V-model phases (requirements engineering, design, implementation and
verification) [50]. Figure 2 depicts mentioned part of V-development-model:

1Image downloaded in April, 2018., from: https://www.iso.org/obp/ui/
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Figure 1: V-model.

Concept Phase

In order to prevent potential safety and security risks in the beginning of system development,
methods have been focusing on resolving issues at the concept phase. During the concept phase,
functional safety concept together with its requirements need to be identified. They are using
hazard and risk analysis (HARA) to derive safety goals, and then, identify automotive safety
integrity level (ASIL) which is used for risk reduction. Schmittner et al. proposed improvements
for STPA-Sec in order to use it for a top-down identification and analysis in the concept phase,
with an aim to identify insecure and unsafe stages of CPSs [12].

Islam et al. have been focused on activities that have to be performed in the concept phase
such as item definition, hazard analysis and risk assessment, safety goals and ASIL, and functional
safety requirements. Therefore, in the proposed framework, item/system definition is followed by
threat analysis and risk assessment. Then, in the functional safety step, safety goals are created,
and security goals are used for estimating an impact level. In the functional safety concept step,
high-level functional safety requirements are derived [50].

Requirements Engineering Phase

In this phase, system requirements and analysis are established in order to create a set of users
specifications. Techniques used for safety and security analysis can be performed in the require-
ments engineering phase - as an important step in the system life cycle [53, 54]. This is motivated
by the fact that, although security and safety cover different domains with their own focuses -
trying to achieve same goals is leading to conflicts in the requirements phase. Gu et al. have
been focused on integration of safety and security in the requirement analysis phase, and solving
potential conflicts that may appear. They stated that connection between safety and security
should be analyzed and identified in detail in requirement analysis phase. Therefore, an integrated
requirement analysis method is proposed as a way to extract interdependent safety and security
requirements and resolve conflicted requirements. The proposed approach [54] starts with hazard
analysis and security risk analysis, and continues to the extraction of safety and security require-
ments. Then, focus is on security policy in the design layer, and on the safety analysis in the goal
layer. As a final result, security and safety interdependent requirements are derived.

Furthemore, Ponsard et al. proposed an approach which jointly addresses safety and security
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Figure 2: V-development-model. 1

properties, and is able to identify and resolve subtle conflicts between safety and security goals
with a consideration of the requirements phase [53].

Design and Development Phase

In these phases, the high-level and low-level system designs are created, followed by system imple-
mentation. Considering security throughout design and development phases could lower the risk of
systems safety and security. It has been stated in [55] that many existing approaches skip iterations
between security and system functionalities in the design and development phase. Thus, authors
described how using SysML-Sec could benefit collaboration between different teams responsible for
system design and security. The goal of this model-driven environment, SysML-Sec, is to follow
all the stages of the design and development. It captures safety and security requirements, attacks
description, partitioning, system functionalities modeling, design of system components, validation
of security and safety performed from the early design stages.

Even though it is advised to observe safety and security from early design phases, there is a
need to consider these two constantly during the lifecycle of a system [15].

4.7 An overview on safety and security in different domains

Safety and security properties can be tested on smaller test cases but their core purpose is to make
large systems of systems manageable, understandable and ultimately safe and secure in real time
applications. Safety critical systems have a rich history in transport domains such as automotive,
railway or avionics. This is due to their high relevance on the market - where all of the three make
an industrial and economic force worldwide. With such rich history, different standards have been
created in order to keep these complex products safe and reliable - due to the fact that they are
safety critical and at the same time involve humans and expensive equipment. One of the most
important standards that tackle automotive industry is ISO 26262 used as a reference point for
development of automotive specific techniques for dealing with safety and security.

Most of the previously mentioned papers address the challenges of safety and security analysis
in automotive domain. Kobetski et al. take advantage of the maturity of the automotive field and a
state of the art with respect to the safety analysis methods to study how an example of platooning
SoS application could be analyzed for safety and security [7]. For a new proposed method of
using safety guards, exemplified i [46], automotive industry is used as an example to justify why
a joint analysis of safety and security should be done. It has been presented how a large number
of safety recalls has happened in recent years due to security affecting safety of road vehicles
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resulting in a cost of billions of dollars worth of damage. Automotive domain, in recent years,
relies increasingly on computer technology for the purpose of a better end product. This however
makes the produced vehicle vulnerable to malicious attacks [56] which directly affects their safety.
According to [56], modern vehicles use around almost 50 ECUs (electronic control units) which
implement and control up to almost 100 millions of lines of code and all of them must function in a
manner that the safety of the vehicle is not reduced. List of papers which use automotive domain
for case scenarios and/or to show how and why safety and security must be viewed together is
greater than any other domain in this context. In [57] a model has been analyzed with a simplified
brake-by-wire system containing both hardware and software components. It has been based on a
literature study, evaluated and applied to an automotive scenario. In [50] authors use ISO 26262
to develop a framework which would enable joint safety and security analysis for non-security
specialists. In [39] authors used an example of Adaptive Cruise Control System to present an
approach of finding threats together with hazards. In [51] authors presented a stochastic model
and a combined analysis of safety and security of the e-Motor, an ASIL-D (ISO 26262) compliant
device. In [53] authors showed an approach which jointly addresses safety and security properties
with a consideration of the requirements engineering phase which has been illustrated on a case
study from the automotive domain relying on the safety standard ISO 26262. Furthermore, in [17]
detailed description of SAHARA method and its application in automotive system is given. Lastly,
in [55] an automotive use case is presented.

Automotive industry is not the only domain used to develop methods in our set context or
to give an insight how safety and security are intertwined. Railway domain is a also well noted
with [13] proposing new methodology for combined safety and security analysis with an interesting
comment and analysis of effects of humans-in-the-loop with an example of phishing attacks. Temple
et al. propose a new hybrid method, STLSA, and also present a case study applying this method
on a realistic train braking system based on information provided from a railway operator. In [8]
safety and security co-engineering framework with the use case example of an hybrid electric vehicle
power-train is presented. Pawlik et al. explained how the communication system in current railway
transport systems is prone to security attacks and how those attacks affect safety of a complete
system [58]. Silva et al. present the activities done in the certification of a Safety Critical System in
a railway domain with respect to how security aspect has been tackled without wrongly influencing
reliability and safety of the system [38].

Another domain which goes under the category of safety critical systems is industrial au-
tomation domain - automation systems of high value and strict control environments. Plsz et
al. combines safety and security analysis on industrial collaborative automation systems [15] while
Piesik et al. address the security affecting safety in distributed control and protection systems [42].
Reichenbach et al. use industrial automation control system as well to present a new methodology
on addressing safety and security in joint manner [59]. Kriaa et al. use realistic industrial system -
pipeline system - to present a method [47], where Sabaliauskaite et al. use pipeline system as well
for their case-study example [40].

Other domains are used and discussed as well including avionics [60], smart home [43], battery
management for a hybrid vehicle [12] and nuclear domain [61]. Also, there are contributions that
aim not to be domain specific such as [57], where Brunner et al. propose an unified model for
Cyber Physical Systems, which aims to be a rather pragmatic than highly specialized approach.
The model enables cross-domain documentation, unifies design, and certification of both safety
and security requirements.

Industry is facing new business challenges every day and development and deployment of re-
liable autonomous Systems of Systems is promising to help them. With the increase of system
complexity, industry faces the challenge of keeping the cost of provided products and services low
while still satisfying the safety and security requirements set by governing institutions. For that
same reason, system development process faces prolonged deadlines and new methods for creating
reliable systems are to be set. Furthermore, another challenge in the rise of the system of systems
is optimization of resources being used.
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4.8 Identified business challenges in literature

SoS affects the business as well. Well-secured systems increase the changes to achieving business
goal within the frames of the predicted cost or time. Failure to create a safe system may lead to
huge financial backdraw if some of the systems flaws are used to produce harm. For example, Wu
et al. described a case where due to the safety issues a large number of vehicles had to be recalled
causing billions of dollars worth of damage [46]. Automotive industry is not the only one that
has been affected - by construction of an unsafe product. High stakes lie on the manufacturers
to provide a service or a product which guarantees safety to its users and is secured from all
possible malicious attacks which may be done on them. There are many trade-offs that have to
be done when developing large complex systems. For example, Kobetski et al. discussed that
implementing highly encrypted messages in vehicles would slow down the communication process
affecting functional goals of the system [7]. However, encrypting the communication channel with
a lower degree creates a higher chance of a successful attack on the developed system. Due to
these, organization implement different approaches to achieve business challenges. Kumar et al.
described a framework created to compute several metrics such as the expected costs, the expected
time and the expected damage. This kind of an approach gives an insight on how to deal with
trade-offs [62].

Another important aspect to consider when thinking about business challenges of developing
complex SoS is to reduce cost during the development. In [11] authors present an approach based on
defining security and safety constraints (instead of using requirements) and then driving a scheme
for automatic detection of conflicts between those constraints. Given this, they are able to eliminate
conflicts in early stages, perform a more efficient analysis reducing the cost of the development.
Similarly, in [15], Plsz et al. argue that a developed combined assessment saves effort by handling
the commonalities of separate assessments at once. Furthermore, in order to reduce the double
work, authors in [54] proposed an integrated requirement analysis method which is a way to
extract independent safety and security requirements and resolve conflicted requirements. Based
on this, they are able to reduce development time and save valuable resources. The consequences
of constructing systems where security affecting safety is not considered is discussed in [55] where
it is explained how a proposed SysML-Sec can be used to evaluate the impact of the security
mechanisms. These mechanisms are introduced to prevent attacks over embedded or cyber physical
systems with strong critical aspects or whose attack may lead to strong economical losses.

Figure 3 visualizes an increasing number of papers published in the range from January 2012
up to January 2018. Results show that in 2012 and 2013, among the selected papers, only two
papers per year have been published. In the 2014 and 2015, four papers per each year can be found
commenting and discussing this topic whilst in 2016 six papers have been selected as notable. On
the other side, majority of the papers, 16 per year, have been published in 2017. Based on the
collected results, it can be concluded that research community, in collaboration with industry,
is becoming more aware of this topic and needed solutions. Hence, these papers propagate the
importance of analyzing how security affects safety and propose different approaches to overcome
these issues in complex systems. Note that survey on this topic was conducted in January 2018 so
the retrieved result - only one paper published in 2018, is not the best indicator of an increasing
number of published papers after the year 2017.
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Figure 3: Number of publications addressing interdependencies between safety and security over
years, collected from 2012-2018

5 A survey on existing attack models

According to [63], an attack model can be defined as an instantiation of the attacker model in some
specific scenario. An attack model includes all possible interactions between the observed system
and an attacker, along with attackers constraints. Furthermore, Rocchetto et al. described how
an attack model is used to analyze interactions between specific system configuration under an
attack, an attacker, and a set of attacker’s goals that the attacker aims to perform on the system
[63].

Heerden et al. described a taxonomy of attacks in computer networks from both attackers
and defenders point of view [64]. Within this taxonomy, an attack model - which subdivides
attack into more stages, has been presented in their ”Phase” class. Subclasses of such attack
model are as follows: (1) Target Identification, (2) Reconnaissance, (3) Attack Phase, (4) Post-
attack Reconnaissance. In the first phase, an attacker chooses a target. In the second phase, the
attacker searches for the potential weak spots of the observed system while network operations
stay unaffected. In the attack phase, the attacker modifies the targeted system and compromises
CIA principles (ramp-up: preparing to achieve the goal; damage: compromised integrity, breached
confidentiality, disrupted availability; residue: damage that happens when an attacker goal has
been completed). And, the final step includes scouting of the damage that has been produced to
the system from the performed attack. Another example of an attack model that consists out of
the four aforementioned steps is temporal attack model by Heerden et al. [65].

Likewise, another example where an attack model includes multiple phases has been presented
in [66]. In this paper, Chen et al. described Advanced Persistent Threats (APTs) attack model,
where APTs have been described as cyber attacks targeting specific information in high-profile
companies, industries or governments, and have highly organized and well-resourced attackers.
ATP attack model is presented and is consisted out of the following six phases: (1) Reconnais-
sance and Weaponization: an attacker gathers information and studies targets. Collecting required
information is performed via different tools and social engineering techniques. Furthermore, an
attacker can construct an attacking plan by doing big data analytics. (2) Delivery : the attacker
delivers exploits to the targets directly using social engineering techniques or indirectly via compro-
mised third party that is trusted by targets. (3) Initial intrusion: the attacker executes malicious
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code and gets the first access to the targets computer or network. In these types of attacks, the
focus is on vulnerabilities that exist in Adobe PDF, Microsoft Office, Internet Explorer. After
a successful attempt, attackers usually install some backdoor malware. However, defenders can
catch them in the early stages since they leave file evidence after performing this step. (4) Com-
mand and control : attackers are focused on further exploitation of the network by using different
Command and Control mechanisms, and they can hide from defenders by using different tools like
Social Networking Sites, Tor Anonymity Network, Remote Access Tools. (5) Lateral movement :
attackers are taking control over the organization by moving inside the network, and the further
they go, it is harder to detect and catch them. (6) Data Exfiltration: stealing sensitive data is the
primary attacker goal which is visible in this phase. Attackers are using several secure protocols
like SSL/TLS to hide transmission process.

5.1 Attack Models in Control Systems

A number of papers introduced possible attacks on control systems. This is due to the nature
of these systems to include different types of networks and increase availability for their users.
Cardenas et al. described control systems as computer-based systems used for monitoring and
control of physical processes. These systems can be categorized into Process Control Systems,
Supervisory Control and Data Acquisition (SCADA), Distributed Control Systems and Cyber
Physical Systems. They are becoming more and more vulnerable since they are more exposed and
available towards open networks. Existing attack models are focused either on general problems
like protocols in SCADA systems, or on specific problem in, i.e., smart grid subsystems [24].

In [67], authors formally presented a general sensor attack model from which DoS and integrity
attacks can be launched. In DoS attacks, controllers react to new measurements, whilst in the
integrity attacks, attackers inject invalid values after they compromised system sensor. Further-
more, Amin et al. analyzed security threats in Networked Control/Supervisory control and data
acquisition (NCS/SCADA) systems [68]. Analyzed cyber attacks targeting these systems have
been summarized into deception attacks and DoS attack, which manipulate with availability and
integrity of sensors data. For instance, for a deception attack to be performed, an attacker com-
promises sensors or actuators, and therefore, creates false sensor measurements. For a DoS attack
to be launched, an attacker can send a number of random data to the communication network,
prevent devices from sending important information, or manipulate with the communication chan-
nels, and, therefore, compromise the availability of SCADA systems. Additionally, authors have
formally described an attack model for cyber attacks that manipulates with these sensor measure-
ments. Within this model, it is concluded that sensors are authenticated in a unique way with a
nominal operating range. One of the final goals of an adversary is to collect resources and continue
with an attack - after an access into the system is established and initial attack is performed.

A number of papers have been focused on attacks and attack models in CPS. For instance,
Kwon et al. stated that attack models in CPSs can be summarized into two types: Denial of
Service (DoS) and Deception attacks [69]. Deception attacks refer to the types of attacks where a
false data from sensors or controllers has been injected. Whereas in DoS attack, communication
(i.e routing protocols, communication channels) between networked agents has been obstructed.
In this work, they described a general deception attack model and presented a stealthy deception
attack of CPSs. Attackers capabilities within this model are: compromising data into actuators,
compromising data from sensors, compromising data from sensors and controllers. In [70], Wasicek
et al. used aspect-oriented modeling to represent CPSs under specific attack models. The described
modeling technique evaluates selected system under attacks by using attacks as system aspect and
executing them together with attack models. The considered attack models in the case of adaptive
cruise control have been as follows: man-in-the-middle, fuzz, interruption, and replay.

Adepu et al. observed a Secure Water Treatment (SWaT) system with its response to cyber
attacks [71]. SWaT is a water treatment plant able to produce 5 gallons/minute of doubly filtered
water, and considered to be a Cyber Physical System. The described approach starts with an
attacker model used for detecting attacker goals like damaging, affecting, or learning layers of
CPSs. After that, an attack model has been used to derive attacks on SWaT. Attackers exploit
and manipulate sensor readings to control properties of SWaT. An attack model for a given CPS
C has been described as a sextuple (M, G, D, P, S0, Se), where: M is a potentially infinite set
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of procedures used to launch attacks; G is a set of attacker goals; D is an infinite or a finite set
of domains which are collected from an attacker model of C; P is a finite set of attack points (e.g
wireless link, physical element); S0 and Se are a potentially infinite set of states of C [71, 72]. Here,
two attacks have launched and designed to retrospectively reduce SWaT productivity and impact
water pH.

Another example of CPSs has been presented in [73], where Lu et al. described smart grid as
CPS that integrates information technologies with power infrastructures. Since wireless networks
are important parts of smart grids, they open many security vulnerabilities to those systems.
Authors’ focus has been on jamming attacks that disrupt messages in network by broadcasting
radio interferences. In this paper, they described a generic jamming model that can represent a wide
range of strategies and jamming models. Mentioned types of jamming behavior have been: reactive
models where jammers transmit interferences when they notice an activity on wireless channel,
and non-reactive models where jammers follow strategies to transmit these interferences. Authors
assumed that an attacker is familiar with network channels from a target and wants to attack them
by choosing the best strategy. To minimize the worst case performance caused by jamming attacks
in smart grid applications, they designed a Transmitting Adaptive Camouflage Traffic (TACT)
method. Moreover, Ozay et al. introduced two attack models that tackle the sparsity of attacks
in a distributed smart grid framework [74]. It is assumed that attackers in Distributed Sparse
Attacks model have information about some measurements collected by the nodes in the cluster,
where attacks are actually directed. Whereas, in the Collective Sparse Attacks model, attackers
are familiar with the network topology and have information about measurements from the whole
network. In this attack model, attacks are directed to the groups. Mohammadi et al. have been
focusing on measurement units for CPS, especially, power grid systems, and the data injection
attacks that tackle with the integrity of sensor measurements [75]. Therefore, authors proposed a
complex-valued attack model where an attacker performs malicious acts on sensor measurements
by applying the widely-linear transformation. Within this model, an attacker injects false data by
working with the circularity of measurements and their rotation.

5.2 Attack Models in Vehicular Domain

In this section, a number of attack models that focus on attacks in vehicular domain has been
identified. For example, Wang et al. described how in-vehicle network is a target of many present
attacks with an increasing number of hacking-into-vehicle attacks [1]. In this paper, an attack
model for vehicles has been proposed. Authors considered security issues from in-vehicle network
and external network, - or multi-fusion. This attack model exploits in-vehicle control area network
(CAN) vulnerabilities together with flaws of on-board units (OBU). Moreover, two scenarios are
considered within the presented attack model: (1) short-range attack where attackers invade in-
vehicle network or send wrong control commands to in-vehicle CAN; (2) long-range attack where
an adversary, by using radio functions to compromise hardware devices, gains an access to in-
vehicle CAN. Instances of this attack model are the following attacks: DoS, eavesdropping, replay,
and forgery attack. To mitigate from these, authors designed Novel OBU with Three-level Security
Architecture for Internet (NOTSA) which works with existing in-vehicle security schemes, and,
therefore, improves the security of external networks and protects the in-vehicle network from
hacking. On the other side, Katewa et al. analyzed security issues for a resource-constrained
Unmanned Aerial Vehicle (UAV) [76]. UAV is broadly used in everyday scenarios like surveillance,
reconnaissance, etc., or military. Considered attacks compromise UAV sensor measurements. Ana-
lyzed UAV has two sensors: Global Positioning System (GPS) and a vision camera. In this paper,
authors have formally described a DoS attack model where an adversary compromises received
GPS signal. To mitigate effects of DoS attacks, authors showed that using a camera sensor could
be beneficial. In [77] authors presented possible attack model on electric vehicle infrastructure
and options for mitigation of such cyber attacks. It is explained that the security of a complex
smart grid may be endangered through the exploitation of vulnerabilities of electric vehicle (EV)
infrastructure. As the technology of interconnected smart vehicles is developing, the risk of those
vehicles being compromised increases as well. Traditionally, an attack on a smart vehicle targets
endangerment of a driver, his vehicle and other vehicles involved in the traffic. With those vehicles
becoming electric, power grid infrastructure also becomes endangered - starting from electric vehi-
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cle supply equipment (EVSE) to utility systems of the network. Attack model, defined by authors
in [77], described possible cyber attacks through EVSE’s in the network and defines their threat
levels. Two types of cyber attacks are defined, based on their propagations in the EVSE network.
Type-I attack propagates through EVs charging at different EVSEs and spreading the attack from
one EVSE to another before the detection of cyber attack. Type-II attack propagates through
the EVSE’s shared communication network after the detection of the cyber attack. Examples of
the first attack are - as given by the authors - malware downloaded as a software patch from an
unreliable source, or a compromised mobile application that interacts with the EV and downloads
the malware. Example of type-II attack would be the network of charging stations that share
usage data with each other to improve operators service through which the attack is propagated.
Opportunities for solving this attack would taking an affected EVSE out of service for inspection
and recovery - but that sometimes is not enough. The reason is that even though EVSE is isolated,
other EVSEs can still be compromised due to interactions with infected EVs. Some worms are
initiated only when enough of the network nodes has been compromised so isolation technique
itself is not enough. The proposed response model aims to isolate a subset of compromised and
likely compromised EVSEs while satisfying level of equipment availability [77].

5.2.1 Vehicular ad hoc network (VANET)

A commonly used term in the area of vehicles and networks is vehicular ad hoc network (VANET).
The goal of the VANET is to improve drivers and passengers safety in traffic through means of
vehicular communication. Vehicle to vehicle communication is set to help in the situations such
is the accident on the road. VANET would warn approaching vehicles about the situation on the
road and any possible obstacles/hazards which they may face. VANET’s are vulnerable to message
forging attacks. These are the attacks where attacker(s) manipulates the message being sent to
other vehicles in the network for the purpose of creating an illusion of an accident on the road
and/or for initiating emergency braking. The message which is being sent throughout VANET
contains an ID, time when the message is sent and location of the vehicle which is sending it.
Position forging attacks broadcast false types of warning messages in a timely manner with the
forged vehicle position [78]. Grover et al. explained the attack model for position forging attacks
in pseudo code. Based on the proposed attack model, the following attacks can be launched:

• Forging random positions using single ID (FPSI)

Simplest form of position forging attack. Attacker uses one virtual node for sending the same
safety message using random positions after he/she created one virtual ID. The message is
broadcast about non-existent event in the network from a sequence of arbitrary positions [78].

• Forging random positions using multiple IDs

Position forging attack is also possible with the use of multiple IDs. Attacker broadcasts
safety messages/warnings from fictional nodes with fake identities he or she created in the
network. Messages are sent from random positions at any instant of a time. Illusion of
a safety event is created by spoofing the identities of existing nodes or by creation of new
fictional ones. Attackers challenge is to make sure that no two fabricated nodes broadcast
the same position at any point in time [78].

• Forging path using single ID

The purpose of forging path attack is to create an illusion that the fictional node, created by
the attacker, is a genuine node in the network. Attack is successful if there are no changes
in traffic - detected by the rest of the nodes in the network. Forging path using single ID is
done by creation of one virtual ID which is used to broadcast fake messages using consistent
sequence of forged positions.

• Forging path using multiple IDs

By forging path using multiple IDs, attacker is able to forge whole traffic situation by simu-
lating positions of fake nodes as real vehicles [78]. The principle is the same as for the path
forging with single ID. Multiple virtual IDs are created where they broadcast fake messages
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using consistent sequences of forged positions. The challenge in this case is not to have
different nodes broadcasting the same position in any point in time.

On the other side, Lin et al. have been focused on modeling the node compromise attack in
VANET [79]. The considered network model includes a number of nodes (i.e vehicles). Attacker’s
goal is to take advantage of the messages transmitted through compromised nodes, and to eavesdrop
them in order to manipulate over the privacy and confidentiality of users data. The process of this
attack is performed as follows. First, an attacker selects an attacking target a which represent
normal node in a network. Second, the attacker selects compromised node b. A normal node a
will become compromised by b if both have shared keys or they are neighboring nodes. The next
step includes sending a malware from b to a. In order this to happen, a distance between a and
b has to be shorter that the communication range. The final step for an attacker is control over
the node a. As an example, authors described general attacking algorithm where the network with
its nodes is deployed and the selection of an attacking target depends on the way of the attack
(centralized or distributed). If an attack is centralized, an attacker analyzes the network in order
to find the node that can produce the maximum damage. After he had identified the target, he
observes neighboring nodes (vehicles) to find the maximum value to mount an attack. Whereas in
the distributed attack, node attacking is independent of others and in each iteration the attacker
has to find the target.

Another attack that is common in the VANET is Sybil attack where attackers use multiple
identities in order to send false messages and create accidents in VANET. Feng et al. described
Sybil attack model that may result in dangerous threats to passengers and drivers lives [80].
Authors described a scenario where an attacker, via false messages, sends wrong notifications to
vehicles creating an illusion that there is no danger in the traffic. To get protection over these
attacks, an event-based reputation system (ERBS) has been proposed with an aim to deal with
the Sybil attack with multi-sources and to protect privacy of vehicles.

5.3 Attack Models related to Internet of Things

A number of papers has also investigated attack models in Internet of Things (IoT). This is due
to the general popularity of IoT, their availability, and all possible ways to take advantage of the
design of such systems and launch different attacks. For example, Xun et al. focus on command
disaggregation attack which represents the wrong commands executed on sub-controllers of the
industrial IoT (IIoT) control systems [81]. Sub-controllers are parts of IIoT control systems along
with a central controller, actuators, and sensors. They are responsible for command disaggre-
gation and transmission of data from sensors to the central controller that works with sending
commands sequences to the sub-controllers. Two modes of this attack have been also described:
false command sequence and wrong command allocation. Furthermore, authors depicted three
attack models used for implementation of the attacks in mentioned modes. The first attack model
is based on wrong command inner allocation (WCIA). WCIA happens when an attacker alters
sub-commands to the false sub-commands that belong to a set of sub-commands executed by ac-
tuators. It consists of information collection and false data injection. The second attack model is
based on wrong command outer allocation (WCOA). WCOA happens when an attacker modifies
executed sub-commands to false sub-commands that do not belong to the mentioned set. It consist
of information collection, command modification, and false data injection. The third attack model
is based on a false command sequence (FCS). To perform a FCS, an attacker has to delay the
disaggregation of command whilst informing the controller that the command has been executed.
Then another command should be issued from this controller. FCS consists of the following: in-
formation collection, time-delay attack, and false data injection. Authors investigated two case
studies on different attack cases of command disaggregation attack. One has been in a tank system
and the other one has been about energy trading system in smart grids. Since this attack can pro-
duce damage in physical processes, authors also proposed a detection framework used to identify
attacks based on WCIA, WCOA, and FCS. It collects command sequences and identifies existing
anomalies before a fault occurs. Furthermore, Ferreira et al. analyzed IoT middleware (UIoT) and
considered IoT attack models that are applicable to a middleware [82]. Identified attack models
have been:
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• Passive Listening refers to unauthorized entities listening to conversations between con-
trollers, applications, and several devices in order to collect data. To prevent an attacker,
private conversations between authentic entities in UIoT are advised.

• Impersonating refers to type of an attack where malicious entities impersonate IoT con-
trollers, applications or devices in order to collect data and possibly execute further attacks.
Attackers use a man-in-the-middle mode to change their identity and collect information
from both client and server. This way, they will stay among existing and legitimate UIoT
entities and have access to desired data without these entities knowing it. To prevent this
sort of attacks, it is required to identify UIoT entities in a unique way.

• Black Hole refers to a type of attacks where unauthorized entities become a regular part of
an environment, occupy it and join controllers mesh networks. This way, they fool other
entities in the UIoT network that they are trusted traffic router, and use this opportunity
to collect data without forwarding it. To mitigate this, it is advised to grant access only to
authentic entities via effective authentication methods.

• Sybil Attack is sort of an attack where malicious entities fake a controller in UIoT and
manipulate existing devices by sending incorrect messages to others or manipulate with
responses. To overcome it, tracking conversations confidentiality and privacy with effective
authentication methods is advised.

• Distributed Denial of Service (DDoS) consider attackers who send a large number of requests
to the server, and thus creating an overload for the master controller. To overcome it, one of
the countermeasures could be for a master controller to count messages and discard potential
DDoS messages.

5.4 Attack Models in Cloud Computing

Since the Cloud Computing enabled less management of resources, less cost, on-demand network
access, and access to available services online, it is the trend of information technology that evolves
rapidly [83]. Consequently, security becomes a major issue, and, at the same time, many users
are exposed to different vulnerabilities. Security in Cloud Computing considers system protection
against destruction, unauthorized access, disclosure, modification, disruption [84]. Several papers
discussed security issues in Cloud Computing with a focus on attack models and attacks. For
example, Yiu et al. described the problem of untrusted Cloud service providers reaching sensitive
data from data owners and authorized users. To solve this issue, authors proposed to apply
transformation on location of original dataset before uploading it to selected service provider [85].
Therefore, only authorized users who are familiar with this transformation are able to get the
original dataset. In the presented attack model it is assumed that an attacker is familiar with some
prior knowledge such as set of points from original datasets and set of points from transformed
datasets. The attacker tries to reach the original location since he knows each transformed location.
As instances of this attack model, tailored and general attacks are developed for security properties
of spatial transformation methods. Tailored attack computes the exact transformation key value
where an attacker solves a system of equations to get this key. Whereas, a general attack is
transformation-independent used for estimation of an approximate original location. In this paper,
these attack methods are applied to the GEO transformation.

Another issue in Cloud Computing happens over a multi-tenancy. Multi-tenancy refers to a
resource sharing with reusable resource objects in the Cloud infrastructure. Since those objects can
create vulnerabilities and confidentiality breaches due to data leakage and their reusability, they
have to be treated carefully. AlJahdali et al. described an attack model within the three phases [84].
The first phase includes attackers registration to a Cloud provider as a normal customer. The
second phase includes collecting information on infrastructure, network probing, and allocation
technique. The attacker gets familiar with allocation technique by testing it (i.e requesting and
releasing resources). Then, attackers achieve Multi-Tenancy by performing brute force techniques
to create virtual machines. In the third phase, a side channel attack is created and targeted data is
available for the attacker. A side channel attack is a type of an attack that uses information from
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the system physical implementation. Examples of such attacks are power consumption attacks,
timing attacks, and differential fault analysis.

5.5 Network oriented attack models

Ding et al. stated that network attacks can be divided into DoS and deception attacks. Authors
concluded that randomly occurring DoS and deception attacks have not been properly examined.
Therefore, they aimed to investigate such security control problems more in detail by observing
network attacks on the system. They establish a novel attack model with an aim to describe ran-
domly occurring DoS and randomly occurring deception attacks [30]. Within the proposed attack
model, they assumed that attackers are able to launch these attacks in a random way, where there
is always some chances for each attack to be established. Furthermore, Hong et al. categorized
attack models based on targeted functionalities in different network layers [86]. Two attack models
having a physical layer as a target have been recognized: jamming and tampering. Jamming refers
to the type of an attack where attackers disrupt the network by detecting radio frequencies. On
the other side, in tampering, attackers physically access a node and collect information in order
to place a malicious node and execute attacks via that node. In data link layer, recognized attack
models have been: collision, resource exhausting and unfairness. In collision, malicious node is
inserted into a communication channel to produce collision, delay transmitting communication in
overall, and to maximize energy consumption. Resource Exhaustion considers attacking nodes
while they are in a low power mode in order to exhaust energy. Here, DoS attack is considered
which keeps active mode for the nodes. In unfairness attack, a malicious node ignores communica-
tion protocol in order to degrade performance of other, valid, nodes. On the other side, in network
layer, recognized attacks have been: spoofed routing information selective, sinkholes, wormholes,
hello flood, acknowledgment attack models. Routing Information Attack is a type of an attack
where a malicious node has an affect on the communication performance and network partition
by generating error packers and routing loops. In sinkhole attack, adversarys goals may include
dropping all packets or producing more traffic by using a powerful transmitter. In Sybil attack,
a malicious node has more identities. So, a Sybil node communicates directly with valid nodes,
or packets are routed through malicious nodes via Sybil node. In wormhole attack, an adversary
tries to interfere with existing protocols and communication by recording existing packets and
”sending” them to other location. In hello flood attack, a laptop-class adversary tries to fool other
nodes to update routing tables by sending a Hello packet. In acknowledgement spoofing attack,
an adversary tries to send false information to the nodes by spoofing Acknowledgement packets.
In the end, flooding and de-synchronization have been the recognized attack models that attack
functionalities in the transportation layer. In flooding, a malicious node tries to exhaust resources
and repeatedly include connection request packets, and, therefore, makes communication proto-
cols more vulnerable. In de-synchronization attack, a malicious node creates de-synchronization
between two nodes end and interrupt communication by transmitting forged packets.

A more specific attack model has been described in [87], where the attack model against
HTTP/2 Internet service has been presented. HTTP/2 has been introduced to solve the issue
of communication speed between the client and the server, which has been present in its prede-
cessor. Current implementation of HTTP/2 supports only encrypted communication which is the
foundation for its key feature and that is multiplexing a connection through streams. This means
that protocol allows sending multiple requests from client browsers in one direction, and deliver
assets from the server back to the client [87]. Paper focused on investigating whether HTTP/2
server showed any effects of resource consumption upon exploitation of protocol vulnerabilities.
Three attack scenarios have been generated from the attack model:

• Depletion of victims CPU and memory by flooding different HTTP/2 packets

• Constructing stealthy offending traffic by identifying a right parameter for a successful attack
- flood of HTTP/2 traffic that does not show resource consumption on the victim. Such traffic
has been used for flash crowds

• DDoS attack against HTTP/2 services using stealthy traffic sent by bots
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Furthermore, Xu el al. analyzed wireless networks under different jamming attacks established
by emitting radio signals that do not follow underlying MAC protocol [88]. In this paper, the
following jamming attack models have been described:

• Constant jammer emits random bits to the channel constantly without waiting for the channel
to become inactive. Therefore, it can prevent legitimate sources to send packets or to be held
in the channel.

• Deceptive jammer considers deceiving a normal communicator with a belief that all legitimate
packets actually exist and that they are received regularly. What is actually happening is
that an adversary will constantly send, without a gap, regular, invalid, packets to the channel.

• Random jammer does not constantly transmit signal since it changes its mode from jamming
to sleeping. When it is in its jamming/active mode, it performs as a Constant or Deceptive
jammer. One of the reasons for a random jamming is that an adversary does not have an
access to the unlimited power supply.

• Reactive jammer’s target is the reception of messages. It starts with its performance when
senses some activity in the channel. Compared to the above jammer attack models, reactive
jammer is harder to detect, and it does not keep the channel constantly busy.

One of the ways to detect jamming attacks to measure signal strength or ambient energy.

5.6 Attack models in Radio-frequency identification applications

In analyzed papers, we recognized a number of attack models that have been focused on RFID and
its application. For example, Liu et al. presented security and privacy issues in these applications.
Observed system consists of readers, tags, and the database. Malicious attacks are happening in the
air interfaces between reader and tag. They established an attack model to tackle these issues and
analyzed attacks like forgery attack (reader forgery and tag forgery attack), replay attack, man-
in-the-middle attack, and tracking attack [89]. Moreover, Huansheng et al. have been focusing
on threats in RFID air interfaces. Their proposed attack model assumes that communication
between readers and the database is secure, and follows the following steps: supposing attackers
identity, simulating attackers steps, deducing the security by creating compromised conditions
for the target [90]. Analyzed attacks have been spoofing, replay, tacking, tampering. Another
example is shown in [91], where Khan et al. also discussed challenges in the area of RFID security.
They implemented a scheme under recognized attack models: schanning, eavesdropping, replay,
denial-of-service, man-in-the-middle attack.

5.7 Attack Models in Recommender Systems

In addition to this, in the analyzed papers, we also recognized many attack models addressing
recommender systems - systems which try to predict a user preference based on his or her previous
behavior. Wang et al. focuses on group shilling attacks on recommender systems [92]. It is
described in the work, that there are multiple studies on shilling attack and modeling but few
on group shilling attacks. In such an attack, group of attackers work together to manipulate the
output of recommender system. Authors presented a generative model to create a shilling group
in which every pair of attackers has high diversity. In [93], authors describe how large number of
new web services makes it difficult for customers to reach what they want quickly and accurately.
Recommender systems present a promising solution to that problem hence they are employed
to help that. However, as also discussed in [92], it is presented that recommender systems are
vulnerable to shilling attacks. Li et al. discussed a general form of web service shilling attacks
and four kinds of classical attack models - average attack, bandwagon attack, random attack and
segment attack have been investigated. Papers uses QoS as a parameter for analyzing attacks.
Jiang et al. also analyzed shilling attack models on recommender systems. Authors explain that
shilling attackers achieve the purpose of the attack by injecting false ratings into the system.
Furthermore, it is explained how one parameter has not been taken into account by the researchers
and that is injection time. Paper proposes eight shilling attack models based on different strategies
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of the injection time of shilling attacks and analyzes the cost and effect of each attack model under
different attack cycles [94]. Shilling attack models in recommender systems are analyzed and
explained also in [93] - namely random, average, bandwagon and segment attacks. Another paper
concerned with shilling attacks on recommender systems is [95] where bandwagon and average
hybrid attack model has been proposed, and the effectiveness of the attack model against topic-level
trust-based recommender algorithm have been analyzed. In [96], authors proposed a hybrid decision
approach to effectively and efficiently detect profile injection attacks in collaborative recommender
systems.

Figure 4: Number of publications addressing attack models categorized by different domains,
collected from 2010-2018

Figure 4 represents visualization of the selected papers in different domains. Papers were
collected from 2010-2018 and search string covered the following libraries: IEEE Xplore Digital
Library, Springer Link, Web of Science, and ACM. As visualized in Figure 4 , majority of selected
papers (16) have been published on the topic of attack models in different control systems (SCADA,
NCS/SCADA, and Cyber Physical Systems). Furthermore, six attack models in vehicles and five
in recommender systems have been investigated and selected as well. Next, three network oriented
attack models and three in RFID applications have been selected for this topic. Two papers in
IoT and Cloud Computing have been notable on the discussed topic. Other refers to papers (4)
that have been focused on more theoretical analysis of attack models in general without covering
any specific domain.
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6 Our security aware approach

Figure 5: Security aware approach which incorporates attack modeling process into safety pro-
cess [97]

Safety process, depicted in Figure 5, follows ISO 26262 [98] and can be applicable to ISO 17757
which is a standard used in the observed use case, see Section 7.5. Steps that are part of this process
are steps from the design phase, which means that we do not analyze implementation phase or any
other further phases of system development. The safety process consists of the following:

1. Hazard identification and risk assessment;

2. Safety goals formulation based on hazards of interest;

3. Elicitation of Functional Safety Requirements (FSRs) which aim to mitigate or remove haz-
ards;

4. Technical Safety Requirements (TSRs) elicitation;

As depicted in Figure 5, outcome of safety process includes a collection of different results after
each step - called artifacts. These results can be hazards of interest, safety goals, different obtained
requirements, etc. The collection of artifacts is updated continuously during the process.

The purpose of integrating attack modeling process into the safety process is to show how
security can jeopardize safety. Attack modeling process takes for an input a collection of derived
artifacts along with system definition in order to achieve overall safety goal of the system [97].
Moreover, the process of attack modeling can be seen as an input to the mentioned step in safety
process, FSRs elicitation. Having attack modeling process updated with current collection of
artifacts as an input can allow FSRs elicitation to result in requirements that will consider security
attacks jeopardizing safety during the design phase, and to include some mitigation strategies. The
attack modeling process, as shown in Figure 5, consists of the following:

1. Identification of system assets - iterated until all assets are taken into account;

2. Analyzing system for its vulnerabilities which could lead to the compromised asset;

3. Reward quantification of the attack, i.e performing risk assessment;

4. Identification of ways to exploit the vulnerability, i.e. investigating potential threats and
ways to launch different attacks
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Attack modeling process results in a set of different attacks and threats that are the basis for
development of mitigation techniques.
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7 Development of a safety argument for a selected attack
model

One of the goals of this thesis has been to argument that the given system is acceptably safe.
In this section the main concepts of practical part are explained. These are as follows: Volvo
Electric Site use case and ISO 17757 standard from which a set of possible hazards has been listed
out, selected attack model with its instances of different attacks and security measures, affected
business challenges, and, finally, safety argument that the given system is acceptably safe - provided
by using a GSN.

7.1 A use case - Volvo Electric Site

A complete electric site solution is a project led by Volvo Construction Equipment (Volvo CE). It
is envisioned to incorporate new technologies which encompass machine and fleet control systems
together with logistic solutions for electric machines in queries [99]. Electrified quarry could poten-
tial deliver up to 50% improvement in fuel consumption, reduce carbon emissions (up to 95% [99])
and reduce significant noise pollution [99]. This major research project focused on electrification
of construction machinery may lead to massive energy savings [100]. If this demonstration project
proves successful, the technology could be further used on construction sites which apart from car-
bon pollution benefit from significant noise pollution due to electric equipment which is desirable
in urban environments.

Electric site quarry research project addresses several issues traditional quarries face. One of
the main site processes is the aggregation of material and its movement throughout the site. The
problem exists in the use of large trucks to transport and dump aggregate from point A to point
B for processing [100]. A path which the trucks use is not always straightforward and involves
intermediate staging areas which introduce delay and increase the cost of overall operation [100].
An additional problem of traditional quarry site is the human factor. Operators of large rigid-
frame dump trucks are encouraged to speed to loading site due to the priority of the operation.
This often tends to cause queues of trucks on the site which results in additional idling and tire
wear [100]. It is also problematic for quarry operators to increase incrementally the capacity of
loaders. Introduction of one dump truck causes the greater increase of overall cost than is there a
benefit of the increased capacity of low enough percentage.

Figure 6: The Electric Site quarry process. 2

2https://www.equipmentworld.com/how-volvo-ce-is-engineering-a-quarry-run-by-electric-loaders\

-and-haulers-for-big-cuts-to-costs-and-emissions/, page visited May 2018.
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A major issue in the design of the described electric site is the changing workplace of traditional
quarries. Quarries change, not only from day to day but from shift to shift [101]. Envisioned Volvo
Electric Site Quarry is presented in Figure 6. and shows two different site processes through two
shifts. On the regular quarry site, when the rock is blasted there are two ways to approach it: (i)
rock is moved to the crusher and (ii) mobile crusher is moved to the rock. On the Skanska quarry3,
two shifts are run. This fact introduces problems in automation since a fine set automation path
is not set at all times. In the morning, crushed rock is loaded by an excavator into rigid-frame
dump trucks. In the afternoon morning operation continues regularly, but the additional rock is
stockpiled [101]. This additional stockpile ensures that the aggregate is ready to be loaded the
next day and in the case that there is a buffer against unplanned stops.

At Volvo Electric Site, this challenge is solved by the introduction of battery-powered au-
tonomous electric load carriers. In the site, a fleet of these unmanned electric vehicles would move
the same amount of material load as one large haul truck [101]. Failure of one would not cost the
operation as much money or delay as the failure of the single large haul truck. An envisioned fleet
of electric haulers would greatly decrease a carbon emission as well as decrease noise pollution.
Another challenge this site solves is the smaller percentage of increase of site capacity. It is more
efficient to introduce smaller electric haulers rather than man-operated trucks.

Since the parts of the site are developed to be fully autonomous, like the mentioned electric
haulers, an extensive scenario analysis must be done for the site in order to take into account all
possible hazards which may occur due to both internal and external threats to the system. All of
the critical situations must be taught of and mechanisms for their mitigation must be applied.

7.1.1 A standard used for Volvo Electric Site Hazard Analysis

The described autonomous Volvo Electric Site follows ISO 17757. The purpose of ISO 17757
is to document safety requirements and criteria for semi-autonomous and autonomous machines
and associated systems - ASAMS [102]. ASAMS are typically used in earth-moving and mining
operations. According to [102], autonomous mode refers to the operation mode where mobile
machines, without interaction with an operator - a person operating equipment or a machine,
execute machine safety critical, mining, and earth-moving functions. The standard also documents
the guidance on safe use during the life cycle of system and machine. Moreover, criteria for
hardware and software along with system and infrastructure related to the machines has been
documented.

ISO 17757 is applicable to the mobile mining machines and other ASAMS used on worksites.
Other standards, i.e. ISO 20474, document safety requirements for operators, passengers, general
mobile earth-moving machinery, etc [103].

7.2 A selected attack model

An attack model identified in this thesis as suitable for application on Volvo CE Construction Site
use case is stated and described in [1]. Wang et al. focused, in their attack model, on the in-
vehicle network and how it can be breached to accomplish a successful attack. It is explained that
in-vehicle networks are considered as closed networks which are absolutely secure from malicious
attacks. However, with multiple network access, different threats are posed on it. Current on-
board units (OBU’s), used in vehicles, fail to protect this in-vehicle network - largely to lack of
awareness of the possible attacks described by the given attack model. Attacker(s) may perform
illegal vehicle control through unsecured OBU’s and in-vehicle controller area network (CAN).

Vulnerabilities which the attack model uses are vulnerabilities of in-vehicle CAN and flaws
of on-board unit. Vulnerabilities of in-vehicle CAN are (i) weak access control mechanism, (ii)
CAN data frames without encryption processing and (iii) no authentication in data exchange.
Authors also explain that through the attack model they exploit the flaws of OBUs which has
loaded hardware devices and software from the third party during multi-network access and in-
teraction [1]. They present two scenarios for realistic attack model: short-range attack and
long-range attack.

3Skanska Sweden Skanska is a world leading project development and construction group, part of the electrifying
research project led by Volvo CE.
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In [1] authors present two methods of short-range attack. First one is where attackers disguise
as legitimate user device (UD) using the same communication protocol derived from stolen data
which then allows them to send illegal control commands to the in-vehicle CAN. The second
one is where attackers develop and implement security protocols on their own - due to direct
communication between external devices and in-vehicle CAN. Wang et al. used approach based
on ISO 13335 GMITS to assess security levels and threats. On Figure 7 the change of severity of
driving injury threats on vehicle electronic control system is given as set in [1]. Four threats are
established, namely A1 to A4, and their impact on vehicle electronic control system is presented
and prioritized. Authors consider corresponding measures in their assessment.

7.2.1 Attacks

The following attacks can be derived from the selected attack model in [1]:

• (A1) DoS attack resulting in information blocking by injecting irrelevant data into in-vehicle
CAN and OBU;

• (A2) Eavesdropping attack resulting in stealing users privacy and data;

• (A3) Replay attack affecting operation of braking equipment by repeatedly transmitting
data to CAN;

• (A4) Forgery attack which communicates with braking system through commands as a
legitimate user device or OBU. [1]

Attack severities of driving injury and their threat levels compared to safety threshold and threat
threshold are given on Figure 7.

7.2.2 Security measures

Authors of [1] introduced security measures in order to present how a system can be protected
from attack instances and how severity of those attacks can be lowered under the set threshold.
Also, it is presented how the threat levels of those attacks can be minimized so that the observed
system is acceptably safe. Security measures are as follows:

• (M1) The identity authentication or access control

• (M2) Data authentication and filtering false information

• (M3) Blocking a large number of packets

• (M4) Hardware isolation

Figure 7. presents how each of the preventive measures impacts severity and threat level of each
attack when implemented.

The attack with the highest threat level is forgery attack, shown on the Figure 7 as A4, which
also has the highest severity of driving injury when compared to the listed attacks. Forging attack
greatly endangers vehicle electronic control system affecting its safety critical functions by sending
false control commands to vehicle braking system. The threat to the vehicle system - from A4 -
can be reduced by implementing measures M1 and M2. Then, the security threshold is reached
with M4 [1].

Second on the list of most severe attacks with highest threat level is the denial of service attack,
shown in Figure 7 as A1. Denial of service attack injects a large amount of useless data into
OBU and in-vehicle CAN to block the information transmission [1] also endangering safety critical
functions of a vehicle. The threat to the vehicle system from A1 can be reduced by implementing
preventive measures M2 and M3 while additional implementation of M4 brings the system under
the security threshold.

Third on the list is replay attack, presented as A3 on Figure 7. The replay attack is ranked under
safety threshold, meaning that it does not pose a critical threat to the severity of driving injury
but is above threat threshold. Replay attack consists of delaying or repeating the transmission
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of valid packets in the network. Threat levels of A3 can be reduced by implementing measures
M1 and M2. System, however, reaches safe state only with the additional implementation of M4
measure - which is hardware isolation.

Fourth on the list, way below the safety threshold is eavesdropping attack - presented as A2
on Figure 7 Although low on the scale of severity of driving injury, it still ranks high above threat
threshold. This is almost solved by implementing M1 and M2 measures. However, the system is
acceptably safe only with the additional implementation of hardware isolation as seen in Figure 7.

Figure 7: The change of severity of driving injury and threats, adopted from [1]

7.3 Identified hazards with respect to the selected attack model

Based on the documentation regarding the electric site use case, its architecture, their hazard
analysis led by ISO 17757 standard and the understanding of possible attack models selected and
explained through this work, following hazards have been selected for developing a safety case:

1. Mechanical hazards due to:

• Extraction of material from a stockpile or load out point in a manner that causes a
sudden or unexpected flow of material caused by forgery attack;

• Extraction of material in a manner that undercuts material under other machines or
structures caused by forgery attack;

• Dumping of material in a manner that causes a hazard to other machines or personnel
caused by forgery attack.

2. Navigation hazards due to:

• An obsolete version of the digital terrain map (DTM) loaded or active on autonomous
or semi-autonomous machine (ASAM) caused by forgery attack;

• ASAM directed to go somewhere it should not caused by forgery attack.

3. Collision hazards due to:
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• Non-existent position, orientation or registration caused by forgery attack;

• Collisions with other machines and damage to the ASAM or site damage caused by
erroneous navigation caused by forgery attack.

4. Navigation and collision hazards due to:

• Failure to detect or late detection of an object caused by DoS attack;

• Increased latency caused by other applications or computation loading on the processor
being used for the object detection or classification system caused by either DoS
attack or forgery attack;

• Material on the transmitter or receiver erroneously detected as objects caused by
forgery attack;

• Erroneous location of a detected object caused by forgery attack;

• Inability to stop the machine remotely or in an emergency caused by DoS attack;

• Lack of access to situational awareness information caused by Dos attack;

• Inaccurate terrain data caused by forgery attack;

• Lost or delayed command input caused by either DoS attack or forgery attack;

• Inaccurate position (due to loss of GNSS correction) caused by forgery attack;

• Inaccurate planning information caused by forgery attack;

• Incomplete or improper system updates and changes to programming caused by either
DoS attack or forgery attack.

The thesis focuses on the selected amount of hazards due to time and available task force. List
of possible hazards is longer and other sources of selected hazards are possible - besides the selected
attacks - but those are not the focus of this work.

The reason why the presented and selected attacks are able to cause hazards, if not mitigated,
for the electric site lays in its architecture. The realization of a network and communication
within the site is done via CAN [104] within the vehicles that are assumed to be autonomous with
connection to the Internet. CAN is the backbone of communication between components within
the vehicle and as the proposed attack model targets CAN, any type of breach into the controller
area network may cause listed hazards. Modern vehicles may use up to 70 ECU’s (Electronic
Control Units) which all communicate with each other, together with main engine control unit.
CAN system has been developed to assure timely and well planned response of each unit to the
request of other ECU’s in order to correctly perform safety critical functions of vehicles [105].

7.4 Identified business challenges in the attack model

For the selected attack model and its countermeasures there exists a question of a business chal-
lenge, related to the business challenges already described in Section 3.1. Securing a system with
measures proposed in the thesis includes data and identity authentication together with imple-
mentation of access control. Although this is proven to bring system into acceptably safe state
it does introduce latency and delay. These two things are very important from business aspect
since the time at which the service is delivered is one of the key factors when selling the product
and/or a service. In [1] authors showed how different cryptographic algorithms with different file
sizes introduce different time delay. It is up to the product owners to decide which algorithm to
use based on criticality of communication channel. Generally speaking, security measures slow
down system performance, but failure to implement those may have catastrophic consequences on
system if attack occurs - hurting product owners, customers and every other service stakeholder.
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7.5 Goal structuring notation

In this section main concepts of Goal structuring notation (GSN) are explained together with an
argument that a system is acceptably safe to operate given the selected attack model.

The GSN is a graphical argumentation notation that can be used for documenting an argument
and argument’s relationship to evidence [106]. Its purpose is to document how goal/claim will be
supported by sub-goals which also represent goals in GSN.

GSN includes the following elements: goals, strategies, context, solution, justification, assump-
tion, undeveloped entity. Goal represents a claim and is an assertion that can be established as
either false or true. Usually, they are decomposed into sub-goals. Solution is an actual evidence
that supports a claim. Undeveloped entity documents that an argument has not been developed
yet. And, it is applied to goals and strategies. Justification is used as an explanation why is
the selected strategy or solution appropriate for a goal. Assumptions are used when there are
arguments of solutions that still need to be supported by the evidence. By using a strategy, one
can describe which approach has been used in support of the goal. Context describes the system
environment. GSN elements are visualized in Figure 8.

Figure 8: GSN elements

GSN also includes two types of relationship/linkage between aforementioned elements, Sup-
portedBy and InContextOf, which respectively declare inferential and contextual relationship.
SupportedBy can be applied to goal-to-goal, goal-to-strategy, goal-to-solution, strategy to goal
relationships. Whereas InContextOf can be applied to goal-to-context, goal-to-assumption, goal-
to-justification, strategy-to-context, strategy-to-assumption and strategy-to-justification relation-
ships. Types of linkage are visualized in Figure 9.

Figure 9: GSN linkage elements [106]
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7.5.1 A safety argument for the use case

Figure 10 shows a part of GSN for identified joint navigation and collision hazards on which DoS
attack has been prevented. The complete GSN is given in Appendix A.

Our overall safety goal is that the “electric site is acceptably safe to operate” given all identified
hazards by following ISO 17757 standard guidelines. As already mentioned, the focus of this thesis
has been to identify possible attacks provided that an attack model exist and identify which of
them can cause already described hazards. Amongst several types of possible hazards, the one
presented in detail is “joint navigation and collision hazard” caused by DoS attack on in-vehicle
CAN.

Denial of service attack on in-vehicle CAN blocks the information transmission on-board the
vehicle from the main vehicle processor to other sensors and/or ECU’s that it talks to. The
communication which is performed through CAN is safety critical since it happens in real time
and failure to obtain information from certain ECU’s may lead to hazards. Having that in mind,
performing DoS attack on electric site autonomous vehicles may produce six hazards in the category
of joint navigation and collision hazards.

One of the consequences of the explained attack is that it may cause lack of access to situational
awareness information (G16). This means that the vehicle is not able to gain real time information
from its sensors about its surroundings. This implies that the vehicle would not be able apply
correct commands considering its movement on the electric site creating a hazard of endangering
high value equipment at the site, including itself - and even provide a risk to humans in case they
are present in the site the vehicle operates.

Another hazard which may be caused by DoS attack on in-vehicle CAN is inability to stop
machine remotely or in an emergency situation (G17). This is due to the fact that if the in-vehicle
CAN is flooded with DoS information packets, it will not be able to perform safety critical functions
such as emergency stop. Commands will have a delay through the CAN, since it is flooded by the
attack, or it will not reach target ECU or sensor at all. This is the highest degree severity attack
since it blocks one of the core safety functions of the vehicle.

Hazard which can be also caused by DoS attack on in-vehicle CAN is a failure to detect or
late detection of an object (G18). When a DoS attack on CAN is performed, communication
between modules sending important commands and information within vehicles is either limited
or completely disabled. If any of these two situations occur, vehicle would not be able to react to
certain critical situations such as avoiding obstacles. Obstacles on the site could be anything, from
a pile of rocks to humans working on the site.

Next on the list of hazards caused by described DoS attack is increased latency in system
functions (G19). Latency of system functions can be introduced by loading other applications to
the processor and hence reducing performance of the overall system. If this is introduced to the
processor which is being used for the object detection, severity of the attack increases.

With the DoS attack, command inputs can be either lost or delayed (G20). This is due to
the fact that with the successsful DoS attack, communication channels are blocked with sufficient
amount of irrelevant data packets. This would cause command inputs to either be lost in the
transmission or be delayed long enough for a hazard to occur. A command input may be able to
stop the vehicle or to send some other safety critical command.

Finally, DoS attack on in-vehicle CAN may cause incomplete or improper system updates (G21).
With improper system updates all vehicles of electric site may not be up-to-date, causing major
disturbance in the functioning of the site or causing delays in performance introducing financial
losses.

In order to mitigate those hazards we have introduced six sub-goals. The proposed mitigation
strategies for such hazards is done based on findings presented in [1]. Those solutions are i)
hardware isolation (Sn4), ii) authentication of data frames and filtering false information which
communicate with in-vehicle CAN (Sn5) and iii) blocking a large number of packets (Sn6).
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Figure 10: GSN for identified joint navigation and collision hazards
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8 Discussion

In the following section research questions described in Section 3 are revisited.

RQ1: What are the types of interdependencies between safety and safety-related
security properties compared to the existing state-of-the-art?

The importance of addressing security affecting safety in development of large complex systems
is shown through relevant number of papers which all stated a problem that is the variety of possible
attacks on current systems and their propagation to degraded safety of the system. Considered
papers were published from 2012 to 2018, and an increasing number of papers is worth mentioning
- 16 papers discussing the issue and proposing solutions were discovered in 2017 compared to only
two papers from 2012. Different possible solutions to this problem are shown where several new
methods are proposed or an extensions of existing ones are explained. Some methods or frameworks
have been designed as safety inferred meaning that the safety properties of the systems have been
first observed and then extended to the security of the system. Others have been security inferred.
Papers covered many domains with majority in automotive industry being followed by railway
domain, industrial automation domain with few examples in avionics, battery management in
vehicles, smart home and nuclear domain. Some papers have discussed business challenges, as
well, due to important economical factor which exists in development of complex safety critical
systems.

Overall, a solid scientific and industrial foundation exists to support the claim that security
has a great impact on the safety of modern computer systems.

RQ2: What are the existing attack models and how do they compare to the existing
state-of-the-art?

Through the consideration of scientific papers since 2010 up to 2018 we have found a num-
ber of works which discuss the importance of attack modeling and present unique attack models
used in real life system development or propose to do so with adequate evidence on why is attack
modeling beneficial against traditional system development. We have discovered and categorized
attack models with respect to the domain in which they have been developed. The main focus has
been on attack models in control systems and attack models in vehicles since there is a greater
number of papers in these domains due to longer tradition of development of such systems. Within
attack models in vehicles a great number of found publications has been focusing on vehicular ad
hoc networks (VANETs) so the sub categorization with corresponding topic has been done. Newer
domains, also considered and investigated on existing attack models, are those on IoT and Cloud
Computing. Number of attack models have been found in network domain and radio frequency
identification applications. Finally, a trend of recommender systems influenced a creation of attack
models in that field. Trend of attack models being developed for automotive industry and large
control systems is not decreasing. In fact, as safety and security system properties intertwine, a
need for consideration of an adversary point of view in the system development influences a rise of
new attack models for these fields.

RQ3: Does an argument, provided in GSN, exist for an acceptably safe system
of autonomous construction site for the selected attack model(s) identified in the
previous step?

For the given Electric Site, developed by Volvo Construction Equipment and careful considera-
tion of available documentation and site’s architecture, hazard analysis and priority system assets
a safety case have been developed. Due to the architecture of electric site, where autonomous
vehicles use CAN as a set standard for communication of micro-controllers and vehicle devices,
attack model proposed in [1] has been taken into consideration. Mentioned attack model proposes
a set of attacks which attack vehicle CAN and on-board unit (OBU). With such attacks in mind,
an argument has been developed for an acceptably safe system of autonomous construction site.
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9 Conclusions

In today’s system development it is becoming paramount to take different approaches into account
while assuring fulfillment of non-functional requirements such as safety and security. Well estab-
lished methods, techniques and processes within separate communities of safety and security are
not sufficient in development of acceptably safe and secure autonomous and connected systems,
most importantly they should not be isolated from each other anymore. This manifests itself in
modern complex systems called SoSs. SoS is a complex system whose components are systems
themselves and which collaborate with each other to provide improved functionalities and services,
but are capable to provide a service or function on its own in isolation. With an increase in
complexity of modern systems and fast exposure of such systems, often safety critical, to poorly
protected open networks, security makes an impact to safety. To address such challenges a number
of new techniques have been proposed in order to enable a development of acceptably safe systems
- taking into account security impact on safety in such systems.

Based on the survey on the existing state-of-the-art on the interdependencies between safety
and safety-related security properties, it has been shown that there exists a number of relevant
publications indicating how important it is to create a joint safety and security approach and also
a number of contributions proposing such an approach. Some authors propose completely new
techniques on analyzing system’s safety and security while others propose an update to existing
techniques, established either in safety or security domain. Number of safety-inferred and security-
inferred approaches have been presented through this work. A trend of increase of papers on this
topic has been noticed with many industry domains used for explanations and rationalization such
as automotive industry, railway domain, industrial automation domain and others.

With the presented trend of increased number of publications on interdependencies on safety
and safety-related security and ever growing number of cyber attacks on safety critical systems,
a need to observe a system from an adversary point of view evolved. For this reason attack
modeling has been introduced. Attack modeling provides modeling a system from a perspective
of an attacker. It includes defining system assets, their value and criticality to the system and
developing possible attacks on how those assets could be abused by an attacker - transforming
threats to the attacks. Based on the survey on the existing state-of-the-art of existing attack
models, a number of works has been found addressing importance of attack modeling and how
its benefits when compared to traditional system development. Attack models are in many cases
domain specific with a large number of publications focusing on vehicular domain. We have
identified also an number of models related to in IoT sector, Cloud Computing, network domain,
radio frequency identification applications and in control systems.

Finally, for the given use case of autonomous construction site we have chosen attack model,
described in [1], and showed how systems assets can be protected and system declared acceptably
safe by taking into consideration adversary point of view. For such an attack model we have
used GSN approach to develop an argument that the system is acceptably safe. Based on this we
have been able to conclude that in systems such as autonomous construction site it is important
to implement identity authentication or access control, data authentication and filtering false
information, blocking a large number of packets, and, finally, hardware isolation in order to have an
acceptably safe system which is immune to Dos attacks, eavesdropping attacks, replay and forgery
attacks.

36



Mälardalen University Master Thesis

References

[1] L. Wang and X. Liu, “Notsa: Novel obu with three-level security architecture for internet of
vehicles,” IEEE Internet of Things Journal, pp. 1–1, 2018.

[2] P. Mallozzi, M. Sciancalepore, and P. Pelliccione, “Formal verification of the on-the-fly ve-
hicle platooning protocol,” in Software Engineering for Resilient Systems, I. Crnkovic and
E. Troubitsyna, Eds. Cham: Springer International Publishing, 2016, pp. 62–75.

[3] J. C. Knight, “Safety critical systems: challenges and directions,” in Proceedings of the 24th
International Conference on Software Engineering. ICSE 2002, May 2002, pp. 547–550.

[4] “Trucks talking to each-other.” [Online]. Available: https://www.volvogroup.com/en-en/
news/2017/oct/trucks-talking-to-each-other-in-multi-brand-platooning-project.html

[5] A. Greenberg, “The jeep hackers are back to prove car hacking can get
much worse,” Jun 2017. [Online]. Available: https://www.wired.com/2016/08/
jeep-hackers-return-high-speed-steering-acceleration-hacks/

[6] S. S. Shapiro, “Privacy risk analysis based on system control structures: Adapting system-
theoretic process analysis for privacy engineering,” in 2016 IEEE Security and Privacy Work-
shops (SPW), May 2016, pp. 17–24.

[7] A. Kobetski and J. Axelsson, “Towards safe and secure systems of systems: Challenges
and opportunities,” in Proceedings of the Symposium on Applied Computing, ser.
SAC ’17. New York, NY, USA: ACM, 2017, pp. 1803–1806. [Online]. Available:
http://doi.acm.org/10.1145/3019612.3028252

[8] H. Martin, R. Bramberger, C. Schmittner, Z. Ma, T. Gruber, A. Ruiz, and G. Macher,
“Safety and security co-engineering and argumentation framework,” in Computer Safety,
Reliability, and Security, S. Tonetta, E. Schoitsch, and F. Bitsch, Eds. Cham: Springer
International Publishing, 2017, pp. 286–297.

[9] W. Young and N. Leveson, “Systems thinking for safety and security,” in Proceedings of the
29th Annual Computer Security Applications Conference, ser. ACSAC ’13. New York, NY,
USA: ACM, 2013, pp. 1–8. [Online]. Available: http://doi.acm.org.ep.bib.mdh.se/10.1145/
2523649.2530277

[10] I. Friedberg, K. McLaughlin, P. Smith, D. Laverty, and S. Sezer, “Stpa-safesec:
Safety and security analysis for cyber-physical systems,” Journal of Information
Security and Applications, vol. 34, pp. 183 – 196, 2017. [Online]. Available:
http://www.sciencedirect.com/science/article/pii/S2214212616300850

[11] D. Pereira, C. Hirata, R. Pagliares, and S. Nadjm-Tehrani, “Towards combined safety and
security constraints analysis,” in Computer Safety, Reliability, and Security, S. Tonetta,
E. Schoitsch, and F. Bitsch, Eds. Cham: Springer International Publishing, 2017, pp.
70–80.

[12] C. Schmittner, Z. Ma, and P. Puschner, Limitation and Improvement of STPA-Sec for Safety
and Security Co-analysis. Springer International Publishing, 2016, pp. 195–209.

[13] W. G. Temple, Y. Wu, B. Chen, and Z. Kalbarczyk, “Systems-theoretic likelihood and sever-
ity analysis for safety and security co-engineering,” in Reliability, Safety, and Security of Rail-
way Systems. Modelling, Analysis, Verification, and Certification, A. Fantechi, T. Lecomte,
and A. Romanovsky, Eds. Cham: Springer International Publishing, 2017, pp. 51–67.

[14] S. Procter, E. Y. Vasserman, and J. Hatcliff, “Safe and secure: Deeply integrating
security in a new hazard analysis,” in Proceedings of the 12th International Conference on
Availability, Reliability and Security, ser. ARES ’17. New York, NY, USA: ACM, 2017, pp.
66:1–66:10. [Online]. Available: http://doi.acm.org.ep.bib.mdh.se/10.1145/3098954.3105823

37

https://www.volvogroup.com/en-en/news/2017/oct/trucks-talking-to-each-other-in-multi-brand-platooning-project.html
https://www.volvogroup.com/en-en/news/2017/oct/trucks-talking-to-each-other-in-multi-brand-platooning-project.html
https://www.wired.com/2016/08/jeep-hackers-return-high-speed-steering-acceleration-hacks/
https://www.wired.com/2016/08/jeep-hackers-return-high-speed-steering-acceleration-hacks/
http://doi.acm.org/10.1145/3019612.3028252
http://doi.acm.org.ep.bib.mdh.se/10.1145/2523649.2530277
http://doi.acm.org.ep.bib.mdh.se/10.1145/2523649.2530277
http://www.sciencedirect.com/science/article/pii/S2214212616300850
http://doi.acm.org.ep.bib.mdh.se/10.1145/3098954.3105823


Mälardalen University Master Thesis
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[32] P. Runeson and M. Höst, “Guidelines for conducting and reporting case study research in
software engineering,” Empirical Software Engineering, vol. 14, no. 2, p. 131, Dec 2008.
[Online]. Available: https://doi.org/10.1007/s10664-008-9102-8

[33] A. E. Bouchti and A. Haqiq, “Modeling cyber-attack for scada systems using copnet ap-
proach,” in 2012 IEEE International Conference on Complex Systems (ICCS), Nov 2012,
pp. 1–6.

[34] K. Hanninen, H. Hansson, H. Thane, and M. Saadatmand, “Inadequate risk analysis
might jeopardize the functional safety of modern systems,” March 2016. [Online]. Available:
http://www.es.mdh.se/publications/4623-

[35] D. Ferguson, “Autonomous automobiles: Developing cars that drive themselves,” in
Proceedings of the 44th Annual Design Automation Conference, ser. DAC ’07. New York,
NY, USA: ACM, 2007, pp. 383–383. [Online]. Available: http://doi.acm.org.ep.bib.mdh.se/
10.1145/1278480.1278578

[36] N. Silva and R. Lopes, “Practical experiences with real-world systems: Security in the world
of reliable and safe systems,” in 2013 43rd Annual IEEE/IFIP Conference on Dependable
Systems and Networks Workshop (DSN-W), June 2013, pp. 1–5.

[37] “Guidelines for a literature survey and an annotated bibliography.” [On-
line]. Available: http://www.trinity.utoronto.ca/library archives/theological resources/
Theological guides/literature survey bibliography.html

[38] N. Silva and R. Lopes, “Practical experiences with real-world systems: Security in the world
of reliable and safe systems,” in 2013 43rd Annual IEEE/IFIP Conference on Dependable
Systems and Networks Workshop (DSN-W), June 2013, pp. 1–5.

[39] M. Ito, Finding Threats with Hazards in the Concept Phase of Product Development, 2014,
pp. 277–284.

[40] G. Sabaliauskaite and S. Adepu, “Integrating six-step model with information flow diagrams
for comprehensive analysis of cyber-physical system safety and security,” in 2017 IEEE 18th
International Symposium on High Assurance Systems Engineering (HASE), 2017, pp. 41–48.

[41] M. Ito, “Finding threats with hazards in the concept phase of product development,” in
Systems, Software and Services Process Improvement, B. Barafort, R. V. O’Connor, A. Poth,
and R. Messnarz, Eds. Berlin, Heidelberg: Springer Berlin Heidelberg, 2014, pp. 277–284.

[42] E. Piesik and M. S., “Determining and verifying the safety integrity level with secu-
rity aspects,” in Trends in Advanced Intelligent Control, Optimization and Automation,
W. Mitkowski, J. Kacprzyk, K. O., and P. Skruch, Eds. Cham: Springer International
Publishing, 2017, pp. 669–680.

[43] J. P. Nicklas, M. Mamrot, P. Winzer, D. Lichte, S. Marchlewitz, and K. D. Wolf, “Use case
based approach for an integrated consideration of safety and security aspects for smart home
applications,” in Proceedings of 11th System of Systems Engineering Conference (SoSE),
2016, pp. 41–48.

[44] E. Troubitsyna, “An integrated approach to deriving safety and security requirements from
safety cases,” in 2016 IEEE 40th Annual Computer Software and Applications Conference
(COMPSAC), vol. 2, June 2016, pp. 614–615.

39

https://doi.org/10.1007/s10664-008-9102-8
http://www.es.mdh.se/publications/4623-
http://doi.acm.org.ep.bib.mdh.se/10.1145/1278480.1278578
http://doi.acm.org.ep.bib.mdh.se/10.1145/1278480.1278578
http://www.trinity.utoronto.ca/library_archives/theological_resources/Theological_guides/literature_survey_bibliography.html
http://www.trinity.utoronto.ca/library_archives/theological_resources/Theological_guides/literature_survey_bibliography.html


Mälardalen University Master Thesis

[45] T. Amorim, H. Martin, Z. Ma, C. Schmittner, D. Schneider, G. Macher, B. Winkler,
M. Krammer, and C. Kreiner, “Systematic pattern approach for safety and security co-
engineering in the automotive domain,” in Computer Safety, Reliability, and Security,
S. Tonetta, E. Schoitsch, and F. Bitsch, Eds. Cham: Springer International Publishing,
2017, pp. 329–342.

[46] M. Wu, H. Zeng, C. Wang, and H. Yu, “Safety guard: Runtime enforcement for
safety-critical cyber-physical systems: Invited,” in Proceedings of the 54th Annual Design
Automation Conference 2017, ser. DAC ’17. New York, NY, USA: ACM, 2017, pp.
84:1–84:6. [Online]. Available: http://doi.acm.org.ep.bib.mdh.se/10.1145/3061639.3072957

[47] S. Kriaa, M. Bouissou, F. Colin, Y. Halgand, and L. Pietre-Cambacedes, Safety
and Security Interactions Modeling Using the BDMP Formalism: Case Study of a
Pipeline. Springer International Publishing, 2014, pp. 326–341. [Online]. Available:
https://doi.org/10.1007/978-3-319-10506-2 22

[48] M. Steiner and P. Liggesmeyer, Qualitative and Quantitative Analysis of CFTs Taking Se-
curity Causes into Account. Cham: Springer International Publishing, 2015, pp. 109–120.

[49] A. Cimatti, R. DeLong, D. Marcantonio, and S. Tonetta, Combining MILS with Contract-
Based Design for Safety and Security Requirements. Springer International Publishing,
2015, pp. 264–276. [Online]. Available: https://doi.org/10.1007/978-3-319-24249-1 23

[50] M. M. Islam, A. Lautenbach, C. Sandberg, and T. Olovsson, “A risk assessment framework
for automotive embedded systems,” in Proceedings of the 2Nd ACM International Workshop
on Cyber-Physical System Security, ser. CPSS ’16. New York, NY, USA: ACM, 2016, pp.
3–14.

[51] P. T. Popov, Stochastic Modeling of Safety and Security of the e-Motor, an ASIL-D
Device. Springer International Publishing, 2015, pp. 385–399. [Online]. Available:
https://doi.org/10.1007/978-3-319-24255-2 28

[52] “V-model: What is it and how do you use it?” Nov 2017. [Online]. Available:
https://airbrake.io/blog/sdlc/v-model

[53] C. Ponsard, G. Dallons, and P. Massonet, Goal-Oriented Co-Engineering of Security and
Safety Requirements in Cyber- Physical Systems. Springer International Publishing, 2016,
pp. 334–345. [Online]. Available: https://doi.org/10.1007/978-3-319-45480-1 27

[54] T. Gu, M. Lu, and L. Li, “Extracting interdependent requirements and resolving conflicted
requirements of safety and security for industrial control systems,” in 2015 First International
Conference on Reliability Systems Engineering (ICRSE), Oct 2015, pp. 1–8.

[55] L. Apvrille and Y. Roudier, Designing Safe and Secure Embedded and Cyber-Physical Systems
with SysML-Sec. Cham: Springer International Publishing, 2015, pp. 293–308.
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