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Abstract
The severity of cyber threats towards existing and future industrial systems has resulted in an increase
of security awareness in the industrial automation domain. Compared to traditional information
systems, industrial communication systems have different performance and reliability requirements.
The safety and availability requirements can also sometimes conflict with the system security design
of plants. For instance, it is not acceptable to create a secure system that may take up additional time
to establish security and as a consequence disrupt the production in plants. Similarly, a system that
requires authentication and authorization procedures before an emergency action may not be suitable
in industrial plants. On the other hand, lack of security can hamper safety of a plant. Therefore, there
is a need for improvement of the security workflow in industrial plants, so that the practical realization
of security can be achieved. This includes secure device deployment and secure data communication
inside the industrial plants. Furthermore, the industrial plant networks are heterogeneous in terms of
hardware, software, and protocols. This complicates security assessment of industrial networks.

In this thesis, the focus is on achieving a secured communication infrastructure for heterogeneous
industrial networks. The initial trust establishment is the starting point for enabling a secure
communication infrastructure. A framework for the initial trust establishment for industrial devices that
can support key management using the existing trust of employees in a plant is proposed. With the help
of a proof-of-concept implementation and security analysis, it is shown that the proposed framework is
feasible to implement and satisfies the security objectives. After establishing initial trust within industrial
devices, assessing heterogeneous security properties based on the network architecture is another focus
of this thesis. A model to estimate the security assurance of nodes in a heterogeneous network, where
all devices are not having the same level of security mechanisms, is given. Along with cyber security
requirements of industrial plants, it is also necessary to consider other important requirements of plants
in terms of network performance. In this thesis, identification of an optimized path between two systems
in a heterogeneous network in terms of the network performance and the network security is explored.
The applicability of this balancing approach has been demonstrated in a specific case of smart grid
application where security, network capacity and reachability need to be optimal for successful network
operation.
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Abstract

The severity of cyber threats towards existing and future industrial systems has
resulted in an increase of security awareness in the industrial automation do-
main. Compared to traditional information systems, industrial communication
systems have different performance and reliability requirements. The safety
and availability requirements can also sometimes conflict with the system secu-
rity design of plants. For instance, it is not acceptable to create a secure system
that may take up additional time to establish security and as a consequence dis-
rupt the production in plants. Similarly, a system that requires authentication
and authorization procedures before an emergency action may not be suitable
in industrial plants. On the other hand, lack of security can hamper safety of a
plant. Therefore, there is a need for improvement of the security workflow in
industrial plants, so that the practical realization of security can be achieved.
This includes secure device deployment and secure data communication inside
the industrial plants. Furthermore, the industrial plant networks are heteroge-
neous in terms of hardware, software, and protocols. This complicates security
assessment of industrial networks.

In this thesis, the focus is on achieving a secured communication infras-
tructure for heterogeneous industrial networks. The initial trust establishment
is the starting point for enabling a secure communication infrastructure. A
framework for the initial trust establishment for industrial devices that can
support key management using the existing trust of employees in a plant is
proposed. With the help of a proof-of-concept implementation and security
analysis, it is shown that the proposed framework is feasible to implement and
satisfies the security objectives. After establishing initial trust within indus-
trial devices, assessing heterogeneous security properties based on the network
architecture is another focus of this thesis. A model to estimate the security
assurance of nodes in a heterogeneous network, where all devices are not hav-
ing the same level of security mechanisms, is given. Along with cyber security
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requirements of industrial plants, it is also necessary to consider other impor-
tant requirements of plants in terms of network performance. In this thesis,
identification of an optimized path between two systems in a heterogeneous
network in terms of the network performance and the network security is ex-
plored. The applicability of this balancing approach has been demonstrated in
a specific case of smart grid application where security, network capacity and
reachability need to be optimal for successful network operation.



Sammanfattning

Konsekvenserna av cyberhot mot befintliga och framtida industriella system
har resulterat i en ökning av säkerhetsmedvetandet inom industriell automa-
tion. Jämfört med traditionella system har industriella kommunikationssystem
andra krav på prestanda och tillförlitlighet. Personsäkerhets- och tillgänglighets-
krav kan ibland skapa konflikter med systemets informationssäkerhetskrav inom
industriella tillämpningar. Exempelvis är det inte acceptabelt att införa säkerhets-
mekanismer så att anläggningens tillgänglighetskrav inte kan uppfyllas, vilket
motverkar syftet med industriell automation. På liknande sätt är ett automations-
system som kräver lösenord och godkännandeförfaranden innan nödåtgärder
vidtas inte lämpligt i industriella tillämpningar. Å andra sidan kan bristen på
informationssäkerhet påverka anläggningens personsäkerhet. Därför finns det
ett behov av att förbättra arbetsflödet med tanke på informationssäkerheten i
industriella tillämpningar, så att säkerheten i stort kan realiseras och efterföljas
i det dagliga arbetet. Detta inkluderar krav på informationssäkerhet redan
vid driftsättning av nätverkskomponenter samt för datakommunikationen inom
anläggningarna. Dessutom är de industriella styrsystemen heterogena i termer
av hårdvara, programvara och protokoll, vilket komplicerar bedömningen av
säkerhetsrisker i industriella nätverk.

I denna avhandling ligger fokus på att uppnå en säker infrastruktur för
heterogena industriella nätverk. Att etablera ett initialt förtroende i systemet,
d.v.s. vad och vem kan man lita på, är en utgångspunkt för att möjliggöra en
säker kommunikationsinfrastruktur. Vi arbetar med hur ett initialt förtroende
kan etableras för industriella enheter som stödjer nyckelhantering, med hjälp
av det befintliga förtroendet gentemot de anställda i en fabrik. Genom en
säkerhetsanalys och en implementation av konceptet visar vi att det föreslagna
ramverket är möjligt att realisera och uppfyller säkerhetsmålen. Att bedöma
säkerhetsegenskaper i heterogena nätverksarkitekturer är ett annat fokusområde
i denna avhandling. Vi tillhandahåller en modell för att uppskatta säkerhetsgara-
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ntier för noder i heterogena nätverk, där alla enheter inte har samma säkerhets-
mekanismer. Cyber-säkerhetskrav i industriella anläggningar är viktiga, men
det är också nödvändigt att överväga andra viktiga industriella krav, till exem-
pel nätverkets prestanda. I denna avhandling fokuserar vi även på att identi-
fiera ett optimerat trafikflöde mellan två system i ett heterogent nät, i termer
av nätverkets prestanda och nätverkssäkerhet. Vi visar tillämpligheten av detta
tillvägagångssätt i ett scenario för smarta elnät där balansen mellan säkerhet,
nätkapacitet och nåbarhet måste vara optimal för framgångsrik nätdrift.
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Västerås, June, 2017



List of Publications

Main Contributing Publications

Paper 1 Initial Key Distribution for Industrial Wireless Sensor Networks. Apala
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Mats Björkman and Christophe Tremlet. In proceedings of 11th IEEE
International Conference on Industrial Informatics (INDIN), pages 494
- 499, Bochum, Germany, July 2013.

Paper 3 A Solution for Industrial Device Commissioning along with the Initial
Trust Establishment. Apala Ray, Johan Åkerberg, Mikael Gidlund and
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Chapter 1

Introduction

This chapter provides a brief introduction to the thesis work and an overview
of the thesis.

1.1 Background and Motivation

Industrial control systems, which include Supervisory Control And Data Ac-
quisition (SCADA) systems, Distributed Control Systems (DCS), and Pro-
grammable Logic Controllers (PLC) [1], are typically used in process indus-
tries like pulp and paper, water and wastewater, food and beverages, mining
etc. The goal of industrial automation is to automate the operations involved in
the technical process with minimal or reduced human intervention. Industrial
communication involves various kinds of hardware and software products and
protocols which are used to establish communication between industrial au-
tomation devices and standard computer platforms. These systems were built
to meet performance, reliability, safety and flexibility requirements, without
much concern regarding secure communication capabilities. To begin with,
industrial automation plants were built as stand-alone systems, where special-
ized hardware and software were used with proprietary control protocols. At
the same time, many of these components were not connected with the outside
world, so security was given less attention. As per the recent trend, industrial
leaders are moving towards digitization of their plant operation to increase the
interconnection and predictability between different automation systems. They
are enhancing their product portfolio with digital functionalities through smart
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2 Chapter 1. Introduction

sensors or communication devices that can be used with data analytics tools.
The “Industrial Internet of Things (IIoT)” or the “Industrial Internet” or the
“Digital Factory” is the current trend with major implications for industrial au-
tomation sectors, including utilities, manufacturing, mining, oil and gas, and
agriculture. This is planned to utilize the global reach of Internet for the con-
trol of industrial plants. The current stage of digitization is in its infancy but
there is a huge potential to shift the paradigm of human machine interaction
to the next level. This new trend of digitization of plant operation has raised
the level of security threats. In addition to this, wireless solutions for smart
digital factory is becoming more prevalent in industrial plants. Process indus-
tries have seen a smoother transition towards wireless communication systems
with the advancement of wireless field networks. The integration of wireless
devices with industrial automation systems has also raised communication se-
curity challenges. Therefore, a comprehensive security strategy that does not
compromise on performance is the need of the hour.

Since the last decade, the severity of cyber threats towards existing and
future industrial systems has increased security awareness in the industrial au-
tomation domain. The incident response statistics from ICS-CERT revealed
that the incident involving critical infrastructure has increased to by 20% from
2014 to 2015 [2]. During recent years, the industrial sector has been the tar-
get of numerous, well-known cyber-attacks. For example, in 2010, Stuxnet
have demonstrated that malware can spread itself, for example through USB
drives in the local area network and can be hidden in the industrial systems [3].
This was a major wake-up call for the industrial practitioners. In 2014, a Ger-
man steel mill was attacked by cyber hackers where production software was
compromised and significant material damage to the site was reported [4]. On
December 2015, the Ukrainian electricity distribution company reported ser-
vice outages to customers where attackers overwrote firmware on critical de-
vices at 16 substations. These made those critical devices unresponsive to any
remote commands from operators [5]. After one year of the Ukrain attack,
another power cut affected the Ukrainian capital, Kiev, in December 2016 [6]
which has also been reported as a cyber-attack by researchers investigating the
incident. All these cases highlighted that there is a huge concern about the
industrial system security.

In “brown-field” industrial plants, the legacy devices are continuously aug-
mented with new technology devices and solutions. Thus a plant may have
devices which may have run the processes over years. In these cases there
will not be enough business motivation to replace those devices just because
they are not having advanced state-of-the-art security support. The plant owner
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will not be able to justify the cost of replacing all legacy devices and buy new
ones with advanced security solutions. Instead, the need will be to explore
solutions which can allow overall secure plant operation with those traditional
devices as well. Industrial plant automation also encompasses a mix of dif-
ferent generations of wired and wireless communication technologies. Due to
the inherent lossy characteristics of the wireless medium, in today’s scenarios,
wireless solutions cannot be applicable for all the scenarios which are having
real-time requirements. Therefore, there is a high probability of having two
parallel communication infrastructures in industrial plants in the near future.
The security of any communication network can be improved and managed
by employing digital certificates and fixed key management infrastructures.
These technologies can be computationally heavy for some devices. In fu-
ture, with the advancement of low-end computing devices, more processing
power to most of the devices can be expected. However, with the surge of low-
cost sensing devices, there will still be computationally inefficient devices for
emerging applications. Therefore, devices with varying computational capa-
bilities are expected also in the future. In addition, the requirement for efficient
ways of distributing information across industrial communication networks is
emerging. The concept of multicast allows a sender to transmit a message to
a group of receivers, by using a destination address to which all group mem-
bers listen. This ensures a more efficient use of the communication networks
as it does not address each receiver individually, instead it enables different
systems to react at the exact same set of data. However, multicast communi-
cation also introduces security challenges that were not encountered in unicast
communication and the solutions for unicast security management cannot be
directly applied to the multicast scenarios. These different factors will retain
heterogeneity in industrial communication environments.

Industrial plants involve many employees with different authorization roles
for 24x7 operation of the plant. An industrial plant in general may have spe-
cific employees who are assigned to particular roles for plant management [7].
For example, the following roles are relevant to the security management in
industrial plants, (a) manufacturers of the devices, (b) system integrators, (c)
operators, and (d) service personnel. Manufacturers produce the devices. Sys-
tem integrators customize those devices and integrate them into the plant. They
also perform commissioning. Operators monitor the system during their nor-
mal operation and respond to alarms. Service personnel are responsible for
maintaining and repairing the devices. In addition to this, these roles might
be staffed from different organizations. For instance, the manufacturer may be
the asset owner or from an external company. The system integrators for the
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plant may be the manufacturer, the asset owner, or an external company. These
roles are involved in operation of the plants including the device functional-
ity and their management. Successful working of a plant is possible when the
devices are properly commissioned, operated and maintained. Therefore, the
security management of devices inside the plant is indirectly coupled with the
different employees and their roles [8, 9]. Along with the security threats from
communication networks in industrial plants, the risk of insider threats is also
predominant [10]. For a successful security deployment in plants, it is neces-
sary to create accountability and establish a relationship between the employee
and the device. The device access can be managed through a role-based access
control policy but there might be several employees who share the same role.
Therefore, the role-based access control cannot guarantee accountability for an
individual employee when user name and password is shared for one role. In
addition, role-based access control is a method of regulating access to perform
a specific task on the device. At present, the industrial automation life cycle
does not have a mechanism which can link and manage both the device secu-
rity and the employee access. Therefore, there is a need to link device security
with employee access.

Compared to traditional information security, industrial automation sys-
tems have different performance and reliability requirements. One of the most
important requirements for industrial plants is safety of personnel, equipment,
and the environment. Any loopholes in the security infrastructure may severely
impact the system and might affect the safety of the plant and its personnel. An-
other important requirement for an industrial plant is the continuous availabil-
ity of systems and components. Traditional security processes primarily focus
on confidentiality, integrity and availability. In industrial plants, availability
comes first. Therefore, along with cyber security requirements of industrial
plants, it is also necessary to consider other important requirements of plants
in terms of network performance. For example, the exchanged information in
monitoring/supervision related applications is generally not sensitive to packet
losses and jitter, rather it is designed for maximum throughput, and, in some
cases data consistency might also be important. On the other hand, closed
loop controls are sensitive to jitter and delays, where network predictability
of worst case delays is a paramount aspect. Therefore, it is important to un-
derstand the network capabilities during network design to assess the required
network performance in a heterogeneous networked system. A secure commu-
nication data flow with high latency and low bandwidth support may not satisfy
the operational requirements in a plant. From a very high level, the goals of
networking and security are somewhat contradicting. One of the main inten-
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tions of networking research is to enable rapid packet transfer from one node to
another node, achieving a high average throughput. Whereas, one of the main
intentions of network security research is to inspect a packet before forwarding
it to the next node. Moving from these two extreme viewpoints, there is a need
to focus on achieving an efficient and secure network. The network planning
phase should capture the properties of the system and identify constraints on
the network to achieve an overall secure solution.

1.2 Contributions

In this thesis, the focus is on achieving a secured communication infrastruc-
ture for heterogeneous industrial communication networks. Heterogeneity is
prevalent in industrial plants because of different wired or wireless protocols,
different standards including old, proprietary or new technology, devices from
different vendors etc. Assessing heterogeneous security properties based on
the network architecture in pre-deployment phase is one of the focus of this
thesis. A model to estimate the security assurance of nodes in a heteroge-
neous network is provided, where all devices are not having the same level
of security mechanisms. Along with cyber security requirements of industrial
plants, it is also necessary to consider other important requirements of plants
in terms of network performance. In this thesis, identifying an optimized path
between two sub-systems in a multi-hop heterogeneous network in terms of
network performance and network security is considered. The applicability
of this balancing approach has been demonstrated in a specific case of smart
grid application where security, network capacity and reachability need to be
optimized for successful network operation. This thesis also focuses on the
key distribution in pre-deployment phase as key management is an important
aspect for any type of security design. The initial trust establishment is the
starting point for enabling a key management function. This thesis focuses on
the initial trust establishment for industrial devices that can support key man-
agement using the existing trust towards employees in a plant. With the help
of a proof-of-concept implementation and security analysis, it is shown that
the proposed framework is feasible to implement and satisfies the security ob-
jectives. The concept of initial trust establishment is also enhanced to address
source authentication problem in multicast communication.
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1.3 Thesis Scope
The scope of this thesis is to provide a mechanism for initial trust establish-
ment and assessment between industrial devices and heterogeneous industrial
networks. As shown in Figure 1.1, the illustration of the areas in industrial
system security presents the scope of the thesis. The aim of this illustration is
not to define industrial system security, rather to help readers to find out where
the contribution of this research fits in.

Figure 1.1: Scope of the Thesis

Secure industrial system requires security management workflows or poli-
cies related to perimeter security, device security, network security and secu-
rity assurance. In perimeter security, the focus is on physical protection of a
perimeter of a facility through mechanical and/or electronic systems. In device
security, the intention is to protect the hardware and firmware of devices from
any security attacks. In network security, the focus is on achieving the secu-
rity of a communication network and protects data from any security attacks
from any communication networks. One important aspect of network security
is the key management for cryptographic operations. In this thesis, the focus
is on initial trust establishment and assessment of industrial communication
networks.

Security assessment can focus on security testing and security audit. For



1.4 Thesis Outline 7

security assessment, “trust” is an important parameter. The trust can be man-
aged through credentials where an entity is trusted to access a restricted re-
source only when it provides the right credential. In this credential based trust
concept, an entity can be allowed to access the resource or it is not allowed
to access. One aspect of credential based trust can be achieved through the
authentication and key management. There is another view of computational
or reputation based trust where two communicating parties cannot fully trust
each other in absence of complete knowledge about each other. This scenario
is prevalent in a heterogeneous network where the trust relationship between a
truster and trustee can be estimated based on the experience, knowledge, and
recommendation from the truster. In this thesis, the other focus is on the secu-
rity assessment of heterogeneous networks keeping plant efficiency as one of
the important factors.

1.4 Thesis Outline
The thesis consists of the following chapters:

1 Introduction describes the background and motivation to the research, in-
cluding the overall goals this thesis addresses, and what is achieved. This
chapter also presents the thesis scope.

2 Problem Characterization formulates the research problem and identifies
the research questions which need to be answered. A general discussion
on research methodology is also included, along with a more thorough
description of the specific methods used for the different parts of the
research.

3 Industrial Automation Security presents the background knowledge of in-
dustrial automation and security.

4 Related Work presents relevant fields of research and practice in industrial
automation security.

5 Pre-deployment Security Assessment discusses different security assessment
methods for heterogeneous communication networks which can be uti-
lized before the network is deployed in the field.

6 Balancing Network Performance and Network Security in a Smart Grid Ap-
plication describes a use case of smart grid application where security,
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network capacity and reachability needs to be optimized for successful
network operation and guides engineers for correct pre-deployment de-
cisions early in the projects.

7 Challenges of Initial Key Pre-distribution for Industrial Devices presents
specific concerns of key management in industrial plants.

8 Initial Trust Bootstrapping proposes an initial trust based device deploy-
ment by using the accountability of the commissioning or maintenance
engineers.

9 Source Authentication for Heterogeneous Multicast Groups explains how
the proposed approach of initial trust based device deployment is useful
for source authentication in multicast communication security.

10 Discussion discusses in details the validity aspects of the research results.

11 Future Work outlines some of the most important remaining challenges for
full-scale security solutions in industrial plants.

12 Summary provides a brief overview of the thesis including research ques-
tions and how those questions are addressed in this thesis.
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Problem Characterization

This chapter discusses research problems which are addressed in the thesis
along with the research questions. This chapter also presents a general descrip-
tion on research methodology, along with a more thorough description of the
specific methods used for the different parts of the research.

2.1 Research Problem
Industrial system security aims to protect the process control devices from se-
curity attacks. The first level of defense typically involves physical access
control and user authentication. The second level of defense is in the security
of various communication protocols which is used between various devices in
a plant network. In any architecture of communication network security, there
are two major types of cryptographic algorithms which are used for encryption:
asymmetric key based and symmetric key based. Generally asymmetric cryp-
tos are used during authentication and key management to agree on symmetric
keys for encryption of the sessions. However in both the cases of symmetric
and asymmetric cryptos, one of the main intentions is to establish “initial trust”
between two devices. If device A is communicating with device B, then “initial
trust” implies that device A should be sure that it is communicating with device
B, not any other device C and vice versa. In this thesis, the problem statement
is defined as follows:

1. In communication network security, there is either an explicit assump-
tion or an explicit mechanism to establish initial trust among the com-

9
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munication parties. The explicit assumption is that the devices in the
network are trusted. This trust may be established by the explicit mech-
anism of out-of-band initial trust bootstrapping such as manual entry of
security key parameters in the device. However, such methods create an
additional burden for engineers. It is also a non-trivial task for a com-
missioning and maintenance engineer to find the physical devices that
are spread over large areas and configure with the right parameters for
different devices. The research problem is, therefore, to determine how
one device can be allowed to join in the industrial network in a trusted
way with minimal manual intervention and with minimal changes in the
existing standards.

2. In today’s scenario, every signal from a wired device needs to be man-
ually checked prior to commissioning in order to verify that the correct
data is being received and transmitted to the intended physical entity.
Commissioning engineers typically sign off these results in traditional
commissioning reports. In practice, this is a critical and error-prone pro-
cess since it is very likely that not all signals are checked due to the large
number of signals involved. In addition, this work is time consuming
and can involve several persons over several days. The research prob-
lem is to ensure how the commissioning parameters for the device can
be securely downloaded to the correct device, along with the initial trust
establishment, without manual verification and validation.

3. An industrial plant encompasses different communication protocols with
different security mechanisms and communication capabilities. From a
system level perspective, for an operational plant, all communication
links in the plant need to be secure as well as communication capable.
Instead of isolated secured communication policies, it is useful to have a
common networking view which can be used by most of the devices and
meet the operational requirements of the plant. The research problem is
how a homogeneous networking concept can be developed inside a plant,
where all the devices from heterogeneous communication protocols can
guarantee the required level of security with reliability during the entire
plant life-cycle.

2.1.1 Research Hypothesis
The security issues in industrial plants are well discussed in both the indus-
trial and academic communities [1, 11–14]. In the current scenario, the dif-
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ferent available security technologies and solutions are independent islands in
an overall plant network due to the presence of old and new emerging tech-
nologies. The hypothesis in this research work is that, it is possible to have an
integrated and complete solution which can cater to the overall plant instead
of separate independent technologies and solutions. This will help to eliminate
the security gap between old and new technical solutions. The aim of this re-
search work is to address the requirement of availability and user-friendliness
together with secure communication in heterogeneous communication in in-
dustrial plants.

2.1.2 Research Questions
From the research hypothesis, the problem statements are further refined to
formulate four questions that will be investigated in this thesis.

• RQ1: How to efficiently bootstrap the initial trust to a large number of
devices in a heterogeneous network, considering the different roles of
employees, and the entire plant life-cycle?

• RQ2: How to efficiently manage the life cycle of the security workflow
in an industrial plant given the different roles of employees in the entire
plant life-cycle?

• RQ3: What is the behavior of a communication network when devices
with various degrees of security features exchange messages?

• RQ4: How does the combination of communication security, capacity,
and timeliness properties of a network affect overall network perfor-
mance?

2.2 Research Method
Research can be broadly classified in four categories based on the purpose,
process, outcome and logic [15].

• Exploratory, descriptive, analytical or predictive research - based on pur-
pose of the research

• Quantitative or qualitative research - based on process of the research

• Applied or basic research - based on outcome of the research
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• Deductive or inductive research - based on logic of the research

Figure 2.1: Research Method

In this thesis, the research work is defined based on the purpose and the
logic of the research. At the starting point of this research, the security chal-
lenges in industrial communication networks were known. The first step in
this thesis is to justify the selected topics of investigations from both industry
and academia through analytical research. The state-of-the-art analysis and the
literature survey results in defining the problem statement and research ques-
tions. This activity resulted in Paper 1, where possible solutions and issues
of distributing initial keys to an industrial plant network are identified. It is
shown that an initial key which has to be used in a key management system re-
quires a trusted channel for asymmetric key cryptography, whereas it requires
both trusted and secured channel during symmetric key cryptography. The cur-
rent practice in industrial plants where the symmetric key is used have been
discussed and pointed out that it will be difficult and time consuming for any
plant to distribute the initial secret as it creates an additional burden for engi-
neers who manage the devices in industrial plants.

In the second step, the inductive research method is used. In this step, the
specific observation is that the reuse of initial trust establishment of security
solutions from adjacent industrial domains can be a simple and effective way
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to achieve a desired level of system security. Therefore, the financial sector and
the telecommunication segment have been chosen, since in these segments se-
curity and wireless devices have been carefully managed for a long time. This
resulted in Paper 2 and Paper 4. In Paper 2, security requirements for both
field devices of industrial plants and card reader terminals of the financial sec-
tor are evaluated to understand the security gaps between these two domains.
In Paper 4 security mechanisms used in mobile communication device deploy-
ment and operation have been analyzed and evaluated if they can be tailored for
industrial plant automation systems. In addition to it, broad level similarities
and differences of industrial plants from financial sectors and telecommunica-
tion segments have been identified. Then a reusability assessment is done and
technology areas which can be reused are identified.

In the third step, both analytical and deductive research methods are used.
A workflow that uses the existing trust mechanism of employees to enable the
initial bootstrap of trust in the devices is introduced. This activity resulted in
Paper 3, Paper 5 and Paper 9. This concept is derived from the chip-and-pin
enabled financial card readers’ transactions and the concept of device authenti-
cation using public key infrastructure in the LTE (Long-Term Evolution) stan-
dard. A framework has been proposed where the device can be verified only
after the commissioning engineer or the maintenance engineer has transferred
their employee trust parameters to the device. Through a proof-of-concept
implementation and formal verification the feasibility of device deployment
workflow has been demonstrated.

In the fourth step, analytical research is carried out to identify the sources
of heterogeneity in industrial communication networks. This is documented in
Paper 6.

In the fifth step, analytical research is carried out to provide a model which
can estimate the security assurance of nodes in heterogeneous networks. A
secure, high capacity and reachable path is also identified from each key per-
formance parameter of the devices involved in that network flow. This resulted
in Paper 7, Paper 8 and Paper 10. In Paper 7, the network characteristics when
devices from different categories communicate are studied and the security as-
surance parameters which might influence the network behavior are identified.
In Paper 8 and Paper 10, a model which can be used during network design to
identify optimized network paths is developed. The overall network dynamics
with respect to security and robustness is studied. Further, how to assess a se-
cure, high capacity and reachable path between two end nodes in a multi-hop
heterogeneous network is assessed.

In the sixth step, both analytical and deductive research methods are used.
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In this step, the proposed solutions towards the research questions from RQ1
to RQ4 are validated through an industrial use case and the future research
challenges are outlined. This resulted in paper 11. In this paper, a smart grid
application scenario is considered where data transmission is done over differ-
ent communication media. A mechanism is proposed to identify the optimized
paths in terms of the network performance and the network security. The pro-
posed method is useful for communication system design for smart grids.

Finally, the findings in this initial trust establishment and security assess-
ment for heterogeneous industrial communication networks research have been
summarized and future research work is defined. This resulted in paper 12.



Chapter 3

Industrial Automation
Security

This chapter introduces information which is fundamental for better under-
standing of the problems and solutions that are proposed in this thesis. At first,
an overview of industrial automation plants is given. Automation with wireless
communication is also discussed to demonstrate the use of wireless technolo-
gies in industrial automation. Next, an introduction to communication security
is presented with an overview of cryptography and key management. Finally,
a short overview of trust which is an important building block for industrial
automation security is discussed.

3.1 Industrial Automation
Industrial automation is a broad area which can be divided into different cat-
egories such as process automation, factory automation, building automation,
home automation and substation automation [16]. The characteristics of these
different automation domains differ significantly based on requirements of sa-
fety, security and availability. The communication medium in industrial au-
tomation is traditionally wired. These wired industrial communication systems
have been applied successfully for decades. With the advancement of technol-
ogy, wireless communication became another option for industrial communi-
cation. The well-known benefits of wireless communication in industrial plants
are cost efficiency, flexible deployment, convenient installation and availabil-

15
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ity [17].
Generally, the architectural model of industrial automation is depicted in

the pyramid structure [18], known as the ‘Automation Pyramid’ as shown in
Figure 3.1. This hierarchical topology system model is based on the prop-
erties of different levels. Typically, the bottom of this hierarchy is the field
network which consists of sensors and actuators. The next level is the control
network, which typically consists of controllers, connectivity servers. The top
level is the plant/server network which consists of operator workplaces, engi-
neering and monitoring stations, and servers. The plant/server network can be
connected to the Internet for remote monitoring through firewalls and virtual
private networks (VPN).

Figure 3.1: Industrial Automation Pyramid

The shape of the pyramid depicts the volume of information at different
levels. From the lower level to the upper level, the information amount is
reduced as in every level the data is processed and sent to the next upper level.
For example, the bottom level of the pyramid, i.e., at the field network, the
data of interest will be sensor data which is transferred to the control network.
At the control network level, the data which are related to the operator, for
example, the control loop performance will be transferred to the next level. At
the top level of the pyramid, the main interest will be the data that provides
information related to the quantity and quality of the product.

Typically an industrial plant has a mix of different industrial communica-
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tion protocols and these industrial protocols are usually common across several
industries. These industrial communication protocols require specific hardware
and software for robust and reliable operations inside the plants. There are
many protocols that exist and are used in the industrial communication mar-
ket. The three most dominant protocols are Foundation Fieldbus, Profibus and
Profinet. Foundation Fieldbus is broadly used in the United States. Profibus
and Profinet are preferred in Europe. The total installed base is in the order
of one hundred million devices and is increasing [16]. Some of the indus-
trial communication protocols such as the Distributed Network Protocol 3.0
and Modbus were originally developed to run over a serial connection. Later,
these were adapted to run on top of the TCP/IP stack as application layer pro-
tocols [19]. Many of these industrial and proprietary protocols lack proper
security measures in terms of authentication or integrity checking and do not
support any cryptography mechanisms.

3.1.1 Wireless in Automation

Wireless technologies have been used in industrial plants for quite some time.
In the higher level of the communication architecture of industrial automation,
Wireless LANs, long-haul wireless links are commonly found. On the field
network level, low rate and short distance wireless technologies are suitable
communication technologies as the applications support low rates. However,
in the field level application also Wireless LANs are being used. For factory
automation ABB developed the Wireless Interface to Sensors and Actuators
(WISA) [20] radio technology. It was released in 2001 and later WISA-COM
is standardized by WSAN (Wireless Sensor-Actuator Network).

The IEEE 802.15 working group focuses on developing standards for Per-
sonal Area Networks (WPAN) or short distance wireless network. Bluetooth
[21] is an IEEE 802.15.1 based wireless personal network area technology.
Generally Bluetooth uses peer to peer communication whereas field networks
sometimes demand a large scale network with many sensor devices. The IEEE
802.15.4 specifies the PHY and MAC layers in the OSI model (Open Systems
Interconnection model). The higher layers are specified by other standards that
use IEEE 802.15.4 as base, for example, ZigBee [22], WirelessHART [23,24],
ISA100.11a [25], and WIA-PA [26]. Lennvall et al. presented a performance
comparison between WirelessHART and ZigBee standards [27]. Their conclu-
sion was that the ZigBee standard is not suitable in industrial environments due
to poor performance, and because security is optional, while in the Wireless-
HART standard it is mandatory. In process automation the standards for in-
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dustrial wireless sensor networks are WirelessHART, ISA100.11a, and WIA-
PA. These standards are based on IEEE 802.15.4-2006. However, Wireless-
HART, ISA-100a, and WIA-PA may merge into one industrial standard in the
future [28].

The IEEE 802.15.4 standard is evolving gradually. In early 2003 the first
version of the IEEE 802.15.4 standard was ratified as IEEE 802.15.4-2003 and
then based on IEEE 802.15.4b standard this version was updated to IEEE
802.15.4-2006 and then later considering IEEE 802.15.4a, the version was
modified in IEEE 802.15.4-2009. The latest version during this thesis work is
IEEE 802.15.4-2011, which specified the following physical layers with mod-
ulation BPSK, ASK, O-QPSK, BPM-BPSK (UWB), DQPSK (CSS), MPSK,
or GFSK.

Industrial and commercial applications have critical requirements on low
latency, robustness in harsh industrial RF environments, and on determinism.
These are not adequately addressed by IEEE 802.15.4-2011. To allow IEEE
802.15.4 devices to support a wide range of industrial and commercial appli-
cations, a wide range of MAC behaviors was found to be necessary and the
IEEE 802.15.4e [29] standard was amended with the IEEE 802.15.4-2011 in
2012. As of now, wireless in industrial automation is primarily focusing on
smaller installations, providing additional services such as condition monitor-
ing, and monitoring of non-critical process values. The IEEE 802.15.4g [30] is
standardized in 2012 and this standard is for Low-Data-Rate, Wireless, and
Smart Metering Utility Networks. Smart utility networks support applica-
tions to operate over shared network resources for monitoring and control
of utility systems. The devices in this type of network should be designed
to operate in very large-scale, low-power and long-distance wireless applica-
tions. For Low Energy, Critical Infrastructure Monitoring Networks (LECIM),
IEEE 802.15.4k [31] has been standardized in 2013. The LECIM defines the
MAC and PHY behaviors implemented within a minimal network infrastruc-
ture. This enables the collection of scheduled and event data from a large
number of battery powered end points that are widely dispersed, or are in chal-
lenging propagation environments.

3.2 Secure Communication

Secure communication involves techniques when two entities are communi-
cating. If only two mutually trusted entities communicate with each other and
there is no way a third party can be involved during this process, security is
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not relevant. Unfortunately this is not the real scenario where most of the real
world entities are getting connected with the advancement of technology. Se-
curity in industrial automation is a well-discussed topic in the community for
quite a long time. In this section, the basic concept of security is introduced
which is fundamental for better understanding of the thesis work.

3.2.1 Security Requirements
Secure communication implies the following set of security requirements.

• Confidentiality: The confidentiality requirement refers to the protection
of information from undesired disclosure to unauthorized persons or sys-
tems over the communication medium.

• Integrity: The integrity requirement for communication refers to data
consistency over communication medium, i.e., prevention from unde-
tected modification of data by unauthorized persons or systems.

• Availability: The availability requirement refers to the timely delivery of
the message from the authorized entity to the authorized end-points.

• Authentication: Authentication is related to determining the true identity
of communicating parties.

• Non-repudiation: The non-repudiation requirement refers to being able
to provide proofs where the originators cannot deny that the communica-
tion has occurred and the end-points participated in the communication.

• Authorization: The authorization or access control requirement refers to
the action of preventing access to the system without permission.

• Auditability: The auditability requirement refers to the ability to trace
the communication activity between two communicating parties.

3.2.2 Cryptography
Among the security requirements, confidentiality, integrity, authentication, and
non-repudiation are achieved by cryptographic methods. Cryptography is the
most important tool for communication security. Cryptography provides the
mechanism of securing the integrity and/or confidentiality of a message. Cryp-
tography can also support security of communication by providing authenti-
cation and authorization of the communicating parties. Cryptanalysis is the
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study of cracking the secured message. Cryptology, also known as crypto, is
the study of both design and break of secured messages. In cryptography ter-
minology, a message M which needs to be communicated is known as plaintext
or cleartext and can be denoted as P. The process of changing a message to
hide its original information is known as encryption. The encrypted message is
called a ciphertext and denoted as C. The process of turning ciphertext back to
plaintext or cleartext is called decryption. A cipher is the cryptographic algo-
rithm which is the mathematical function used for encryption and decryption.
In earlier days, the security of an algorithm was based on keeping the algorithm
secret but this ‘security by obscurity’ is not applicable in today’s scenario. By
making the algorithm publicly available, the security of the algorithm may be
tested and proven. Therefore, modern cryptography relies on keeping the Key
K secret. However, there is the problem of ensuring that the secret key is
not disclosed. There are three basic classes of approved cryptographic algo-
rithms: hash function, symmetric algorithms and asymmetric/public-key algo-
rithms. Cryptosystem involves algorithms, all possible plaintexts, ciphertexts
and keys. Schneier and Anderson have provided comprehensive overviews of
cryptographic algorithms and protocols [32] and [33].

Hash Function: Cryptographic hash functions do not require keys. A hash
function takes a large input and generates an output of a smaller fixed-length
value. The generated small value is known as a message digest or hash value.
The conversion from large input to smaller digest is fundamentally difficult to
reverse. These hash functions are used as building blocks for different crypto-
graphic mechanisms and protocols.

Symmetric Cryptography: Symmetric Cryptography uses conventional
algorithms, where the same key is used for both the encryption and decryption
operations as shown in Figure 3.2. The symmetric algorithms are also known
as secret-key algorithms, single-key algorithms, or one-key algorithms. Both
the communicating parties need to agree on a key before they can start com-
municating. The security of this type of algorithms lies in the underlying secret
key.

Symmetric encryption and decryption are denoted as

EK(P ) = C

DK(C) = P

Symmetric algorithms can be divided into two categories, block ciphers and
stream ciphers. The algorithms which operate on plaintext in groups of bits are
known as block ciphers, whereas the algorithms which operate on plaintext a
single bit or byte at a time are known as stream ciphers.
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Figure 3.2: Symmetric Key Cryptography

Asymmetric Cryptography: Asymmetric cryptography is based on algo-
rithms where the key used for encryption is different from the key used for
decryption. In the ideal case, it is not possible to calculate the decryption key
from the encryption key within a reasonable amount of time. The key used for
decryption is known as a private key and the key used for encryption is called
as a public key as shown in Figure 3.3. This type of cryptography is known as
public-key cryptography as the key used for encryption is public.

Figure 3.3: Asymmetric Key Cryptography

Asymmetric encryption using public key Kpub(B) of B and decryption us-
ing private key Kpr(B) of B are denoted as,

EKpub(B)
(P ) = C

DKpr(B)
(C) = P

In digital signatures, messages are encrypted with the private key and de-
crypted with the public key. This is used to show the authenticity of the senders.
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3.2.3 Key Management
Cryptographic keys have to be managed according to the security methods
adapted by the system for effective use of cryptography. Key management
is the most difficult portion of cryptography as the aim of key management
is to keep keys secret while making it possible to securely distribute them to
the authorized users. Both symmetric and asymmetric key based cryptography
can be attacked through their key management functions. It is much easier
to retrieve the key through a loosely designed key management systems com-
pared to breaking the cryptographic algorithm. Hence an effective design of
key management along with standard cryptographic algorithms is necessary to
ensure the desired level of security.

There are broadly four phases of key management life-cycles; pre-operatio-
nal phase, operational phase, post-operational phase and destroyed phase. In
Table 3.1, a summary of relevant key management functions for each key man-
agement phases is given. The details of these key functions is available by
NIST [34].

Table 3.1: Key management phases and functions

Key management phases Key management functions

Pre-operational phase

User Registration Function
System Initialization Function
User Initialization Function
Keying-Material Installation Function
Key Establishment Function
Key Registration Function

Operational phase

Normal Operational Storage Function
Continuity of Operations Function
Key Change Function
Key Update Function

Post-operational phase
Archive Storage and Key Recovery Func-
tions
Entity De-registration Function
Key De-registration Function
Key Destruction Function
Key Revocation Function

Destroyed phase
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As discussed, in symmetric key cryptography both the communicating par-
ties need to agree on the same key. Once one of the communicating parties,
say A, has generated a key, this has to be communicated with the other com-
municating parties, say B, securely. If the key is transmitted over the same
communication channel which is used to transmit ciphertext C, then it is vul-
nerable to an eavesdropping attack as any attacker can see the key in plaintext.
Creating a secure channel to share symmetric key is a challenge in large net-
works. Asymmetric key cryptography solves this problem of secure channel
requirement but it requires a trusted channel which will ensure that both the
communicating parties are talking to the correct communicating party.

In the ANSI X9.17 standard [35], the key has been divided in broad two
categories, key-encryption keys and data keys. Key-encryption keys are used
to encrypt the other keys during key distribution. Data keys are used to encrypt
messages. This two-tiered key concept is commonly used in key distribution.
ANSI X9.17 defines procedures which can be used for the manual and auto-
mated management of keying materials and contains a number of options.

3.3 Multicast Communication in Industrial Net-
works

In industrial communication networks, the requirement for efficient ways of
distributing information across networks is emerging. Multicast, a communi-
cation method between a single sender and multiple receivers on a network
ensures that one single copy of message is being sent by the sender. This is
a technique for fast and efficient distribution of data to many receivers. The
sender is not required to be a group member and it may not be aware of which
individuals are group members or whether group members have successfully
received the packets [36]. The concept of multicast allows a sender to send a
message to a group of receivers, by using a destination address to which all
group members listen. This ensures a more efficient use of the communication
network than by addressing each receiver individually.

In industrial applications, there are different core services and network
housekeeping protocols which support multicast in the Ethernet layer or IP
layer [37]. For example, in one of the mechanisms industrial devices use pub-
lish/subscribe mechanism to efficiently distribute data. The sender “publishes”
its data, e.g. a sampled measurement value (SMV) from a sensor, by cyclic
multicast transmission to a group, e.g. industrial controllers [38]. The unique
address of the sender is provided in the multicast packet. The controller which
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requires this specific sensor value “subscribes” to it by locally configuring the
appropriate multicast receiving-address and performing source-specific filter-
ing of the received multicast packets to obtain the specific value.

Ethernet/IP uses IP layer multicast and recommends that IGMP snoop-
ing, VLANs, and TTL=1 should be used to avoid unnecessary spreading of
multicast traffic [39]. IDA explicitly defines a real time publisher subscriber
(RTPS) protocol using IP multicast [40]. FF HSE also employs IP layer mul-
ticast [41]. The IEC61850 uses Ethernet layer multicast for the fast peer-to-
peer transmission of generic substation events and periodically sampled mea-
sured values [42]. Profinet also employs Ethernet multicast. The soft and
isochronous real-time communication are built directly on top of the Ether-
net layer [43]. The distribution of clock signals from a master clock to devices
is another application of multicast. Control Network Clock Protocol (CNCP)
from ABB [44], IEEE 1588 [45], Simple Network Time Protocol (SNTP) [46]
uses IP multicast. Redundant Network Routing Protocol (RNRP) from ABB
uses periodic UDP/IP multicast of ‘hello’ messages to check availability on all
networks, typically once per second [47]. RNRP updates its routing tables for
the routing of IP unicast traffic if a broken line is detected. In addition to this,
several network housekeeping protocols such as, Dynamic Host Configuration
Protocol (DHCP), Address Resolution Protocol (ARP), NetBIOS name service
etc. [37] also rely on multicast for automatic configuration.

Since the last decade, the severity of cyber threats towards existing and
future industrial systems has increased security awareness in the industrial au-
tomation domain. Industrial communication security is being discussed by
both academia and industrial practitioners. There has been extensive research
on unicast security management in the past and work is still going on today.
However, the solutions for unicast security management cannot be directly
applied to the multicast scenarios as multicasting is more susceptible to at-
tacks [48–50] because the transmission can occur over multiple communication
channels. In addition to this, the devices can leave and join the group which
increases group management challenges in large-scale heterogeneous systems.

The characteristics of multicast applications is discussed in the taxonomy
of multicast security issues [51]. The group size for multicast applications in
industrial communication networks can be several tens of devices, such as in-
dustrial sensors, controllers, and servers [37,47]. All the members in the group
may have different processing capabilities. Membership are almost static with
indefinite group lifetime, except temporary maintenance devices which must
be able to join/leave the group [37]. There can be several industrial sensors as
senders who multicast to a group of controllers. The identity of the senders
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are available in advance and they are strictly not required to be members of the
group. The major traffic in the network is from data publishers which period-
ically multicast their updated process data, with stringent delay requirements.
The size of a network is on some geographically restricted site, but group mem-
bers may be connected to different subnets.

Multicast addresses in the multicast communication are assigned one-to-
one to groups [37]. Group members in a network have their individual unicast
addresses. In addition to this, group members also configure the multicast
address in their receiving-address filters. The sender of any multicast packet
defines the multicast address as the destination address. The source address in
the packet is the individual unicast address of the sender. The group member
uses its copy of the packet once it has passed its receiving-address filter. A spe-
cial case of multicast is broadcast, which addressed to “all”. In this broadcast,
an all-one ‘11...1’ destination address is used which is enabled by default. The
network is responsible to deliver the packets to all group members.

A typical multicast on an Ethernet network, using the TCP/IP protocol,
is basically of two types: Ethernet Multicast and IP Multicast. 48-bit MAC
addresses are used on the Ethernet MAC layer. These MAC addresses are
factory assigned for individual Ethernet cards. For Ethernet multicast, a special
multicast bit is used which mark the address as a 48 bit Ethernet multicast
address. On the IP layer, when using IPv4 addressing scheme, IP addresses
“224.0.0.1” through “239.255.255.255” is reserved for IP multicast. Multicast
IP addresses must be mapped to multicast MAC addresses [38]. Multicast
addresses in IPv6 use the prefix ff00::/8 [52].

3.3.1 Ethernet Multicast
Ethernet creates a broadcast domain for the logical link layer. On a physical
shared medium, Ethernet buses and hubs operate in a broadcast manner. Ether-
net switches map MAC addresses and ports from the received packets and for-
ward unicast packets according to the MAC-port association tables. Broadcast
and multicast packets received in the incoming ports are generally forwarded to
all outgoing ports. The Ethernet network interface card performs MAC receive-
address filtering for a list of Ethernet multicast addresses to support multicast
reception, in addition to its individual unicast address.

Forwarding of all multicast traffic by switches may lead to unnecessary
increase in the traffic load. In simple switches, switching can only be done for
Ethernet unicast packets. Whereas, managed switches allow the filtering based
on Ethernet multicast destination addresses. An alternative method to control
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broadcast traffic is given by VLAN-capable switches. In VLANs, the source
node adds a 12-bit VLAN-id to the Ethernet packet header, known as VLAN
“tag” to indicate VLAN membership. Packet forwarding by the switches to the
appropriate outgoing ports is done based on the tag.

3.3.2 IP Multicast
IP Multicast on local area networks

IP layer multicast is initiated when a host sends a packet with an IP multicast
destination address. The packet is received by all hosts on the directly con-
nected local network Ethernet. The sending host does not necessarily required
to be a member of the destination group [53]. By default IP routers do not
forward IP broadcast or multicast packets. Therefore, multicast is confined
to within the subnet of the sending host. To enable multicast beyond subnet
boundaries, cooperation of multicast-capable routers between those subnets is
required.

For local IP networks, dynamic group management is achieved by the Inter-
net Group Management Protocol (IGMP) and the Multicast Listener Discovery
(MLD) for IPv4 and IPv6. IGMP is an extension to IP, alongside e.g. Internet
Control Message Protocol (ICMP). IP multicast reliability can be achieved by
repeating multicast packet with sequence numbers. This is inefficient in terms
of network load. For point-to-point transmission, TCP utilizes acknowledge-
ments from the receiver where re-transmits occur only when those are neces-
sary. In multicast TCP may not be applicable where more than one receiver are
present. Therefore, user layer multicast runs over UDP without any reliability
guarantee. The Pragmatic General Multicast (PGM) protocol [54] is meant to
support efficient scalable reliable multicast over IP.

IP Multicast on wide area networks

In wide area networks, IP routers route the unicast packets according to their
internal routing tables. The routing table can either be set manually or learnt
from ICMP redirect messages [37]. Routing tables can be built by using pro-
tocols such as Routing Information Protocol (RIP) or Open Shortest Path First
(OSPF). These protocols can be extended for the routing of multicast pack-
ets. When a sender transmits a single packet to the IP multicast address of the
group, multicast routers must replicate and forward the packets to the receiving
group members. Advanced router-to-router protocols ensure efficient multicast
without unnecessary duplicates.
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For IPv4, there are three basic multicast routing protocols, namely, Dis-
tance Vector Multicast Routing Protocol (DVMRP), Multicast extension to
Open Shortest Path First (MOSPF) and Protocol Independent Multicast Sparse
Mode (PIM-SM) which are currently widely used [52, 55, 56]. In addition to
these tree-based multicast routing schemes, it is also possible to use mesh-
based rooting with multiple paths between sources and receivers [55].

3.3.3 Multicast in Wireless Networks

The wireless communication medium creates a broadcast domain where nodes
receive transmissions from a common source based on communication prop-
erties such as, access network, frequency channel, modulation and coding
scheme etc. In wireless multicast, a node can send the same data to a group of
receivers connected to the same wireless access point or base station.

There are a large number of wireless communication technologies which
are considering multicast as a service. For both Universal Mobile Telecom-
munications Service (UMTS) and Global System for Mobile communication
(GSM), the Third Generation Partnership Project (3GPP) has a multicast mode
bearer service within its Multimedia Broadcast/Multicast Service (MBMS) [57,
58] standard. WiMAX includes the Multicast Broadcast Services (MBS) [59,
60] and CDMA embodies the Broadcast and Multicast Service (BCMCS) [61].
The IEEE 802.11 standard comprises multicasting, however it is implemented
as an unreliable service. The IEEE 802.11aa [62] focuses on resilience of mul-
ticasting over Wireless local Area Networks (WLANs). A survey [63] of the
research effort for the analysis of multicasting over wireless access networks
from the late nineties onwards reveals how researchers proposed to solve this
constraint using both modified unicast data transmission and also error correc-
tion techniques at various levels of the network protocol stack.

In Wireless Sensor Networks (WSN), broadcasting and multicasting in
group communications enable efficient message deliveries among resource con-
strained sensor nodes. Datagram Transport Layer Security (DTLS) based Mul-
ticast Security is recommended for Low-Power and Lossy Networks [64]. A
WSN group key management protocol MIKEY [65] is designed to facilitate
multimedia distributions. TESLA [66], another WSN group key management
protocol is proposed for the broadcast authentication of the source. However,
it is not meant for confidentiality protection of multicast messages. The com-
munication cost of rekeying messages can be reduced by generating a key-tree
as proposed in Topological Key Hierarchy (TKH) [67]. However, with the in-
crease in number of group members, the computation and communication costs
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grow linearly. The authenticated group key transfer protocol [68] requires an
on-line key generation center to construct and distribute the group key. The
secure key transfer protocol [69] does not need a trusted key generation center
and is dynamic in nature. These schemes use pairing based computation. For
Internet of Things (IoT) applications, group key establishment mechanisms for
multicasting in wireless sensor networks are proposed [70].

3.4 Trust in Communication Security

Trust management is an interesting area to facilitate collaboration among enti-
ties in a heterogeneous network where traditional security paradigms cannot be
directly deployed due to the lack of centralized coordination and incompatible
security protocol support among different heterogeneous entities. The concept
of trust is approached differently in several fields of research domains, such as
sociology [71, 72], psychology [73, 74], philosophy [75], economics [76] etc.
Each discipline has defined trust from its own disciplinary views. In network
security, trust is an important aspect for design and deployment of commu-
nication protocols in distributed systems like industrial automation plants. It
influences the security policies which are required to be implemented for se-
cure activities. A communication protocol defines the format of data transfer
between communicating parties over a communication channel. If there are
only two entities over a communication channel, then both of them need to
ensure that they are talking to the right entity, which implies that both of them
need to mutually trust each other. In a bigger network with more than two en-
tities, there need to be a third party whom all the communicating parties need
to trust. Therefore, in a communication network, an entity needs to make de-
cisions regarding secure interactions based on the trust property of the other
entity with whom it needs to communicate. To trust an entity for secure com-
munication, the truster (who needs to trust) requires to have confidence in the
trustee (who needs to be trusted). The decision of a truster based on the con-
fidence in a trustee can reduce the risk of the truster getting adversely affected
in a communication transaction.

The trust can be managed through credentials where an entity is trusted to
access a restricted resource only when it provides the right credential. In this
credential based trust concept, an entity can be allowed to access the resource
or it is not allowed to access. One aspect of credential based trust can be
achieved through authentication and key management. This credential based
trust for an entity requires one to have complete knowledge about that entity
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and mostly follow one set of protocols.
There is another view of trust where two communicating parties cannot

fully trust each other in absence of complete knowledge about each other. In
this scenario, the trust relationship between a truster and trustee in a specific
context is estimated based on the experience, knowledge, and recommendation
from the truster. This view of trust is known as the computational trust or
reputation based trust. A truster does not need to completely trust a trustee,
instead a truster needs to calculate the trust associated with a trustee in some
context applicable to a specific situation. The definition of trust and the related
terms as provided by Ray et al. [77] are presented.

• Trust is defined to be the firm belief in the competence of an entity to
act dependably, reliably and securely within a specific context.

• Distrust is defined as the firm disbelief in the competence of an entity to
act dependably, securely and reliably within a specified context.

• The experience of a truster about a trustee is defined as the measure of
the cumulative effect of a number of events that were encountered by
the truster with respect to the trustee in a particular context and over a
specified period of time.

• The knowledge of the truster regarding a trustee for a particular con-
text is defined as a measure of the condition of awareness of the truster
through acquaintance with, familiarity of or understanding of a science,
art or technique.

• A recommendation about a trustee is defined as a measure of the sub-
jective or objective judgment of a recommender about the trustee to the
truster.





Chapter 4

Related Work

This chapter presents research in the literature that is relevant to this thesis.
In this chapter research activities in industrial automation security, research
on key distribution in both unicast and multicast communication and the con-
cept of trust in communication security are discussed in the context of trusted
communication infrastructures for industrial automation.

4.1 Industrial Automation Security

During the last decade, security research for industrial plants has gained ma-
jor attention [78, 79]. The National Institute of Standards and Technology
(NIST) has provided recommendations on how to establish secure industrial
control systems [1]. In this recommendation, an overview of industrial con-
trol system and typical system topology along with identified threats and vul-
nerabilities and countermeasures are presented. This work also presents an
important aspect of using cryptography in industrial control system as cryp-
tography can introduce latency in the system. In addition to this, cryptog-
raphy introduces key management issues. Therefore, if cryptography is se-
lected, it is recommended to use a complete cryptographic system approved by
NIST/Communications Security Establishment (CSE) Cryptographic Module
Validation Program (CMVP). The state of the art in industrial communication
system security research is well captured in [12]. This survey points out that
there are still many open questions on the relation between the performance
of an industrial process and the security system. For example, analysis of in-
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trusion detection system performance during alarm flooding from industrial
processes is an unsolved problem. They also pointed out that the mitigation of
some of the security attacks in industrial plants using cryptographic security
mechanisms depends on the preservation of secrecy of the shared key. This
implies that key management is also important in industrial plants. An as-
sessment of the current security situation of industrial distributed computing
systems has been discussed by Cheminod [13]. The authors believe that be-
cause of the complexity and size of many industrial plants, quick and effective
security management decisions and (re)actions will become harder to take in
the near future, so that the scientific community is expected to propose and
develop new advanced techniques. The communication security with security
objectives, types of attack, cryptographic methods, security in communication
protocols and security best practices is discussed by Dzung et al. [11]. This
paper provides a good introduction of the industrial automation security area.
The challenges for SCADA systems along with vulnerabilities in Profibus have
been presented by Igure et al. [14]. Attacks on PROFIsafe have been shown
by Akerberg et al. and they have also proposed a concept of security modules
in combination with PROFIsafe to reduce the risk of security attacks [80]. The
security loophole of PROFINET IO nodes has been demonstrated [81] where
the authors have shown that a security attack can gain control over PROFINET
IO nodes. They also claim that this type of attack can be done without any
of the communicating peers detecting the attack. Such attacks show that, the
security of industrial protocols should be considered in a rigorous manner.

The security issues in industrial wireless networks have also been exten-
sively studied for the past few years and catering to the specific interest from
industries. The WirelessHART [24], ISA-100 [25] and WIA-PA [26] standards
have been defined which address the security issues in industrial plants. These
standards address security in terms of authentication, message integrity as well
as node authentication and key exchanges. These industrial standards utilize
the security mechanisms included in the IEEE 802.15.4 [82] standard that en-
sures data integrity at the data link layer. The WirelessHART standard de-
scribes the roles of each security key but their management scheme is left up to
the users. Security mechanisms provided by WirelessHART are also analyzed
against well-known threats in wireless network by Raza et al [83]. A survey fo-
cusing on security issues of the industrial standards by identifying potential at-
tacks is presented by Christin et al. [84]. A security analysis of WirelessHART,
ISA 100 and ZigBee PRO has been performed by Alcaraz et al. [85] consid-
ering the critical aspect of supervisory control and data acquisition (SCADA)
systems. Several research questions on applicability of wireless sensor network
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security in factory automation have been identified [86]. For instance, the tam-
per and harsh environment proof technology, intrusion detection, fast network
formation etc. are still challenges to solve. For Wireless LAN (WLAN) also,
IEEE 802.11i [87] standard specifies security mechanisms. IEEE 802.11i en-
hances the WLAN standard by providing a Robust Security Network (RSN)
with the 4-Way Handshake and the Group Key Handshake protocol. These
protocols rely on a pre-shared key or authentication using credentials.

4.2 Key Management

Key management is an important aspect for any type of security design. There
has been extensive research on key management in the past and work is still
going on today. In this section, an extensive comprehensive state-of-art on this
topic is not provided, rather works that are identified as particularly relevant
are presented. There are many surveys which cover the dynamic field of key
management research. Kumar et al. presented a detailed survey on the key
management protocols for wired and wireless networks [88]. Camtepe and
Yener covers deterministic, probabilistic and hybrid pre-distribution schemes
for distributed networks and propose to establish pair-wise, group-wise and
network-wise keys in hierarchical networks [89]. This work analyzes many of
the security and efficiency related characteristics. There are many survey pa-
pers on key management [90–98]. Generally there is no single solution which
can solve all key distribution related problems. Additionally, in each of the key
distribution approaches, there is either an explicit assumption or an explicit
mechanism to establish the initial parameters among the communication par-
ties. The explicit assumption is that the devices in the network are trusted or
there is an explicit mechanism of out-of-band parameters sharing. Fischer et al.
compare different approaches to initially bootstrap security credentials [99]. In
this work, the authors concluded that the best method to bootstrap initial cre-
dentials can be done through manufacturer provided certificates. The automa-
tion device is manufactured by the device vendor and equipped with a secure
device identifier based on IEEE 802.1 AR [100]. However, this imposes a tight
constraint on manufacturers to provide a device with secure device identity.
This also might increase the manufacturing effort and costs as the credential
generation will be included during the production process. Stajano et al. [101]
discussed the issues of bootstrapping security devices and proposed a solution
to configure the trust relation of a device with the help of users. However, their
solution requires physical contact of the new device with a master device and
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the new device stay loyal to master device. Perrig et al. present a special way of
key distribution based on a master-key pre-loading approach [102]. However,
it needs to set-up a shared secret key between each node and the base station,
as a pre-requisite for key distribution. Eschenauer et al. proposed a key man-
agement scheme using probabilistic key sharing [103], which was improved
by Haowen and Du et al. [104, 105]. However, this type of scheme also needs
offline loading of keys prior to distribution. Gandino et al. proposed a random
seed distribution with transitory master key [106]. However, these types of
schemes also need offline loading of keys prior to distribution. A concept of
polynomial key pre-distribution based on deployment knowledge is presented
by Liu et al. [107, 108]. Using deployment knowledge, a key pre-distribution
concept based on a key pool has been shown by Yu et al. [109]. However,
these mechanisms have pre-requisite that each group of nodes should share the
same secret matrix. Using this matrix, pairwise keys can be generated between
nodes. Shehab and Bulusu et al. presented a hierarchical key distribution for
sensor networks [110, 111]. Xue et al. presented security improvement of a
hierarchical key distribution mechanism for large-scale Wireless Sensor Net-
work [112] which was proposed by Cheng et al. [113]. These schemes require
pre-loading of a ‘polynomial share’ within the nodes before deployment. A
secure and efficient network bootstrapping protocol for 6LoWPAN has been
proposed by Cha et al. [114], where challenge response mechanism can be
used for secure joining. However, this does not cover the initial credential dis-
tribution process for authentication. There has been some research work using
the advantage of multi-path signal propagation as a source of randomness to
generate secrets [115–117]. Wilhelm et al. showed a key deployment protocol
using key generation from physical layer information [118]. This provides an
elegant and user-friendly mechanism to the key deployment problem; however
the capability of generating ephemeral shared secrets from industrial channel
measurements needs to be verified. A tamper-evident pairing protocol that pro-
vides simple, secure Wi-Fi pairing and protects against Man-In-The-Middle
(MITM) attacks without an out-of-band channel has been shown by Gollakota
et al. [119]. This is an interesting solution for Wi-Fi devices with push but-
ton configuration. It does not require out-of-band key pre-distribution, how-
ever it requires pressing of push button on the Wi-Fi devices for initiating the
mechanism. There has been considerable work on key exchange on resource
constrained sensor nodes based on public key cryptography as well [120,121].
Efficient public key cryptography based key agreement with low overhead has
been discussed in the literature [120, 122–124]. A flexible security negotia-
tion protocol for Wireless Sensor Networks has been presented [125] where a
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suggestion to adopt a tailored Transport Layer Security (TLS) handshake for
these networks has been made. This mechanism utilized public key cryptog-
raphy protocols. Public key based certificate management, presented in RFC
4120 [126], requires that the initiation point of key management should be done
out-of-band. Therefore, public-key cryptography needs to establish a trusted
channel for sharing public key. For Port-based Network Access Control, IEEE
has defined IEEE 802.1X standard [127]. This standard specifies authentica-
tion, authorization, and cryptographic key agreement mechanisms for secure
communication between devices connected by Local Area Networks (LANs).
The IEEE 802.1X authentication involves a supplicant, an authenticator, and
an authentication server. The authentication server supports the Remote Au-
thentication Dial In User Service (RADIUS) and Extensible Authentication
Protocol (EAP). EAP [128] is an authentication framework for wireless net-
works and point-to-point connections. This is not an authentication protocol,
rather it provides function and negotiation methods such as EAP-IKEv2. How-
ever, the methods used in this type of authentication are based on credentials
such as symmetric key, public/private key or password, which need to be pre-
distributed in devices.

4.3 Key Management in Multicast Security

One of the major focus of key management for multicast security is to ensure
that only the authenticated and authorized users can receive messages sent by
an authenticated user to a group. To support scalability, the sender is not re-
quired to be a group member and it may not be aware of which individuals
are group members or whether group members have successfully received the
packets [36]. To address this special case and to provide a solution for data
security, group data encryption is required. This necessitates a group key man-
agement solution to distribute and maintain cryptographic keys with registered
group members. The key management architectures for multicast security can
be divided into three main classes, namely centralized group key management
protocols, decentralized architectures and distributed key management proto-
cols [129].

In centralized group key management protocols, a single component con-
trols the complete group and does not depend on any other component for key
management. The protocols based on a centralized component or a dedicated
server are simple though suffer from a single point failure. The Naive Key
Management Scheme supports a dedicated group controller which shares a se-
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cret key with all multicast group members [130]. This protocol is simple, easy
to implement and does not require any specialized, underlying infrastructure.
To provide a common multicast group Key to the group members a brute force
method using N Root/Leaf pairwise Keys approach is proposed [131]. In this
approach, a key distribution center (KDC) maintains a tree of keys. The leaves
of the tree correspond to group members and each leaf holds a Key Encryption
Key (KEK) associated with that one member. Another centralized key man-
agement approach is Group Key Management Protocol (GKMP) [132, 133]
where the key server generates a Group Key Packet (GKP). The GKP contains
two keys, namely a Group Traffic Encryption Key (GTEK) and a Group Key
Encryption Key (GKEK).

To address the challenges of scalability and single point of failure, several
protocols have been proposed under decentralized architectures. In these pro-
tocols, key management for a large group is divided into many small subgroups
and every subgroup is managed by a separate controller. To deliver keys to a
multicast group, the Scalable Multicast Key Distribution (SMKD) [36] uses the
trees built by the Core Based Tree (CBT) multicast routing protocol [134]. In
this approach, authentication and encryption tasks are delegated to downstream
routers in the core based tree. In a decentralized architecture, a single member
can affect the entire group. The Iolus system [135] focuses on this limitation
and proposes locally maintained subgroups.

In the distributed key management protocols, multiple previously authenti-
cated components are used, instead of a single key distribution center. In this
approach, group members collaborate to establish a group key and key gener-
ation occurs. The Distributed registration and key distribution (DiRK) [136]
scheme is based on the differentiation of active and passive members of the
group. This approach utilizes public key infrastructure (PKI). Baal [137] is an-
other decentralized group key management protocol, where there is one group
controller and many local controllers.

4.4 Trust in Communication Security

Managing heterogeneous devices in industrial networks opens up an interesting
area for managing security in industrial plants with the notion of “trustworthi-
ness”. With the need of mutual collaboration between devices with varying
technology capabilities, it is essential to assess the implication of interaction
between different levels of trustworthy devices. This is very much challenging
as on the one hand there is a requirement to enable interoperability between
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legacy devices and advanced devices. On the other hand, if a rogue device is
considered to be a trusted neighbor in an industrial communication network,
then the security of the whole system might break down. Therefore, there is a
need of a trust model in order to determine trusted communicating parties. The
trust model should also help to identify malicious devices in the network. The
trust can be associated with the confidence of an entity about the behavior of
a particular entity. There has been an extensive research on trust management
and different trust models have been proposed by researchers for distributed
systems, point-to-point networks, agent based systems, pervasive computing,
mobile ad hoc networks (MANETs) etc. The term “trust management” was
introduced by Blaze et al. and they pointed out that the trust management
helps security policy formalization [138]. There are logic based formaliza-
tions of trust using first order logic [139, 140] and modal logic or its modi-
fication [141]. Trust management using a vector model is proposed by Ray
et al. [142], along with a model to formalize trust relationships [77]. Cho et
al. presented a detailed survey on trust management in MANETs [143] and
pointed out that the concept of trust is approached differently in several fields
of research, such as sociology, psychology, philosophy, economics etc. One
set of promising research on trust models rely on authentication or cryptogra-
phy [144–147]. However, as mentioned, the focus of this thesis is on the trust
management scenario where a unified cryptographic capability is not available
in all the entities inside an industrial plant. For example, there might be some
high end sensors which can support light-weight cryptography, and at the same
time there might be computationally low-end devices which cannot have pro-
cessing power and memory available for cryptography support. Therefore, the
trust models requiring different cryptography, shared secret, or certificate tech-
nologies are not so applicable in a heterogeneous scenario where all the par-
ticipating devices are not using the same security protocol. Properties of trust
establishment in mobile, ad-hoc networks and the differences from trust estab-
lishment in the Internet is discussed by Eschenauer et al. [148]. Baras et al.
indicated that the trust management in distributed and resource-constraint net-
works is much more difficult than in traditional hierarchical architectures, such
as the Internet and base station or access point centered wireless LANs [149].
For already running networks, there is also a set of trust models that rely on
experience and recommendation from already connected devices [150, 151].
There are papers on applicability of trust management in intrusion detection in
wireless sensor networks, effective routing, delay tolerant networks, public key
management [152–159]. Haque et al. proposed a trust model which relies on
direct experiences with devices and recommendations from neighboring de-
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vices [160]. Ahamed et al. proposed another model which calculates trust
based on the security level of the context, recommendation from other devices
and direct trust experience [161]. In these types of trust models, time is an
important parameter similar to real life scenarios where building of trust takes
time. Therefore, when a new device joins a network, other neighbors need di-
rect experiences with this device to recommend this new device to others in the
network. This brings down the trust management problem to its initial value
assignment during the formation of the network.



Chapter 5

Pre-deployment Security
Assessment

In practice, security researchers often look for security solutions in homo-
geneous environments, for example, security in Wi-Fi networks, security in
MANET, security in PROFINET, or security in specific industrial protocols.
However, in industrial networks, heterogeneity is an important aspect when
designing secure solutions due to the following reasons:

• Supporting legacy systems: In “brown-field” industrial plants, there
are already working legacy systems and the plant is expanded with new
technology solutions. There might be devices which run processes effi-
ciently over 30 years. There will not be enough business motivation to
replace those devices just because they are not having advanced state-of-
the-art security support. The plant owner will not be able to justify the
cost of replacing all legacy devices and buy new ones with advanced se-
curity solutions. Instead, the need will be to explore solutions which can
allow overall secure plant operation with those traditional devices also.
This creates a heterogeneity in industrial communication networks.

• Co-existence of wired and wireless networks: In ideal scenarios of in-
dustrial applications, the end users will look for solutions which do not
need investment and maintenance of parallel infrastructures of wired and
wireless solutions. One of the primary motivations for adopting wireless
networking for industrial communication networks is to replace wired

39
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cables with wireless communication media. Therefore, in ideal cases,
wireless solutions need to support all requirements that is met today us-
ing wired field-buses in order to be efficient. Due to the inherent lossy
properties of the medium, in today’s scenarios, wireless solutions can-
not be applicable for all applications which are having real-time require-
ments. However, wireless technologies are removing the physical and
economical barriers that previously made it difficult or impossible to ac-
cess many types of information in the process industry. Therefore, there
is a high probability of having two parallel communication infrastruc-
tures in industrial plants in the near future. These two different commu-
nication media impose a critical challenge in achieving unified security
solutions in industrial plants. Management of industrial communication
networks which support both wired and wireless devices is an important
area to look into.

• Heterogeneity due to different capabilities: The security of any com-
munication network can be improved and managed by employing digital
certificates and fixed key management infrastructures. These technolo-
gies can be too heavy-weight for computationally-insufficient devices.
In the future, with the advancement of low end computing devices, more
processing power to most of the devices can be expected. However, with
the surge of low-cost sensing devices, there will still be light-weight
computing devices for emerging applications. Therefore, devices with
varying computational capabilities can be expected also in the future.
This will retain heterogeneity in communication environments, since
there will always be devices with limited computational capabilities.

In this chapter the focus is on security assessment of heterogeneous com-
munication networks before the network is deployed in the field. The initial se-
curity assessment can estimate the probability and the impact of an attack [162]
on industrial devices, thus eventually producing a qualitative number for each
asset in the network. The capability of each asset in terms of physical pro-
tection, cryptographic capability, key distribution support etc. can be used to
assess the trustworthiness of a node.

5.1 Classifications of Heterogeneous Entities
For the security assessment, the devices have been categorized based on their
inherent properties and their working principles [163]. Based on their security
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properties, the devices are categorized in three categories; secure device, smart
device and traditional device.

• Secure Device: These devices have state-of-the-art security mechanisms.
Devices within a network are authenticated and accept command/control
from authenticated and authorized entities. These devices have no open
interfaces to download programs/executables in devices. This implies
that the connectivity through the interface is also authenticated. These
devices use no pre-shared key so that access cannot be gained through
social engineering either. For ease of further reference, this type of de-
vices are denoted as green zone devices.

• Smart Device: These devices are advanced devices where few security
mechanisms can be available. The devices within this network are not
necessarily authenticated. These devices might have open interfaces to
download programs/executables in devices. This implies that the inter-
faces may not be authenticated. These devices might use pre-shared keys
and system access may be gained through social engineering. For ease of
further reference, this type of devices are denoted as yellow zone devices.

• Traditional Device: These devices do not have any firmware. They are
analog devices and do not have computational power. These devices do
not have any open interfaces to download any application inside devices.
The only concern for the device is the physical security. For ease of
further reference, this type of devices are denoted as black zone devices.

The devices in an industrial network are denoted as D which can be from
green (G) or yellow (Y ) or black (B) zone devices.

D = {G, Y,B} = {d1, d2, ...dn} (5.1)

In this work, green, yellow and black devices are defined based on their
attributes (a). The devices of each category have specific attributes a from A,
which defines the initial characteristic (ν0) of a device from D.

∀a ∈ A, a : D → ν0 (5.2)

The devices in green zone are considered to have robust security mecha-
nisms and the devices in black zone are not susceptible to any security attacks
except physical security attack. Considering this broad level of device clas-
sification, the behavior of a communication network is further explored when
devices with various degrees of security features exchange messages.
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5.2 Methods of Security Assessment
In a network, the concept of security risk and vulnerability are widely used
terms in network security. A vulnerability is a weakness which allows an at-
tacker to reduce the trust of a system. Similarly, the concept of trust is also
quite well known. For instance, the communicating parties should authenticate
each other if there exist a mutual trust between them. The trust can also be
enforced by using a trusted third party whom both the communicating parties
trust. Much research has been done on trust and risk management in network
security as discussed in Chapter 4. Trust can be assessed based on the prior
knowledge and current experience metrics, whereas attack representation mod-
els can be used to capture attack and security flaws during network analysis. In
this work, the aim is to formulate an assurance factor for devices in a network
in pre-deployment phase.

5.2.1 Security Assessment through Node Value
As a first approach, the node value (σ) is defined as a quantified belief about
the security and trustworthiness of a node based on the initial characteristic (ν0)
of the node. In this model, the initial node value of the devices are assigned in
the scale of 0 to 10. The device from green zone and black zone are given as
the highest value, for example, 10 in the scale of 0 to 10.

σ(G0) = σMAX (5.3)
σ(B0) = σMAX (5.4)

The devices in the yellow zone are advanced devices which have a vulner-
ability to get compromised and the initial node value is assigned as the lowest
value, for example 0 in the scale of 0 to 10.

σ(Y0) = σMIN (5.5)

A heterogeneous communication network of devices can be represented by
using a directed acyclic graph. The nodes are considered to be the devices in a
network and the edges are considered to be the links between communicating
devices. A network (N ) is a set of devices (D) with their attributes (A) and the
link (L) between devices.

N = {D,A,L} (5.6)
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The devices are considered to be the vertices in the graph and the links
between communicating devices are the edges.

L = {ld1,d2 , ld2,d3 , .........ldn−1,dn} (5.7)

Links are ordered pairs of nodes. Therefore, ld1,d2 implies that the link is
directed from d1 to d2.

A flow path (fdi,dj ) between source device di to the destination device dj
is a ordered pair of links including all intermediate devices {di, dx, ...., dy, dj}
as,

fdi,dj = {ldi,dx , ...., ldx,dy , ldy,dj} (5.8)

The |fdi,dj | is denoted as the hop count between di and dj . This implies
that there will be |fdi,dj | − 1 number of nodes in the path between the source
node di the destination node dj .

For each link (ldi,dj ), the node value σ(dj) is updated when dj receives a
message from di using

σ(dj) =
σ(di) + σ(dj)

2
(5.9)

In a flow path fsi,ck,rj = {lsi,ck , lck,rj}, the final node value of the receiver
node rj is updated as,

σ(rj+) =
σ(ck+) + σ(rj)

2
, where, (5.10)

σ(ck+) =
σ(si) + σ(ck)

2

Therefore, it can be seen that, in that flow path fsi,ck,rj = {lsi,ck , lck,rj},
the node value of ck is updated for the first link and the updated node value
ck+ is used in the second link for the final node value of rj .

In this model, if a node with high trustworthiness receives data from nodes
with low trustworthiness, then the trustworthiness of that “high value” node
will decrease. This implies that for a node which receives data from low trust-
worthy nodes, the risk of getting compromised data is also high for that node,
which in turn reduces the trustworthiness. Similarly, if a node with low trust-
worthiness receives data from nodes with high trustworthiness, then the trust-
worthiness of that “low value” node will increase. This implies that a node
which receives data from “high value” nodes, the chance of getting compro-
mised data also is low, which in turn improves the trustworthiness. The number
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of specific type of nodes is also another influencing parameter. If in a network
there is a large number of nodes with high trustworthiness, the tendency of the
final node value of the nodes in the network will be higher. Similarly, when
there is a large number of nodes with low trustworthiness, the tendency of the
final node value of the nodes in the network will be lower.

However, this model assumes an operational network where in each flow
path, the node value gets affected. This model also combines the node value
with the flow path and the characteristic of different green, yellow and black
nodes cannot be separated. The method of updating node values are same ir-
respective of green, yellow and black. Therefore, another model which can
separate out this node value from the flow path is introduced. More accurate
assessments require more information which implies that one needs to get run-
time information. Then the fundamental problem of how to assess a network in
the pre-commissioning phase remains. However it can do much better than just
randomly assigning trust values for the nodes in the network. In the following
section, another view of security assessment is used considering the topology
of the network.

5.2.2 Security Assessment through Flow Trust Value

In this section, the security assurance value of a node is considered as a mea-
sure of how a node is getting affected by all intermediate nodes from the source
nodes [164]. This assurance value (α) is a measure of confidence in the security
properties of devices and communication flows. When devices with varying
security capabilities communicate, there is a chance of getting affected from
the network. A vulnerable node can reduce its assurance value if the previous
nodes in the flow path are also vulnerable. If a node itself is vulnerable to se-
curity attacks and it also has a vulnerable child node, the probability of being
affected by its child node is higher. Therefore, the assurance value of a node
may be lowered when the node communicates with a less secure network de-
vice. This type of security model can be used during the initial planning phase
of a network to understand the characteristics of the nodes. In this model, a
pessimistic approach for security assurance computation is used, where a node
is affected by the worst neighbor flow path. This is due to the lack of run-
time information in the pre-deployment phase. This implies that, if a node has
two different paths from producer devices, the security assurance is assigned
for that node based on the flow path where the effect of vulnerability in nodes
is higher. Thus, a conservative approach for security assurance estimation is
considered.
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The term neighbor assurance value ψ(dn, fdm,dn) of device dn is defined
through the neighbors in the flow path initiated from device dm. Neighbor as-
surance value is a probabilistic measure of confidence about the security prop-
erties of neighbors of a node. If the flow path fdm,dn = {ldm,d1 , ld1,d2 , ld2,dn}
is considered, then the neighbor assurance value ψ(dn, fdm,dn) of device dn is

ψ(dn, fdm,dn) = α(dm)α(d1)α(d2)α(dn) (5.11)

For a device di in the network, the number of inward directed links is
known as the indegree and is denoted as deg−(di). The number of outward
directed links is called the outdegree and is denoted as deg+(di). A device di
with deg−(di) = 0 is known as a source device in the network and a device di
with deg+(di) = 0 is known as a sink device in the network. In this work we
also define a set of leaf nodes (%) in the network N.

It is assumed that, for any device dx where deg−(dx) 6= 0, there will be
deg−(dx) flow paths from the leaf node set %. Hence, there will be deg−(dx)
number of neighbor assurance values ψ(d, f) for each flow. The neighbor
assurance value set θ(dn) for a node dn is defined as a function of all the
incoming neighbor assurance values from source nodes using different flow
paths.

If it is assumed that the there are two flow paths fdm,dn and fdp,dn from
leaf nodes dm, dp ∈ %, then the device dn will have the neighbor assurance
value set θ(dn) as,

θ(dn) = {ψ(dn, fdm,dn), ψ(dn, fdp,dn)}
where (dm, dp ∈ %) ∧ ∃(fdm,dn , fdp,dn) (5.12)

The assurance value α(dn) of a device dn is calculated as a measure of
getting affected from all intermediate nodes from source nodes m,n ∈ %. The
pessimistic assurance value of a node is defined as the lowest incoming neigh-
bor assurance value ψ(d, f). This is due to our conservative approach of as-
signing assurance value based on the worst incoming neighbor flow path.

As explained earlier, the devices in the green category are considered to
have robust security mechanisms and the devices in the black category to not be
susceptible to any security attacks except physical security attacks. Therefore
the assurance value of devices in the green and black categories do not change.

α(di) =

 α(G(di)) = α0(di)× 1
α(Y (di)) = α0(di)×min(θ(di))
α(B(di)) = α0(di)× 1

(5.13)
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This step is a one-time activity for a network N where the initial node
value of all nodes are updated based on the network topology. The updated
node assurance value is used for every flow path.

Once the assurance value α is computed for all devices in the network N ,
then the flow trust value λ(fdx,dy ) is used for any flow between two devices dx
and dy by multiplying the assurance values α of dx and dy for the intermediate
nodes in the flow. If the flow path fdx,dy = {ldx,d1 , ld1,d2 , ld2,dy} is assumed,
then the flow trust value λ(fdx,dy ) of flow fdx,dy is,

λ(fdx,dy ) = α(dx)α(d1)α(d2)α(dy) (5.14)

5.2.3 Secure Path Identification based on the Flow Trust Value

All nodes in the network have their initial assurance values based on their se-
curity attributes. The initial assurance values are assigned as final assurance
values for leaf nodes %. To get the assurance Value of the other devices based
on the network topology, the network graph is traversed from all leaf nodes in
%. The assurance value of every node is updated based on the assurance value
of their incoming nodes. Algorithm 5.1 shows the algorithm for the graph
traversal for final assurance value computation.

5.2.4 An Example - Calculation of Flow Trust Value

In this section, a small network is considered and it is explained how the assur-
ance value of each node is estimated. Then the estimated flow trust values for
all possible flows in the network are also presented. As it can be seen from Fig-
ure 5.1, there are 8 nodes from the green, yellow and black categories. Nodes 1,
5 and 6 are in the green category, Nodes 2,3,4,7 are in the yellow category and
Node 8 is in the black category. It can be seen that Nodes 7 and 8 are source
nodes as deg−(7) = 0 and deg−(8) = 0. Based on the security properties,
initial assurance values to all nodes are assigned, in this example yellow nodes
are given the value 0.5.

green nodes: α0(1) = α0(5) = α0(6) = 1

yellow nodes: α0(2) = α0(3) = α0(4) = α0(7) = 0.5

black nodes: α0(8) = 1

The leaf nodes in the network are Node 7 and Node 8 and therefore the
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updated assurance value of Node 7 and Node 8 is their initial values.

α(7) = α0(7) = 0.5

α(8) = α0(8) = 1

Algorithm 5.1 Graph Traversal for Node Assurance Value Computation
1: procedure UPDATEASSURANCEVALUE()
2: Get List Of LeafNodes
3: Update the AssuranceValue of Node as its initial value
4: for all nodes in LeafNodes do
5: Get List of all OutgoingNodes
6: for all nodes in OutgoingNodes do
7: if the length of OutgoingNodes != 0 then
8: Get List of all IncomingNodes
9: for all nodes in IncomingNodes do

10: if the AssuranceValue != computed then
11: Go to Step 7
12: else
13: Update neighbor assurance set
14: end if
15: end for % IncomingNodes
16: Compute the AssuranceValue of node
17: Go to Step 5
18: else
19: return
20: end if
21: end for % OutgoingNodes
22: end for % LeafNodes
23: end procedure

The graph traversal can be started from any one of the leaf nodes 7 or 8.
Let us start from node 7. It can be found that the outgoing node of Node 7 is
Node 6. Therefore, incoming nodes of Node 6 are searched and it can be seen
that Node 6 has two incoming nodes, Node 7 and Node 8. Next it can be seen
that the assurance value of both Node 7 and Node 8 are already computed, so
the neighbor assurance value set and the assurance value for 6 are updated as,

θ(6) = {ψ(6, f6,7), ψ(6, f6,8)} = {0.5, 1}
α(6) = G(6) = 1
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Figure 5.1: A Sample Network for Calculating Trust Value

Once the assurance value of 6 is computed, the outgoing nodes of 6 are
searched and Node 5 and Node 4 are found as two outgoing nodes. Let us
proceed with Node 5. Incoming nodes of Node 5 are searched and it can be
seen that Node 5 has only Node 6 as incoming node. The assurance value of
Node 6 is computed, so the neighbor assurance value set and the assurance
value for 5 are updated as,

θ(5) = {ψ(5, f5,7), ψ(5, f5,8)}
= {ψ(5, {l5,6, l6,7}), ψ(5, {l5,6, l6,8})} = {0.5, 1}

α(5) = G(5) = 1

Next the outgoing nodes for Node 5 are searched and Node 3 is found as an
outgoing node for Node 5. Therefore, incoming nodes of Node 3 are searched
and it can be seen that Node 3 has two incoming nodes, Node 5 and Node 4.
The assurance value of Node 5 has already been computed but the assurance
value of Node 4 has not been computed.

So Node 4 is selected as the current node and incoming nodes for Node
4 are searched. It is found that Node 4 has Node 6 as incoming node and
the assurance value of Node 6 has already been computed. So, the neighbor
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assurance value set and the assurance value for 4 are updated as,

θ(4) = {ψ(4, f4,7), ψ(4, f4,8)}
= {ψ(4, {l4,6, l6,7}), ψ(4, {l4,6, l6,8})} = {0.5, 0.5}

α(4) = Y (4) = τ0(4)×min(θ(4)) = 0.5× 0.5 = 0.25

Now the assurance value for both Node 5 and Node 4 are computed, so the
neighbor assurance value set and the assurance value for Node 3 are updated
as,

θ(3) = {ψ(3, f3,7), ψ(3, f3,8)}
= {ψ(3, {l3,5, l5,6, l6,7}), ψ(3, {l3,5, l5,6, l6,8}),
ψ(3, {l3,4, l4,6, l6,7}), ψ(3, {l3,4, l4,6, l6,8})}

= {0.5, 1, 0.25, 0.25}
α(3) = Y (3) = τ0(3)×min(θ(3)) = 0.5× 0.25 = 0.125

Next the outgoing nodes for Node 3 are searched and Node 1 and Node 2
are found as outgoing nodes for Node 3. Let us proceed with Node 2. Incoming
nodes of Node 2 are searched and it can be seen that Node 2 has only Node 3
as incoming node. The assurance value of Node 3 has been computed, so the
neighbor assurance value set and the assurance value for 2 are updated as,

θ(2) = {ψ(2, f2,7), ψ(2, f2,8)}
= {ψ(2, {l2,3.l3,5, l5,6, l6,7}), ψ(2, {l2,3.l3,5, l5,6, l6,8}),
ψ(2, {l2,3.l3,4, l4,6, l6,7}), ψ(2, {l2,3.l3,4, l4,6, l6,8})}

= {0.25, 0.5, 0.125, 0.125}
α(2) = Y (2) = τ0(2)×min(θ(2)) = 0.5× 0.125 = 0.0625

Now Node 1 is considered as the current node. Incoming nodes of Node 1
are searched and it can be seen that Node 1 has only Node 3 as incoming node.
The assurance value of Node 3 has been computed, so the neighbor assurance
value set and the assurance value for 1 are updated as,

θ(1) = {ψ(1, f1,7), ψ(1, f1,8)}
= {ψ(1, {l1,3.l3,5, l5,6, l6,7}), ψ(1, {l1,3.l3,5, l5,6, l6,8}),
ψ(1, {l1,3.l3,4, l4,6, l6,7}), ψ(1, {l1,3.l3,4, l4,6, l6,8})}

= {0.25, 0.5, 0.125, 0.125}
α(1) = G(1) = 1
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The initial assurance values and the calculated values are summarized in
Table 5.1.

Table 5.1: Initial and Final assurance value of nodes

Node Initial Value Final Value

Node 1 1 1

Node 2 0.5 0.0625

Node 3 0.5 0.125

Node 4 0.5 0.25

Node 5 1 1

Node 6 1 1

Node 7 0.5 0.5

Node 8 1 1

It is known that Node 1, Node 5 and Node 6 are from the green category
and Node 8 is from the black category. Therefore, it can be seen that the
assurance value of those nodes do not change. This implies that those nodes
have sufficient features to protect themselves from not so secure nodes. Node
7 and Node 8 are the source nodes in the network. They do not have any other
child nodes, therefore, they retain their initial assurance value as their final
assurance value. In this network architecture, Node 4 has two possible flows
from Node 7 and Node 8 through Node 6. Node 4 is in the yellow category
which implies that Node 4 may be vulnerable to security attacks and its value
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can get lower since it can get a vulnerable flow from another vulnerable Node
7. So, it can be seen that in this framework, the final assurance value for Node 4
is reduced to 0.25. Similarly Node 3 in the yellow category can get a vulnerable
flow from Node 7 via Node 4. Therefore, it can be seen that in this framework,
the final assurance value for Node 3 is reduced to 0.125. The similar reasoning
goes for Node 2 as the vulnerability from Node 7 can percolate via Node 4 and
Node 3. Therefore, the final assurance value for Node 2 is reduced to 0.0625.

Table 5.2: Flow Trust value in the network

Flow Flow
Path

Initial
Value

Final
Value

f7,1 7,6,5,3,1 0.5 0.0625

7,6,4,3,1 0.5 0.015625

f7,2 7,6,5,3,2 0.5 0.003906

7,6,4,3,2 0.5 0.000977

f8,1 8,6,5,3,1 0.5 0.125

8,6,4,3,1 0.5 0.03125

f8,2 8,6,5,3,1 0.5 0.007813

8,6,4,3,2 0.5 0.001953

Table 5.2 shows the the final flow trust values for all the possible network
flows in the network. In the example network, Node 7 and Node 8 are two
source nodes. Node 1 and Node 2 are the sink nodes. There are two redundant
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paths between each source and sink node. It can be seen that the flow value
depends on the flow path and the assurance value of the nodes in the path.

5.2.5 Observations
The graph traversal algorithm has been implemented and some network sce-
narios are simulated for different directed acyclic graphs. From the simulation
studies, the following observations about the trust computation framework have
been made.

1. The assurance value of a vulnerable node from the yellow category α(Y )
depends on the assurance value of the previous nodes in the flow path:
If a device dx from the yellow category is not a source node, then the
neighbor assurance value set θ(dx) is updated with the nodes in the flow
path from the source node. The assurance value of the device α(dx) is
computed by multiplying the minimum value from the set θ(dx). There-
fore, the assurance value α(dx) is depending on the assurance value of
the previous nodes in the flow path.

2. The assurance value of a vulnerable node from the yellow category α(Y )
will be less than or equal to its initial assurance value: If a device dx
from the yellow category is not a source node, then the neighbor assur-
ance value set θ(dx) is updated with the the nodes in the flow path from
the source node. The assurance value of the device α(dx) is computed
by multiplying the minimum value from the set θ(dx). The initial value
of α(dx) is less than 1. If the device dx has all previous nodes from
green or black category, then the assurance value of dx will be same as
its initial value. However, if the device dx has any previous nodes from
yellow category, then the set θ(dx) will contain a value which is less than
1. Multiplying α(dx) ≤ 1 with another value which is less than 1, will
reduce the initial α(dx). Therefore, α(dx) will be less than or equal to
its initial value.

3. In the flow, the flow trust value depends on the vulnerable nodes from the
yellow category: Let us assume that a flow fdx,dy has an intermediate
node dz . The flow trust value is computed by multiplying the assurance
values α of devices dx, dy and dz . If devices dx, dy and dz are from
the yellow category, then the initial assurance value α0 is less than 1.
Therefore, multiplying values which are less than 1, will reduce the final
flow trust value. On the contrary, if devices dx, dy and dz are from the
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green or black categories, the final flow trust value will not be reduced
as assurance values α of those devices are 1. Hence, the flow trust value
depends on the vulnerable nodes in the yellow category only.

4. The computation of node assurance value does not depend on the order
of node selection: The algorithm to compute risk assurance follows in-
coming edges to find node assurance value of neighbor nodes attached
with incoming edges. If the assurance value is not computed for an in-
coming neighbor node, then the algorithm first computes the value of
that incoming neighbor node. This recursive process allows level wise
computation of the security assurance from the source node. Therefore,
devices with one hop away from source nodes will be computed first,
next devices with two hops away will be computed and so on. This level
wise computation ensures that the computation of node assurance value
will result in similar number irrespective of the order of node computa-
tion.

5.3 Identification of a High Capacity, Accessible
and Secure Network Path

Along with cyber security requirements on industrial plants, it is also necessary
to consider other important requirements of plants in terms of availability and
timeliness [165, 166]. Therefore, it is important to understand the network ca-
pabilities during network design to avail the required network performance in
a heterogeneous network system. The network planning phase should capture
the properties of the system and identify constraints on the network to achieve
an overall secure solution. In this thesis, it is explored that how a network path
can be chosen inside a plant between two devices, where the network will con-
sider the required levels of communication security, capacity and accessibility.
In a multi-hop heterogeneous network, data communication between source
and destination can be possible through multiple paths involving devices with
varying capabilities. The problem is that, some devices can score high on one
particular performance parameter, whereas, score very low on other perfor-
mance parameters. If the decision of choosing a flow path between a source
and destination is done based on one performance criteria only, such as, secu-
rity or path accessibility or link capacity, then one segment of a network may
be overloaded.

The flow capacity value ζ(x, y) is defined for any flow path as the mini-
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mum link capacity value β of links in that flow. The minimum link capacity
value provides a theoretical upper bound on the rate at which messages can be
reliably transmitted between source and destination though a multi-hop path.
The capacity of a flow cannot support bandwidth more than this value. If the
flow path fdx,dy = {ldx,d1 , ld1,d2 , ld2,dy} is considered, then the flow capacity
value ζ(fdx,dy ) of flow fdx,dy is,

ζ(fdx,dy ) = min(β(ldx,d1), β(ld1,d2), β(ld2,dj )) (5.15)

The flow accessibility value η(x, y) is the inverse hop count between two
sub-systems dx, dy ∈ D in the flow path fdx,dy . The hop count is equal to the
number of links in a flow path and a simplistic measure of accessibility in the
network from a sub-system. With increase of the hop count, the accessibility
is decreased.

η(fdx,dy ) =
1

γ(fdi,dj )
(5.16)

The flow trust value λ(x, y) can be computed for any flow path by multiply-
ing node assurance values α of sub-systems in that flow as given in Equation
5.14. Node assurance value α(di) is a probabilistic measure of confidence
about the security properties of a sub-system di ∈ D. The security assessment
can be used to find a quantitative number for security related risks for com-
munication nodes. The initial security assessment can estimate the probability
and the impact of an attack [162], thus eventually producing a node assurance
value for each asset in the network. The capability of each asset in terms of
physical protection, cryptographic capability, key distribution support etc. can
be used to assess the trustworthiness of a node. The flow trust value gives an
estimation of the vulnerability of a flow path from the sub-systems involved in
that particular flow. If a flow has more vulnerable sub-systems in its path, the
chance of being affected by those sub-systems is also higher for that flow.

The flow trust is basically a qualitative requirement where the criterion is
that the security should be as high as possible. This does not ensure immu-
nity from security attacks; instead it captures the confidence about the security
properties of a sub-system at best.

The weight value ω(x) is defined as the importance factor based on the
application requirement in the industrial plant. This gives a relative weight of
a particular characteristic in a state and allows to give more importance to one
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characteristic over another characteristic.

ω(λ) = importance factor for flow trust value (5.17)
ω(ζ) = importance factor for flow capacity value (5.18)
ω(η) = importance factor for flow accessibility value (5.19)

The flow value χ(fdx,dy ) is defined as the weighted summation of flow trust
value, flow capacity value and flow accessibility value. This is the combination
of global performance parameters of a network flow trust value, flow capacity
value and flow accessibility value.

χ(fdx,dy ) = λ(fdx,dy )ω(λ) + ζ(fdx,dy )ω(ζ) + η(fdx,dy )ω(η) (5.20)

5.3.1 Computation of Normalized Flow Value

It is seen that there might be more than one flow path between two sub-systems
dx, dy ∈ D in a given network. If there are n paths possible between two
sub-systems di and dj , then each flow path between two sub-systems is de-
noted as, fkdx,dy , where k is the index of available n path between sub-systems
dx, dy ∈ D. For each flow path fkdx,dy , there are different global perfor-
mance parameters flow trust value, flow capacity value and flow accessibility
value based on local performance metrics node assurance value, link capac-
ity and hop count. The range of node assurance value, link capacity and hop
count are in different scales. Therefore, the normalization is used to adjust
λ(fdx,dy ), ζ(fdx,dy ), η(fdx,dy ) which are measured in different scales to a 0 to
1 scale to calculate the flow value χ(fdx,dy ). The normalization to factor sum
to unity is used so that these values sum to 1.

The normalized flow trust value λ̃(fkdx,dy ) of a flow path fkdx,dy is defined
as the flow trust value of that flow path divided by the summation of all flow
trust values of n flow paths.

λ̃(fkdx,dy ) =
λ(fkdx,dy )

n−1∑
k=0

λ(fkdx,dy )

(5.21)

The normalized flow capacity value ζ̃(fkdx,dy ) of a flow path fkdx,dy is de-
fined as the flow capacity value of that flow path divided by summation of all
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flow capacity values of n flow paths.

ζ̃(fkdx,dy ) =
ζ(fkdx,dy )

n−1∑
k=0

ζ(fkdx,dy )

(5.22)

The normalized flow accessibility value η̃(fkdx,dy ) of a flow path fkdx,dy is
defined as the flow accessibility value of that flow path divided by summation
of all flow accessibility values of n flow paths.

η̃(fkdx,dy ) =
η(fkdx,dy )

n−1∑
k=0

η(fkdx,dy )

(5.23)

The normalized flow value χ̃(fkdx,dy ) of a flow path fkdx,dy is defined as the
flow value of that flow path divided by summation of all flow values of n flow
paths.

χ̃(fkdx,dy ) =
χ(fkdx,dy )

n−1∑
k=0

χ(fkdx,dy )

(5.24)

5.3.2 Algorithm to Calculate Flow Value
Algorithm 5.2 shows a procedure of calculating flow values of all possible paths
between a source and a destination in a network. This is modified version
of [167] to compute flow trust value, flow capacity value and flow accessibility
value.

To discover all flow paths between two given sub-systems dx and dy , the
search is started from the source sub-system dx and observe all outgoing links.
Then the search is proceeded by exploring the first child sub-system until the
destination sub-system is found or the algorithm finds other sink sub-systems.
The process continues from the next recent child sub-system which was not
explored in this method. The moment it is found that the algorithm reaches
the destination sub-system, it can be realized that one of the flow paths is dis-
covered which is denoted as fkdx,dy . Then the global performance parameters
flow trust value λ(fkdx,dy ), flow capacity value ζ(fkdx,dy ) and flow accessibility
value η(fkdx,dy ) are computed.
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After all the possible paths between two given sub-systems dx and dy
are discovered, the global performance parameters are normalized and the
weighted sum of flow value χ(fkdx,dy ) based on global performance parameters
and their importance factor for trust, capacity and accessibility are estimated.
Next based on this flow value, the ranks of the flow paths are obtained.

Algorithm 5.2 Calculation of λ, ζ, η all Flow Paths
1: procedure CALCALLFLOWVALUES(G,S,D)
2: % S:= source node and D:= destination node
3: VisitedStack := List, VisitedStack := [S]
4: StoreStack := List, StoreStack := [S]
5: FinalList := List
6: while StoreStack is not empty do
7: currentNode := get the last entry of StoreStack;
8: pull one node from outgoing nodes for currentNode,
9: index := 0

10: if node is Null then
11: Delete the current index of StoreStack
12: Delete the current index of VisitedStack
13: else:
14: if node == D then
15: K := append node with VistedStack
16: FinalList(index) = K
17: index = index +1
18: Compute the Flow Trust Value for the FinalList
19: Compute the Flow Capacity Value for the FinalList
20: Compute the Flow accessibility for the FinalList
21: else if node is not in the VisitedStack then
22: append node in VisitedStack
23: append node in StoreStack
24: end if
25: end if
26: end while
27: end procedure
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5.3.3 An Example - Calculation of Flow Value

In this section, the proposed approach is applied on an example network to an-
alyze the network flow value. A small network is considered and it is explained
how the flow value of each flow path is estimated. Then the estimated rank for
all possible flows between two sub-systems in the network are presented.

As it can be seen from Figure 5.2, there are 9 sub-systems in the network.
The node assurance values are mentioned inside the circle and the link capac-
ity values are mentioned near the link. It can be seen that Nodes 7 and 8 are
source nodes as deg−(7) = 0 and deg−(8) = 0. Node 1 and 2 are sink nodes
as deg+(1) = 0 and deg+(2) = 0

Figure 5.2: A Sample Network for Calculating Flow Value

In this example, node assurance values for all sub-systems can be seen as
below:

α(1) = α(5) = α(6) = 1

α(7) = α(8) = 0.5

α(2) = 0.1;α(3) = 0.9;α(4) = 0.3;α(9) = 0.001
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The link capacity value of all the links can also be presented as,

β(l7,6) = β(l8,6) = β(l4,3) = β(l3,1) = 2

β(l6,5) = β(l5,3) = β(l3,2) = 1

β(l8,9) = β(l9,1) = 10;β(l6,4) = 3

In this example, the route value for the flow path f8,1 between source sub-
system 8 and sink sub-system 1 is required to be computed. Using the algo-
rithm, it is found that there are three flows

f18,1 = {l8,6, l6,5, l5,3, l3,1}
f28,1 = {l8,6, l6,4, l4,3, l3,1}
f38,1 = {l8,9, l9,1}

From Table 5.3, it can be seen that in the first scenario, there is an equal
importance factor for flow trust value, flow capacity value and flow distance
value.

ω(λ) = ω(β) = ω(ζ) = 1

Then out of three flow paths, f38,1 is considered as the best path, and f18,1 is the
second best path and f28,1 is the third best path. This is according to intuition
that, the flow path f38,1 has only 2 hops and flow capacity is 10, whereas the
other two flow paths have flow capacity in the order of 1 and 2. Therefore, the
flow path f38,1 scores high though the flow trust value is comparatively lower
than the other two flow paths.

However, if the importance factor for flow trust value is increased, then the
ranking of the flow path changes.

ω(λ) = 2;ω(β) = ω(ζ) = 1

In this scenario, out of three flow paths, f18,1 is considered as the best path, and
f38,1 is the second best path and f28,1 is the third best path. This is also according
to the intuition that in this scenario the rank of the flow path f38,1 is low as the
flow trust value is much lower than the other flow path f18,1 .

5.3.4 Observations
The graph traversal algorithm with different routing metrics are implemented
and some network scenarios are simulated for different directed acyclic graphs.
From the study, the major observations about the final flow value computation
framework are presented.
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Table 5.3: Calculation of flow value

Imp.
Fac-
tor
(ω)

k fk8,1
L λ̃(fk8,1) ζ̃(fk8,1) η̃(fk8,1) χ̃(fk8,1)

ω(λ) = 1
ω(ζ) = 1
ω(η) = 1

1 f18,1 {l8,6, l6,5, l5,3, l3,1} 0.77 0.077 0.25 0.37

2 f28,1 {l8,6, l6,4, l4,3, l3,1} 0.23 0.15 0.25 0.21

3 f38,1 {l8,9, l9,1}
9.0×
10−2

0.77 0.5 0.42

ω(λ) = 2
ω(ζ) = 1
ω(η) = 1

1 f18,1 {l8,6, l6,5, l5,3, l3,1} 0.77 0.077 0.25 0.47

2 f28,1 {l8,6, l6,4, l4,3, l3,1} 0.23 0.15 0.25 0.22

3 f38,1 {l8,9, l9,1}
9.0×
10−2

0.77 0.5 0.32

1. The final flow value increases with the increase of the node assurance
value of each sub-system: Let us assume that a flow path fdx,dy has three
sub-systems {dx, dm, dy} and two links {ldx,dm , ldm,dy}. It can be seen
that the change in a node assurance value α(dm) will result in a change
in the final flow value with a factor α(dm)α(dx)α(dy). Therefore, with
the increase of the node assurance value the final flow value will increase
steadily.

2. The final flow value depends on the capacity of a link: Let us assume
that a flow path fdx,dy has three sub-systems {dx, dm, dy} and two links
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{ldx,dm , ldm,dy}. The link capacity value β(ldx,dm) > β(ldm,dy ). This
implies that the β(ldx,dm) was the minimum link bandwidth and β(ldm,dy )
is the next minimum bandwidth. It can be seen that the change in a link
capacity value β(ldx,dm) results in a change in the final flow value with

a factor β(ldx,dm)0.5[
β(ldm,dy )−β(ldx,dm )

|β(ldm,dy )−β(ldx,dm )| + 1]. This implies that the

final flow value will grow linearly with the increase of β(ldx,dm) until
β(ldx,dm) becomes equal to β(ldm,dy ). Once β(ldx,dm) becomes equal
to β(ldm,dy ), then with further increase of β(ldx,dm) there will be no
change in the final flow value.

3. The final flow value decreases with an increase of hop count in a path:
It can be seen that the change in a hop count |fdx,dy | results in decrease
in the final flow value with a factor 1

[γ(fdx,dy )]
2 . This implies that the

final flow value will decrease gradually with the increase of |fdx,dy |, as
η(fdx,dy ) =

1
|fdx,dy |

.

It is observed that if the flow value is required to be improved, more trust-
worthy nodes in the communication path are required to be introduced. The
effect of hop count on flow value is straight forward. The increase of hop
count will result in an increase in delay and in turn reducing the reachability.
Whereas, the flow value depends on the minimum link bandwidth in a path.
Hence, if a flow path has a link with very low bandwidth, then improving the
other parts of the path with higher bandwidth will not improve the flow value.
This implies that, if a flow path has a secure path with low link bandwidth and
higher number of hops compared to a flow path with a lower number of hops
and higher bandwidth, the rank of the flow path with the high security path
will score less. Similarly, if there is a high number of intermediate nodes with
low capacity and high trustworthiness between the source node and destination
node, a high rank flow path might not be feasible. If there is a bottleneck with
a low capacity link in the network, the increase of trustworthiness of nodes
will not improve the flow path value. This type of assessment can help plant
operators to decide on the network design for plant commissioning.

5.4 Identification of an Optimized Network Path
From the previous section, it can be understood that there are few points which
will never be optimal for any single-objective scalar function. However, as per
the algorithm, all possible flow paths have been considered. This is difficult for
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a large network. Therefore, there is a need to eliminate all points which will
never be optimal for any single-objective scalar function.

In this thesis, the problem to be solved is, given the set of k paths between
source sub-system to the destination sub-system, find out the optimal path op-
timizing flow capacity, flow accessibility and flow trust.

maximize : [ζ(fdx,dy ), η(fdx,dy ), λ(fdx,dy )]

where : fdx,dy = [f1dx,dy , f
2
dx,dy , . . . , f

k
dx,dy ] (5.25)

The Equation 5.25 is a multi-objective optimization (MOO) problem. For a
nontrivial multi-objective optimization problem, generally there does not exist
a single solution that simultaneously optimizes each objective and the scalar
concept of “optimality” is not applicable. A common challenge for a network
engineer is to optimally select a routing path that will satisfy different objective
functions as well as possible. Here the intention is not to have an ideal solution;
instead a preferred solution is looked for that best satisfies the requirements of
plant operation using MOO concepts.

The objective function set for a flow path is defined as fdx,dy as τ(fdx,dy ) =
{ζ(fdx,dy ), η(fdx,dy ), λ(fdx,dy )}. The flow path f∗dx,dy is said to be a non-
dominated or Pareto optimal or Efficient solution iff there does not exist an-
other flow path in fdx,dy , such that,

1. τr(f∗dx,dy ) ≤ τr(fdx,dy ) where, r = {1,2,3}

2. τr(f∗dx,dy ) < τr(fdx,dy ) at least for one r ∈ {1, 2, 3}

5.5 Conclusion
In an industrial network, a highly secure communication flow path between two
entities is not useful if the network path cannot support the capacity and latency
requirements. In a similar way, a shortest path may not always satisfy the
security requirements. Therefore, the pre-deployment phase in communication
network need to facilitate a method to identify an optimized network path by
focusing on both network performance and network security at the same time.

A Pareto optimal solution is obtained when none of the objective func-
tions, such as flow capacity, flow accessibility and flow trust, can be improved
in value without degrading some of the other objective values. From the math-
ematical aspect, all Pareto optimal solutions can be regarded as equally desir-
able. By considering all of the potentially optimal solutions, a network engi-
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neer can make focused trade-offs within this restricted set of paths, and it is not
required to consider the full set of possible paths.

However, after having found Pareto solutions of the multi-objective opti-
mization problem, there will be a requirement to select only one or a reduced
number of final solutions, as the decision maker needs to identify the most pre-
ferred one among the solutions. This is often a non-trivial task for an operator
and certain guidelines are necessary. One solution is to combine the multi-
ple objectives into one single-objective scalar function. One such approach is
known as the weighted-summation method.

A two-step approach in this framework is used. As a first step, all Pareto
optimal paths are identified subject to flow capacity, flow accessibility and flow
trust. Then a single-objective scalar function, possibly subjective, is applied to
select one path out of all optimal paths. This finally selected path will be one
element out of the set of Pareto optimal paths. The reason for this two-step
procedure is to first eliminate all points which will never be optimal for any
single-objective scalar function.

In this thesis, a use case of a smart grid application is described where
security, network capacity and latency needs to be optimized for successful
network operation. The proposed approach of balancing the network perfor-
mance and the network security is explained in Chapter 6, with an example,
which is useful in the pre-deployment phase of a smart grid system.





Chapter 6

Balancing Network
Performance and Network
Security in a Smart Grid
Application

In this chapter, the applicability of the proposed balancing approach in a spe-
cific case study on smart grid communication networks is analyzed. A use
case of smart grid application is described where the different parts of the
system have different network capacity, latency and security features. This
proposed approach of balancing the network performance and the network se-
curity can be useful in the pre-deployment phase for a secure smart grid system
design [168].

6.1 Smart Grid Communication Scenario
With the advent of Information and Communication Technology (lCT), soci-
eties are also moving towards the concept of smart city where a decent quality
of life, a clean and sustainable environment is provided to the citizens of a city.
The energy infrastructure is the most critical component to realize the concept
of smart city which makes smart grid a core of a smart city. A reliable, secure
and automated electric power grid which uses an enhanced ICT framework

65
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is termed as “smart grid” [169]. Therefore, the smart grid is a combination
of a electricity distribution infrastructure and a communication infrastructure.
Smart grid aims for increased capacity, reliability and efficiency of existing
electricity grids by using cyber technology. This has opened the opportunity
of enhanced management of electricity grids but also brought security threats
to the grid systems from cyber domains. The core of the smart grid concept
is in its networks, where the network will connect heterogeneous components
in smart grids to provide different functionalities such as, advanced metering
infrastructure (AMR), demand response (DR), wide-area situational awareness
(WISA), distributed energy resources and storage (DER), electric vehicles, and
distribution grid management [170]. The grid is expected to monitor and ana-
lyze the capacity, power equipment conditions, operating conditions etc. in or-
der to optimize the energy usage across the network [171]. Smart grid networks
are expected to manage real time information and collect information from
established Intelligent Electronic Devices (IEDs) for control and automation
purposes with a high quality of service (QoS) requirements on communication
requirement [172, 173]. Therefore, smart grid heterogeneous communication
networks employ different types of devices which communicate over differ-
ent communication mediums with varying requirements of QoS. For example,
real-time communications are required in the case of fault detection, service
restoration or quality monitoring; whereas, Automatic Meter Reading systems
(AMR) can use non-real time, periodic communications. Bulk data transfers
are useful to read logs and energy quality information [172–174]. A smart grid
is an example of system-of-systems where different components together form
an integrated system. The Smart Grid will neither be completely owned, nor
completely controlled by a single power system operator [175]. The hetero-
geneous traffic generated by the smart grid can be routed through the Internet,
wireless, cellular networks, dedicated fiber optic, or power line networks [176].
The various available communication networks provide different performances
in terms of bandwidth, delay and packet delivery rate. Therefore, identifying
a communication network path which can support heterogeneous traffic gener-
ated by the smart grid is an important design decision [177].

The smart grid consists of controls, computers and automation which have
new technologies and equipment working together with comparatively old sys-
tems. The scenario of smart grid might be similar to the Internet. The architec-
tural model of Internet and the reference model of smart grid communication
may have fundamental similarities in terms of highly heterogeneous networks
and large complex system designs. To address scalability and heterogeneity re-
quirements in Internet design, the Internet architecture uses a hierarchical net-
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work topology where small-scale local subnetworks constitute parts of bigger
networks covering larger geographic areas. The smart grid communication ar-
chitecture also follows hierarchical networks as shown in Figure 6.1. The smart
grid communication network provides connectivity between individual electric
devices or between entire grid sub systems. The communication infrastructure
is anticipated as a group of hierarchical networks and can be categorized in
three tiers [178].

Figure 6.1: Communication Scenarios in Smart Grid Network

The first tier is home area networks (HAN) which are mainly responsible
for connecting customer domain electronic devices to the outside gateway. This
network enables smart grid applications such as advance metering infrastruc-
ture (AMI) and demand response (DR). Low data rate and low cost network
infrastructure is the characteristic of this home are network. Energy manage-
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ment system (EMS) and Home automation can be implemented by using this
network which can allow monitoring and control of electrical appliances in cus-
tomer premises. The next tier of smart grid communication network is neigh-
borhood area networks (NAN) which are deployed in distribution segments,
such as electricity distribution feeder and substation. This network enables
communication between smart meters to Intelligent Electronic Devices (IEDs)
and support AMI applications. The third tier of smart grid communication
network is wide area networks (WAN) which are core networks for the utility
backbone and connects widely distributed smart grid components.

To enable different applications, smart grid platforms consist of different
domains [178] such as, generation, transmission, distribution, customers, ser-
vice providers, operations and markets. Each domain is connected with other
domains through different communications area networks as shown in Figure
6.2.

Figure 6.2: Communication Scenarios in Smart Grid Network

The interoperability between communication networks and devices is a key
challenge for utilities as utilities deploy new communication networks to ex-
pand their smart grid support. In some scenarios, utilities have managed many
communications networks prior to new smart grid deployment. Therefore, util-
ities have diverse communications networks or devices to manage, even propri-
etary networks also. Advanced metering infrastructure (AMI) is one important
component for utilities that enables two-way communication between utilities
and customers through the use of integrated system of smart meters, commu-
nications networks, and data management systems. A meter is used to record
the consumption of electricity, gas, heat, or water in a consumer place. Meter
reading allows a utility to collect data from smart meters and transfer data to a
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central management unit for billing and analysis. The AMI enables real time
monitoring where customers also can be informed of their own usage. This
also supports better grid management through the two-way communication be-
tween the utility and its customers. Scheduled meter reading allows to collect
readings several times per day as scheduled and on-demand meter reading pro-
vides the capability of collecting readings when required. A typical payload is
100 bytes for a data transmission from a meter to a utility with a latency re-
quirement of less than 15 seconds [178]. Bulk transfer of meter reading allows
collecting information from all meters.

6.2 Case Study Analysis

In this case study a scenario of dynamic power management is chosen for a
smart home where a customer has a set of controllable devices [175]. The
assumption here is that the customer and energy supplier have a contract for
electricity usage. Dynamic power management for smart homes is based on
the use of flexibility in demand and supply. In this case study, the Smart Ap-
pliances communicate with the Energy Supplier over the heterogeneous com-
munication network shown in Figure 6.3. A customer configures a device to
execute a given program, for example, switching on a smart appliance at a
specific time with a specific priority. The smart device registers its scheduled
program with the distribution system operator (DSO). The distribution sys-
tem operator continuously monitors the power grid and compares the collected
data with predefined optimal values. When it receives a new request from a
smart device, it verifies that the grid presents the required capacity to perform
load shifting through Dynamic Power Management. The customer is informed
about assigned time slots for the scheduled program and updates the usage data
for billing.

In this simulated set-up, the customer is using a ZigBee network to pro-
gram a washing machine. The washing machine can be connected to smart
meters through Wi-Fi or PLC or ZigBee networks. The smart meter can use
either Wi-Fi mesh or Cellular to send data to the Automatic Meter Reading
Infrastructure (AMI) via some Meter Data Concentrator. The AMI can send
data to Data Hub using a WiMAX network. The data hub securely collects
information about customer loads and distributed production from the utilities
and facilitates this resource to any third party that requires such data for sev-
eral market or regulation related services. The Wi-Fi and cellular networks are
connected with Internet and customers can also monitor their energy consump-
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Figure 6.3: Case Study Scenario

tion through their smart phones. The connectivity of consumer appliances with
Internet is useful for a customer with advanced information. However, it also
increases the exposure to cyber security attacks.

The proposed method is applied on a smart grid communication network
as shown in Figure 6.4. For this simulation study one part of the network from
the case study is considered as shown in Figure 6.3. The network consists
of communication subsystems with known trust values, capacities, and hop
counts. From these values, the flow capacity, flow accessibility and flow trust
is determined using a graph traversal algorithm, as presented in Section 5.3.2.
Next, these flow capacity, flow accessibility and flow trust values are used as
input for the balancing approach.

The Table 6.1 captures the simulation parameters for this particular case
study. Each subsystem has been considered with specific technology and their
related parameters. A sub-system can contain an internal network of nodes for
communication purposes. The nodes will have their own capacity, latency and
trust values which are used to estimate the capacity, latency and trust values of
the sub-system. A flow between two nodes is an ordered pair of links including
all intermediate sub-systems and nodes.

In this simulated network, there are seven sub-systems and four nodes. The
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Figure 6.4: Simulated Network

focus of this work is to explore different paths between A and B. The graph
traversal algorithm as presented in Section 5.3.2, was applied to the network
of Figure 6.4. Using the algorithm, 28 possible paths from A to B were found.
In order to find the subset of Pareto optimal paths from the set of all possi-
ble paths, the simple culling algorithm [179] is used. According to the culling
algorithm, first a path from the set of all possible paths is chosen and is con-
sidered to initialize the set of potential Pareto optimal points. Then, the next
path is considered and compared with the points available in the set of Pareto
points. If the selected point is dominated by one or more of the existing Pareto
points, then the point is discarded. If the selected point is not dominated by
one or more of the existing Pareto points, then the points which are dominated
by the new point are discarded and the new selected point is added in the set of
Pareto points. This continues until all points have been considered.

Figure 6.5 captures all possible paths between Source A and Destination B
through different communication sub-systems. The red points denote the set of
all Pareto optimal paths. For the given topology, it can be seen that there are 13
blue points which will never be optimal for any scalarization. Out of these 28
paths, 15 paths are Pareto optimal. However, to select one particular path from
out of these 15 non-dominated paths, one can combine the multiple objectives
(ζ, η, λ) into a single-objective scalar function. This step however involves
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Table 6.1: Simulation Parameters

Capacity
in Kbps

Number of
nodes

Estimated
Trust
Value

Sub-system 1 20000 2 0.60

Sub-system 2 10 1 1.00

Sub-system 3 250 4 0.90

Sub-system 5 200 4 0.70

Sub-system 5 50000 5 0.50

Sub-system 6 100000 4 0.60

Sub-system 7 40000 5 0.65

Node P 20000 1 0.8

Node Q 50000 1 0.9

some subjective weightings. For example, the weight value ω(x) is defined
as the importance factor based on the application requirement in an industrial
plant. This can give a relative weight on a particular performance criteria and
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Figure 6.5: Paths in (ζ, η, λ)-space, where red = Pareto optimal paths

give more importance to one characteristic over another characteristic.

ω(ζ) = importance factor for flow capacity
ω(η) = importance factor for flow accessibility
ω(λ) = importance factor for flow trust

Now for a single-objective scalar function, if weighted summation method
is chosen then it can be written,

J(ζ, η, λ) = λ(fA,B)ω(λ) + ζ(fA,B)ω(ζ) + η(fA,B)ω(η) (6.1)

The optimal solution can then be found by simply evaluating Equation 6.1
for all Pareto optimal paths, the maximizing path is the final choice according
to the selected scalar objective function.

There is a geometric interpretation of this step. Equation 6.1 defines a plane
in the 3-dimensional (ζ, η, λ) space of Figure 6.5. With increasing J, the plane
moves upwards. The last point to remain above the plane is the optimal point
according to the single-objective scalar function.

In the Table 6.2, the Equation 6.1 has been used and three scenarios with
different weight functions have been considered. From Figure 6.5, it can be
seen that in each cases one of the Pareto optimal points have been chosen. This
shows that if the weight value or the importance factor is changed for each
performance criteria, different flow paths might be obtained. However, all the
flow paths will be from the Pareto optimal points.
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Table 6.2: Scenarios for different Weight Functions

Types ω(ζ) ω(η) ω(λ)

Case 1 1 3 5

Case 2 2 3 5

Case 3 4 3 1

6.3 Conclusion
This chapter explains the approach for path selection in a heterogeneous indus-
trial smart grid communication network using the concept of multi-objective
optimization. A key aspect of realizing the future smart grid solution is a
balanced approach between the network performance and the network secu-
rity during the communication network deployment. A smart grid scenario is
demonstrated where the different parts of the system have different network ca-
pacity, latency and security features and an operator needs to take an informed
decision for choosing a network path. It is demonstrated that all the required
objectives of security and network performance might not be equally optimized
at the same time. It is required to take informed decisions in the presence of
trade-offs between two or more conflicting objectives. Using multi-objective
optimization some points can be eliminated which will never be optimal for
any single-objective scalar function. This reduces the set of all possible paths.
Then, considering all of the potentially optimal solutions, a network engineer
can make focused trade-offs within this reduced set of points.



Chapter 7

Challenges of Initial Key
Pre-distribution for
Industrial Devices

Up to this point, the focus has been on the security assessment of heterogeneous
devices in the pre-deployment phase. In this chapter, the key distribution in the
pre-deployment phase is being discussed as key management is an important
aspect for any type of security design. The main objective of this chapter is to
evaluate the requirements of existing “initial key pre-distribution” mechanisms
and the current industry practice of distributing the initial key to the industrial
devices from a new perspective of practical industrial point of view. The objec-
tive is to help to bridge the gap between a theoretical approach and assumptions
towards key distribution and its applicability in an industrial domain.

7.1 Key Management in Industrial Communica-
tion Networks

While the security for industrial plant is being discussed by both academia
and industrial practitioners for a quite long time, the industry has not brought
cryptography into many areas till now. One of the possible reasons can be the
unavailability of an agreed key management infrastructure between different
participants such as, vendors, system integrators, utilities, countries etc.
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There has been extensive research on key management for wireless net-
works, and industrial plants have seen a transition towards wireless communi-
cation systems with the advancement of wireless field networks. The integra-
tion of wireless devices with industrial automation systems has raised commu-
nication security challenges. The key management problem in industrial wire-
less networks has been studied for a long time though there are still open issues
which need to be investigated further [180]. The “initial key pre-distribution”
is a well-known problem and the solutions which are available are not optimal
for industrial plants for the following reasons. First of all, the plant down time
costs money and it is not acceptable to create a secure system which may re-
quire additional time to establish security workflow and as a consequence stop
production in plants. A typical paper mill has thirty to fifty thousand sensors
and actuators and out-of-band initial trust bootstrapping through manual inter-
vention is an additional burden. Because entering an initial key on a device
which is supposed to be secret is error prone and a tedious job for the commis-
sioning engineer. In addition to that, the key is getting revealed while entering
the secret key.

The IEC 62351 is used to secure IEC 61850 profiles in power systems,
providing authentication, integrity and confidentiality of data. The standard
proposes both standardized technologies (e.g., TLS) and proprietary extensions
to industrial protocols. However, it has been shown that the standard contains
some inaccuracies from denial of service, GOOSE, and SV-based attacks [181,
182]. The lack of data encryption may lead to different attacks. The IEC 62351
Part 9 standard attempts to specify the generation, distribution, revocation and
handling of digital certificates, cryptographic keys to protect digital data and
communication. Both the handling of asymmetric keys and symmetric keys
are being discussed in this standard [183]. However, the standard is still not
released (March 2017).

7.2 Current Practice in Key Management Work-
flow

In this section, the key management workflow for industrial networks is pre-
sented in terms of available industrial standards and current practices. As
discussed in the previous section, most of the industrial protocols are not us-
ing cryptography. However, there are many new industrial wireless protocols
which uses cryptography to protect digital data and communication. For exam-
ple, wireless solutions such as WirelessHART, ISA100a standard defines key



7.2 Current Practice in Key Management Workflow 77

management precisely in their standards. Though as per those standards, the
initial key management scheme is left to be chosen by the users. However, as
per normal practice in industry, the initial key management is based on key
pre-distribution.

Related to the green field device commissioning scenario in a plant where
the infrastructure is newly built, the devices need to be installed in the plant.
To create a network, the field devices are required to be joined with the in-
dustrial networks. The devices can be pre-configured with a “Key” for initial
bootstrapping. This key is used to verify whether the devices are allowed to
join in the network. This requires both the network and the device or devices
to have the same key.

Related to the device replacement scenario, when a field device breaks
down in a plant at odd hours, it is required to be replaced immediately with
a new device so that the plant activity can resume quickly. The normal prac-
tice to replace a device is that the device which is going to replace the broken
device is taken out from the store room and the operator has the correct “Key”
for initial bootstrapping. The new field device is configured with the “Key” for
initial bootstrapping. The operator configures the device so that it will do the
same work as the broken device was supposed to do. The network may check
whether the new device is a replacement of an existing device.

In the existing scenario for WirelessHART, symmetric key cryptography
is used where the secret key is required to be shared between the device and
the gateway prior to the communication. Here, the key distribution in both
cases is normally done through an out-of-band channel. One of the ways key
distribution can be done is through the serial port of the device or using a
Frequency Shift Keying (FSK) modem through a handheld device. When out-
of-band communication is used for initial key distribution, the device which is
going to be used as the out-of-band option and the device which is going to
be commissioned, should maintain a secured connectivity so that an attacker
cannot listen, inject, or capture packets during the process.

Now every device in the same network can have a unique or the same initial
key for bootstrapping. In the unique initial key scenario, there will be a unique
initial key for bootstrapping of every device in the network and every device
will be configured with a unique key and the gateway/key manager should
generate and maintain individual keys for every device in the network. The
gateway should also have a list of keys for every device along with their unique
identity. The device which is used for out-of-band key distribution should also
have a list of keys corresponding to the device. The gateway/key manager will
be responsible for maintaining the old keys which has become compromised,
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so that the same key is not used in future. The gateway/key manager is also re-
sponsible for updating keys if some keys are leaked. The gateway/key manager
itself must be secured to keep all the keys secret.

In the same initial key scenario, all the devices in a network will have same
initial key. In this case, any device which is going to be part of that particu-
lar network will be configured with the same key. The gateway/key manager
should generate and maintain this initial key.

7.3 An Example - Key Management in Wireless-
HART Standard

In this section, we consider a wireless communication protocol which is ac-
cepted in industrial automation and also has a defined key management func-
tionality. In process automation the standards for industrial wireless sensor net-
works are WirelessHART [23, 24], ISA100.11a [25] and WIA-PA [26]. These
standards are based on IEEE 802.15.4-2006. However, WirelessHART, ISA-
100a, and WIA-PA may merge into one industrial standard in the future [28].
Generally, in an automation plant involving wireless sensor networks, mainly
the following types of system components are available [184].

The major component is the gateway which has the capability of sending
and receiving data with field devices. The gateway is a network device which
has at least one interface like serial or Ethernet to connect to the Engineering
or Monitoring station or Operator Workplace. These gateway types of devices
act as access points which connect Wireless Sensor Networks to industrial au-
tomation networks. The assumption for the gateway component is that the
gateway should have connectivity with a component that can store and gen-
erate keys and the gateway is physically protected. The next components are
sensors/devices which are connected to the processes in an Industrial Plant.
They characterize or control the process and they are producers and consumers
of wireless packets in the Industrial Wireless Sensor Networks. The devices
can be battery powered or line powered. As per standard WirelessHART, there
is another component called handheld device which is used for out-of-band
communication to distribute keys to sensors/devices. These are used in the
installation, control, monitoring and maintenance of network devices.

For security, the WirelessHART standard has defined four security keys
which help to ensure confidentiality and integrity both in network and media
access control (MAC) levels. The security keys are Universal Key, Join Key,
Network Key and Session Key. The standard describes the roles of each se-
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curity key but their management scheme is left to the users. The following
section describes the joining process in the network.

1. Before the deployment phase, the device is pre-configured with a “Join
Key”, which is used to verify whether the device is allowed to join the
network.

2. The gateway transmits Advertisement Packets. The other devices which
have already joined in the network also transmit Advertisement Packets,
which are encrypted with a Universal Key.

3. The field device which is in the process of joining in the network, after
booting up, listens to the Advertisement Packets from the Network.

4. When it finds some Advertisement Packet, it sends a “Join Me” request
which is encrypted with the Join Key.

5. After receiving the Join request the gateway verifies whether the device
has the correct key to join the network. When other active devices in
the network receive the “Join” request, they forward the request to the
gateway for authentication.

6. When the device is verified, the gateway adds the device to its active de-
vice list with its unique ID and allocates a Network Key and a Session
key which will be used for further communication. The Network Key,
which is common for a particular network, is used to generate the Mes-
sage Integrity Code (MIC) of the network layer and the Session Key is a
unique key between two devices only and it is generated by the network
manager to encrypt critical data packets.

7. These Network and Session keys are managed by the gateway/security
or key manager and can be updated during the operational time of the
plant as per security policies.

7.3.1 Observation on Current Practice Key Distribution
As mentioned earlier, the major expectation of industries for a communica-
tion network is the availability of the plant. The data from the devices should
be available to the operator work place or engineering or monitoring stations
within the update period as outlined by the industrial application. Also during
the maintenance phase of the plant life cycle, if a device needs to be replaced,
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the downtime should not be more compared to the normal replacement time.
Similarly, when a new device is being introduced, minimal manual interven-
tion is expected. Therefore, once one device is compromised, it should not
take more time to detect and remove the device from the system compared
to the current practice. The compromise of one or a small group of devices
should not require the entire system to upgrade its security credentials and at
the same time the system downtime should not be high due to one or a small set
of compromised sensor devices. However, in reality the state-of-the-art initial
key distribution does not pay enough attention to the use case of adding a new
device or exchange of a broken device inside a plant.

In the WirelessHART standard, the initial join key is symmetric and as per
current practice the initial key can be used in two different scenarios. In the
first scenario, every device will have a unique initial key for the network. In
this scenario, during device replacement if the replaced device is a new device
which has not yet been configured to deploy in the plant, the downtime will
be high. The reason is that a new key for the device has to be generated, put
in the gateway, and using out-of-band communication the device needs to be
configured. In general, if there are many devices that need to be configured, the
initial key distribution is a time consuming process because the current prac-
tice of using out-of-band communication is a serial process. The unique initial
key needs to be stored in the gateway also. Therefore before deploying the
device inside the plant, it needs an extra manual step to configure the gateway
with the initial key of the device. However, considering the security property
in the initial network bootstrapping, the system resilience is high when one
device is compromised. This is due to the fact that the entire system will not
be compromised as the network will not accept any new device unless it has a
unique initial key for joining the network. Therefore, if one device is compro-
mised, only that device is required to be taken out and other field devices will
not require any update. In addition, the leaking of a secret initial key will not
affect the network as all the devices are expected to have a unique initial key.
However an attacker can clone the compromised device and still send a packet.

In the second scenario, the same initial key is used for joining every device
in the same network. In this scenario, the downtime may not be high as the
device is required to be configured with a key which is used by all devices in
the network. However the system resilience is too low as the entire system will
be compromised if one device is compromised and all devices in the network
will require a key update. Even though during device commissioning only the
concerned devices need to be configured with the initial key which could poten-
tially make the workflow for the user easier, but once a device is compromised,
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all the devices in the network have to be updated which will lead to downtime
of the entire plant. In addition, if the initial key is compromised, the attacker
can get access to the whole network because all the devices use the same initial
key to join the network.

Though it is possible to use public key cryptography for setting up the
key distribution, it is still expensive and slow compared to the symmetric key
approach. Public key cryptography also requires large storage space as the
master device needs to maintain the public key of every slave device. However
in symmetric key cryptography all the devices in the network can have the
same key though it requires a strong security assumption and provides a weaker
system resilience.

7.4 Conclusion
This section classifies the existing key distribution mechanisms based on en-
cryption techniques and discusses the pre-requisite of key pre-distribution in
industrial communication networks. Normally, there are two types of algo-
rithms which are used for encryption: Asymmetric Keys and Symmetric Keys.
In each case, the goal is to fix an initial key between a master and a slave de-
vice. When the slave device needs to join a network which is managed by a
master device, this secret key will be used by the master device to authenticate
the slave device.

Figure 7.1: Classification of Key Pre Distribution

When public key cryptography is used, the public key of the slave device
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needs to be shared with the master device and the private key of the slave
device is also required to be ported inside the device. When the symmetric key
cryptography is used as a solution methodology, the initial secret key will be
the symmetric key and this needs to be distributed between the master and the
slave device or devices. From the classification shown in Figure 7.1, the initial
key distribution can be grouped in seven possible ways.

1. Master device provides unique Symmetric Key for every device

2. Master device provides same Symmetric Key for all devices

3. Master device provides Public/Private key pair for Joining Device

4. Device Manufacturer provides unique Symmetric Key for every device

5. Device Manufacturer provides same Symmetric Key for all devices

6. Device manufacturer provides Public/Private key pair

7. Slave device provides Public/Private key pair

Two broad categories of channels are also defined for key distributions.
The first one is the Trusted Channel which is the medium where communicat-
ing parties are authenticated, though transmitted messages can be public. The
second type of channel is the Secured Channel which is the medium where no
one can listen to the exchanged messages except communicating parties.

Workflows for initial key distribution is summarized in Table 7.1.

Table 7.1: Overview of initial key distribution workflow in industrial
plants

Approaches Type of
Channel Property

Approach 1:
Master device provides unique
Symmetric Key for every device

Out-of-
band

Trusted and Secure
channel
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Approach 2:
Master device provides same Sym-
metric Key for all devices

Out-of-
band

Trusted and Secure
channel

Approach 3:
Master device provides Pub-
lic/Private key pair for Joining
Device

Out-of-
band

Secure channel for
private key and

Trusted channel for
public key

Approach 4:
Device Manufacturer provides
unique Symmetric Key for every
device

Out-of-
band

Trusted and Secure
channel

Approach 5:
Device Manufacturer provides
same Symmetric Key for all device

Out-of-
band

Trusted and Secure
channel

Approach 6:
Device manufacturer provides Pub-
lic/Private key pair

Out-of-
band

Trusted channel for
public key

Approach 7:
Slave device provides Pub-
lic/Private key pair

Out-of-
band

Trusted channel for
public key

In approach 1, the unique symmetric key for each slave device KMSi is
stored within the device by the master device using trusted and secured chan-
nel. In approach 2, the same symmetric key for all the slave devices KMS is
stored within the device by the master device using trusted and secured chan-
nel. During approach 3, the master device generates the public/private key pair
for the slave device. The private key of the slave device Kpr(S) is stored inside
the device using a trusted and secured channel and the private key of the slave
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device Kpub(S) is stored inside the device using a trusted channel. In approach
4, the unique symmetric key of each slave device KMSi is stored within the
device during manufacturing using trusted and secured channel and when the
device is brought to the plant each symmetric key KMSi is given to the master
device using trusted and secured channel. In approach 5, the same symmetric
key for all the slave devices KMS is stored within the device during manufac-
turing using trusted and secured channel and when the device is brought to the
plant this symmetric key KMS is given to the master device using trusted and
secured channel. In approach 6, the private key of the slave device Kpr(S) is
stored within the device during manufacturing using trusted and secured chan-
nel and when the device is brought to the plant the public key of it Kpub(S) is
given to the master device using a trusted channel. In approach 7, the slave
device computes public-private key pair, stores private keyKpr(S) within itself
and transmits its public key Kpr(S) to the master device.

Therefore, it can be seen that given any key distribution mechanism the pri-
mary requirement is to establish a trusted channel inside that plant. When the
device is brought inside the plant, it is required to be identified as the original
device before connected to the network. This leads to a solution requirement of
investing further how initial trust to the device can be distributed considering
the plant environment.



Chapter 8

Initial Trust Bootstrapping

In Chapter 7, the challenges of initial key distribution in industrial plants have
been highlighted. An efficient key management system is a requirement to
support cryptography. Most key management systems use either pre-installed
shared keys or install initial security parameters using out-of-band channels.
These methods create an additional burden for engineers who manage the de-
vices in industrial plants. Hence, device deployment in industrial plants be-
comes a challenging task in order to achieve security.

Industrial plants involve many employees with different authorization roles
for 24x7 operation of the plant. An industrial plant in general may have spe-
cific employees who are assigned to particular roles for plant management [7].
These roles might be manned from different organizations. Successful work-
ing of a plant is possible when the devices are properly commissioned, oper-
ated and maintained. Therefore, the security management of devices inside the
plant is indirectly coupled with the different employees and their roles. For
a successful security deployment in plants, this chapter proposes to create ac-
countability and establish a relationship between the employee and the device.
The device access can be managed through a role-based access control pol-
icy but there might be several employees who share the same role. Therefore,
the role-based access control cannot guarantee accountability for an individual
employee when user name and password is shared for one role. In addition,
role-based access control is a method of regulating access to perform a specific
task on the device. At present, the industrial automation life cycle does not
have a mechanism which can link and manage both the device security and the
employee access. Therefore, there is a need to link device initial authentication
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with employee authorization.
In this chapter, an initial trust based device deployment by using the ac-

countability of the commissioning or maintenance engineers [185, 186] is pro-
posed. This approach reduces the exposure of initial security parameters to em-
ployees; rather it helps to bind the accountability of the employee with device
commissioning [187]. In addition to it, the manufacturer is the provider of the
software in devices, therefore it will be useful to verify with a manufacturer’s
certificate whether the device has been tampered with since the production of
the device [188,189]. This will require that device is provided with certificates
from the manufacturer.

8.1 System Architecture and Overview

In this section, the concept and the design goals of a device deployment frame-
work for industrial plants are presented. The components used in this frame-
work are also described along with the assumptions. The “authentication data”
of the employee is transferred to the device during the commissioning phase
of the plant life-cycle and it is assumed that this step can be performed either
by the manufacturers, the asset owners, or external companies. The transfer
of employee specific “authentication data” to each joining device identifies the
individual employee who has configured the device. Thus it enables account-
ability and non-repudiation.

In this proposed framework, the employee management system keeps track
of physical accesses for all the employees where they are authorized to enter
in the different areas and rooms in the plant, as well as handling the devices.
Furthermore, the plant also has a security management component to handle
the security of the devices.

8.1.1 System Components and Trust Model

The components which are used in the device deployment framework are pre-
sented in this section. Figure 8.1 shows these components and their relation-
ships. In Table 8.1, the trust assumptions for the system components are sum-
marized.

• Security manager (SM): This is a software component which handles the
security parameters required for the device communication, and moni-
tors the security state of the devices in a running plant. If there is any
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other security management system within the plant, this component will
coordinate with that system.

• Employee management system (EMS): This component is responsible
for issuing ID cards to employees and verify the authenticity of the em-
ployee. At the plant, there is physical security and a first level of access
control is used to securely store the employee access data. The employee
might be from an organization such as the manufacturer, site owner, or
a third party. The details of the employees who are going to handle the
devices are stored in this component.

• Identity card of an employee (ID): The employee is authorized commis-
sioning engineer/maintenance engineer who can configure or commis-
sion devices prior to the operational phases or during the maintenance
phase. The employee has an identity card which is registered with the
Employee management system. The information related to the employee
is stored inside this component. This component is used for transfer-
ring the “authentication data” of the engineer to the devices. A unique
password for the identity card is required.

• Configuration Tool (CT): This component is used as a medium for trans-
ferring the “authentication data” of the engineer to the device. The de-
vice and the configuration tool has a secure channel to transfer the “au-
thentication data”. If the device has the capability to read the details
from the identity card, then the “authentication data” can be transferred
directly without the need of this additional configuration tool.

• Joining device (JD): This component is the device which needs access
to the network.

• Authenticated neighbor (AN): This component is an authenticated neigh-
bor of the Joining device. Once a device is authenticated to join the net-
work, then it can work as an authenticated neighbor for other new joining
devices.

• Certificate Authority of Manufacturer (CA): The certificate authority is
responsible for providing the certificate of a Joining device during device
manufacturing. It is assumed that this certificate authority of manufac-
turer cannot be compromised.
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Table 8.1: System Components and Trust Assumption

Components Trust Assumption

Security manager

This component should be the most secure com-
ponent as it will be the weakest link in the secu-
rity chain. If this component is compromised, then
the security chain will be broken. This component
cannot be compromised.

Employee manage-
ment system This component cannot be compromised.

Identity card of an
Employee

The employee is trusted from the organization and
keeps the own password confidential. Reporting
the loss of the identity card is expected from the
employee. The content of this identity card can
only be accessed through the employee password.

Configuration tool

This is a trusted component in the plant. When it
reads the content of the card through the employee
password, it stores it in temporary memory. When
the information is properly transferred to the de-
vice, it erases the content immediately. The con-
figuration tool and the joining device has a secure
channel inside the plant which cannot be compro-
mised.

Joining device

The trust assumption is similar to the current in-
dustrial devices where physical access control is
present for field devices. Firmware analysis or
side channel attacks are not possible when the de-
vice is commissioned inside the plant.

Authenticated neigh-
bor

Firmware analysis or side channel attacks are not
possible when the device is commissioned and au-
thenticated inside the plant.

Certificate Authority
of Manufacturer

The certificate authority is responsible for manag-
ing the initial certificate of a device. It is assumed
that this certificate authority of the manufacturer
cannot be compromised. The trust boundary of the
manufacturer is not within the scope of the plant
network. Manufacturers produce the devices and
install firmware in the devices. The manufacturer
is assumed to be a trusted entity in the framework
and has an out-of-band trust channel with the plant
network.
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8.1.2 System Objectives
The security objective of industrial communication is to ensure that all the enti-
ties in the industrial plants are communicating through a secure channel. This
implies that the plant is required to have an infrastructure where devices are
deployed and the secure communication channel is established. This leads to
an efficient security management scheme for industrial environments. Our pro-
posed framework is designed to meet the following identified objectives. The
framework is also supposed to maintain the basic properties of cryptography
for confidentiality, integrity and device authentication. The threat model in
Section 8.2 describes the attacks being considered.

Initial secret key never leaves the node: The security parameters which
will be shared between two devices should stay within devices, such that only
intended devices can read the parameters.

System resilience: Compromise of one device should have minimal impact
on the rest of the system.

Accountability for device configuration: The person who has configured
the device should be traced.

Ease of configuration: Replacing or adding a device should be easier for
any employee without having in-depth security understanding.

Time to configure: The system should allow fast access to devices for re-
placement or extension by the authorized users.

Ease of system deployment: This property demands that the workflow can
be deployed without much effort to set up or maintain the security life-cycle.

Verification of device: The plant system should be able to verify the identity
of the device which has been shipped from the manufacturing unit.

Tamper detection: The plant system should be able to detect if the device
has been tampered with during the shipment.

8.1.3 Trust Bootstrapping Protocol - Overview
Figure 8.1 presents a simplified conceptual overview of our proposed initial
trust bootstrapping.

The proposed concept is broadly divided into six phases.

1. Employee registration: This is the generic phase where employees who
will manage or handle the industrial devices are registered. A unique
secret is assigned by EMS to each engineer who is permitted to manage
devices. This information is stored in a secure place where only the EMS
can access it. The encrypted secret, denoted as “authentication data”
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Figure 8.1: Overview of Proposed Device Authenticity Verification

of the employee is stored in the ID Card and the engineer is asked to
generate a password for him to use the ID card.

2. Device verification using manufacturer provided certificates: In this
phase, the concept of secure boot-up and trust anchoring through manu-
facturer provided certificates are used. This is an optional phase. In this
approach, the manufacturers need to share their root certificate with the
plant system through an out-of-bound channel. The plant system uses
this root certificate to verify the device certificate. When a device comes
with the manufacturer provided certificate, then the initial authentica-
tion of the device is simple as the identity of the device will be in the
certificate. In addition to it, the device contains a secure and trusted en-
vironment which is used to install manufacturer credentials. However,
once the operator/plant has verified that the device has not been tampered
with since it was produced at the manufacturing unit, the key manage-
ment mechanism specific to the plant can be used. If the manufacturer
does not provide a certificate, other phases can still continue with re-
duced device verification scope.

3. Employee authentication data transfer: In this step, the engineer con-
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figures the device and the encrypted secret, denoted as “authentication
data” of the engineer is transferred to the device. This will ensure that
the device is commissioned by an authorized employee. The device ca-
pabilities can also be stored into the device during commissioning. The
device is authenticated based on the “authentication data” of the engineer
which was transferred to the device during commissioning.

4. Join request: In this step, the joining device sends the join request to the
network presenting the configuration data and the “authentication data”
of the employee.

5. Authenticity verification: In this step, the device is verified whether it
can present the proof of possessing the correct “authentication data” of
the employee.

6. Key establishment: In this step, the key generation occurs for the device
and keys are transferred to the devices. The device capability is stored in
the configuration data. Based on the device capability, the security man-
ager decides which type of key should be generated for the device. In
a plant, there are different types of devices with different computational
resources. Our framework is designed for such heterogeneous types of
systems. Therefore, based on the device capabilities, the asymmetric
keys or a symmetric key is generated by the security manager. These
keys can either be used for secure single-hop communication, or to sup-
port end-to-end encryption in multi-hop topologies. If the device can
generate its own key, it can share its key with the security manager once
the verification phase is done.

8.2 Threat Model
In this section, the threat model for this proposed protocol on initial trust boot-
strapping is discussed. The adversary is defined as an ordinary device or a re-
sourceful device which can create malicious activities in a network. This threat
model defines the possible attacks from adversaries to the proposed frame-
work. This framework focuses on proposing a framework which can mitigate
the threats which can arise from this threat model.

• Adversaries can listen to message exchanges between a joining device,
authenticated neighbor and security manager. This threat can be miti-
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gated by protecting the message with encryption. Therefore, if an adver-
sary can capture the packet, it will not be able to decode the content.

• Adversaries can inject messages in the network. This threat can be miti-
gated by verifying the integrity of the data.

• Adversaries can capture messages during the joining phase and replay
later. This threat can be mitigated by using authentication hash.

• Adversaries can steal the ID card of an employee. This threat can be
mitigated by a two factor authentication where the adversary needs to
possess another authentication means to use the ID card.

• Adversaries can tamper with the device before it reaches the industrial
plant premises. This threat needs to be mitigated with the support from
the manufacturer of the device.

This proposed protocol does not focus on preventing a device to joining
a wrong network, instead the focus is on protecting the correct network from
being attacked/intruded by a rogue device. We also want to restate that the con-
figuration tool which is used as a medium for transferring the “authentication
data” of engineer to the device is assumed to have a secure channel to trans-
fer the “authentication data”. If the device has the capability to read the details
from the identity card, then the “authentication data” can be transferred directly
without the need of this additional configuration tool. Therefore, in this pro-
posed framework, the threat of eavesdropping when the “authentication data”
is being transferred to the device does not appear.

8.3 Protocol for Initial Trust Bootstrapping
This section introduces the industrial device deployment framework with the
security protocols in more detail. These algorithms are used as a one-time
activity for bootstrapping. In Table 8.2, the notation used in the framework
description is summarized to make it easier for readers to refer to.

Table 8.2: Notations used in Deployment Framework

A→ B :< M > A sends message M to B
CT Configuration Tool
JD Joining Device
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AN Authenticated Neighbor
EMS Employee Management System
SM Security Manager
EMP Employee
AID Unique identity of any device A
sign(AID) Signature of any device ID AID

E(K,T ) Encryption function for text T with key K
D(K,T ) Decryption function for text T with key K
inc(N) Increment function for N
CertEMS Certificate of EMS
Kpr(A) Private key of any device A
Kpub(A) Public key of any device A
KA−B Symmetric key between device A and B

NONCEJD

Random numbers generated by joining device to
prevent message replay and support authentication
verification

RNDA
Random numbers generated by any device A to
support authentication verification

APARAM Authentication parameter for employee

ENCAPARAM
Authentication parameter encrypted with EMS
public key

CD
Configuration Data Packet commissioned for join-
ing device

PauthComm

Encrypted configuration Packet along with au-
thentication parameter downloaded to joining de-
vice

Pjoin Joining Packet sent from JD to AN or EMS

PjoinFwd
Forwarded Joining Packet for JD sent from AN to
EMS

PauthDev
Authorized Packet for device sent from EMS to
SM

PDH
Packet shared between JD to AN or EMS during
Diffie Hellman

a, b
Large random numbers used in the Diffie Hellman
key exchange

A,B
Public keys used in the Diffie Hellman key ex-
change
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KJD
Key used between JD and AN or JD and SM based
on Diffie Hellman

This proposed framework is developed to support hierarchical trust estab-
lishment. It is assumed that some of the devices might have direct connectivity
with the security manager and can be directly verified by the security manager.
These devices are defined as Authenticated Neighbors of a new joining device.
Once the trust relation is established between the security manager and the
authenticated neighbors, these devices can be used to anchor the trust estab-
lishment procedure for new joining devices. In this proposed framework, the
initial trust establishment is categorized in two scenarios. In the first scenario as
captured in Figure 8.2, the device can be directly verified by the security man-
ager. The first scenario is defined as direct topology. In the second scenario
as captured in Figure 8.3, the device can be verified by the security manager
through an intermediate device, such as an already authenticated neighbor. The
second scenario is defined as hierarchical topology. In the following section
each phase will be discussed in detail.

8.3.1 Employee Registration

This is a generic phase where employees who will manage or handle the in-
dustrial devices are registered. The formal description of this phase is given
in Algorithm 8.1. The EMS generates a public/private key pair Kpr(EMS),
Kpub(EMS) for itself. The EMS signs its public key Kpub(EMS) with an EMS
certificate CertEMS.

When a new employee is enrolled for the plant operation, this EMS com-
ponent registers the employee and assigns a secret number called APARAM for
each employee and asks employee to generate a password EMPPWD for him.
This information is stored in a secure place where only the EMS can access it.
The EMS also encrypts the APARAM with the public key of EMS, so that only
EMS can decrypt this for verification. The EMS transfers to the ID card the
ENCAPARAM, the signature of the ENCAPARAM and the signature of the EMPPWD.

The signature of the EMPPWD is used by CT to authenticate the employee,
while the signature of the ENCAPARAM is used by the CT to authenticate the ID
card. The ENCAPARAM is referred in our proposed protocol as “authentication
data”. During the commissioning phase, the ENCAPARAM is transferred to the
device, so that the device can show that it possesses the correct configuration
data as it was configured by an authorized engineer.



8.3 Protocol for Initial Trust Bootstrapping 95

Figure 8.2: Device deployment - Direct topology
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Figure 8.3: Device deployment - Hierarchical topology
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Algorithm 8.1 Employee Registration
1: procedure EMPLOYEEREGISTRATION

EMS : Kpr(EMS),Kpub(EMS),CertEMS

EMS → CT : < sign(Kpub(EMS)),Kpub(EMS),CertEMS >

2: for each employee handling the device do

EMS : APARAM

EMS : ENCAPARAM = E(Kpub(EMS),APARAM)

EMP → EMS : < EMPPWD >

EMS → ID : < ENCAPARAM, sign(ENCAPARAM), sign(EMPPWD) >

3: end for % each employee
4: end procedure

8.3.2 Device Integrity Verification
To enable this step of the proposed protocol, the device contains a secure and
trusted environment which is used to install manufacturer credentials. The
trusted environment contains a ‘root of trust’ which stores the private key and
the identity of the device. It also provides trusted functions and is used for
secure boot process. Once the device is brought inside the industrial plant and
powered up, the device checks its integrity using the root of trust. Once the
device passes the device integrity check, then it provides its manufacturer pro-
vided identity to the configuration tool in the industrial plant. The security
manager in the industrial plant has already installed the certificate of manufac-
ture. The security manager transfer this information to the configuration tool
for initial device authentication.

The device generates the initial authentication request with its identity and
signs the request with the manufacture provided private key. The configuration
tool also sends a nonce to the device, and the signature made by the device
should include this nonce. The configuration tool verifies the signature of the
device identity. Once the verification is done, the configuration tool can ver-
ify the integrity of the device, as the private key of the device in the trusted
environment can be accessed only after a successful secure boot-up. Once the
authenticity of the device has been verified and it is found that the device has
not been tampered with since its production, the concept of initial trust boot-
strapping from employee trust [185, 190] can be used for device deployment.
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8.3.3 Employee Authentication Data Transfer

At the beginning of the initial trust setup phase as shown in Algorithm 8.2,
the engineer swipes the ID card in the configuration tool CT and enters the
EMPPWD. The encrypted authentication parameters ENCAPARAM is stored in
the ID card. The CT has the CertEMS, the Kpub(EMS) and the signature of
the Kpub(EMS), so that the CT can verify if the public key of the EMS is gen-
uine. The CT verifies the EMPPWD and the ENCAPARAM with the EMS certificate
CertEMS.

Algorithm 8.2 Employee Authentication Data Transfer
1: procedure INITIALTRUSTTRANSFER

EMP → CT : < EMPPWD >

CT : verify(EMPPWD)

ID → CT : < ENCAPARAM >

CT : verify(ENCAPARAM)

CT : PauthComm = E(Kpub(EMS), (CD,ENCAPARAM))

CT → JD : < Kpub(EMS), PauthComm,CD >

2: end procedure

Once this verification is done, the CT creates a packet with the config-
uration data CD and the ENCAPARAM. The CD may contain the identity of
the engineer EMPID and optionally the identity of the configuration tool CTID

along with the device configuration details. As a next step, the CT encrypts the
CD and ENCAPARAM with the public key of the employee management system
Kpub(EMS). This encrypted packet is denoted as PauthComm. Then PauthComm

along with the CD and the Kpub(EMS) are downloaded in the device (JD). The
PauthComm must be stored in tamper proof memory of the device, so that if the
device is captured by the adversary, the information cannot be retrieved from
the device.

8.3.4 Join Request

In the join request phase as shown in Algorithm 8.3, the joining device JD
generates one random nonce NONCEJD. It also appends its own device identity
JDID and then it encrypts the downloaded PauthComm, JDID, and NONCEJD with
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the Kpub(EMS). This encrypted packet is denoted as Pjoin. The Pjoin is sent to
the next level authenticated neighbor for further security management.

Algorithm 8.3 Join Request
1: procedure JOINREQUEST

JD : NONCEJD = random()

JD : Pjoin = E(Kpub(EMS), (PauthComm, JDID,NONCEJD))

2: if Direct topology then

JD → EMS : < Pjoin >

3: else if Hierarchical topology then

JD → AN : < Pjoin >

AN : sign(ANID) = E(Kpr(AN),ANID)

AN : PjoinFwd = E(Kpub(EMS), (Pjoin, sign(ANID)))

AN → EMS : < PjoinFwd >

EMS : Pjoin, sign(ANID) = D(Kpr(EMS), PjoinFwd)

4: end if

EMS : PauthComm, JDID,NONCEJD = D(Kpr(EMS), Pjoin)

EMS : CD,ENCAPARAM = D(Kpr(EMS), PauthComm)

EMS : APARAM = D(Kpr(EMS),ENCAPARAM)

EMS : sign(EMSID) = E(Kpr(EMS),EMSID)

EMS : PauthDev

= E(Kpub(SM), (CD,NONCES, sign(EMSID)))

EMS → SM : < PauthDev >

5: end procedure

In direct topology, the joining device JD has direct connectivity with the
EMS. The EMS can retrieve the content of the packet Pjoin using the private
key of the EMS Kpr(EMS). It retrieves PauthComm, nonce and the identity of the
joining device. Then again using the Kpr(EMS) it retrieves the encrypted au-
thentication parameter and then after another decryption, it retrieves APARAM.
This authentication parameter APARAM can only be downloaded by an autho-
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rized engineer having an authenticated ID Card. Therefore, through the secret
APARAM within the packet Pjoin, the employee management system can verify
that the device is commissioned by an authorized person.

The EMS has a trusted connection with the security manager SM. The EMS
signs its own identity EMSID with Kpr(EMS) and creates a packet sign(EMSID).
It also creates a packet PauthDev by encrypting the CD, the NONCEJD and the
sign(EMSID) with the public key of the security manager Kpub(SM). Then the
employee management system sends the packet PauthDev to the security man-
ager.

In hierarchical topology, the joining device does not have direct connec-
tivity with the EMS. Therefore, in that case, the joining device JD sends the
packet to the next level authenticated neighbor AN. The AN signs its identity
ANID with the private key of the authenticated neighbor Kpr(AN) and creates
the packet sign(ANID). Using authentication of direct topology, the AN has
already established a trust relation with the SM and the EMS, it encrypts the
packet Pjoin and sign(ANID) with the public key of the employee management
system Kpub(EMS) and sends the encrypted packet PjoinFwd to the EMS. The
EMS decrypts the packet PjoinFwd with its private key Kpr(EMS) and retrieves
PauthComm and sign(ANID). Then it can verify the identity of the authenticated
neighbor ANID through the public key of the authenticated neighbor Kpub(AN)
and can retrieve the content of the packet PauthComm using the private key of the
employee management system Kpr(EMS). Once the EMS can verify that the
AN has forwarded the data from a joining device which is commissioned by a
trusted person, it shares the information of the joining device with the security
manager in a similar way as in the case of direct topology.

8.3.5 Authenticity Verification
The goal of this phase is to ensure that the device which presents the “authen-
tication data” from the employee can also present the proof of possessing the
correct information before establishing the key between the device and the se-
curity manager. As shown in Algorithm 8.4, the security manager can retrieve
the content of the packet PauthDev which is forwarded by the employee manage-
ment system, using the private key of the security manager Kpr(SM).

During authentication in direct topology, the security manager generates a
random number RNDSM and increments the nonce NONCEJD by 1. Then it
sends the packet to the joining device by encrypting it with the NONCEJD. The
joining device can decrypt the content as it has the generated nonce NONCEJD

and read the RNDSM and incremented NONCEJD. Thus, the joining device
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knows that the packet has come from an authorized component that has re-
trieved the correct configuration data from the joining device. The joining de-
vice again generates a random number RNDJD and increments the incremented
NONCEJD by 1, then it encrypts the RNDJD and inc(NONCEJD) with RNDSM.
Once the security manager gets this new packet from the joining device, it can
verify that the joining device possesses the correct configuration data as it was
configured by an authorized engineer.

In hierarchical topology, the security manager signs its own identity and
create sign(SMID). Then it encrypts the NONCEJD and sign(SMID) with
the public key of the authenticated neighbor Kpub(AN). Here, the assumption
is that the authenticated neighbor can support public key cryptography. If the
AN does not support public key cryptography, then the packet can be encrypted
with the common shared key between the security manager and the AN. The
rest of the verification phase to verify whether the joining device possesses the
correct configuration data is similar to direct topology.

8.3.6 Key Establishment

The goal of this phase is to establish an authenticated secret which will be used
to protect the communication in the network. In this framework, the focus
is on how to bootstrap the device trust so that key management can be done
from a centralized component. Once the devices are verified inside the plant as
properly commissioned by an engineer, then the security manager can enforce
the key establishment for the network as any state-of-the-art key establishment.

Symmetric Key based Security Management

As shown in Algorithm 8.5, during authentication in direct topology, both the
security manager and the joining device will use the same key if symmetric
key based security management is used. In hierarchical topology, both the
authenticated neighbor and the joining device will use a common key.

In direct topology, the joining device has direct connectivity with the em-
ployee management system and once the device is verified, the security man-
ager generates the keyKSM−JD which will be used for first time communication
between the security manager and the joining device JD and is later replaced
by the security manager which enforces standard key establishment for the
network as state-of-the-practice. Then it encrypts theKSM−JD with RNDJD and
sends it to the joining device.
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Algorithm 8.4 Authenticity Verification Phase
1: procedure AUTHVERIFICATION

SM : CD,NONCEJD, sign(EMSID) = D(Kpr(SM), PauthDev)

2: if Direct topology then

SM : NONCESM = random()

SM → JD : < E(NONCEJD, (NONCESM, inc(NONCEJD))) >

JD : RNDJD = random()

JD → SM : < E(NONCESM, (RNDJD, inc(NONCEJD))) >

3: else if Hierarchical topology then

SM : sign(SMID) = E(Kpr(SM), (SMID)) >

SM → AN : < E(Kpub(AN), (NONCEJD, sign(SMID))) >

AN : RNDAN = random()

AN → S : < E(NONCEJD, (NONCEAN, inc(NONCEJD))) >

JD : RNDJD = random()

JD → AN : < E(NONCEAN, (RNDJD, inc(NONCEJD))) >

4: end if
5: end procedure

Algorithm 8.5 Symmetric key establishment
1: procedure SYMKEYGEN

2: if Direct topology then

SM : KSM−JD = KeyGen()

SM → JD : < E(RNDJD, (KSM−JD, inc(NONCEJD))) >

3: else if Hierarchical topology then

AN → JD : < E(RNDJD, (KAN−JD, inc(NONCEJD))) >

4: end if
5: end procedure
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In hierarchical topology, once the device is verified by an authenticated
neighbor, the authenticated neighbor uses the key KAN−JD which can be re-
ceived from the security manager or it can be generated by the authenticated
neighbor if the authenticated neighbor has the key generation capability. It then
encrypts KAN−JD with RNDJD and sends the encrypted KAN−JD to the joining
device.

Asymmetric Key based Security Management

This workflow will be suitable for those devices who have the necessary com-
putation power for public key cryptography operations once in a while. This
concept is similar to Password-based Encrypted Key Exchange [191].

Algorithm 8.6 Asymmetric key establishment

1: procedure ASYMKEYGEN

SM : a = KeyGen(), A = ga mod p

SM : PDH = E(RNDJD, (PubDH, (A), inc(NONCEJD)))

SM → JD : < PDH >

JD : < PubDH, (A), inc(NONCEJD) >= D(RNDJD, PDH)

JD : b = KeyGen(), B = gb mod p

KJD = Ab mod p

JD → SM : < E(KJD, inc(NONCEJD)), E(RNDJD, B) >

SM : B = D(RNDJD, (E(RNDJD, B)))

SM : KJD = Ba mod p

inc(NONCEJD) = D(KJD, (E(KJD, inc(NONCEJD))))

SM → JD : < E(KJD, inc(NONCEJD)) >

JD : inc(NONCEJD) = D(KJD, (E(KJD, inc(NONCEJD))))

2: end procedure

As shown in Algorithm 8.6, the security manager generates secret key a
and computes A = ga mod p. The modulus p and base exponent g are the
parameters denoted as PubDH. Then the security manager increments the nonce
by 1 and creates the packet with A, PubDH and nonce. It then forwards the
packet to the the joining device encrypting with RNDJD. The encrypted packet
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is denoted as PDH. The joining device decrypts the packet PDH with RNDJD and
retrieves PubDH. and verifies that the nonce is incremented by 1. It generates
a secret key b, and computes B = gb mod p. Then it generates the secret key
KJD by Ab mod p. It encrypts the incremented nonce by KJD and encrypts
B by RNDJD. It forwards the packet to the security manager. The security
manager retrieves B by decrypting with RNDJD and generates the secret key
KJD by Ba mod p. It also retrieves the new incremented nonce by decrypting
with KJD. It again increments the new nonce by 1 and encrypts with KJD. It
then forwards the packet to the joining device. The joining device verifies that
the nonce is again incremented by 1.

8.4 Proof-of-concept Implementation

The deployment framework has been implemented to verify the feasibility of
the proposed scheme. The device deployment framework is implemented using
five components, Employee Management System (EMS), Configuration Tool
(CT), Joining Device (JD), Authenticated Neighbor (AN), and Security Man-
ager (SM). The overall packet transfer in this proof-of-concept implementation
is presented in Figure 8.4 to make it easier for readers to visualize the frame-
work implementation.

The EMS component keeps the APARAM as secret. It encrypts the APARAM
with the EMS public key and downloads it to the ID card. The CT component,
takes this encrypted APARAM value once the employee verification is done and
adds the configuration of the joining device. Then it encrypts the whole packet
with the EMS public key. The CT also downloads the joining configuration
file inside the device. The joining device takes the encrypted packet and adds
a generated nonce and its identity. Then it encrypts the whole packet with the
EMS public key and sends it to the authenticated neighbor. After receiving the
packet, the authenticated neighbor adds its configuration data and encrypts the
whole packet with the EMS public key. It also signs its identity and forwards
the packet to the next forwarding device or the EMS. Using the private key of
the EMS, the EMS can retrieve the forwarding device details, joining device
details, the configuration of the joining device and the APARAM.

In this proposed framework, standardized encryption functions such as
AES, 3DES or cipher block chaining libraries for encryption, decryption and
signature verification are used. Therefore, this framework utilizes available
standard security libraries for implementing those algorithms and this acceler-
ates the implementation phase. This implementation shows that the proposed
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Figure 8.4: Data Flow in Proof-of-concept implementation

framework is simple to implement.

8.5 Formal Verification and Validation of Frame-
work using AVISPA

In this section the results of formal verification of our proposed framework
is presented to verify the correctness of the protocols. AVISPA (Automated
Validation of Internet Security Protocols and Applications) [192, 193] is used
for the analysis of large-scale Internet security-sensitive protocols and appli-
cations. To specify the security protocol and their properties, the HLSPL
(High Level Protocols Specification Language) language is used. Protocols
to be studied by the AVISPA tool should be specified in HLPSL and written
in a file with the extension hlpsl. The HLPSL specification is translated into
the Intermediate Format (IF) using a hlpsl2if translator. IF is a lower-level
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language than HLPSL and is read directly by the back-ends of the AVISPA
Tool. The AVISPA Tool comprises four back-ends; OFMC (On the Fly Model
Checker), CL-AtSe (Constraint Logic based Attack Searcher), SATMC (SAT
based Model Checker), TA4SP (Tree Automata based on Protocol Analyzer).
These back-ends are used to identify flaws in protocols. SPAN [194, 195] is
a security protocol animator for AVISPA which is designed to help protocol
developers in writing HLPSL specifications. A HLPSL specification is com-
posed of three parts, namely a list of definitions of roles, a list of declarations
of goals, and the read call of the main role.

Roles are used as independent processes and they have a name, receive
information by parameters and contain local declarations. To formally verify
the protocols used in this framework, basic roles similar to the implemented
version, Employee Management System (EMS), Configuration Tool (CT), Se-
curity Manager (SM), Authenticated Neighbor (AN) and Joining Device (JD)
have been used. The ID card is also modeled also as a role. Each basic role
is independent from the others and has initial information. In this implemen-
tation each role contains local declarations, initialization and transitions. The
transitions in a role are spontaneous actions enabled when the state predicates
on the left-hand side are true. In our implementation, the sessions of the proto-
col is described as the composed role. In composed roles, the roles can execute
parallel or sequentially.

In this work, both the OFMC and AtSe back-ends using SPAN have been
used to verify the proposed protocol. In SPAN, CAS+ is used as a language.
In CAS+, the identifiers of the protocol have been declared from certain types,
namely user (principal name), public key, symmetric key, function, number.
The Table 8.3, summarizes the identifiers used to verify the proposed protocol.

Table 8.3: Identifier declaration

Type Identifiers

User EMS, ID, CT, JD, AN1, AN2, SM

Number APARAM, CD, NONCEJD, RNDJD, RNDSM, RNDAN1 ,
RNDAN2

Public
Key Kpub(EMS), Kpub(SM), Kpub(AN1), Kpub(AN2)

Function Increment

When a protocol execution initiates, each principal needs initial knowledge
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to compose its messages. The identifiers in user category needs to have the
knowledge of data it uses for its protocol execution. The Table 8.4, captures
the knowledge of each user in our implementation.

Table 8.4: Knowledge of User

User Knowledge

EMS
EMS, ID, CT, AN1, AN2, SM, Increment, Kpub(EMS),
Kpub(SM), Kpub(AN1), Kpub(AN2)

ID EMS, ID, Kpub(EMS)
CT EMS, ID, CT, JD, Increment, Kpub(EMS)
JD EMS, ID, CT, JD, SM, Increment, Kpub(EMS)

AN1
EMS, AN1,AN2, SM, Increment,Kpub(EMS),Kpub(SM),
Kpub(AN1), Kpub(AN2)

AN2
EMS, AN1, AN2, SM, Increment, Kpub(EMS), Kpub(SM),
Kpub(AN1), Kpub(AN2)

SM
EMS, AN1, AN2, SM, Increment, Kpub(EMS), Kpub(SM),
Kpub(AN1), Kpub(AN2)

The message section contains the core of the protocol specification. The
message exchange algorithms are used as discussed in Section 8.3. The goal
of the verification is declared as secrecy of APARAM and whether SM and
JD can authenticate each other by RNDJD and RNDSM respectively. Each role
communicates with other roles through Dolev-Yao channels. In the Dolev-Yao
model, the adversary can overhear, intercept, and synthesize any messages.
The protocol have been analyzed with OFMC and ATSC.

The On-the-Fly Model-Checker OFMC builds the infinite tree of the prob-
lem in a demand-driven way. The state space is represented by different sym-
bolic techniques. By using this, OFMC can detect attacks fast and prove
the protocol is correct. The CL-based Model-Checker (CL-AtSe) is used to
translate any protocol specification into a set of constraints. This is useful to
find attacks on protocols [193]. The analysis with both the OFMC and ATSE
shows that our proposed protocol has no security flaw that can be detected by
AVISPA.
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8.6 Observations on the Initial Trust Bootstrap-
ping Framework for Industrial Plants

In this chapter, a framework has been proposed for efficient, user friendly de-
vice deployment using the concept of initial trust establishment. The aim is to
ensure that the entities in the industrial plants are communicating through a se-
cure channel. In this section, it is discussed whether this framework fulfills the
objectives as mentioned earlier along with comparisons between different in-
dustry standard practices. To the best of our knowledge, there is no automated
workflow of initial credential distribution for industrial devices. Hence, we
will focus on the performance improvement through the proposed deployment
framework compared to the industry current practices.

8.6.1 A Comparison of Different Initial Key Distribution Work-
flows for Industrial Plants

In Chapter 7, it is seen that the initial key distribution in industrial plant is
broadly categorized in seven categories. In all these seven approaches as de-
scribed, the public/private key or symmetric key is required to be installed in
the device using an out-of-band mechanism with manual intervention [180].
This requires a trusted, or trusted and secured channel which is being handled
by different employees in industrial plants. Table 8.5 presents a high level
comparison between proposed method and other approaches for the following
objectives.

Framework Objectives:

• Objective 1: Initial secret key never leaves the node

• Objective 2: System resilience

• Objective 3: Accountability for device configuration

• Objective 3: Ease of configuration

• Objective 5: Time to configure

• Objective 6: Ease of system deployment

Security Objectives:

• Objective 7: Confidentiality
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• Objective 8: Integrity

• Objective 9: Device Authentication

As it is known that, during symmetric key distribution, there is a need for
a trusted and secured channel where no one can listen when the initial key is
going to be distributed. In an industrial plant, there might be many employ-
ees who will be handling the commissioning of devices. Therefore, when the
device is configured for key management, then the secured and trusted chan-
nel is also being handled by different employees in the plant. If the secret key
is required to be entered during commissioning, the key will be known to the
employee who is configuring the device. For example, when an employee is
commissioning/configuring 100 devices, there is a need to access 100 different
secret symmetric keys for 100 devices. This affects the initial secret key never
leaves the node property. Entering manually a symmetric key, which might be
a 16 digit number, is an error prone and tedious job for the commissioning en-
gineer. This reduces the ease of configuration of the system. In addition to it,
the secret key is also getting revealed while entering the key during configura-
tion. If a key is leaked in the network, it is difficult to find who has initiated the
problem, as individual accountability is not tied with device configuration. To
improve the ease of configuration, there is a probability of using the same ini-
tial bootstrapping key for all the devices in the network. However, this reduces
the resilience of the system. If the same key is used to bootstrap all the devices
in the network, then compromise of a single device will have high impact on
the whole system. Therefore, approach 1 and 2 reveals the key but approach
1 has low ease of configuration and high resilience, whereas approach 2 has
medium ease of configuration but low resilience. The time to configure prop-
erty is also medium for both the approaches as it needs to configure security
parameters during maintenance or replacement of devices. The problem of in-
dividual accountability of employees is also not solved, as no one will not be
able to identify who has commissioned the device. There is also a medium
effort to set up a central security manager like authenticated neighbor which
handles the security of large number of devices in industrial plants, which af-
fects the system deployment property.

When public key cryptography is used, a trusted channel is created to trans-
mit the public key. However, when the private/public key pair is generated from
a central security server inside the plant, there is also a requirement of a secured
channel to transfer the private key inside the device. Creating a secure channel
to transmit the private key has similar usability issues similar to symmetric key
distribution. Therefore, in approach 3, the private key leaves the environment
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through an out-of-band channel and has low ease of configuration. The time
to configure property is medium as it needs to configure security parameters
during maintenance or replacement of device. The problem of individual ac-
countability of employees is also not solved, as it is not possible to identify
who has commissioned the device. There is also a medium effort to set up a
central security manager like authenticated neighbor which handles the secu-
rity of large numbers of devices in industrial plants, which affects the system
deployment property.

Table 8.5: A comparison of workflows for initial credential distributions
in industrial devices

Framework Objectives Security Properties

Approach Obj
1

Obj
2

Obj
3

Obj
4

Obj
5

Obj
6

Obj
7

Obj
8

Obj
9

Authenticated
neighbor
provides
unique Sym-
metric Key
for every
device

No High Low Mid Low Mid Yes Yes Yes

Authenticated
neighbor
provides
same Sym-
metric Key
for all
device

No Low Low Low Mid Mid Yes Yes Yes

Authenticated
neighbor
provides
Pub-
lic/Private
key pair
for Joining
Device

No High Low Mid Low Mid Yes Yes Yes
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Device
Manu-
facturer
provides
unique Sym-
metric Key
for every
device

No High Low High Mid Low Yes Yes Yes

Device
Manufac-
turer pro-
vides same
Symmetric
Key for all
device

No Low Low High Mid Low Yes Yes Yes

Device
manufac-
turer pro-
vides Pub-
lic/Private
key pair

Yes High Low High High Low Yes Yes Yes

Joining
device pro-
vides Pub-
lic/Private
key pair

Yes High Low Low High Low Yes Yes Yes

Initial Trust
Estab-
lishment
Framework
(Proposed
Idea)

Yes High High Low High Low Yes Yes Yes

On the other hand in approach 4 and 5, if the vendor puts the secret key in
the device during manufacturing, the same key has to be transferred to the in-
dustrial plant through a secured channel. This requires that the employee will
know the secret key for commissioning the system. The resilience property
will be affected the same way as in approach 1 and 2, if the same key is used
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for all devices. This approach improves the ease of configuration to an extent
as the device itself is not required to be configured with a symmetric key dur-
ing commissioning. However, this increases the time to configure property as
during maintenance or replacement of a device, the device manufacturer is re-
quired to be contacted for acquiring a new key pair for the device. There is also
a high effort to set up the trusted and secured channel between manufacturer
and industrial plant, which affects the system deployment property.

When public key cryptography is used and the manufacturers are respon-
sible for generating public/private key pairs in approach 6, the secret handling
by employees can be removed. This will not reveal the secret key and the pub-
lic key mechanism will improve the resilience. However, the time to configure
property will be high and there will be a high effort in system deployment to set
up the trusted and secured channel between manufacturer and industrial plant.

In approach 7, the joining device itself is capable of generating a pub-
lic/private key pair. This improves most of the properties but accountability
of the commissioning engineer is not tied with this approach. Therefore, if the
device is misbehaving then it is difficult to know who has configured the device
and whether the configuration issues have created the problem. It also assumes
that the joining devices have computational capacity to generate public/private
key pairs by themselves.

In our proposed framework, the employee needs to swipe the ID card to
the configuration tool and provide authenticity. The employee is not required
to enter any specific secret key for the device, instead the ID card is used in the
same way it is used to access factory entry. The devices can present this trust
information to receive the keys from the security manager. Therefore, in this
framework, the initial security parameters do not get revealed to the employee
who is configuring, instead the encrypted parameters are used to verify the
authenticity of the device and the engineer. Once the device is authenticated
by the employee management system, the configuration data and the related
information is transferred to the security manager. Then the security manager
becomes responsible for the key management of the whole network.

In our proposed framework, the key which is distributed based on the de-
vice capability of supporting encryption, is limited to only two communicating
parties. Therefore, if the attacker can retrieve the key for a particular joining
device, it cannot compromise the entire system and communication. If the key
of the authenticated neighbor is compromised, then the joining devices which
are under the cluster of that particular authenticated neighbor will be compro-
mised. However, it cannot compromise the other authenticated neighbors in
the network. When asymmetric key cryptography is used, compromise of one
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particular device cannot compromise the entire system.
Devices which are involved in data communication are commissioned by

commissioning or maintenance personnel. The employees are the authorized
persons to handle a device, therefore when the commissioning person places
the device in the network; the trust parameter of the employee which is stored
in the ID card is transferred to the device. When the device presents the con-
figuration credentials, it also presents the encrypted employee trust. Commis-
sioning engineers have sufficient experience to demonstrate that they know
the safety regulations and machine directives to formally “sign-off” a commis-
sioned plant. Hence, a commissioning engineer is trusted for the operational
safety of a plant. Verifying that employee trust, the device can be authenticated
that it is commissioned by an authorized person. This trust of the employee
is transferred to the device only when the authorized commissioning or main-
tenance personnel swipes the employee identification card in the card reader.
Therefore, any other device which is not commissioned by authorized persons
in the plant can easily be detected in this framework as only the employee can
store this encrypted trust. In the future if the device has the capability to read
the identity card, then the trust can be transferred directly without the need of
an additional configuration tool.

In our framework, a mechanism is provided which integrates the employee
management system with the security manager for devices. The employee
management system deals with the management of the employees who handle
devices in a plant or organization. The security manager deals with the secu-
rity of the devices in the plant. To configure a device, our framework requires
that the employee swipes the ID card in an ID card reader, like a handheld
commissioning tool, and enters the configuration data. This procedure does
not take extra time compared to the commissioning time without any security
mechanism. This provides a user friendly procedure for the employees with-
out accessing the secure data storage or manually entering the security related
parameters.

This framework partially satisfies physical security where once an attack
is detected, it can be tracked who has configured the device. In earlier ap-
proaches, there was no individual accountability. However, our proposal is
highly dependent on an Employee Management System. This might affect the
ease of system deployment as our method assumes that inside the plant there is
a first level of access control and this component is used to securely store the
employee access data. This is an additional requirement on current employee
management systems. However, this will be a one-time activity and in most
industrial plants, there exist a system for employee management.
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8.6.2 Threat Analysis of Framework

In this section, a threat analysis is done to verify if the proposed framework
can mitigate the threats identified in Section 8.2.

• Adversaries can listen to message exchanges between joining device, au-
thenticated neighbor and security manager. After the protocol for Initial
Trust Bootstrapping 8.3 is completed, the joining devices will be veri-
fied inside the plant as properly commissioned by an engineer. Then the
security manager can enforce the key establishment for the network as
any state-of-the-art key establishment. Using that key, messages are pro-
tected. Even during the Trust Bootstrapping phase, the initial message
is protected with the public key of the employee management system
Kpub(EMS). Therefore, the adversary cannot listen to the message ex-
change.

• Adversaries can inject messages in the network. The Initial Trust Boot-
strapping protocol 8.3 enforces the key establishment once the device is
verified. Therefore, a device which is not authorized cannot send mes-
sages to the system.

• Adversaries can capture messages during the joining phase and replay
later. The joining packet contains a nonce. Once a device with a correct
packet is authorized, the same packet cannot be used for later authenti-
cation.

• Adversaries can steal the ID card of an employee. To use the ID card of
an employee, the adversary needs to swipes the ID card in the configura-
tion tool CT and enters the EMPPWD. Without the password, the ID card
cannot be used in the framework.

• Adversaries can tamper with the device before it reaches the industrial
plant premises. The root certificate of the manufacturers is already trans-
ferred by an out-of-band channel to the plant security manager. The con-
figuration tool CT can verify the authenticity of the device, when the
device sends the initial authentication request signing with the private
key of itself.
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8.7 Conclusion

In this chapter, a framework has been presented for industrial device deploy-
ment. We started by introducing the objectives of the device deployment frame-
work. Then the framework is presented in detail and the objectives of the de-
vice deployment framework are assessed. It is found that the device can be
verified by the security manager once the commissioning engineer or mainte-
nance engineer has established the initial trust by transferring the employee
“authentication data” to the device. The configuration parameters can also
be downloaded during the initial trust establishment. Therefore, based on the
cryptographic computational capability of the device, our proposed framework
can support both symmetric and asymmetric key distribution.

However the initial device verification phase of the framework is meant
for future industrial devices. The automation plant should procure the devices
from manufacturers where the manufacturers provide the device certificates
along with a trusted environment in the device. If the manufacturers are not
providing the device certificate and the secure trusted environment then this
phase cannot be used. In this phase, the industrial plant needs to have an out-
of-band channel with manufacturers to receive the root certificate of manu-
facturer. In an industrial plant, there might be devices from different manu-
facturers. This out-of-band channel with the manufacturer to receive the root
certificate should be managed carefully by the security manager in the indus-
trial automation plant. The devices should also be able to support a secure
boot process for this framework. In mobile telecommunication there are also
devices that come from different vendors, but the devices follow the same set
of standards. This is not the similar situation for industrial plants. Therefore,
to accommodate some industrial devices which do not have any processing ca-
pabilities in a secured framework is a real challenge in industrial automation
plants.

This initial trust bootstrapping framework simplifies the key distribution
mechanisms by reusing the initial trust establishment workflow and eliminates
the need of prior sharing of secret parameters. The initial trust establishment
phase does not require any unique secret for the device which is difficult to
manage, rather the key distribution occurs from a central management compo-
nent once the device can show that it has been commissioned by an authorized
person. The security management for devices is also logically segregated from
the role of the commissioning engineer. Therefore, this framework provides
a solution for the dynamic environment of employee roles in industrial plants.
This framework is also adaptive where the devices do not have direct connec-
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tivity with the central security management or employee management system.
Through the proposed authentication in direct and hierarchical topologies, any
device can be verified once initial trust has been established by the commis-
sioning engineer.



Chapter 9

Source Authentication for
Heterogeneous Multicast
Groups

In industrial communication networks, the requirement for efficient ways of
distributing information across networks is emerging. The concept of mul-
ticast allows a sender to send a message to a group of receivers, by using a
destination address to which all group members listen. This ensures a more
efficient use of the communication networks as it does not address each re-
ceiver individually, instead it enables different systems to react at the exact
same set of data. However, multicast communication also introduces security
challenges that were not encountered in unicast communication. This is due to
the fact that the multicast transmission can occur over multiple communication
channels and allows any node or device to join a group and receive messages
addressed to that group. Therefore the solutions for unicast security manage-
ment cannot be directly applied to the multicast scenarios. The obvious way to
address this is to use cryptography where the members of a multicast group can
share a group key. However, this does not allow verification of the individual
sender though the receivers can verify that the multicast packet is transmitted
by some group member. Therefore, source authentication is one of the major
challenges in multicast communication security. In this chapter, it is described
how the proposed approach of initial trust based device deployment in Chapter
8 can be useful for source authentication in multicast communication security.
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9.1 Multicast Communication
In industrial applications, there are different core services and network house-
keeping protocols which support multicast in the Ethernet layer or IP layer [37].
For example, in one of the applications, industrial devices use a publish/ sub-
scribe mechanism to efficiently distribute data. The sender “publishes” its data,
e.g. a sampled measurement value (SMV) from a sensor, by cyclic multicast
transmission to a group, e.g. of industrial controllers [38]. The unique ad-
dress of the sender is provided in the multicast packet. The controller which
requires this specific sensor value “subscribes” to it by locally configuring the
appropriate multicast receiving-address and performing source-specific filter-
ing of the received multicast packets to obtain the specific value. Similarly,
EtherNet/IP [39], real time publisher subscriber (RTPS) protocol in Modbus-
IDA [40], Network Clock Protocol (CNCP) from ABB [44], IEEE 1588 [45]
and Simple Network Time Protocol (SNTP) [46] utilizes IP multicast.

9.1.1 Source Authentication

There has been extensive research on unicast security management in the past
and work is still going on today. However, the solutions for unicast security
management cannot be directly applied to the multicast scenarios as multicas-
ting is more susceptible to attacks [48–50]. This is due to the fact that the
transmission can occur over multiple communication channels. In addition to
this, the properties of multicast communication allow any node or device to join
a group and receive messages addressed to that group [48, 51]. This increases
the risk of denial-of-service attacks and eavesdropping as any unwanted device
can be part of the group. Another property of multicast communication enables
any non-member of the group to send messages to a group. This can also cause
denial-of-service.

The obvious methods to protect the messages from being received by any
non-member of the group is to use cryptography. The members of a multi-
cast group can share a group key and the multicast messages transmitted in
the same group can be encrypted with that group key. With this approach,
the receivers can verify that the multicast packet is transmitted by some group
member but cannot verify the individual sender. This source authentication is
one of the major challenges in multicast communication security. This prob-
lem becomes more challenging where all the members in a network are not
having the same level of security mechanisms. In the past, there are various
authentication mechanisms proposed and used. For example, a simple keyed
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MAC can be used for message integrity and sender authenticity verification in
unicast communication. However, there may be challenges where any mul-
ticast receiver knowing the secret key may spoof as an authorized sender and
thus generate tampered messages with valid MACs. Therefore, in multicast the
problem becomes difficult as any receiver in a group having the common key
can forge packets. Several solutions have been proposed for multicast com-
munications including stream signatures, tree signing and multi-MAC meth-
ods [51, 196–199]. In this chapter our focus is to evaluate how the proposed
initial trust bootstrapping can enable a simplified source authentication in an
industrial communication network.

9.1.2 Industrial Network Multicast Applications Character-
istic

The characteristics of multicast applications are discussed in the taxonomy of
multicast security issues [51]. The specific scenarios of multicasting applica-
tions in industrial communication networks are identified by D. Dzung [37].
For example,

• The group size for multicast applications in the industrial communica-
tion networks can be 10 − 100 devices, such as industrial sensors, con-
trollers, and servers [47].

• All the members in the group may have different processing capabilities.

• Membership are almost static with indefinite group lifetime, except pos-
sibly for temporary maintenance devices which must be able to join/leave
the group [37].

• There can be several industrial sensors as senders which multicast to a
group of controllers.

• The identity of the senders are known in advance and they may or may
not be members of the group.

• The major traffic in the network is from data publishers which periodi-
cally multicast their updated process data, with stringent delay require-
ments.

• The size of a network depends on some geographically restricted site,
but group members may be connected to different subnets.
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In practice, security researchers often look for security solutions in homo-
geneous environments, for example, security in Wi-Fi networks, security in
MANET, security in PROFINET, or security in specific industrial protocols. In
Chapter 5, the sources of heterogeneity in industrial plants have been discussed.
In heterogeneous communication networks, the message may be transmitted
on different links following different protocols, and each node may have a dif-
ferent security policy and key management scheme. This can be challenging
in any generic multicast scenario where the nodes are dynamic and leave/join
the network at any point of time. However, the specific scenario of multicast
for industrial automation networks reduces the problem space. The identity
of the senders which are configured to multicast to a group of controllers are
well known in advance. Most of the members in a group are static in nature.
However the challenge of verification of the individual sender when a mes-
sage is multihopped between different networks still remains. In this chapter,
a solution to enable source authentication utilizing initial trust based device
deployment is proposed.

9.2 A solution for Source Authentication in Mul-
ticast Security

In industrial plant scenarios, the devices are almost static with indefinite group
lifetime. The only exception can be temporary maintenance or configuration
devices which must be able to join/leave the group. In this proposed approach
of source authentication, the installed base of multicast capable industrial de-
vices are considered to support the packet source authentication. In Chapter 8,
an initial trust based device deployment is proposed by using the accountability
of the commissioning or maintenance engineers. In that framework, the secu-
rity manager is a software component which handles the security parameters
required for the device communication, and monitors the security state of the
devices in a running plant. If there is any other security management system
within the plant, this component will coordinate with that system. Using the
protocols proposed in Chapter 8, the devices are verified as properly commis-
sioned by an engineer inside a plant. Once the devices are verified, the security
manager component can enforce the key establishment for the network using
any state-of-the-art key establishment.

In a multicast network, multicast end nodes can form a cluster and be con-
nected to their respective master nodes. The master nodes and multicast routers
are connected by point-to-point links. The multicast group can be formed by
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several multicast end nodes under different clusters. The network path in a
multicast group is established with the master node and routers using any state-
of-the-art multicast routing protocol. As shown in the proposed approach of
initial trust based device deployment key establishment phase in Section 8.3.6,
each master node can establish keys for the cluster of its directly connected
end nodes. Similarly, the master nodes and multicast routers can also establish
authentication keys during network formation. Those established authentica-
tion keys are used to accomplish source authentication by signing the message
which is being forwarded in a network and protected in the network using the
multicast group key. The detailed method of source authentication is presented
in the Algorithm 9.1.

As shown in Algorithm 9.1, any receiver of the multicast packets can check
the packet source. Thus, the system is capable of source authentication with
support from the intermediate nodes. When a node forwards the packet to the
next hop as per any state-of-the-art multicast routing, it appends an Authinfo to
the packet after the message. The receiving node verifies the Authinfo and, if the
Authinfo is verified, the message is assumed to come from the trusted source.
The Authinfo contains a nonce and a hash of the packet. Each intermediate
node adds its own Authinfo. Thus, the receiver uses the Authinfo which has been
collected in the packet while traversing the network.

Algorithm 9.1 Source Authentication in Multicast
1: procedure SOURCEAUTHENTICATION()
2: Given the source node and receiver nodes
3: Routing path identified by any multicast routing protocol
4: Source node appends Authinfo and transmits the packet
5: for all nodes in routing path do % IntermediateNodes
6: Verify the authenticity of the previous node
7: Append an Authinfo
8: Forward the packet according to the multicast routing protocol
9: end for % IntermediateNodes

10: for all multicast nodes do % MulticastReceivers
11: Verify authenticity of the previous node
12: end for % MulticastReceivers
13: end procedure
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9.2.1 An example - Enable Source Authentication in Multi-
cast

Figure 9.1 shows a sample multicast network scenario. The figure shows 9 end
nodes and 3 master nodes and 5 routers. Routers and master nodes are con-
nected by point-to-point links and end nodes are connected to the master nodes
of their cluster. End nodes 10, 11 and 12 are under cluster 1 and connected
to master node 5. End nodes 13, 14 and 15 are under cluster 2 and connected
to master node 6. End nodes 16, 17 and 18 are under cluster 3 and connected
to master node 8. In this network, end node 10 is a multicast data source and
end nodes 14, 15 and 18 are multicast receivers. The multicast network group
can setup their multicast group key using any state-of-the-art muticast group
authentication protocol. The network path in the multicast group is established
with the master node and routers using any state-of-the-art multicast routing
protocol. The message is delivered from the data source to receivers following
the routing path as indicated with green arrows.

Figure 9.1: Sample multicast network

As shown in the proposed approach of initial trust based device deployment
key establishment phase in Section 8.3.6, the security management component
(SM) aids to establish authenticated secrets between network nodes which are
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used to protect the communication in the network. Based on this approach,

• The master node 5 of cluster 1 has already established a key with the
multicast data source 10.

• Similarly, the master node 6 and 7 of cluster 2 and 3 respectively estab-
lish keys with their respective cluster members.

• We assume that after the initial trust bootstrapping phase, the router
nodes 1, 2, 3, 4 and 7 have also established keys with master nodes 5, 6
and 8 by any state of the art key established mechanisms.

• The multicast network group with nodes 10, 14, 15 and 18 also have
established their multicust group key using any state-of-the-art multicast
group authentication protocol.

In a specific scenario, the multicast source node 10 transmits a message
along with its Authinfo to be verified. The Authinfo for the source node 10
contains the nonce and hash of the packet. Using the nonce, the multicast
packet is protected from replay attacks. In one scenario, the sender can transmit
the message with a specific sequence number to a receiver and an attacker
can capture the packet. Then the attacker can run two type of approaches.
In the first approach, it can replay the packet with the same nonce. In that
scenario, the receiver will reject the packet as the nonce is the same as the last
received counter. In the second approach, the attacker can replay the packet
after incrementing the nonce. In that scenario, the Authinfo will be invalid and
the message will be rejected.

As a next step, the master node 5 encounters the packet. Master node 5
verifies the authenticity of the multicast source node 10 by the already estab-
lished key for cluster 1. Master node 5 also includes its Authinfo to the multicast
packet before forwarding to the next hop. The next hop router nodes 2, 4, and 7
also add their authentication information. The Master node 6 adds its Authinfo
and forwards the message to the actual multicast destination nodes 14 and 15.
The Master node 8 also adds its Authinfo and forwards the message to the final
multicast destination node 18.

9.2.2 Authentication Message Chain
The overall authentication message chain is presented in Figure 9.2 to make it
easier for readers to visualize the multicast packet formation with Authinfo. The
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Figure 9.2: Authentication Message Chain from Node 10 to Node 15

initial data packet from multicast source node 10 includes Authinfo10 which is
the nonce and hash of the message payload along with the nonce.

Master node 5 can verify the Authinfo10 with the previously established key
with node 10. The multicast receiver 14 or 15 can check the packet source us-
ing the authentication information which is verified by node 6 while traversing
the network. The intermediate nodes 2, 4 and 6 add further authentication in-
formation Authinfo2, Authinfo4 and Authinfo6 until it reaches multicast node 14
and 15. This also enables the security audit trail for the multicast packet which
is traversed through different networks before it reaches the final destination
node.

9.3 Conclusions

This chapter explains how initial trust based device deployment can support
source authentication in multicast communication networks. One of the key
challenges in multicast communication is source authentication where a re-
ceiver can verify that the multicast packet is transmitted by some group mem-
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ber but cannot verify the individual sender. It is showed that once the initial
trust based device deployment is completed, on reception of a multicast packet,
the intermediate node can attest the authenticity of the packet by adding authen-
tication information to the packet, before forwarding it to the next hop using
multicast routing. Thus, the receiver node can verify that the packet is sent by
the authenticated sender through authenticated forwarder nodes. It also sup-
ports the security audit trail for the multicast packet which is traversed through
different networks before it reaches the final destination node.





Chapter 10

Discussion

In general, the trust assessment and establishment research in this thesis is
executed based on the purpose and logic of research [15]. The trust assessment
model and the formulation of the trust establishment methods are built upon
analytical and deductive research methods.

In this chapter, the validity aspects of the research results described in the
previous chapters are discussed. The formulation of the trust assessment model
was based on multiple sources of evidence, including critical analysis of the
existing literature and industrial applications. Data has been collected and an-
alyzed from published materials. The criteria on which literature is evaluated
include industrial automation security, key management and trust management
in communication networks. The security of industrial communication net-
works begins with the security capabilities of the devices as implemented by
the vendors. Security assessment can be effective when there is a reference
point of expected behavior of the communication. Based on this reference
point any deviation in communication behavior can be detected. However,
before network deployment, there will not be much information from the run-
time/operational phase of the network. The trust models available in the lit-
erature [150, 151], rely on experience and recommendation from already con-
nected devices. These trust models assess the run-time network and time is an
important parameter as in real life scenarios building trust takes time. There-
fore, when a new device joins a network, other neighbors need direct experi-
ences with this device in order to recommend this new device to others in the
network.

In this thesis, a framework for trust establishment and assessment has been
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provided for industrial communication networks. Based on our working ex-
periences with various industrial communication systems in different domains,
we have found out that in industrial environments new solutions and compo-
nents must co-exist and inter-operate with existing legacy solutions. In prac-
tice, security researchers often look for security solutions in homogeneous en-
vironments, for example, security in Wi-Fi networks, security in MANET, se-
curity in PROFINET, or security in specific industrial protocols. However, in
industrial communication networks, there will be heterogeneous communica-
tion networks involving different types of communication protocols. In indus-
trial plants before the devices are deployed and connected with the network, the
engineers need to choose which communication path will be applicable for the
specific industrial use-case. To the best of our knowledge, in today’s context
the system is deployed based on any available communication infrastructure
without systematic security assessment. In this thesis, it has been demonstrated
with a smart grid case study that a communication infrastructure can be chosen
with the available static information from the network. It will be very useful
with an educated guess instead of randomly choosing an available communi-
cation infrastructure.

After this pre-deployment assessment, the devices need to establish confi-
dence that it will behave as intended. The initial trust bootstrapping is a well-
known problem among industrial security practitioners and there exist many
key management solutions. Most key management systems use either pre-
installed shared keys or install initial security parameters using out-of-band
channels. In industrial plants, there are many roles and employees who will
be handling the devices in different phases of its life cycle. Installing a unique
secret to a large number of devices and keeping the key as secret is challenging
for the engineers in the plant. If a key is leaked in the network, it is difficult to
find out who has supplied the correct key to the wrong device. In addition to
this, the employees are not permanent in the plant. The employees can leave
the organization. This imposes a challenge when the key is being directly ex-
posed to the engineers. Therefore, in the key distribution, there is a need for
a starting point of trust considering this dynamic environment of employees
handling the devices. Based on our working experiences with various indus-
trial communication protocols and their deployment, we have identified a set
of non-functional security requirements characteristics (see Chapter 8) which
are important for security deployment in industrial communication networks.

• Accountability for device configuration: The person who has configured
the device should be traced.
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• Ease of configuration: Replacing or adding a device should be easier for
any employee without having in-depth security understanding.

• Time to configure: The system should allow fast access to devices for
replacement or extension by the authorized users.

• Ease of system deployment: This property demands that the workflow
can be deployed without much effort to set up or maintain the security
life-cycle.

• Verification of device: The plant system should be able to verify the
identity of the device which has been shipped from a manufacturing unit.

• System resilience: Compromise of one device should have minimal im-
pact on the rest of the system.

In this thesis, realizing the importance of “people” in industrial communi-
cation networks, it is proposed to bootstrap the trust with employees. A typical
industrial system is a composite collection of different system elements. The
trustworthiness of the complete system relies on trust in all of these elements
along with their integration and interaction. Each industrial component has a
unique perimiter of trust. In this thesis, it has been researched that it is possi-
ble to bootstrap and bind the trust of an employee who handles the device for
configuration with the device. This will ensure permeation of trust in the sys-
tem. A proof-of-concept implementation has been carried out to demonstrate
the feasibility. From this proof-of-concept implementation, we were convinced
that the concept can be easily adopted in industrial plants provided that we have
the basic infrastructure to support this concept.

In addition to this, multicast which is a communication method between a
single sender and multiple receivers, is also used in industrial communication
networks. This is done to enable a more efficient use of the communication
network. The source authentication is a challenging aspect in multicast where
the individual sender cannot be verified though the receivers can verify that the
multicast packet is transmitted by some group member. In this thesis, using the
concept of initial trust bootstrapping, those bootstrapped nodes are assigned to
support packet source authentication. During the key establishment method in
initial trust bootstrapping, each master node establishes a common key with its
multicast end nodes. Similarly, the master nodes and multicast router nodes
can also have established authentication keys after the initial trust bootstrap-
ping phase. Those authentication keys are used to append the authentication
information when the message is being forwarded in a network. This method
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addresses the problem of source authentication in multicast communication in
industrial plants. This demonstrates that our proposed approach of initial trust
bootstrapping can also aid to mitigate source authentication issues of multicast
in industrial communication networks. However, there are certain challenges
which have not been addressed in this thesis. In Chapter 11, some major issues
that need to be addressed in order to achieve secure industrial communication
solutions are discussed.



Chapter 11

Future Work

As previously discussed there is a growing need of employing secure solutions
for industrial communication networks. However, there are certain challenges
that cannot be met in an efficient way today, or cannot be met at all. In this
chapter, some major issues that need to be addressed in order to achieve se-
cure industrial communication solutions are discussed. In order to be efficient
and cost effective, it is required to consider that the industrial plants will have
heterogeneous networks as discussed in the previous sections. Therefore, the
security solutions should consider the heterogeneous environment of industrial
communication networks. The rest of this chapter will address some of the
most important remaining challenges for full-scale security solutions in indus-
trial plants.

11.1 Trust Management

Managing heterogeneous devices in industrial networks opens up an interesting
area for managing security in industrial plants with the notion of “trustworthi-
ness”. With the need of mutual collaboration between devices with varying
technology capabilities, it is essential to assess the implication of interaction
between different levels of trustworthy devices. This is very much challenging
as on the one hand there is a requirement to enable interoperability between
legacy devices and advanced devices. On the other hand, if a rogue device is
considered to be a trusted neighbor in an industrial communication network,
then the security of the whole system might break down. Therefore, there is a
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need of a trust model in order to determine trusted communicating parties. The
trust model should also help to identify malicious devices in the network.

One set of promising research on trust models rely on authentication or
cryptography [144–147]. However, as mentioned in previous chapters, the trust
management scenario should consider scenarios where unified cryptographic
capability is not available in all the entities inside the industrial plants. For ex-
ample, there might be some high end sensors which can support light-weight
cryptography, and at the same time there might be computationally low-end
devices which cannot have processing power and memory available for cryp-
tography support. Therefore, the trust models requiring different cryptography,
shared secret, or certificate technologies are infeasible in a heterogeneous sce-
nario where all the participating devices are not using same security protocol.
There is another set of work where assigning of trust in the planning phase is
based on network architecture and device property [164]. In this work, the au-
thors provide a method to model the security assurance of nodes in a specific
network architecture, and use this model to compute an initial realistic guess
for those trust values. However, this does not include the operational param-
eters of a network which can capture the run-time state of the network. For
operational networks, there is also a set of trust models that rely on experience
and recommendation from already connected devices [150,151]. In these types
of trust models, time is an important parameter as in real life scenarios building
trust takes time. Therefore, when a new device joins a network, other neigh-
bors need direct experiences with this device to recommend this new device to
others in the network. This brings down the trust management problem to its
initial value assignment.

In most of the work, it can be seen that the initial trust value assignment
is a critical step and there is a requirement to find an optimal and almost ac-
curate initial value which can be reused in later parts of the trust evaluation.
Furthermore, finding message discrepancy from a node which is sending some
process parameters needs a detailed understating of that specific industrial pro-
cess. Therefore, updating trust values in an operational network based on rec-
ommendation needs to be further evaluated. The risk of updating trust values
based on recommendations from malicious nodes can be disastrous in indus-
trial plants. Future research should focus on finding an optimal trust model for
operational industrial communication networks which can incorporate the risk
of false recommendations from malicious nodes.
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11.2 Network Performance and Security Trade-
off

Along with cyber security requirements of industrial plants, it is also neces-
sary to consider other important requirements of plants in terms of network
performance [200]. For example, the exchanged information in monitoring/
supervision related applications is generally not sensitive to packet losses and
jitter, rather it is designed for maximum throughput, and, in some cases data
consistency might also be important. On the other hand, closed loop control
and interlocking and control are sensitive to jitter and delays, where network
predictability of worst case delays is a paramount aspect. Therefore, it is im-
portant to understand the network capabilities during network design to assess
the required network performance in a heterogeneous networked system. A
secure communication data flow with high latency and low bandwidth sup-
port may not satisfy the operational requirements in a plant. From a very high
level, the goals of networking and security are somewhat contradicting. One
of the main intentions of networking research is to enable rapid packet trans-
fer between one node to another node, achieving a high average throughput.
Whereas, one of the major intentions of security research is to inspect a packet
before forwarding it to the next node. Moving from these two extreme view-
points, there is a need to focus on achieving an efficient and secure network.
The network planning phase should capture the properties of the system and
identify constraints on the network to achieve an overall secure solution. For a
communication network, if there are multiple paths available between source
and destination, then there arise trade-offs between the chosen performance
metrics [165].

The trade-offs of network performance and security performance in indus-
trial communication networks where a number of nodes can be connected via
wired or wireless communication media lead to a multi-objective optimization
(MOO) problem. For a nontrivial multi-objective optimization problem, gen-
erally there does not exist a single solution that simultaneously optimizes each
objective, and the scalar concept of “optimality” is not applicable. A common
challenge for a network engineer is to “optimally” select a path that will satisfy
different objective functions as well as possible, even in case of single failures
of available resources in the network. A Pareto optimal solution is obtained
when none of the objective functions can be improved in value without de-
grading some of the other objective values. From a mathematical aspect, all
Pareto optimal solutions can be regarded as equally desirable. By considering
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all of the potentially optimal solutions, a network engineer can make focused
trade-offs within this restricted set of options, without considering the full set
of possible options. However, after having found Pareto solutions of the multi-
objective optimization problem, there will still be a requirement to select only
one or a reduced number of final solutions, as the decision maker needs to
identify the most preferred one among the solutions.

This is often a non-trivial task for a network engineer and certain guide-
lines are necessary. One of the solutions is to combine the multiple objec-
tives into one single-objective scalar function. One such approach is known
as the weighted summation method. However, in an industrial communica-
tion network, the possible paths between one source and one destination might
be limited due to planned deployment of communication networks. In such
scenarios, it is often seen that no Pareto optimal solution is available and the
selection of only one path depends on the design choice of the plant config-
uration. Therefore, it will be beneficial to network commissioning engineers
to have a guidance for optimal path selection methods. This is more method-
ical for informed decisions instead of just random path selections. Therefore,
an assessment framework is needed for identifying the quality of service and
security parameters. This is a challenging research field as a certain level of
subjectivity will be applied when security parameters need to be compared to
network performance parameters. This needs further research to understand
the implications of the trade-offs to be made.

11.3 Usable Secure Solutions

The aspect of usable security in industrial communication networks is very im-
portant. One of the most important requirements for industrial plants is safety
of personnel, equipment, and the environment. Any loopholes in the security
infrastructure may severely impact the system and might affect the safety of
the plant and its personnel. Another important requirement for an industrial
plant is the continuous availability of systems and components. Unplanned
downtime is not acceptable as plant downtime leads to production losses for
companies. For this reason, plant downtime is generally planned and sched-
uled months/years in advance. Therefore, the goal of safety and availability
can sometimes conflict with the security design of plants. For instance, it is
not acceptable to create a secure system which may require additional time to
establish security. On the other hand, the lack of security can hamper safety of
the plant.
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The design of secure systems in industrial plants must consider employees
as an integral part of the system under consideration. If security imposes ad-
ditional steps compared to the current practice and thus delay the activity, then
normal human tendency is to look around for alternatives to bypass the security
steps. Users of control systems were used to exchange faulty devices during
operation without any additional configuration, i.e. “hot swap”, to minimize
the downtime. If the advanced key management solutions demand extra con-
figuration steps to enable security, the employee might not be able to follow
good security practice. Therefore, there is a need to research towards secure
systems that meet the requirements of production efficiency as well as usability.

11.4 Key Management

Key management is an important aspect for any type of security design. There
has been extensive research on key management in the past and work is still go-
ing on today [88–90]. Generally there is no single solution which can solve all
key distribution related problems. In each of the key distribution approaches,
there is either an explicit assumption or an explicit mechanism to establish the
initial parameters among the communication parties. The explicit assumption
is that the devices in the network are trusted or there is an explicit mechanism
of out-of-band parameter sharing. Different approaches to initially bootstrap
security credentials in industrial automation environments have been compared
in [99]. In this work, the authors concluded that the best method to bootstrap
initial credentials can be done through manufacturer provided certificates. The
automation device is manufactured by the device vendor and equipped with a
secure device identifier based on 802.1AR [100]. However, this imposes a tight
constraint on manufacturers to provide devices with secure device identity.
This also might increase the manufacturing effort and costs as the credential
generation will be included during the production process. Another approach
towards industrial device deployment frameworks is based on the initial boot-
strapping of trust from employees [186]. This approach improves usability by
reducing the access to initial security parameters by employees; and it helps to
bind the trust of the employee to the device configuration. However, this solu-
tion requires an upgrade of existing hardware to support the initial trust from
the employee.

Therefore, most of the solutions for key management will have a require-
ment of homogeneity in the system. From the basic principle of key manage-
ment, if a device is not having the credentials or proofs to join a network, that
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device will not be allowed to communicate within the network. This is chal-
lenging as in heterogeneous communication networks like industrial plants,
there might be different categories of devices with respect to computational
power and supported protocols. A key management solution for a heteroge-
neous industrial network is an open issue. It is always interesting to look for
new innovations in key management solutions and ideally it should be the case
as security is an on-going practice. However, it will be beneficial for industrial
plant security management if future industrial plants could enforce a set of
standards which supports interoperability. This needs further research on stan-
dardized key management solutions for heterogeneous industrial networks.

11.5 Managing a Mobile Workforce
The Industrial Internet of Things (IIoT) is a current trend with major implica-
tions for industrial automation sectors, including utilities, manufacturing, min-
ing, oil and gas, and agriculture. This is planned to utilize the global reach of
Internet for the control of industrial plants. The current status of IIoT is in its
early stage but there is a huge potential to shift the paradigm of human ma-
chine interaction to the next level. Mobile workforces also play a major role
in improving productivity and effectiveness of industrial plants and provides a
means to empower next-generation plant workers. The issues related to con-
ventional inventory management, material tracking and supply chain processes
in organization can be resolved with asset/personnel tracking.

Mobile handheld devices are already a part of the automation industries for
configuration and maintenance, and with IIoT additional mobile devices can
reach out to the Internet world. Users of industrial plants were accustomed with
management of wired devices which are placed in an almost fixed position on
the plant floor during commissioning. The management of device movement
was not so frequent in industrial plants. This new mobile environment brings
up another set of challenges in industrial communication security. There is a
need to research on efficient assessment mechanisms to manage those small
mobile handheld devices with better tracking and recovery for those devices.

11.6 Human Factors
The advancement of security technologies with cryptography, audit trails, and
trust management, can enable logging and monitoring activities of employ-
ees [186]. However, there is another side of this type of security monitoring.
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The security should not be a hindrance by adding fear factors to the employees.
The aim of security should be aiding individuals to perform their tasks grace-
fully. When an individual is aware of the fact that he/she can be punished or
hold responsible for a configuration which leads to a security breach, that can
jeopardize their normal core of activities, as there is no way to find out whether
the act was intentional or unintentional. For example, an employee comes to
know about a device failure from his or her experience with process behavior,
and in a normal scenario the employee would replace the device with a new one
so that the production can continue. However, when a security monitoring is in
place the employee may be reluctant to go beyond the assigned work orders as
the employee might be accused of being guilty of deliberate misconfiguration.
Therefore, with high security monitoring, employees may not be proactive and
can be like robots without cognitive ability.

This is a challenging research field as a certain level of human factors
needs to be considered even when there is a requirement to protect from in-
sider threats. This needs further research to understand the implications of the
trade-offs to be made.
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Summary

In this thesis, a framework for initial trust establishment during industrial de-
vice deployment is presented to answer the first and second research questions
(RQ1 and RQ2). An assessment method for devices with different security
features and network performance is proposed to answer the third and fourth
research questions (RQ3 and RQ4). During the initial phase of this work, the
current state of initial trust establishment in industrial plants was identified.
This gives an overview of issues associated with the current state of practice.
The security deployment models of the financial sector and the telecommuni-
cation domain were studied and the security requirements for both the adjacent
domains of financial sector and telecommunication have been compared with
the field devices of industrial networks.

To provide answers for both the first and second research questions (RQ1
and RQ2), on how to efficiently bootstrap the initial trust to a large number
of devices in a heterogeneous network and how to efficiently manage the life
cycle of the security workflow in an industrial plant given the different roles of
employees in the entire plant life-cycle, a device deployment framework has
been presented. This framework uses the workflow of existing trust of em-
ployees to enable the initial bootstrap of trust in the devices. The flexibility
of this approach enables commissioning engineers to download the required
configuration data in a device. This approach is a solution to the initial trust
distribution problem reusing existing features and facilities in industrial plants.
The device can be verified by the employee management system inside a plant
once the commissioning engineer or maintenance engineer has established the
initial trust by transferring the employee trust parameters to the device. Before
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the employee transfers the employee trust to the device, the device is veri-
fied through manufacturer’s certificate whether the device has been tampered
with since the production of the device. By reusing the initial trust establish-
ment workflow, this framework simplifies the key distribution mechanisms and
eliminates the need of prior sharing of secret parameters.

To provide answers for the third research questions (RQ3), on what is the
behavior of a communication network when devices with various degrees of se-
curity features exchange messages, a security assessment framework has been
presented. This framework categorizes the industrial devices based on their
inherent properties and their working principles in three categories; secure de-
vice, smart device and traditional device. The different security assessment
models can be useful to assess the vulnerability of a network path with hetero-
geneous devices.

To provide answers for the fourth research questions (RQ4), on how does
the combination of communication security, capacity, and timeliness properties
of a network affect overall network performance, an assessment framework
for security, capacity and reachability of heterogeneous industrial networks
has been presented. This framework proposes a model and an algorithm to
estimate and generate a network path identified by network path performance
indicators of a heterogeneous communication network. The applicability of
this balancing approach has also been demonstrated in a specific case of smart
grid application where security, network capacity and reachability need to be
optimal for successful network operation.

In this thesis future research directions that build on the research performed
is discussed. It is observed that security research will be more and more im-
portant in the industrial sector, and there are many research works that address
specific issues in different applications. The ideal solution for solving security
issues will be to have end to end security solutions. However, it has been re-
alized that in a heterogeneous network like industrial plants, there are devices
with varying capabilities. Therefore, there still exist several open areas in het-
erogeneous industrial network security that have not been addressed properly
in existing research. Managing trust in heterogeneous networks need more at-
tention so the risk of updating trust values based on malicious nodes cannot
be a disaster in industrial plants. The future research should focus on find-
ing an optimal trust model for operational industrial communication networks
which can assess the behavior of a process to identify malicious security ac-
tivity. Through an assessment framework it is required to identify quality of
service and security parameters. This is a challenging research field as a cer-
tain level of subjectivity will be applied when security parameters need to be
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weighed against network performance parameters. This needs further research
to understand the implications of the trade-offs to be made, keeping usability
aspects in mind.

To summarize, in this thesis it is shown that the security research for in-
dustrial sectors is gaining maturity and it will be more and more important in
the future. Digital transformation is going to be the next key thing for indus-
trial players where industrial leaders are enhancing their product portfolio with
digital functionalities and are introducing innovative, data-based services. The
rise of digital business with Industrial Internet of Things, Industrial Internet,
Digital Factories etc. will increase efficiency, productivity and customer expe-
rience, however, it will still create major challenges for security researchers.
Security defense and resilience are important components for the digital trans-
formation of industries. Cyberdefense highly relies on trust and trust is one of
the major enablers for a successful digital transformation. It is obvious that the
connectivity with Internet will increase the risks of security attacks and the se-
curity adversaries will also improve their skills to break the system. Therefore,
there will be accelerated innovation competition between security adversaries
and the security vendors. This will open up a room for further research on
industrial security. Therefore calculated security risks have to be taken when
realizing the potential and visions with respect to digitalization of industrial
sectors. This implies that industrial security research is required to be a busi-
ness process enabler instead of being a support function in industrial sectors.
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[180] A. Ray, J. Åkerberg, M. Gidlund, and M. Björkman. Initial Key Distri-
bution for Industrial Wireless Sensor Networks. In IEEE International
Conference on Industrial Technology (ICIT-2013), February 2013.

[181] R. Schlegel, S. Obermeier, and Schneider. J. A security evaluation of
{IEC} 62351. Journal of Information Security and Applications, 2016.



Bibliography 161

[182] T. A. Youssef, M. E. Hariri, N. Bugay, and O. A. Mohammed. Iec 61850:
Technology standards and cyber-threats. In 2016 IEEE 16th Interna-
tional Conference on Environment and Electrical Engineering (EEEIC),
pages 1–6, June 2016.

[183] F. Cleveland. IEC TC57 WG15: IEC 62351 Security Standards for the
Power System Information Infrastructure. In White Paper, June 2012.

[184] HART. WirelessHART Device Specification - HCF SPEC-290. (Revi-
sion 1.1), 2008.
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