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Abstract	
	
Smartphones	 have	 facilitated	 tasks	 in	 private	 and	work	 life	 for	 its	 users.	 In	 business,	
employees	often	should	manage	sensitive	data	that	unauthorised	people	cannot	access,	
so	 some	 user	 authentication	 is	 needed	 to	 perform.	 Besides	 the	 normal	 user	
authentication,	some	employers	give	the	right	to	access	to	the	sensitive	data	only	if	the	
employees	 stay	 in	 specific	 locations.	 That	makes	 sense	 for	 those	businesses	 that	 have	
various	 construction	 sites	 and	 offices	 that	 are	 not	 necessarily	 located	 in	 the	 same	
geographical	region.	 In	 those	companies,	 the	employees	must	be	able	 to	perform	their	
tasks	from	different	locations	regardless	of	the	available	network	infrastructure.	
		
	
To	protect	the	data	from	intruders,	this	research	presents	a	secure	location-based	user	
authentication	scheme	for	mobile	application	that	works	offline.	This	research	considers	
to	enable	access	to	the	sensitive	data	using	off-the-shelf	mobile	devices	without	adding	
any	extra	hardware	and	with	no	additional	information	from	a	fixed	infrastructure.	This	
Thesis	 firstly	describes	 the	architecture	and	attributes	of	 the	proposed	solution.	Then,	
the	techniques	used	for	the	design	and	functionality	of	the	solution	are	presented.	The	
results	 of	 this	 study	 reveal	 that	 the	 proposed	 solution	 is	 more	 suitable	 for	 the	
applications	that	is	used	in	outdoor	locations.	Finally,	to	alleviate	the	shortcoming	of	the	
presented	technique	for	indoor	locations,	a	new	method	has	been	discussed	and	tested.		
	
This	report	is	a	final	Thesis	in	collaboration	with	SAAB.	The	purpose	of	this	research	is	
to	examine	the	best	way	to	protect	sensitive	data	managed	by	the	employees	using	their	
smartphones	in	different	workplaces.	
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1.	List	of	Abbreviations	
	
	
ADS	 Authentication	and	Data	Server	
ALDB		 Application	Local	Database	
API	 Application	Programming	Interface	
BLE		 Bluetooth	Low	Energy	
CMS	 Context	Monitor	System	
GPS	 Global	Positioning	System	
GSM	 Global	System	for	Mobile	communications	
HLR	 Home	Location	Register	
HTTPS	 Hypertext	Transfer	Protocol	Secure	
IP	 Internet	Protocol	
LA		 Location	Area	
LBCA	 Location	Based	Client	Application	
LBS	 Location	Based	Services	
LVLR	 Location	Visitor	Location	Register	
MAC	 Media	Access	Control	
MCM	 Moses	Configuration	Manager	
MH	 Moses	Hypervisor	
MSC		 Mobile	Switching	Connections	
MT	 Mobile	Terminal	
MULE	 Mobile	User	Location-specific	Encryption	
PCS	 Personal	Communication	Service	
PDA	 Personal	Digital	Assistant	
PEM	 Policy	Enforcement	Mode	
REST	 Representational	State	Transfer	
RSSI	 Received	Signal	Strength	Indicator	
SA	 Service	Area	
SP	 Security	Profile	
SSID	 Service	Set	Identifier	
SSL		 Secure	Socket	Layer	
TLD	 Trusted	Location	Device	
VLR		 Visitor	Location	Register	
WLAN	 Wireless	Local	Area	Network	
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2.	Introduction	
	
The	widespread	use	of	smartphones	in	recent	decades,	mainly	in	personal	use,	has	led	to	
the	gradual	disuse	of	basic	objects	such	as	calendars	and	notebooks,	which	are	already	
incorporated	 in	 smartphones	with	 other	 features.	 Importantly,	 smartphone	 usage	 has	
extended	 even	 into	 workplaces.	 Until	 recently,	 employees,	 who	 had	 to	 perform	 their	
tasks	 in	 different	 places	 used	 to	 write	 notes	 on	 a	 paper	 notebook.	 However,	
smartphones	have	facilitated	and	improved	the	job	process,	allowing	users	to	complete	
several	tasks	in	different	places.	In	this	way,	smartphones	are	powerful	tools	to	increase	
productivity	in	many	companies	[1].	
	
However,	 the	 flexibility	 of	 performing	 tasks	 from	 different	 places	 with	 smartphones	
poses	 some	 issues	 for	 the	 business-critical	 applications.	 In	 this	 regards,	 data	 security	
and	privacy	as	well	as	application	reliability	are	relevant	in	many	companies.		In	fact,	by	
the	emergence	of	 smartphones	and	 their	applicability	 in	work	environments,	 the	alert	
level	 concerning	 security	 has	 increased.	 Some	 companies	 let	 the	 access	 to	 the	
information	 only	 in	 trusted	 regions.	 The	 trusted	 region	 can	 be	 a	 standard	 office	
environment	 (indoor)	 with	 other	 network	 facilities	 or	 a	 remote	 location	 such	 as	 a	
construction	 site	 without	 any	 other	 fixed	 infrastructure	 (mainly	 outdoor).	 Thus,	 a	
solution	 that	 ensures	 safe	 and	 secure	 data	 authentication	 according	 to	 the	 relevant	
company’s	requirements	is	highly	appealing.	
	
Data	 security	means	 protecting	 data,	 such	 as	 a	 database,	 from	 destructive	 forces	 and	
from	the	unwanted	actions	of	unauthorized	users	[2].	Reliability	of	a	product	or	service	
is	 the	probability	that	when	used	in	certain	circumstances	and	conditions,	 the	product	
performs	 its	 function	 as	 expected.	 Safety	 means	 that	 the	 risk	 of	 harm	 has	 been	
eliminated	or	reduced	to	a	controllable	level.	
	
To	 achieve	 a	 solution,	 the	 following	 questions	 should	 be	 addressed:	 1.	 How	 can	 the	
access	 to	 information	 be	 given	 to	 the	 user	 (authentication)?	 2.	 How	 to	 allow	 the	
authenticated	user	access	even	when	the	system	is	offline?	

2.1	Problem	formulation	
	
Protecting	highly	sensitive	and	confidential	data	is	crucial	in	many	companies	that	work	
closely	with	government	and	national	security.	Crucially,	internal	and	customer-related	
data	neither	should	nor	can	be	accessed	by	unauthorized	users.	
	
The	 main	 problem	 addressed	 in	 this	 research	 is	 how	 to	 protect	 this	 type	 of	 highly	
sensitive	data	from	potential	intruders.	User	authentication	has	been	in	place	since	the	
last	decades	 [3].	 	Many	companies	have	strict	 regulation	on	where	 the	access	 to	 those	
highly	 sensitive	 data	 must	 be	 given.	 Typically,	 upon	 accessing	 to	 the	 database,	 the	
encrypted	data	must	be	transferred	through	a	secure	private	network.	It	is	assumed	that	
the	network	 is	highly	secured	and	hence,	network	security	 is	outside	the	scope	of	 this	
research.	The	main	sub-problems	can	be	summarised	as	follows:	

1. What	is	the	best	approach	for	acquiring	the	location	of	the	user	in	an	outdoor	and	
indoor	environment?	

2. How	should	the	location	information	be	used	in	the	algorithm	to	provide	secured	
authentication?		
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2.2	Proposed	method		
	
In	order	to	protect	sensitive	data,	this	research	will	investigate	a	mobile	location-based	
authentication	scheme,	 that	enables	access	 to	an	application	based	on	 the	presence	of	
the	user	in	specific	geo-locations.	
	
The	 devised	 algorithm	 does	 not	 require	 any	 information	 from	 any	 wired/wireless	
network	to	enable	accessing	to	the	sensitive	data	(i.e.	offline	mode)	and	aims	to	transfer	
the	data	 only	when	 the	 user	 stays	 in	 trusted	 locations.	 This	way,	 the	 system	uses	 the	
company's	secured	private	network	to	safely	synchronise	the	information	to	the	cloud.	
	
In	order	to	find	the	best	approach,	we	need	to	investigate	all	the	possible	methods	that	
can	provide	the	location	information	of	the	users	and	then	integrate	that	information	in	
the	authentication	mechanism.	
	
After	 finding	 the	 best	 suited	 method	 to	 acquire	 location	 information,	 a	 mobile	
application	 will	 be	 developed	 to	 evaluate	 the	 precision	 of	 the	 algorithm	 via	 a	 secure	
network.	 This	 research	 work	 focuses	 only	 on	 iOS	 systems,	 developing	 it	 using	 C#	
programming	 language	 instead	 of	 iOS	 native	 programming	 language	 Objective-C	 or	
Swift.		

	
	

2.3	Expected	outcome		
	

The main outcome of this research is to design a secure geo-location user authentication 
scheme that uses the position of the mobile users to enable accessing to a mobile application. 
To evaluate the functionality of the devised technique, a working mobile application 
prototype of the investigated user authentication scheme will be developed and tested for iOS 
platform.	
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3.	Background	
	
Recently,	 the	number	of	mobile	devices	with	capabilities	 to	receive	 the	user’s	position	
using	 Global	 Positioning	 System	 (GPS)	 has	 gradually	 increased.	 GPS	 is	 a	 satellite	
navigation	system	that	uses	a	set	of	satellites,	which	provides	an	opportunity	for	anyone	
with	a	GPS	receiver	to	determine	the	device’s	location	(longitude,	latitude,	and	altitude)	
in	any	weather	condition	and	at	anytime	from	anywhere	on	the	Earth.	Furthermore,	GPS	
technology	 enables	 a	 new	 software-level	 service	 that	 uses	 location	 data	 to	 retrieve	
different	 features.	 This	 service	 is	 known	 as	 Location-Based	 Service	 (LBS)	 and	 aims	 to	
offer	a	personalised	service	to	users,	based	on	the	current	position	of	the	device	[4].	In	
the	following	subsection,	a	number	of	related	works	that	apply	the	same	technique	will	
be	discussed.	
	
	

3.1	Location	Based	Services		
	
This	section	summarises	some	of	the	related	works	that	use	the	location	information	to	
provide	a	set	of	services:	
	

• MOSES	[1]	is	a	framework	used	in	Android	devices	that	was	developed	to	handle	
sensitive	data	in	companies.	Its	primary	purpose	is	to	create	a	secured	area	called	
a	 Security	 Profile	 (SP).	 An	 SP	 contains	 applications,	 data,	 and	 security	 policies.	
The	security	policies	ensure	applications	belonging	to	an	SP	can	only	access	data	
that	are	in	the	same	SP.	MOSES	Configuration	Manager	(MCM)	is	responsible	for	
creating	new	SP	and	changing	settings	for	existing	SP	by	inserting	new	data	and	
applications.	Thus,	 it	 is	possible	to	preserve	data	information.	In	Figure	1,	three	
SPs	are	represented,	such	as	work	(stores	only	data	and	apps	related	to	work	that	
the	 user	 cannot	 modify);	 private	 (stores	 apps	 and	 data	 for	 private	 use);	 and	
default	(stores	data	and	apps	that	are	still	not	classified).	The	MOSES	Hypervisor	
(MH)	activates	and	deactivates	the	SPs,	further	loads	the	security	policies	of	the	
SP	in	the	Policy	Enforcement	Module	(PEM).	The	PEM	is	responsible	for	assuring	
security	in	each	SP.	Every	SP	has	associated	a	context	information	(location	and	
time),	this	context	is	detected	by	Context	Monitor	System	(CMS).		
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Figure	1	MOSES	system	overview	[1]	

	
• Mobile	User	Location-specific	Encryption	(MULE)	[5]	encrypts	only	sensitive	

data	stored	on	laptops.	MULE	encrypts	and	decrypts	sensitive	data	without	any	
effort	from	the	user.	There	is	no	need	to	enter	password	in	order	to	access	the	
information.	 Additionally,	 MULE	 requires	 a	 Trusted	 Location	 Device	 (TLD)	
installation,	 which	 supplies	 a	 location-specific	 message	 (m)	 through	 a	
constrained	channel	each	time	a	user	connects	to	TLD	for	decryption.	
Figure	2	illustrates	the	MULE	operation.	A	TLD	creates	and	returns	the	location	
m	message	even	if	a	user	is	not	in	a	trusted	location.	Once	the	user	tries	to	access	
sensitive	 data,	MULE	 automatically	 decrypts	 the	 data	 if	m	 is	 valid.	 In	 the	 case	
that	m	 is	 invalid	(the	user	 is	not	 in	a	trusted	 location)	the	user	must	provide	a	
password	 for	 decryption.	 Once	 the	 laptop	 disconnects	 or	 is	moved	 to	 another	
location,	the	data	are	encrypted	again.		
An	inconvenience	related	to	security,	MULE	checks	the	constrained	channel	for	a	
trusted	location	during	decryption	and	encryption.	If	the	user	is	not	in	a	trusted	
location,	 then	 they	 must	 enter	 a	 password	 for	 decryption.	 However,	 this	
approach	does	not	consider	if	a	malicious	user	can	enter	the	trusted	location,	all	
sensitive	 data	 can	 be	 accessed	 through	 a	 user	 laptop	 without	 any	 further	
authentication	(no	password	is	needed).	
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Figure	2.	Operation	of	MULE	[5]	

• Tseng.Ch	et	al.	[6]	studied	a	location	management	scheme	with	a	wireless	local	
area	network	(WLAN)	positioning	algorithm.	This	work	describes	a	process	that	
supplies	 location	 information	 from	 a	 hierarchical	 location	 database	 to	 mobile	
users	 and	 LBS	 providers.	 This	 location	 management	 scheme	 acquires	 the	
location	 of	 a	 mobile	 terminal	 (MT)	 by	 integrating	 the	 WLAN	 with	 Personal	
Communication	Service	(PCS)	networks.	PCS	is	a	set	of	wireless	mobile	services	
with	 advanced	 coverage	 that	 distributes	 services	 at	 a	more	 personal	 level	 [7].	
The	 location	 management	 system	 in	 PCS	 occurs	 between	 the	 Home	 Location	
Register	 (HLR)	 and	 the	 Visitor	 Location	 Register	 (VLR)	 server	 [6].	 Figure	 3	
depicts	the	integrated	location	management	system:	

	
o The	MT	must	 update	 its	 location	 information	 to	 VLR	 and	 the	 VLR	 then	

forwards	or	receives	MT	updates	to	or	from	the	HLR.	Further,	HLR	sends	
location	cancellation	to	the	VLR.	

o The	HLR	 connects	 to	 one	or	more	Mobile	 Switching	Connections	 (MSC)	
assigning	it	a	VLR.	Each	MSC	or	VLR	controls	a	Service	Area	(SA),	which	is	
composed	of	several	Location	Areas	(LA).	

o The	SA	provides	location	information	to	the	VLR	or	MSC.	
o A	 WLAN	 can	 provide	 more	 precise	 location	 information	 than	 the	 PCS	

networks	and	this	information	is	instead	saved	in	a	Local	Visitor	Location	
Register	(LVLR)	server,	which	includes	a	user	ID,	a	media	access	control	
(MAC)	and	an	internet	protocol	(IP)	address.	
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Figure	3.	Location	Management	System	

	
The	GEO-RBAC	[8]	model	 is	 employed	by	users	with	 a	 location-aware	 terminal	
that	requests	the	information	services	supplied	by	an	application	server.	In	GEO-
RBAC,	 spatial	 features	 are	 used	 to	 represent	 objects,	 user	 locations,	 and	
geographically	limited	roles.	Figure	4	presents	a	GEO-RBAC	example	concept.	In	
this	example,	two	roles	are	able	to	access	an	application	using	GEO-RBAC	in	two	
different	places.	A	role	may	have	access	to	more	than	one	place	but	not	to	all	the	
information.	Roles	are	activated	based	on	the	position	information	obtained	from	
the	user’s	GPS	[8].	

	
Figure	4.	GEO-RBAC	Model	

• Liao.H,	et	al.	[9]	have	proposed	a	location-dependent	data	encryption	approach	
for	mobile	 information	 system	by	 using	 a	 Personal	 Digital	 Assistant	 (PDA).	 In	
this	 scenario,	 two	 phases	 are	 required:	 (i)	 registration	 and	 (ii)	 operation.	 The	
registration	 phase	 involves	 the	mobile	 client	 and	 information	 server	 receiving	
the	 same	 series	 of	 a	 session	 key	 during	 a	 registration	 phase	 under	 a	 secure	
channel.	Whereas	 the	operation	phase	starts	when	 the	mobile	 client	 is	outside	
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the	 secured	 channel;	 transmitting	 coordinates	 (collected	 from	 the	 GPS)	 and	 a	
specific	 session	 key	 to	 the	 server	 before	 receiving	 or	 sending	 a	 message.	
Subsequently,	 the	 server	 returns	 an	 encrypted	message	 using	 the	 coordinates	
(latitude	and	longitude)	and	specific	session	key.	The	client	can	only	decrypt	or	
encrypt	the	message	when	the	GPS	coordinates	that	are	sent	match	with	allowed	
coordinates.	 The	 specific	 key	used	 for	 encryption	 and	decryption	 expires	 after	
each	session.	These	phases	are	depicted	in	a	scenario	provided	in	Figure	5.		

	
Figure	5.	The	proposal	scenario	[9]	

• Zhang.F	et	al.	 [10]	proposed	a	location-based	authentication	and	authorization	
using	smart	phones	to	detect	and	send	the	user’s	location	to	a	server.	The	server	
then	 verifies	 the	 location	 to	 allow	 authentication	 and	 authorisation	 to	 specific	
services.	

• Albayram.Y	 et	 al.	 [11]	 investigated	 a	 location-based	 authentication	 to	 create	
authentication	questions	based	on	a	user’s	locations	tracked	by	smartphones.	In	
the	background,	an	application	collects	the	locations	of	a	user	and	sends	it	to	a	
server.	When	 the	 user	 authenticates,	 the	 server	 generates	 challenge	 questions	
based	on	all	the	location	information	stored.	An	example	question	could	be:	How	
many	places	did	you	visit	yesterday?	Only	the	user	who	owns	the	smartphones	
should	be	able	to	answer	the	question	and	if	they	cannot,	they	are	treated	as	an	
unauthorized	user.	

	
3.2	Indoor	positioning		
	
In	most	of	 the	aforementioned	works,	 the	Location	 information	 fed	 into	 the	algorithm	
through	 GPS	 [8-11].	 Many	 researches	 have	 demonstrated	 that	 GPS	 does	 not	 work	
properly	 indoors.	Consequently,	 these	 findings	 led	 to	 several	 studies	 regarding	 indoor	
positioning,	for	example:		

• Choi.	 M	 et	 al.	 [12]	 uses	 Bluetooth	 Low	 energy	 (BLE)	 Beacon	 technology	 to	
localise	mobile	devices.	Here,	a	digital	content	manager	initiates	and	broadcasts	a	
BLE	beacon	signal	to	determine	if	a	user	is	near	a	predefined	location.		

• Tseng.C	et	al.	[6]	developed	a	signal-based	positioning	algorithm	based	on	WLAN	
received	signal	strength	 indication	(RSSI).	A	PDA	with	wireless	antenna	 is	used	
for	RSSI	measurement	and	the	signal	strengths	are	collected	at	all	training	points	
for	each	access	point	and	recorded	in	a	database.	Then	the	distance	between	two	
neighbouring	training	points	provides	an	accurate	position.	
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• Hintze.D et al. [13-14] relied on Global System for Mobile communication (GSM) 
cell and WLAN access point MAC addresses for location-related signals. The mobile 
devices with the wireless fidelity (Wi-Fi) enabled scan for Wi-Fi access points within 
range. A list of access points is stored each described by its MAC address, service set 
identifier (SSID), RSSI. Using multiple signals in range, a location can be 
triangulated. This information is combined with location determined by GSM cell. 
The GSM cell obtains the location based on the signal strength from various cell 
towers, the mobile device can calculate its location by estimating how far the mobile 
device is from each cell tower. 

• Albayram.Y	et	al.	[11]	used	an	indoor	WLAN	fingerprinting	method	for	tracking	
user	 locations.	 Intermittently,	 a	mobile	 application	 collected	 the	 beacons	 of	 all	
nearby	WLAN	access	point	and	 the	application	stored	a	WLAN	 fingerprint	with	
relevant	information	(timestamps)	from	the	previous	beacons.	

• Faragher.R	 et	 al.	 [15]	 demonstrated	 that	 BLE	 beacons	 are	 better	 for	 indoor	
positioning	in	combination	of	Bluetooth	technology.	

	
	

Table2.	Description	of	previous	studies,	with	similar	findings	to	this	research	

Table	 2	 describes	 how	 previous	 studies,	 which	 presented	 similar	 problem	 to	 this	
research,	have	 solved	 location-based	authentication.	 Such	 services	 can	be	applied	 in	 a	
professional	 environment,	 that	 deals	 with	 user	 authentication	 problem	 for	 the	
applications	in	which	the	employees	should	work	in	different	places.	
	

Study	 Problem	 Solution	 Advantages/Disadvantages	

	[9]	 How	 to	 encrypt	
or	 decrypt	 data	
in	 a	 mobile	
device	 outside	
secured	
network?	

Each	 time	 the	 user	
needs	 to	 decrypt	 or	
encrypt,	 the	 device	
sends	GPS	coordinates	
with	 a	 specific	 key	 to	
an	external	server	

Advantages:	 works	 in	 indoors,	
because	 with	 network	 connection	
along	with	GPS,	 it	can	receive	device	
coordinates.	
Disadvantages:	 Always	 needs	 a	
network	connection	to	connect	to	the	
server.	

[10]	 How	 to	 allow		
users	 access	 to	
specific	 services	
depending	 on	
their	location?	

Sends	 location	
information	 from	 GPS		
to	a	server.	

Advantages:	 the	 application	 is	
accessible	 in	 both	 outdoor	 and	
indoor	environments.		
Disadvantages:	As	above,	a	network	
connection	is	always	needed.	

[11]	 How	 to	 create	
question	 based	
on	 the	 user’s	
tracked	locations	
by	GPS?	

Tracks	 the	 location	 in	
the	 background	 and	
sends	information	to	a	
server.	 It	 uses	 WLAN	
fingerprinting	indoors.	

Advantages:	 the	 application	 is	
accessible	outdoors	and	indoors.		
Disadvantages:	As	above,	a	network	
connection	 is	 needed.	 But	 even	
WLAN	access	points.	

[12]	 How	 to	 know	
users	 are	 near	 a	
specified	 area	
using	 BLE	
Beacon?	

Using	 smart	 mobile	
devices,	 checks	 the	
BLE	 beacon’s	 signal	
for	presence	of	users.	

Advantages:	 the	 application	 is	
accessible	outdoors	and	indoors.		
Disadvantages:	 BLE	 beacon	 are	
needed	in	order	to	locate	the	devices.	
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As	 described	 and	 shown	 in	 Table	 2,	 all	 the	 mentioned	 works	 [9-12]	 use	 additional	
hardware	such	as	BLE	beacon	emitter,	WLAN	access	points	or	more	 information	 from	
infrastructure,	 like	 GSM	 cell,	 in	 order	 to	 get	 the	 accurate	 location	 information.	 In	 this	
Thesis,	no	additional	hardware	rather	than	a	conventional	smartphone	should	be	used.			
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4.	Design	
	
According	 to	 the	company	requirement,	 it	 is	assumed	that	no	extra	hardware	must	be	
used,	and	the	solution	must	not	rely	on	any	other	technology,	such	as	cellular,	Wi-Fi,	etc.	
networks.	 Consequently,	 the	 GPS	 information	 from	 users’	 smartphones	 in	 an	 offline	
mode	 is	 left	 as	 the	 only	mean	 to	 provide	 the	 location	 information.	 Subsequently,	 the	
obtained	location	information	must	be	integrated	in	the	authentication	algorithm.		
	

	
Figure	6.	Architecture	of	the	system	

The	 architecture	 of	 the	 GPS-based	 solution	 is	 illustrated	 in	 Figure	 6.	 It	 involves	
smartphones	 with	 built-in	 GPS	 which	 is	 running	 a	 specific	 iOS	 application.	 The	
application	needs	to	know	the	location	information,	 in	order	to	be	able	to	access	to	its	
content.	 The	 information	 from	 GPS	 enables	 the	 application	 to	 calculate	 the	 distances	
between	user’s	 location	and	the	allowed	 locations.	 If	 the	user’s	position	 is	 in	a	 trusted	
region,	 the	mobile	application	 is	accessible	by	the	user.	 In	case	the	user	 is	 in	 the	main	
office,	the	mobile	application	is	also	able	to	communicate	with	an	external	server	via	the	
dedicated	network	connection.		
	
The	location-based	solution	consists	of	three	relevant	components:	
	
A. Location-	Based	Client	application	(LBCA):	

A	 mobile	 application	 running	 on	 user’s	 smartphone	 that	 collects	 locations	
information	 such	 as	 latitude,	 longitude,	 and	 name.	 These	 details	 are	 collected	
from	 both	 the	 GPS	 and	 Application	 Local	 Database	 (ALDB).	 The	 type	 of	 stored	
information	in	ALDB	is	explained	in	part	B.	This	information	allows	or	denies	the	
user	to	access	LBCA	content.	Further,	if	the	user	locates	in	a	trusted	location	for	
data	transmission,	it	is	possible	to	send	and	receive	data	to	and	from	the	server.	
Figure	8	illustrates	how	this	communication	process	operates.	 	
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B. Application	Location	database	(ALDB):	
	A	 local	 database	 (located	 in	 the	 mobile	 device),	 that	 stores	 four	 important	
information	fields	of	the	LBCA	mobile	application,	which	are:	

1. Authorised	 location	 information:	 contains	 authorised	 location	 coordinates,	
latitude	and	longitude	details,	and	name.	

2. Locations	 updates	 information:	 stores	 location	 information	 collected	 in	 the	
background.	

3. 	User	 information:	 consists	 of	 a	 user’s	 credentials,	 username	 and	 password,	
and	 email	 address.	 These	 credentials	 are	 used	 for	 logging-in	 to	 the	mobile	
application.	

4. Data	storage:	 contains	data	 received	 from	 the	 server	 and	 introduced	by	 the	
user	 in	 the	 LBCA.	 These	 data	 are	 categorized	 as	 sensitive	 data,	 that	 is,	
information	that	must	be	protected	from	unauthorised	users	access.	
	

C. Authentication	and	Data	server	(ADS):	
A	cloud	server	[16]	that	provides	authentication	service	for	a	group	of	users	and	via	
which	authenticated	users	can	receive	and	send	data	to	the	server.	

	
Figure	7.	The	system	components.	

Figure	 7	 shows	 the	 main	 components	 of	 the	 system.	 The	 LBCA	 mobile	 application	
communicates	with	the	cloud	data	base,	ADS,	using	a	secure	network	connection	to	send	
and	 receive	 data.	 The	 application	 communicates	 internally	 with	 the	 local	 data	 base,	
ALDB,	 to	 store	 data	 received	 from	 the	 ADS	 and	 also	 data	 introduced	 by	 the	 user,	
together	with	the	user’s	location	information.	The	ADS,	a	cloud	server	is	initialised	and	
updated	by	system	administrators.	
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Figure	8.	System	operation	when	a	user	runs	the	mobile	application.	
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Figure	9.	The	set	up	phase,	administrator	functionality.	

The	administrator	functionality	is	depicted	in	Figure	9.		Administrators	are	responsible	
to	register	all	the	users	with	authorization	to	download	and	upload	data	from	ADS	(1),	
as	well	as	to	add	and	update	data	(2).	Once	a	user	is	logged	in	LBCA,	and	if	being	in	the	
main	 office,	 the	 user	 can	 send	 and	 receive	 data	 from	 ADS	 (3).	 To	 proceed	 with	 the	
transmission,	 the	 user	must	 connect	 to	 ADS	 (4-5),	 transmitting	 the	 data	 (6-7).	 These	
users	are	ascribed	with	several	trusted	locations,	which	are	applied	towards	LBCA	and	
ADS	authentication.	The	ADS	keeps	 information	about	 a	 group	of	users	 and	each	user	
has	an	assigned	list	of	authorised	locations,	similar	to	[10].		
	

	
Figure	10.	User	setup	system	operation.	
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Besides,	each	user	must	set	up	the	LBCA	for	the	first	time	and	register	to	the	system.	The	
setup	must	be	done	on	the	main	office,	in	order	to	have	a	secure	network	connection.	As	
shown	 in	 Figure	 10,	 the	 user	 must	 register	 for	 login	 and	 authorised	 locations	 to	 the	
ALDB	 (1-3).	 Since	 each	 user	 has	 its	 own	 trusted	 locations	 assigned	 in	 ADS,	 the	
authorised	 locations	must	be	 contrasted	with	ADS	 (4-7)	before	 adding	 them	 to	ALDB.	
Finally,	the	matching	ADS	locations	must	be	added	to	ALDB	(8).	
	

	
Figure	11.	User	functionality	(in	the	main	office).	

		
Subsequently	to	the	setup	phase,	each	user	has	several	trusted	locations	stored	in	ALDB.	
Figure	11	reflects	the	whole	user	functionality.	Those	locations	have	to	be	checked	each	
time	 the	user	has	 to	 log	 in	 the	LBCA	(1-3).	Once	user	 logs	 in,	data	 information	can	be	
added	 and	 updated	 (4).	 Supposing	 that	 user	 is	 still	 in	 the	 main	 office,	 the	 user	 can	
receive	and	send	data	from	ADS	(4-6).		
	
In	the	proposed	system,	three	techniques	are	used,	as	follows:	LBCA	registration,	LBCA	
Authentication,	and	LBCA	Data	Transfer.	
	

4.1	LBCA	Registration	
	
To	 preserve	 mobile	 application	 privacy,	 users	 must	 register	 for	 access	 to	 the	 mobile	
application.	Registration	must	always	occur	in	a	secure	location	such	as	a	main	office.		
The	main	office	should	provide	a	secure	network	connectivity.	Registration	takes	place	
once	and	there	are	two	ways	for	this	to	proceed:	
	

• The	 user	 provides	 their	 username,	 password,	 and	 email	 address	 for	
registration.	These	credentials	are	specific	for	this	application	and	are	stored	
in	the	ALDB.	

• Since	LBCA	 is	 implemented	on	an	 iOS	platform,	 it	 is	possible	 to	use	Apple’s	
‘TouchID’	 technology	 for	 identification.	 ‘TouchID’	 is	 a	 fingerprint	
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authentication	that	is	used	to	secure	or	unlock	a	device	and	can	be	used	as	a	
proof	of	identity	[17].	Fingerprint	registration	is	processed	from	the	device’s	
settings.	 In	 addition,	 if	 the	 user	 chooses	 TouchID	 as	 a	 registration	method	
instead	 of	 a	 previous	 option	 for	 authentication	 to	 the	 LBCA,	 the	 user	must	
also	provide	a	username	and	email	information.	In	this	case,	TouchID	stores	
the	username	and	email	address	in	an	ALDB	as	authentication	credentials.	
	

The	 registration	 information	 is	 then	 added	 into	 the	 user	 information	 section	 in	 the	
ALDB.	As	soon	as	the	registration	process	is	completed	the	same	user	has	to	register	its	
locations	(see	Figure	10).	
	
The	 primary	 issue	 investigated	 in	 the	 present	 study	 is	 how	 to	 acquire	 an	 accurate	
location	 that	 provides	 access	 to	 the	 application	 without	 using	 a	 network	 connection.	
Additionally,	application	access	is	limited	to	only	allowed	locations.	
As	discussed	previously,	a	location	registration	must	be	conducted	by	the	user.	Location	
information	 is	divided	 into	 two	 types,	 static	and	dynamic	similar	 to	 [10],	and	 involves	
five	 parameters,	 latitude,	 longitude,	 range	 of	 location,	 location	 name,	 and	 timestamp.	
The	accuracy	range	is	automatically	set	by	LBCA.	The	accuracy	range	is	considered	for	
two	 reasons:	 (i)	 to	 compensate	 the	 inaccuracy	 of	 the	 built-in	 GPS	 device	 and	 (ii)	 to	
consider	the	area	of	trusted	location.		
	
In	 this	study,	static	 locations	are	stored	 in	an	ALDB.	Static	 locations	can	be	added	and	
removed	 by	 the	 user.	 It	 is	 important	 to	 mention	 that	 these	 static	 locations	 must	 be	
contrasted	with	the	ADS	before	adding	them	to	ALDB.		
The	static	location	collection	proceeds	as	follows:	

• Exact	values	of	latitude,	longitude,	and	location	name	are	introduced.	
• In	the	case	of	a	user	knowing	only	the	address	of	a	location,	the	LBCA	can	access	

geographical	 location	 information	 such	 as	 latitude	 and	 longitude	 details.	 This	
approach	 uses	 a	 public	 application	 programming	 interface	 (API)	 [18],	 in	 this	
study	Google	Maps	API	is	used.	

	
	
In	addition,	a	main	office’s	location	was	provided	to	the	ALDB.	
Dynamic	 location	 information	 is	 obtained	 from	 a	 smartphone’s	 built-in	 GPS	 and	 is	
updated	in	the	background	each	time	the	user	moves.	The	dynamic	locations	updated	in	
the	 background	 are	 stored	 temporally	 in	 the	ALDB	 along	with	 a	 timestamp.	Once	 the	
user	successfully	logs	in,	all	dynamic	locations	stored	previously	are	removed.	
	
The	 application	 system	 continues	 to	 update	 location	 information	 in	 the	 background.	
When	a	user	logs	into	the	LBCA,	two	requirements	are	checked	at	same	time,	the	user’s	
credentials	and	the	distance	from	the	permitted	area.	If	a	user	is	located	in	a	permitted	
area,	LBCA	content	becomes	accessible.	
	
The	distance	between	 static	 and	dynamic	 is	 calculated	using	 the	Great	Circle	Distance	
algorithm	[19].	This	algorithm	calculates	the	shortest	distance	between	two	points	over	
the	Earth’s	surface	following	the	Haversine	formula	[20]	and	uses	the	Earth’s	radius	of	
6371	km.	
	
The	Great	Circle	Distance	algorithm	is	computed	based	on	the	following	formulas:	
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h	=	sin²(Δφ/2)	+	cos	φ1	*	cos	φ2	⋅*sin²(Δλ/2)							(1)	

                c = 2 * 𝑡𝑎𝑛$%(	√𝑎, √(1 − 𝑎)	)               (2) 

																																					d=R*c																																									(3)	

where,	d	is	the	distance	between	two	locations	(φ1,	λ1),	(φ2,	λ2);	and	φ	is	latitude	and	λ	is	
longitude.		R	is	Earth’s	radius	(6371km).	
The	 obtained	 distance	 can	 be	 represented	 as	 a	 straight	 line	 between	 the	 two	 points,	
ignoring	any	hills.	Therefore,	this	distance	differs	from	the	distance	calculated	by	those	
that	use	roads.	
	
	

4.1.1	Distance	calculation	outdoors	
	
In	 outdoor	 locations,	 GPS	 is	 typically	 accessible,	 thus	 access	 to	 the	 LBCA	 is	 calculated	
using	the	latitude	and	longitude	of	each	position	as	follows:	

1. Receive	current	location	from	GPS.	
2. Receive	a	list	of	allowed	locations	from	ALDB.	
3. Calculate	distance	between	each	allowed	location	and	current	location.	
4. Determine	if	the	calculated	distance	is	in	the	accuracy	range	(5	Km).	
5. With	success,	return	‘TRUE’	to	the	system	and	stop	calculating	distance,	otherwise,	

continues	calculating	until	the	system	reaches	the	last	allowed	location.			
	
	

4.1.2	Distance	calculation	indoors	
	
As	 previous	 studies	 showed	 [21-23],	 GPS	 did	 not	 work	 adequately	 in	 indoor	
environments.	 Using	 smartphones,	 GPS	 works	 indoors	 only	 in	 combination	 with	 a	
network	 connection	 (either	WLAN	 or	 3G/4G,	 the	 third	 generation	 of	 wireless	mobile	
telecommunications	technology).	This	problem	definitely	can	affect	the	functionality	of	
the	 system.	 In	 order	 to	 improve	 the	 functionality,	 an	 extension	 has	 been	 developed.	
Accordingly,	if	a	user	wants	to	access	LBCA	indoors	and	GPS	is	unreachable,	the	system	
uses	 the	 last	 stored	 location	 that	 has	 been	 saved	 automatically	 in	 the	 background	 to	
determine	if	the	device	is	in	the	accuracy	range.		
In	case,	the	user	being	in	the	trusted	location,	the	LBCA	uses	the	location’s	timestamp	to	
start	 a	 timer.	 This	 timer	 closes	 this	 application	 after	 45	 minutes	 from	when	 the	 last	
location	was	collected.		
For	 example,	 if	 the	 GPS	 running	 in	 the	 background	 collected	 the	 last	 location	 at	
10h23m53s,	and	the	user	accessed	the	application	at	10h45m23s,	 the	user	can	still	use	
the	 application	 for	23m30s.	 Once	 the	 time	 finishes,	 the	 user	 is	 logged	 out	 and	 is	 then	
unable	to	access	the	location	again	until	a	GPS	signal	is	accessed	again.	
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4.2	LBCA	Authentication	
	
To	protect	 sensitive	data,	 LBCA	uses	 two	authentication	 techniques,	 one	 for	 accessing	
the	 LBCA	 application	 and	 another	 for	 the	 ADS	 server.	 LBCA	 access	 is	 granted	 either	
through	fingerprinting	or	by	receiving	credentials	(e.g.	username	and	password),	which	
depends	on	the	user’s	choice	during	registration.	Authentication	for	ADS	is	displayed	on	
the	 screen	after	 the	mobile	application	 is	accessed,	and	only	 if	 the	user	 is	 in	 the	main	
office.	Then,	it	begins	data	reception	and	transmission.		
	
The	 user	 should	 register	 with	 their	 full	 name,	 username,	 and	 password.	 This	 server	
stores	authorised	usernames	for	registering.	As	illustrated	in	Figure	12.A,	if	the	user	is	
authorised,	the	registration	is	accepted	and	the	server	creates	a	one-time	random	access	
code	 (token)	 associated	 with	 the	 registered	 user	 (1-3).	 This	 code	 is	 stored	
simultaneously	with	username	and	password	credentials	(4-5).	Then,	as	represented	in	
Figure	12.B,	each	 time	 the	user	requires	access	 to	 the	server	 to	either	receive	or	send	
data,	 login	 is	 required	 (1-2).	 If	 credentials	 are	 correct,	 the	 server	 uses	 the	 token	 for	
receiving	and	sending	data(3-6).		

	
Figure	12.	Registration	and	Authentication	in	ADS	from	LBCA.	The	user	must	be	in	the	main	office	and	logged	

into	the	LBCA	system.	

	

4.3	LBCA	Data	Transfer		
	

The	 data	 transfer	 is	 conducted	 through	 Hypertext	 Transfer	 Protocol	 Secure	 (HTTPS)	
[23],	 using	 a	 Representational	 State	 Transfer	 (REST)	 web	 services	 [24].	 During	
transmission,	data	are	encrypted	by	a	Secure	Sockets	Layer	(SSL)	and	decrypted	at	 its	
reception.	 SSL	 uses	 a	 symmetric	 encryption	 using	 the	 same	 key	 code	 to	 encrypt	 and	
decrypt	the	data.	The	key	is	generated	for	each	connection.	
The	client	side	(in	this	case,	the	mobile	application)	creates	a	random	key	to	be	used	for	
encryption	and	decryption.	This	key	is	sent	with	information	to	the	ADS	server.	
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Data	 received	 from	 the	ADS	server	 saves	 into	a	data	 storage	section	 in	 the	ALDB.	The	
user	updates	received	data	and	stores	it	back	to	the	ALDB.	Once	the	user	is	in	the	right	
location,	they	can	send	data	back	to	the	ADS.	With	successful	transmission,	data	can	be	
removed	from	the	ALDB.	
	
All	information	stored	in	the	ALDB	is	also	encrypted	using	symmetric	encryption.	Each	
time	 the	 data	 are	 encrypted,	 the	 LBCA	 system	 generates	 a	 key	 for	 decryption.	
Importantly,	data	can	only	be	decrypted	by	the	same	user	who	encrypted	it.	
	
Because	 this	 application	 requires	 high	 security,	 even	 the	 data	 stored	 in	 the	ALDB	 are	
encrypted.	 This	 encryption	 is	 implemented	 to	 prevent	 access	 to	 the	 data	 through	 the	
AppStore,	 the	 application	 for	 accessing	 Apple	 devices.	 The	 AppStore	 can	 access	 an	
application’s	 file	 system,	 thus	 making	 it	 possible	 to	 also	 access	 local	 database	
information.	
	
	
	

4.4	Code	
	

Generally,	iOS	applications	are	implemented	with	a	native	programming	language,	Swift	
or	 Objective-C,	 and	 in	 Apple’s	 development	 environment	 [25].	 However,	 now	 it	 is	
possible	to	implement	native	iOS	applications	using	other	programming	languages	and	
development	environments.		
The	 present	 research	 was	 implemented	 using	 C#	 and	 Xamarin	 Studio	 as	 the	
development	 environment	 [26].	 This	 approach	 was	 selected	 for	 three	 reasons,	 as	
follows:		

• To	experiment	how	effective,	it	is	to	implement	native	using	C#	and	Xamarin.	By	
using	Xamarin	for	iOS	applications,	the	developer	can	combine	features	from	C#	
and	iOS	features.	

• For	simplicity.	It	is	likely	to	be	easier	in	the	future	to	migrate	this	code	to	Android	
and	Windows	phone	operating	system	using	Xamarin.	

• Xamarin	 enables	 the	 .NET	Framework	development	 on	 iOS	devices	 that	 do	not	
natively	support	it	via	Objective-C	or	Swift.	
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5.		Results	
	
To	analyse	 sustainability	using	a	mobile	 location-based	application	without	a	network	
connection,	 two	 important	 issues	 were	 evaluated,	 (i)	 the	 accuracy	 of	 the	 calculated	
distance	 for	enabling	 the	access	 to	LBCA	and	(ii)	 the	 functionality	of	 the	algorithm	for	
outdoor	and	indoor	location	detection.	
The	 tests	were	performed	using	 the	mobile	application	developed	 in	 two	different	 iOS	
hardware	devices,	an	iPhone	5s	and	an	iPad	Air.	Both	devices	used	the	latest	operating	
system,	iOS	10.	No	network	connection	was	required.	
For	 the	 evaluation,	 different	 authorised	 indoor	 and	 outdoor	 locations	 were	 chosen,	
Indoor	locations	materials	were	cork,	brick	or	stone,	and	wood.	
The	 tests	 ran	10	 times	 in	each	 location	and	GPS	on	 the	device	was	used	 to	determine	
user	position.	
	
	

5.1	The	Accuracy	of	the	Calculated	Distance	
	
	
Due	to	the	range	accuracy	on	the	application	being	set	to	5Km,	the	tests	were	conducted	
in	 a	 range	 from	 0Km	 (exact	 position)	 up	 to	 5Km.	 The	 analysis	 demonstrated	 the	
percentage	of	success	rates	to	access	the	application.	Results	reveal	that	the	success	rate	
was	higher	when	reaching	the	exact	locations	(see	Table	1).	
	
	In	 this	evaluation	accuracy	range	 is	set	 to	5Km	according	 to	Saab	company.	However,	
this	can	be	changed	easily	according	to	the	company’s	requirement.	
	
	
	

	
Table	 1.	 The	 rate	 of	 successful	 access	 to	 the	 application	 according	 to	 the	 user	 distance	 from	 the	 trusted	
region.	
	
Results	 show	 that	 from	 0	 to	 almost	 3.5Km,	 the	 application	 was	 always	 accessible,	
although	by	 increasing	 the	distance	 from	the	 trusted	 location	(3.5Km<d<	5Km)	access	

Loc.	Info	
-----------	
Dist.	 From	
exact	loc.	(d)	

Location	area	1	 Location	area	2	 Location	area	3	
iPhone	
5s	

iPad	Air	 iPhone	5s	 iPad	Air	 iPhone	5s	 iPad	Air	

0<d<3.5	
km	

approx.	

100%	 100%		 100%		 100%		 100%		 100%		

3.5<d<	5	
km	

approx.	

72%		 71%		 69%		
	
	

70%		
	

71%		 72%		

5	km	 45%		
	

40%		
	

48%		
	
	

52%		
	

58%		
	

45%		
	

>	5km	 0%		 0%		 0%		 0%		 0%		 0%		
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was	not	always	successful.	At	the	exact	border	of	the	acceptable	accuracy	range	(5Km)	
the	successful	access	rate	fell	to	50%.	The	reason	is	that	the	distance	calculations	were	
not	always	the	same	due	to	the	 inaccuracy	of	GPS	readings	 in	the	distance	calculation.	
The	algorithm	calculates	distances	over	the	Earth’s	surface,	which	is	the	aerial	distance,	
(see	Section	LBCA	Registration),	and	 it	 is	different	 from	road	distance.	Since	 the	 input	
from	GPS	can	be	different	at	each	time,	the	algorithm	may	let	access	to	the	application	or	
not.	 For	 example	 with	 the	 selected	 accuracy	 range	 of	 5Km,	 it	 is	 observed	 that	 the	
calculated	 distance	 is	 changing	 around	 	 5±05	 Km.	 As	 expected,	 the	 application	 was	
inaccessible	at	a	distance	farther	than	5Km.	
	

5.2	Indoor	Locations	
	
As	described	in	Section	3.2,	many	research	works	show	that	GPS	has	a	poor	functionality	
for	 indoor	 scenarios.	 To	 examine	 the	 functionality	 of	 the	 proposed	 algorithm,	 several	
tests	 have	 been	 conducted	 in	 different	 indoor	 environments.	 As	 expected,	 the	 test	
results	 revealed	 that	 GPS	 is	 not	 very	 reliable	 to	 provide	 the	 best	 functionality	 of	 the	
algorithm.	 The	 success	 rate	 for	 indoor	 scenario	 highly	 depends	 on	 the	 size	 of	 the	
building,	the	proximity	of	the	neighbouring	buildings,	the	building	material	(e.g.	wide	or	
narrow	stone	walls	or	wood	with	cork	walls),	and	the	distance	from	the	windows.		
	
It	is	good	to	mention	that,	in	new	smartphones,	GPS	can	work	with	the	help	of	network	
connection	 (Wi-Fi/Cellular),	 but	 according	 to	 the	 company’s	 requirement,	 in	 this	
research,	using	unsecured	network	connection	is	not	acceptable.		
	
For	the	indoor	test,	two	types	of	buildings	were	considered:	

1. Building	Type	1:	 represents	 buildings	 that	 had	 narrow	walls	 and	were	 built	
with	materials	previously	mentioned	such	as	stone	or	wood	with	cork.	These	
buildings	 were	 separated	 at	 least	 25	 metres	 from	 other	 buildings.	
Furthermore,	their	location	was	not	in	a	particularly	populated	area.	

2. Building	Type	2:	unlike	type	1,	these	buildings	had	wide	walls	but	were	built	
with	 the	 same	materials.	 In	 this	 case,	 these	 buildings	 were	 separated	 by	 a	
maximum	of	15	metres	from	other	buildings.	

	
	

	
A)	Indoor	location	1	(fifth	floor)	 B)	Indoor	location	2	(second	floor)	
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C)	Indoor	location	3	(second	floor)	 D)	Indoor	location	4	(first	floor)	

	

Figure	13.	 	Application	access	to	the	GPS	signal.	A	and	B	belongs	to	type	1,	while,	C	and	D	belongs	to	type	2	
buildings.	

	
As	 depicted	 in	 the	 Figure	 13,	 in	 indoor	 locations	 A	 and	 B	 (Type	 1	 buildings)	 the	
smartphone’s	 built-in	 GPS	 signal	was	 reachable	 by	 LBCA	 application	more	 frequently.	
When	 the	distance	 from	windows	reached	5	metres,	 the	signal	 reachability	decreased.	
After	twelve	metres,	the	signal	was	completely	unreachable.		
In	contrast	in	locations	C	and	D	(Type	2	Buildings),	the	GPS	signal	was	only	reachable	if	
the	device	was	very	 close	 to	 the	windows	or	balconies.	Although	 reachability	was	not	
always	enabled.	
	



	 26	

	
Figure	14.	Mobile	application	accessibility	indoors.	

	
As	 it	 is	 shown	 in	 Figure	 14,	 it	 can	 be	 observed	 that	 access	 to	 the	mobile	 application	
increases	 as	 device	 moves	 closer	 to	 the	 “outside”,	 that	 is,	 the	 window	 or	 balcony.		
Accessibility	in	Type	1	buildings	tended	to	be	maintained	until	8	to	11	metres	from	the	
outside,	while	in	Type	2	buildings	accessibility	was	maintained	until	only	3	to	5	metres.	
And	 this	 further	 proves	 that	 GPS	 cannot	 provide	 the	 acceptable	 functionality	 of	 the	
proposed	 algorithm.	 To	 improve	 this	 shortcoming,	 an	 extension	 technique	 has	 been	
devised	 to	 ease	 the	access	 to	 the	application	when	 the	user	 is	 inside	 the	building	and	
GPS	signal	is	either	poor	or	unavailable.		

5.3	Distance	Calculation	Using	Stored	Location	in	ALDB	
	
To	 enable	 user	 access	 to	 the	 mobile	 application	 for	 indoor	 scenarios	 a	 method	 is	
implemented	for	calculating	distance	using	the	last	location	information	stored	in	ALDB.	
According	to	the	new	extension,	at	the	presence	of	the	GPS	signal,	the	application	should	
read	the	location	of	the	GPS	together	with	the	time	that	collects	the	GPS	information	and	
save	 them	 in	 ALDB	 data	 base.	 The	 application	 will	 use	 the	 latest	 stored	 location	
information	in	order	to	compute	the	distance,	when	the	GPS	signal	is	not	available.		
	
This	access	however	is	limited.	The	location	information	is	only	valid	for	a	given	period	
of	time,	after	that	time	limit,	the	location	information	stored	in	ALDB	cannot	be	used	for	
distance	 calculation.	To	 access	 the	 application,	 a	 fresh	 location	 reading	 is	 needed	 that	
must	be	done	by	the	built-in	GPS.	
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6.	Discussion	
	
From	the	results	obtained	in	this	research,	it	can	be	stated	that	allowing	accessibility	to	
a	mobile	 application	 using	 only	 GPS	 location	 information	 and	 internal	 data	 storage	 is	
possible.	 However,	 this	 solution	 demonstrates	 that	 the	 accessibility	 does	 not	 always	
happen	especially	when	the	user	is	inside	a	building	and	also	at	the	border	of	accuracy	
range	(5	km).		
	
It	also	has	been	shown	that	GPS	reachability	is	extremely	poor	for	using	it	indoor.	Some	
cases	 the	GPS	can	still	provide	a	good	approximation	of	 the	user	 location,	but	 it	 is	not	
possible	 to	know	how	accurate	 the	GPS	can	work	 in	different	buildings	(see	Figure	13	
and	14).		
	
An	extension	for	the	proposed	algorithm	was	partly	solved	the	problem	of	unavailable	
GPS	 signal.	 This	 solution	 calculates	 distances	 using	 the	 last	 stored	 location	 and	 limits	
access	to	the	mobile	application	for	a	given	period	of	time.	Although	the	extension	is	not	
able	to	completely	solve	the	problem,	it	still	provides	some	flexibility	for	the	case	where	
high	 security	 issues	 prohibit	 accessing	 to	 the	 network.	 This	 solution	 is	 implemented	
because,	LBCA’s	users	can	only	access	network	in	the	main	office	and	thus	no	network-
based	solution	can	be	integrated.  
	

7.	Conclusions		
	
This	 Thesis	 presented	 the	 best	 way	 to	 protect	 sensitive	 data	 stored	 in	 a	 mobile	
application	 in	 offline	 mode.	 To	 do	 so,	 a	 mobile	 application	 was	 implemented	 for	
acquiring	 location	 information	 using	 only	 a	 smartphone	 without	 the	 need	 of	 any	
external	hardware.	
	
To	demonstrate	the	feasibility	of	the	mobile	application,	several	tests	were	performed	in	
outdoor	and	indoor	locations.	As	expected,	the	application	was	not	working	properly	at	
indoor	 locations.	 Therefore,	 enhancing	 the	 solution	 to	 protect	 data	 and,	 at	 the	 same	
time,	working	indoors	was	expected.		
After	 implementing	 an	 extension,	 it	 was	 possible	 to	 improve	 the	 functionality	 of	 the	
algorithm	but	an	important	thing	to	conclude	is	that	the	indoor	location	issue	might	not	
be	 solved	 using	 only	 a	 smartphone.	 Some	 other	 technology	 must	 be	 integrated	 to	
complete	the	work	as	BLE	beacon	emitter,	Wi-Fi	and	3G/4G.		
	
From	Table	2,	 it	 can	be	deduced	 that	 the	 significant	 difference	between	 the	proposed	
solution	on	this	paper,	and	the	previously	studies	is	the	only	use	of	the	smartphone	and	
its	built-in	GPS.	
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7.1	Future	work	
	
This	research	is	intended	to	be	used	in	both	outdoors	and	indoors	location.	To	achieve	
the	best	results	for	both,	the	indoor	location	must	be	improved.	Using	extra	hardware,	
like	 Bluetooth	 beaconing	 can	 be	 another	 way	 to	 improve	 the	 functionality	 of	 the	
proposed	 algorithm.	 	 In	 case	 of	 using	 the	 network	 connectivity,	 the	 main	 issue	 is	 to	
investigate	more	 on	 the	 network	 security	 for	 the	 application	 that	 needs	 high	 level	 of	
data	protection.	
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