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Cognitive Radio Network with Secrecy and
Interference Constraints

Hung Tran1, Georges Kaddoum2, François Gagnon2, Louis Sibomana3

Abstract—In this paper, we investigate the physical-layer se-
curity of a secure communication in single-input multiple-output
(SIMO) cognitive radio networks (CRNs) in the presence of
two eavesdroppers. In particular, both primary user (PU) and
secondary user (SU) share the same spectrum, but they face
with different eavesdroppers who are equipped with multiple
antennas. In order to protect the PU communication from the
interference of the SU and the risks of eavesdropping, the SU
must have a reasonable adaptive transmission power which is
set on the basis of channel state information, interferenceand
security constraints of the PU. Accordingly, an upper bound
and lower bound for the SU transmission power are derived.
Furthermore, a power allocation policy, which is calculated on
the convex combination of the upper and lower bound of the SU
transmission power, is proposed. On this basis, we investigate the
impact of the PU transmission power and channel mean gains
on the security and system performance of the SU. Closed-form
expressions for the outage probability, probability of non-zero
secrecy capacity, and secrecy outage probability are obtained.
Interestingly, our results show that the strong channel mean gain
of the PU transmitter to the PU’s eavesdropper in the primary
network can enhance the SU performance.

Index Terms—Cognitive Radio Networks, Physical Layer Se-
curity, Power Allocation, Security Constraint.

I. INTRODUCTION

Cognitive radio networks (CRNs) have been widely consid-
ered as an effective approach to solve the problems of low
spectrum utilization for next generation of wireless networks
[1]. The key idea behind the CRNs is to let the unlicensed
users, known as secondary users (SUs), and licensed users,
named as primary users (PUs), share the same frequency band
provided that the SUs transmission do not cause harmful inter-
ference to the PUs. Based on this concept, two main spectrum
access approaches, namely as interweave and underlay, have
been proposed [2], [3]. In the interweave approach, the SUs
need to find the spectrum holes for their own communication.
This approach highly depends on the spectrum detection
technique, thus any missed detection of the SUs may cause
severe interference to the PUs. In addition, in the dense areas,
almost spectrum is often occupied by the PUs, and hence this
approach is not efficient due to the lack of spectrum holes.
On the other hands, in the underlay approach, the SUs can
concurrently access the licensed spectrum of the PUs as long
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as the interference from the SUs to the PUs is maintained
below a given threshold. This approach has been obtained a
great attention as the SUs can operate in the dense areas where
the number of spectrum holes are limited [4]–[10]. Further,the
SU can utilize the interference of the PU as an active jamming
signal to enhance its security.

There is a fact that the wireless networks face many new
security challenges from all aspects of the networking archi-
tecture, including the spectrum sensing, spectrum access,and
spectrum management due to the natural broadcast property of
wireless signals. This becomes more severe in the spectrum
underlay approach where the SUs and PUs coexist in the
same frequency band, and they may cause mutual interference
to each other. To protect the communications confidentiality
against the eavesdroppers, the physical layer security has
emerged as a promising solution [11]–[17]. Further, to quantify
the security of a wireless system, the secrecy capacity metric
was formulated as the maximum achievable rate from the
transmitter to the legitimate receiver minus the one listening
by the eavesdropper over the illegitimate channel. Following
this approach, Wyner showed that if the main channel is better
than the illegitimate channel, the transmitter can exchange
the secure messages with the intended receiver at a non-
zero secrecy rate [11]. As an extension of [11], the works in
[18]–[23] have studied the physical layer security for various
fading models. Face to the same security concerns in the
conventional wireless systems, the security policies to against
the eavesdroppers becomes more difficult in the CRN where
both SUs and PUs are vulnerable and easy to be eavesdropped
due to the mutual interference. However, in some cases, the
secondary transmitter (S-Tx) can take the advantages of fading
channel to become an active jammer who can severely degrade
the eaversdropper (EAV) capacity in the illegitimate channel,
i.e, the PUs secure information may be protected from the EAV
by the interference caused by the SUs to the EAV. In the light
of this idea, the security concern of the PUs in the CRN has
been interpreted into constraints to the SUs, i.e., the SUs are
allowed to utilize the licensed spectrum of the PUs as long
as the secure criteria and quality of service (QoS) of the PUs
are satisfied [24]–[33]. Particularly, in [25] and [29], authors
have applied game theory cooperation strategies to study the
security for a simple CRN scenario where a pair of the SU
and a pair of the PU share the same spectrum in the presence
of a single EAV. Power allocation and bandwidth assignment
strategies have been proposed to enhance the security of the
PUs communication.

Regarding to effectiveness of multiple antennas on the
security of the CRN, the security problems in the multiple-
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2 SUBMITTED TO PHYSICAL COMMUNICATION

input single-out (MISO) CRNs have been considered in [24],
[26], [28]. Authors in [28] have investigated the case wherethe
S-Tx uses the beamforming technique to maximize the PU’s
secrecy capacity under the SU’s QoS constraints. In [26] and
[24], the SU also uses the beamforming technique to maximize
the secrecy rate of the SU while keeping the interference at
the PU below a predefined threshold. In [30], the physical
layer security with multiple user scheduling for CRNs in
terms of ergodic secrecy capacity and probability of non-zero
secrecy capacity has been examined. More recently,Wang et
al. have proposed two secure transmission schemes, named as
nonadaptive and adaptive secure transmission strategy, tomax-
imize the throughput for MISO CRN over slow fading channel
[32]. An approximation for the optimal rate parameters of the
nonadaptive secure transmission strategy has been obtained
at the high signal-to-noise ratio (SNR) regime. However, a
power allocation policy for the SU as well as performance
analysis of the SU under both the statistical outage and security
constraints of the PU have not been studied.

Motivated by all above works, in this paper, we study the
performance of a single-input multiple-output (SIMO) CRN
under joint constraint of the interference and security of the
PU. More specifically, we consider that the two eavesdroppers,
named as EAV1 and EAV2, equipped with multiple antennas
try to overhear the information from the PU and SU in
the same spectrum. To guarantee the desired security and
performance of the PU, the S-Tx must control its transmission
power to meet the peak transmission power of the SU, and both
the outage probability constraint and probability of secrecy
constraint of the PU. Given these settings, the analysis for
the considered secondary network is investigated in two folds,
namely as system performance and security performance.
Main contributions in this paper are summerized as follows:

• An upper bound and lower bound for the transmission
power of the S-Tx are derived. Then, a power allocation
policy under the convex combination of the upper and
lower transmission power for the S-Tx is proposed.

• To analyse the performance of the SU, a closed-form
expression for the outage probability is derived.

• To evaluate the security of the SU, closed-form expres-
sions for the probability of non-zero secrecy capacity and
outage secrecy capacity are derived.

• More interestingly, the results show that a strong channel
mean gain of the primary transmitter (P-Tx)→EAV1

wiretap link can enhance the performance of the SU by
using our proposed power allocation policy.

The remainder of this paper is presented as follows. In Section
II, the system model, assumptions, and problem statement
for the SIMO CRN are introduced. In Section III, the upper
bound, lower bound of the S-Tx transmission power, and the
power allocation policy for the S-Tx are obtained. Further,
closed-form expressions for the outage probability, probability
of non-zero secrecy capacity, and outage secrecy capacity are
derived. In Section IV, the numerical results and discussions
are provided. Finally, conclusions are given in Section V.

Fig. 1. A system model of underlay CRN in which the SU utilizesthe licensed
frequency band of the PU. The EAV1 and EAV2 illegitimately listen to the
information of the P-Tx and S-Tx, respectively. The S-Tx andP-Tx have a
single antenna while the S-Rx, P-Rx, EAV1, and EAV2 are equipped with
Ns, Np, Ne1, andNe2 antennas, respectively.

II. SYSTEM MODEL

In this section, we introduce the system model, channel
assumptions, and spectrum sharing constraints.

A. System Model

Let us consider a spectrum underlay CRN as shown in Fig.
1 in which SUs (S-Tx and S-Rx) utilize the licensed frequency
band of PUs (P-Tx and P-Rx) for their communication. There
also exist two EAVs (namely as EAV1 and EAV2) who
are capable of eavesdropping the messages by observing the
channel outputs. In particular, the EAV1 wants to overhear the
message of the P-Tx while the EAV2 tries to eavesdrop the
message of the S-Tx. In this model, the S-Tx and P-Tx have
a single antenna while the P-Rx, S-Rx, EAV1, and EAV2, are
equipped withNp, Ns, Ne1 , andNe2 antennas, respectively.
Note that the considered system model is applicable in practice
where the P-Tx and S-Tx may act as mobile users of a
primary network and a secondary network, respectively. The
P-Rx and S-Rx are base stations or access points, the S-
Tx→S-Rx and P-Tx→P-Rx links are uplinks [34]. In fact,
the multiple devices can access the spectrum band, and their
secure communication may be revealed in an unexpected
manner due to hidden eavesdroppers. Therefore, the power
allocation policy to protect the security communication ofthe
PU become one of the most important problem.

B. Channel Model

As for the radio links between different users, we assume
that channels are distributed following Rayleigh blocked flat
fading models. This fading is widely used to model chan-
nels in urban environments where the dominant propagation
along a line of sight between the transmitter and receiver
is not dominated. Therefore, the channels are considered as
constant during the transmission time of one message but
they may change independently to different values thereafter.
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Symbols Meaning
Ns, Np, Ne1 , Ne2 Number of antennas at the secondary receiver (S-Rx), primary receiver (P-Rx), EAV1, EAV2

h = (h1, h2, . . . , hNp ) Channel gain of the P-Tx→P-Rx communication link
g = (g1, g2, . . . , gNs) Channel gain of the S-Tx→S-Rx communication link
f = (f1, f2, . . . , fNe1

) Channel gain of the P-Tx→EAV1 illegitimate link
k = (k1, k2, . . . , kNe2

) Channel gain of the S-Tx→EAV2 illegitimate link
β = (β1, β2, . . . , βNs) Channel gain of the P-Tx→S-Rx interference link
α = (α1, α2, . . . , αNe1

) Channel gain of the S-Tx→EAV1 interference link
ρ = (ρ1, ρ2, . . . , ρNe2

) Channel gain of the P-Tx→EAV2 interference link
ϕ = (ϕ1, ϕ2, . . . , ϕNp ) Channel gain of the S-Tx→P-Rx interference link
Rp, Rs Target rates of the P-Tx and S-Tx
Rδ Secrecy target rate of the P-Tx under the eavesdropping of EAV1

γSU , γPU , γe1 , γe2 Signal-to-interference-plus-noise ratios (SINRs) of theS-Rx, P-Rx, EAV1, and EAV2
θ, ǫ Outage probability threshold and outage secrecy thresholdof the PU
N0 Noise power (a product of noise power spectral density (N0) and system bandwidth (B), i.e.,N0 = BN0)
PS−Tx, PP−Tx Transmission power of the S-Tx, P-Tx
Pu, Pl Upper bound and lower bound of the transmission power of the S-Tx
Pmax

S−Tx Peak transmission power of the S-Tx

γP−Tx =
PP−Tx

N0

Transmission SNR of the P-Tx

γS−Tx =
PS−Tx

N0

Transmission SNR of the S-Tx

γu =
Pu
N0

Upper bound of the transmission SNR of the S-Tx

γl =
Pl
N0

Lower bound of the transmission SNR of the S-Tx

This assumption are inline with previous works [7], [16],
[31], [35]–[37]. The channel gains, S-Tx→S-Rx and P-Tx→P-
Rx of communication links, are denoted, respectively, bygt,
andhm. The channel gains of S-Tx→P-Rx, P-Tx→S-Rx, S-
Tx→EAV1, and P-Tx→EAV2, interference links are denoted
by ϕm, βt, αn, andρℓ, respectively. Moreover, the channel
gains of P-Tx→EAV1 and S-Tx→EAV2 illegitimate links are
expressed, respectively, byfn andkℓ. Here, the symbolst, m,
n, ℓ denote the antenna indexes of the S-Rx, P-Rx, EAV1, and
EAV2, respectively wheret ∈ {1, . . . , Ns}, m ∈ {1, . . . , Np},
n ∈ {1, . . . , Ne1}, and ℓ ∈ {1, . . . , Ne2}. Since the channel
coefficients are modeled as Rayleigh blocked flat fading,
the channel gains are random variables (RVs) distributed
following exponential distribution, and the probability density
function (PDF) and cumulative distribution function (CDF)are
expressed, respectively, as

fX(x) =
1

ΩX

exp

(
− x

ΩX

)
, (1)

FX(x) = 1− exp

(
− x

ΩX

)
, (2)

where RVX ∈ {g, h, f, α, ϕ, β, k, ρ}, refers to the channel
gain, andΩX = E[X ] is the channel mean gain.

In this paper, the P-Rx, S-Rx, EAV1, and EAV2, are assumed
to use the selection combining (SC) to process the received
signal, i.e., the antenna having the maximal SINR will be used
to process the received message. This SC scheme is simple for
the hardware design, since it would need only a measurement
of signal power, while phase shifters or variable gains are not
required. According to the Shannon’s theorem, the channel
capacity of the P-Tx→P-Rx link can be formulated as

CPU = B log2(1 + γPU ), (3)

whereB is the system bandwidth, andγPU is defined as

γPU = max
m∈{1,2,...,Np}

{
PP−Txhm

PS−Txϕm +N0

}
, (4)

wherePP−Tx andPS−Tx are transmission powers of the P-
Tx and S-Tx, respectively. Similarly, the channel capacityof
the S-Tx→S-Rx link can be given as

CSU = B log2(1 + γSU ), (5)

where

γSU = max
t∈{1,2,...,Ns}

{
PS−Txgt

PP−Txβt +N0

}
. (6)

It is a fact that the SU and PU share the same spectrum,
and hence the transmitted messages of the S-Tx and P-Tx for
their corresponding S-Rx and P-Rx may be vulnerable due to
broadcast nature of radio propagation and mutual interference.
On the other hand, the EAVs may know this weakness and
then two EAVs have been established to illegally exploit the
output messages at the S-Tx and P-Tx over wiretap channels.
The channel capacity of the P-Tx→EAV1 and S-Tx→EAV2

wiretap links are expressed, respectively, as

Ce1 = B log2(1 + γe1), (7)

Ce2 = B log2(1 + γe2), (8)

where SINRs at the EAV1 and EAV2 are expressed, respec-
tively, as follows:

γe1 = max
n∈{1,2,...,Ne1

}

{
PP−Txfn

PS−Txαn +N0

}
, (9)

γe2 = max
ℓ∈{1,2,...,Ne2

}

{
PS−Txkℓ

PP−Txρℓ +N0

}
. (10)

C. Problem Statement

It is worth to remind that the SU utilizes the spectrum
of the PU, and hence the SU should have a power control
policy which does not only satisfy the secure and interference
constraint of the PU but also can obtain a reasonable transmis-
sion power to maintain its own communication. On this basis,
we consider the case that both SU and PU uses the Wyner’s
wiretap code [11] for their own communication. Theoretically,
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4 SUBMITTED TO PHYSICAL COMMUNICATION

the perfect security communication of the PU is difficult to
achieve whenCe1 > Rδ, whereRδ is the secrecy target rate
which is derived from a bin structure of the wiretap code
design to control the leakage of information [38]. Accordingly,
the secrecy outage probability of the PU under overhearing of
the EAV1 can be formulated as [35, Eq.(2)]

OSEC = Pr {Ce1 > Rδ} , (11)

whereCe1 is the channel capacity of the P-Tx→EAV1 link
given in (7).

Moreover, due to the randomness of wireless channel, the
reliable communication of the PU may not be achieved when
the rate of code word transmission of the PU is greater than
the channel capacity, i.e.Rp > CPU . This is known as the
communication outage event of the PU, defined by

OPU = Pr {Rp > CPU} . (12)

Here, the parametersRp andRδ are fixed and chosen offline
following [38]–[41].

D. SU Transmission Power Constraint

It is clear to see that if the SU does not have a reasonable
transmission power, it may cause the PU information leakage
to the EAV1, or the SU transmission power can become a
severe interference to the PU. Therefore, to against the EAV1

and to protect the PU from the harmful interference, the SU
should satisfy both the interference and security constraint of
the PU, which can be interpreted into the following constraints:

OPU ≤ θ, (13)

OSEC ≤ ǫ, (14)

PS−Tx ≤ Pmax
S−Tx, (15)

where θ and ǫ are the communication outage threshold and
secrecy outage threshold, respectively.Pmax

S−Tx is maximal
transmission power of the S-Tx. In other words, the S-Tx
transmission power should keep the outage probability of the
PU below a given threshold as in (13). In addition, the S-Tx
must control its power to guarantee the security constraintof
the PU given in (14). Finally, the S-Tx transmission power
is often limited due to its peak transmission power, thus the
S-Tx is subject to an additional constraint as given in (15).

Given above settings, optimal transmission power policy
for the S-Tx is derived. Accordingly, the outage probability,
probability of non-zero secrecy, and secrecy outage probability
are investigated to evaluate the performance of the secondary
system in the following section.

III. PERFORMANCE ANALYSIS

A. Transmission Power Allocation Policy

In this subsection, we first derive the upper bound and lower
bound transmission power of the S-Tx, and then propose a
power allocation policy for the S-Tx which is subject to the
security constraint and outage probability constraint of the PU.
Let us commence by considering a property as follows.

Property 1. Let a, b, andc be positive constants. Further, let
Xi and Yi be independent and exponentially distributed RVs

with mean valuesΩX and ΩY , respectively. Then, the RVU
defined by

U = max
i∈{1,2,...,N}

(
aXi

bYi + c

)
(16)

has the CDF given by

FU (u) =

[
1− 1

bΩY

aΩX
u+ 1

exp

(
− uc

aΩX

)]N

=

N∑

q=0

(
N

q

)
(−1)q

(Au+ 1)q
exp

(
−qu

D

)
, (17)

whereA = bΩY

aΩX
and 1

D
= c

aΩX
.

Proof. We derive the CDF ofU as follows:

FU (u) = Pr {U ≤ u} =

N∏

j=1

Pr

{
aXj

bYj + c
≤ u

}

=

N∏

j=1

∞∫

0

Pr

{
Xj ≤

u(by + c)

a

}
fYj

(y)dy

=

N∏

j=1

∞∫

0

[
1− exp

(
−u(by + c)

aΩX

)]
1

ΩY

exp

(
− y

ΩY

)
dy

=

{
1− 1

ΩY

exp

(
− uc

aΩX

)

×
∞∫

0

exp

[
−y

(
ub

aΩX

+
1

ΩY

)]
dy





N

=

[
1− 1

bΩY

aΩX
u+ 1

exp

(
− uc

aΩX

)]N

. (18)

By settingA = bΩY

aΩX
, 1

D
= c

aΩX
, and then using binomial

expansion, we obtain the CDF ofU as in (17).

It is a fact that the S-Tx must select a transmission power
level such that it can exploit the licensed spectrum of the PU
as much as possible but does not cause harmful interference
to the P-Rx. Given the related constraints in (13), (14), and
(15), a transmission power policy for the S-Tx is derived as
follows.

Firstly, we can calculate the outage probability of the PU
from (12), as follows

OPU = Pr

{
max

m∈{1,2,...,Np}

{
PP−Txhm

PS−Txϕm +N0

}
≤ γPU

th

}
≤ θ,

(19)

whereγPU
th = 2

Rp
B −1. Using the help of (17) inProperty 1for

(19) by settinga = PP−Tx, b = PS−Tx, c = N0, ΩX = Ωh,
ΩY = Ωϕ, andu = γPU

th , a closed-form expression for the
PU outage probability is obtained as

OPU =


1− 1

P
S−Tx

Ωϕ

P
P−Tx

Ωh
γPU
th + 1

exp

(
− γPU

th N0

PP−TxΩh

)

Np

≤ θ.

(20)
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After some manipulations, the transmission power of the S-Tx
should satisfy following inequality

PS−Tx ≤ PP−TxΩh

γPU
th Ωϕ

Ξ1, (21)

whereΞ1 is defined as

Ξ1 = max

{
0,

1

1− Np
√
θ
exp

[
− γPU

th N0

PP−TxΩh

]
− 1

}
. (22)

Here,Ξ1 in (22) is to indicate that the mathematical calculation
for the second term could be negative in theory, but the S-Tx
transmission power must be greater than or equal zero in the
practice. Furthermore, the S-Tx transmission power is subject
to its maximum transmission power, i.e.,PS−Tx ≤ Pmax

S−Tx.
Thus, the upper bound of the S-Tx transmission power,Pup,
is calculated as follows:

Pup = min

{
PP−TxΩh

γPU
th Ωϕ

Ξ1, P
max
S−Tx

}
. (23)

Obviously, the S-Tx transmission power must be maintained
below the upper bound given in (23) to not cause harmful
interference to the PU, i.e,PS−Tx ≤ Pup.

Secondly, the S-Tx transmission power is subject to the
secrecy constraint as given in (14), thus the derivations can
be given as follows

OSEC = 1− Pr {Ce1 < Rδ} ≤ ǫ

=

Ne1∏

n=1

Pr

{
PP−Txfn

PS−Txαn +N0
≤ γe1

th

}
≥ 1− ǫ, (24)

whereγe1
th = 2

Rδ
B −1. Similar to the derivations for the outage

probability of the PU, we can obtain the maximum trans-
mission power for the S-Tx under the secrecy constraint by
using (17). In particular, by settinga = PP−Tx, b = PS−Tx,
c = N0, ΩX = Ωf , ΩY = Ωα, andu = γe1

th for (24) yields

1− 1

P
S−Tx

Ωα

P
P−Tx

Ωf
γE1

th + 1
exp

(
− γe1

thN0

PP−TxΩf

)

Ne1

≥ 1− ǫ.

(25)

After some algebra manipulations, the transmission power for
the S-Tx under the secrecy constraint is obtained as

PS−Tx ≥ Plo =
PP−TxΩf

γe1
thΩα

Ξ2, (26)

wherePlo is a lower bound which the S-Tx transmission power
should be satisfied to protect the communication of the PU
from the EAV1. SymbolΞ2 is defined as

Ξ2 = max

{
0,

1

1− Ne1

√
1− ǫ

exp

[
− γe1

thN0

PP−TxΩf

]
− 1

}
.

(27)

Combining (23) and (26), we can easily see that the S-Tx
transmission power should satisfy the following condition

Plo ≤ PS−Tx ≤ Pup. (28)

It is worth to note that thePlo andPup are calculated on
the basis of channel mean gains and other system parameters.

Fig. 2. An example of power allocation policy for the S-Tx versus the P-Tx
transmission power.

Thus, depending on the channel state information (CSI) among
the SU, PU, and EAVs, the value ofPlo may be greater than the
one ofPup or vice versa. To assure that the S-Tx transmission
power does not violate the QoS and security constraint of the
PU, we consider the following cases:

• If Plo ≤ Pup, then the transmission power of the S-
Tx should be controlled by a convex combination of the
upper and lower bounds asPs = (1 − a)Plo + aPup,
0 ≤ a ≤ 1. This is because that the wireless channels
are often fluctuated due to its natural randomness. Thus,
if the transmission power of the S-Tx is too close to the
upper bound, the S-Tx may cause seriously interference
to the PU when the interference channel gain of the S-
Tx→P-Rx link increases outburst. On the other hand, if
the S-Tx’s transmission power is too close to the lower
bound, the S-Tx can not maintain the active noise to the
EAV1 when the interference channel gain of the S-Tx→
EAV1 link suddenly degrades. Thus, the power allocation
scheme is adjusted flexibly on the basis value of the upper
bound and lower bound, which can make a relative safe
gap to guarantee the security communication and QoS of
the PU. Note that ifa → 1 thenPs → Pup, whena → 0,
Ps → Plo.

• If Plo > Pup, then the S-Tx is not allowed to transmit,
i.e., Ps = 0. This is due to the fact that the S-Tx trans-
mission power firmly violates both the outage probability
and security probability constraint of the PU.

As a result, the power allocation policy for the S-Tx is
formulated as

Ps =

{
(1− a)Plo + aPup, if Plo ≤ Pup

0, if Plo > Pup

, (29)
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6 SUBMITTED TO PHYSICAL COMMUNICATION

where0 ≤ a ≤ 1, Plo andPup are expressed, respectively, as

Plo =
PP−TxΩf

γE1

th Ωα

Ξ2, (30)

Pup = min

{
PP−TxΩh

γPU
th Ωϕ

Ξ1, P
max
S−Tx

}
. (31)

To make the power allocation policy of the S-Tx more clear,
we show an example as in Fig. 2 where the solid line is the
S-Tx power allocation policy given in (29).

B. Performance Analysis of Secondary User

In this subsection, we derive the outage probability and
symbol error probability (SEP) of the SU to understand
how the performance of the SU can be achieved under the
interference and secrecy constraint of the PU.

1) Outage probability:The outage probability is defined as
the probability that the channel capacity is less than or equal
the rate of transmission code word.

OSU = Pr

{
max

t∈{1,2,...,Ns}

{ Psgt

PP−Txβt +N0

}
≤ γSU

th

}
,

(32)

where γSU
th = 2

Rs
B − 1. Applying Property 1 to (32) by

settinga = Ps, b = PP−Tx, c = N0, ΩX = Ωg, ΩY = Ωβ ,
u = γSU

th , a closed-form expression for the outage probability
of the SU is given as follows

OSU =

Ns∑

q=0

(
Ns

q

)
(−1)q

(A1γ
SU
th + 1)q

exp

(
−qγSU

th

D1

)
, (33)

whereA1 =
PP−TxΩβ

PsΩg
and 1

D1

= N0

PsΩg
.

C. Secrecy Performance of Secondary User

In this subsection, the secrecy performance of the SU in
terms of the probability of non-zero secrecy capacity and
outage secrecy capacity of the SU under the overhearing of the
EAV2 are investigated. According to the physical layer security
concept [11], the secrecy capacity of the SU is formulated as

CS = CSU − Ce2 = B log2

(
1 + γSU

1 + γe2

)
. (34)

Here, we assume that the interference caused by the P-Tx
to the S-Rx and the EAV2 is much greater than the additive
noise power, i.e., the S-Rx and EAV2 stay close to the P-Tx.
Therefore, the SINR of the SU and EAV2 in (6) and (10) can
be rewritten as

γSU ≈ γ̃SU = max
t∈{1,2,...,Ns}

{
gt

βt

}
1

A , (35)

γe2 ≈ γ̃e2 = max
ℓ∈{1,2,...,Ne2

}

{
kℓ

ρℓ

}
1

A , (36)

where 1
A = P

PP−Tx
. To investigate the secrecy performance of

the SU further, we first consider the following random variable

Z =
1 + γ̃SU

1 + γ̃e2
, (37)

The CDF ofZ can be derived as follows

FZ(z) =

∞∫

0

Pr {γ̃SU ≤ z(1 + t)− 1} fγ̃e2
(t)dt. (38)

Moreover, the CDF of̃γSU can be calculated as follows

Fγ̃SU
(x) = Pr

{
γ̃SU = max

t∈{1,2,...,Ns}

{
gt

βt

}
≤ xA

}

=

Ns∏

t=1

Pr {gt ≤ xyA} fβt
(y)dy

=

Ns∏

t=1



1− 1

Ωβ

∞∫

0

exp

[
−
(
xA
Ωg

+
1

Ωβ

)
y

]
dy





=

(
1− 1

xAΩU + 1

)Ns

=

Ns∑

n=0

(
Ns

n

)
(−1)n

(xAΩU + 1)n
.

(39)

whereΩU =
Ωβ

Ωg
.

Using the same approach for (39), we obtain the PDF and
CDF of γ̃e2 as follows:

Fγ̃e2
(y) =

(
1− 1

yAΩV + 1

)Ne2

, (40)

fγ̃e2
(y) =

∂FV(y)

∂y
(41)

= Ne2ΩVA
Ne2

−1∑

m=0

(
Ne2 − 1

m

)
(−1)m

(1 + ΩVAy)m+2
,

whereΩV =
Ωρ

Ωk
.

Substituting (41) and (39) into (38), we have

FZ(z) =

∞∫

0

Fγ̃SU
(z(1 + t)− 1) fγ̃e2

(t)dt

=

Ns∑

n=0

Ne2
−1∑

m=0

(
Ns

n

)(
Ne2 − 1

m

)
(−1)n+mNe2I

ΩV
m+1(ΩUz)

nAn+m
, (42)

whereI is given by

I =

∞∫

0

dt
[
t+ (z−1)AΩU+1

zAΩU

]n [
t+ 1

AΩV

]m+2 . (43)

Using the help of [42, Eq.(3.197.1)] for (43) yields

I =(AΩV)
m+2B(1,m+ n+ 1)

[
(z − 1)AΩU + 1

zAΩU

]1−n

(44)

× 2F1

(
m+ 2; 1;m+ n+ 2; 1− ΩV

ΩUz
[(z − 1)AΩU + 1]

)
,

whereB(·, ·) is Beta function and2F1(·; ·; ·; ·) is a Hypergeo-
metric function.
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Substituting (44) into (42), we finally obtain the CDF ofZ

after some manipulations as

FZ(z) =

Ns∑

n=0

Ne2
−1∑

m=0

(
Ns

n

)(
Ne2 − 1

m

)

× 2F1

(
m+ 2; 1;m+ n+ 2; 1− ΩV [(z − 1)AΩU + 1]

ΩUz

)

× (−1)n+mNe2ΩVB(1,m+ n+ 1)

ΩUz [(z − 1)AΩU + 1]
n−1 . (45)

1) Probability of non-zero secrecy capacity:According to
the secrecy capacity definition, the non-zero secrecy capacity
is formulated as

CS = [CSU − Ce2 ]
+ = B log2(Z). (46)

and the probability of non-zero secrecy capacity of the SU is
calculated by

Onon−zero = Pr {CS > 0} = 1− Pr {Z ≤ 1} = 1− FZ(1).
(47)

UsingFZ(z) given in (45), we obtain the probability of non-
zero secrecy capacity as follows

Onon−zero = 1−
Ns∑

n=0

Ne2
−1∑

m=0

(
Ns

n

)(
Ne2 − 1

m

)

× (−1)n+mNe2ΩVB(1,m+ n+ 1)

ΩU

× 2F1

(
m+ 2; 1;m+ n+ 2; 1− ΩV

ΩU

)
. (48)

2) Secrecy outage probability:Secrecy outage probability
is defined as the probability that the secrecy capacity is smaller
than a predefined threshold given as

OSEC = Pr {CS < Re2} = FZ(γth)

=

Ns∑

n=0

Ne2
−1∑

m=0

(
Ns

n

)(
Ne2 − 1

m

)

× (−1)n+mNe2ΩVB(1,m+ n+ 1)

ΩUγth [(γth − 1)AΩU + 1]
n−1 (49)

× 2F1

(
m+ 2; 1;m+ n+ 2; 1− ΩV [(γth − 1)AΩU + 1]

ΩUγth

)
,

whereγth = 2
Re2
B andRe2 is the secrecy rate of the SU under

the eavesdropping of the EAV2 which can be chosen offline
following [39]–[41].

IV. NUMERICAL RESULTS

In this section, analytical and simulation results for our
considered system are presented. More specifically, we study
the impact of the P-Tx transmission power and channel mean
gains on the power allocation policy, outage probability, prob-
ability of non-zero secrecy capacity, and outage probability of
secrecy capacity for the SU communication. Some channel
mean gains are set to high values to indicate that these
channels and their signals are much stronger than the others.
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Fig. 3. The S-Tx transmission SNR versus the P-Tx transmission SNR with
Ns = Np = 3 andNe1 = Ne2 = 2, andRe2 = 1 kbps;

Unless otherwise stated, the following system parameters are
used for both analysis and simulation:

• System bandwidth:B=1 MHz;
• SU target rate:Rs=64 kbps;
• PU target rate:Rp=64 kbps
• The secrecy target rate of the P-Tx:Rρ= 63 kbps;
• Outage probability threshold of the PU:θ = 0.01;
• Outage secrecy threshold of the PU:ǫ = 0.5;
• Maximum the S-Tx transmission SNR:γmax

S−Tx = 10 dB;

In Fig. 3, we plot the transmission SNR of the S-Tx as a
function of the P-Tx transmission SNR with the values of
a = 0.2, 0.5, 0.8. We can see that the curves of proposed
transmission SNR scheme of the S-Tx are always below the
upper bound and above the lower bound of the S-Tx. Also,
the S-Tx transmission SNR first increases according to the
increasing of the P-Tx transmission SNR. However, it starts
saturating atγS−Tx = 10 dB. This is due to the fact that the S-
Tx can adjust its transmission SNR according to the change of
the P-Tx transmission SNR. However, the S-Tx transmission
SNR is restricted by the peak transmission SNR of the S-
Tx, γmax

S−Tx. Thus, when the channel conditions and system
parameters are good for the S-Tx communication, the S-Tx
transmission SNR can reach the peak value. This is suitable
with the expression (23) and arguments for Fig. 2. Most
importantly, we can see that the S-Tx stops its transmission
when the P-Tx transmission SNR above 6 dB, i.e.γP−Tx ≥ 6
dB to not degrade the performance of the PU from the SU
interference. This observation confirms the predictions for the
proposed power allocation policy as shown in Fig. 2.

In Fig. 4, the outage probability is presented as a function
of the P-Tx transmission SNR with various values ofa. We
can see that by adjustinga value from0.2 to 0.8, the outage
performance of the SU is improved significantly, i.e., the
outage probability is degraded. Further, the performance of
the SU is the best (the worst) when the adjusting parameter
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Fig. 5. Outage secrecy capacity of the SU versus the P-Tx transmission SNR
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of the S-Tx is set toa = 1 (a = 0), i.e. the upper bound
(lower bound) of the S-Tx’s transmission power. This results
are matched well with discussions for the power allocation
policy given in Fig. 3. We also observe the outage secrecy
capacity of the SU as a function of the P-Tx’s transmission
SNR as shown in Fig. 5. It can be seen that the outage secrecy
capacity increases as the P-Tx’s transmission SNR increases.
However, the S-Tx must stop its transmission atγP−Tx = 2
dB to not cause either harmful interference of the P-Rx or
leak the information communication of the PU to the EAV1.
This result is suitable with the predictions given in Fig. 2 and
Fig. 3.

Fig. 6 plots the outage probability as a function of the P-
Tx’s transmission SNR for different channel mean gains and

consider following four cases:

• Case 1: It is considered as a reference case where the
channel mean gains of the S-Tx→P-Rx P-Tx→S-Rx
interference links are set asΩβ = 300 andΩϕ = 10.

• Case 2:The channel mean gains of the S-Tx→P-Rx and
P-Tx→S-Rx interference links are weaker than the ones
of Case 1. In other words, the S-Tx and P-Tx stay far
away from the P-Rx and S-Rx, respectively.

• Case 3:The channel mean gains of the S-Tx→P-Rx and
P-Tx→S-Rx interference links are stronger than the ones
of Case 1.

• Case 4: The channel mean gains of the S-Tx→P-Rx and
P-Tx→S-Rx interference links are similar to the ones of
Case 3. However, the number antennas at the P-Rx and
S-Rx are greater than the ones ofCase 3.

As can be clearly seen from the Fig. 6, the simulation and
analysis match well for all cases. In all cases, the outage
probability is first decreased in the low regime of the P-Tx
transmission SNR, (γP−Tx < −1 dB) and then increases in
the high regime of the P-Tx transmission SNR. In particular,
for Case 2, the outage probability is slightly decreased to
an optimal pointγP−Tx = 2 dB, and it is increased for
γP−Tx > 2 dB. These results are because that the P-Tx
does not cause much interference to the S-Rx. Thus, the S-
Tx can regulate its transmission power in the low regime
transmission power of the P-Tx transmission SNR as shown in
(29). Nonetheless, in the high regime of the P-Tx transmission
SNR, the S-Tx can not control its transmission SNR further
since it is subject to its maximum value, i.e.γmax

S−Tx = 10 dB.
Consequently, any increasing the transmission SNR of the P-
Tx leads to additional interference to the S-Rx which results
in the increasing of the SU outage probability. On the other
hand, in Case 2, the outage probability is smaller than the
Case 1. This is due to the fact that the channel mean gains of
interference links inCase 2are smaller than the one inCase
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Fig. 6. The SU outage probability versus the P-Tx transmission SNR for
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1, and then users in primary and secondary network cause low
interference to each other, thus the outage performance of the
SU in Case 2is improved. Also, we have similar observations
to compare the outage performance between theCase 3and
Case 1. Clearly, the outage probability ofCase 3 is worse
than the one ofCase 1because the channel mean gains of the
interference links between primary and secondary network in
Case 3are stronger than the ones ofCase 1. Finally, we
observe the impact of antennas on the outage performance of
SU by compareCase 4with Case 3. It is easy to see that
the outage probability ofCase 4 is better than theCase 3
as the diversity in received signal increases as the number of
antennas increases. In other words, if the number of antennas
at the S-Rx and P-Rx increases and the mutual interference
between the SU and PU is small, then the outage performance
is improved significantly.

In Fig. 7, the probability of non-zero secrecy capacity of
the SU is plotted as a function of the channel mean gain of
the P-Tx→EAV2 interference link,Ωρ, for different cases as
follows:

• Case 5: This is set as a reference case withΩk = 20,
Ωβ = Ωα = 200.

• Case 6: The channel mean gain of the S-Tx→EAV2

illegitimate link is higher than the one inCase 5, i.e.,
Ωk = 100.

• Case 7: The channel mean gain of the P-Tx→S-Rx
interference link is decreased when it is compared to
Case 6, i.e Ωβ = 100 and the channel mean gain of
the S-Tx→S-Rx communication link increases when it is
compared toCase 6.

It is clear to see that the probability of non-zero secrecy
capacity is improved as the channel mean gain of the P-
Tx→EAV2 interference link increases for all cases. It is due to
the reason that the EAV2 suffers more interference from the P-
Tx as the channel mean gain of the P-Tx→EAV2 interference

link increases. Accordingly, the EAV2 is difficult to overhear
the information of the S-Tx, thus the probability of non-
zero secrecy capacity is increased. By comparingCase 5
with Case 6, we can see that the probability of non-zero
secrecy is degraded significantly when the channel mean gain
of the S-Tx→EAV2 illegitimate link, Ωk, increases. This is
because that the EAV2 can improve its overhearing information
when the illegitimate link is in a good condition for the
EAV2. However, when the channel mean gain of the P-Tx→S-
Rx interference link is the bad condition (compareCase 7
with Case 6), the probability of non-zero secrecy capacity is
improved significantly. It can be explained by a fact that the
lower channel mean gain of the interference link P-Tx→S-Rx
lead to the higher SINR at the S-Rx, i.e., the probability of
non-zero secrecy capacity is enhanced.

Finally, we examine the impact of channel mean gain on
the outage secrecy capacity as shown in Fig. 8. In particular,
we considerCase 8as a reference case and then compare it
with other cases as follows. We can observe from figure that
the outage secrecy capacity of the SU is increased gradually
as the channel mean gain of the S-Tx→EAV2 illegitimate link
increases. It means that the security of the SU communication
is degraded when the illegitimate link is in good condition for
the EAV2. We now compareCase 9with Case 8and see that
the secrecy outage probability is improved significantly when
the channel mean gain of the S-Tx→S-Rx communication link
increases, i.e.,Ωg = 20 to Ωg = 200. This is reasonable
since the capacity of the SU in the main channel is improved
significantly, which makes the improvement of the secrecy
capacity as shown in (34). In addition, we compareCase 10
with Case 9by decreasing theΩρ = 200 toΩρ = 100 and then
observe the impact of channel mean gain of the P-Tx→EAV2

interference link on the outage secrecy capacity. It is easyto
see that low interference from the P-Tx to the EAV2 leads to
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10 SUBMITTED TO PHYSICAL COMMUNICATION

a high capacity at the EAV2, i.e., the outage secrecy capacity
in Case 10is worse than the one inCase 9. Also, we can
see that the outage secrecy capacity is improved significantly
when the channel mean gain of the P-Tx→S-Rx interference
link decreased fromΩβ = 200 in Case 10to Ωβ = 200 in
Case 11. Especially,Case 12becomes the worse cases for the
security of the SU when the EAV2 increases only one antenna
(Ne2 = 3).

V. CONCLUSIONS

In this paper, we have proposed a power allocation policy
for the SU in the CRN. The S-Tx is subject to the security
constraint and outage probability constraint of the PU, and
the peak transmission power constraint of the S-Tx. Moreover,
the performance analysis in terms of outage probability, SEP,
probability of non-zero secrecy capacity, and outage secrecy
capacity for the secondary network has been investigated.
Further, the strong channel mean gain of the S-Tx→EAV2

wiretap link leads to degrade the security of the secondary
network. Most interestingly, our results show that the system
performance of the SU is not degraded when the channel mean
gain of the P-Tx→EAV1 wiretap link is strong. Oppositely,
it can be improved by using our proposed power allocation
policy. Finally, the simulations have been provided to validate
our analytical results.
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